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By Sudeep February 14, 2024

Recently, we came across an update from PolySwarm regarding a new Variant of Zloader.
Zloader is a malware based on Zeus, which has been targeting financial institutions and its
customers. This blog gets into the nuances of the new techniques used by Zloader.

Technical Analysis

It was observed that Zloader had very few Import functions and it was obfuscated and
threat actors were making sure that Zloader only runs with the filename “lonPulse.exe”.
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Once it checks that the name is lonPulse.exe, it gets the handle of Ntdll.dIl using

CreateFileA.

v e
var_44s=
var_4es=

zsub

lea
call
maw
cmp
jnz

I u s e

dword ptr -44h
byte ptr -48h

rsp, 5C8h

[rsp+5CBh+var_44], @
rcx, alonpulseExe ;

sub_ 7FFES184978@

[rsp+5CEh+var 58], rax
[rsp+5CBhtvar 58], @
short loc 7FFGES1B4E111

"IonPulse.exe™

M=

loc_7FFB5184E111:

call sub_7FFES1B58958

test al, 1

jnz short loc 7FFESL1E4E12A

ol s 5]

loc JFFRS1B4EI12A:
call sub_JFFES1247BE2
xor eax, eax
Mo ecx, 2ax

Figure 1: Precheck before running
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sub
Mo
Mo
Mo
Mo
Xor
div
M

rsp, 78h
[rsp+78h+var_C], edx
[rsp+78h+var_18], ecx
eax, [rsp+78h+var_C]
ecx, 2&68h

edx, edx

eCx

[rsp+78hdvar_14], edx

ol e 5

loc_7FFB5184DBAD:

movsxd rcx, [rsp+78h+var_14)
lea
cmp

i

£

rax, dword 7FFES1B6ACDE
dword ptr [raxtrcx*4], @
short loc 7FFES184D984

v

[rsp+78htvar_18]

&

eax

gword _7FFE5186AGBE

M bl s 5
movsxd rcx, [rsp+73h+var_14]
lea rax, dword FFFGS186ACDE loc 7FFAS184D98A4:
mow eax, [raxtrox®4] mowv eax,
cmp eax, [rsp+78h+var_C] sub eax,
jnz short loc_7FFE5184DBEE movsxd rox,
lea rax,
| Mo rax.

Figure 2: Mapping APl with hashes

[rax+rcx*al

It is making use of the above mentioned Function in Figure 2 to resolve the API.

sub
maw
maw
maw
call
Mo
xor
mov
call
mow
maw
maw
Kar
xor
Mo
Mo
mow

Mo
Mo
cmp

dinT

var_l18= qword ptr -13h
var_18= gword ptr -18h
var_l= byte ptr -1

rsp, 98h
[rsp+38h+var_ 18], rdx
[rsp+98h+var_ 18], rcx
rcx, [rsp+98h+var 18]
sub_JFFES1864458
[rsp+38h+var_38], rax
eCx, BCX

edx, BB3E333DFh
sub_7FFE51861118

rcx, [rsp+98h+var_33]
edx, Zeeooa8h

réd, 1

rad, rod

rled, rled

dword ptr [rsp+98h+var_78], 3
[rsp+98h+var_78], @
rsp+98h+var 68], @

[rsp+38h+var_ 28], rax
rax, BFFFFFFFFFFFFFFFFh
[rsp+98h+var_28], rax

zhart Tnr 7FFFARRTRANTTA

Figure 3: CreateFileA
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It gets the handle of Ntdll.dll using CreateFileA.

|

Then uses ReadFile to copy the contents of Ntdll.dIl. Before doing that it allocates memory

using VirtualAlloc.

[55] lonPulse.exe (2208) Properties

48:894424 50
458: 864424 78
48:894424 48
31C9

EA GE946EED
E8 1F350100
48: 8B4C24 48
458: 8685424 50
44: 884424 58
4C:8D4C24 74
45:31D2
48:C74424 20 0000000
FFDO

BaCl

mov gword ptr ss:|[ rsp+5of,rax
mov rax,gword ptr ss:Qrsp+7al
mov gword ptr ss:[[rsp+4s],rax
XKOP BCH, 8CK

mov edx,BE068946E

call ionpulse.7FF7IEAEBL110
mov rcx,gword ptr ss:[rsp+as]

mov rdx,gword ptr ss:Qrsp+50]
mov ra3d,dword ptr ss:[Qrsp+sal
lea r9,qword ptr ss:| rsp+74f
xor riod,riod

mov gword ptr ss:[rsp+zof,0

call rax
mov eCx,eax

Figure 4: Reading ntdll

rax:ReadFile
rax:ReadFile
rax:ReadFile

rax:ReadFile

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment
Hide free regions
Base address Type Size Protect... Use Total W5 Private WS Shareable WS Shared WS Locked WS
0x7ffe0000 Private 64kE R USER_SHARED _DATA 4kB 4kB 4kB
0x738ac00000 Private 2,048 kB RW PEB 12 kB 12kB
0x7382200000 Private 1,024kB RW Stack (thread 2412) 12kB 12kB
0x25e13cf0000 Mapped 64kB RW Heap (ID 2) 4kB 4kB
0x25e13d10000 Mapped 84kB R 34kB 34kB 34kB
0x25e13d30000 Mapped 1B6kB R 16 kB 16 kB 16 kB
0x25e13d40000 Mapped 4kB R 4kB 4kB
0x25e 13d50000 Private 8kB RW kB kB
0x25e13d60000 Mapped TeOkE R C:\Wwindows\System32Yocale.nls 143 kB 143 kB 148 kB
0x25e13e70000 Private 1,024kB RW Heap (ID 1) 943 kB 948 kB
0x25e13f70000 Private 1,024kB RW Heap segment {ID 1) 764 kB Ta4 kB
0x25e 14070000 Private 2,048 kB RW Heap segment (ID 1) 1,016 kB 1,016 kB
0x25e 14270000 Private 4,096 kB RW Heap segment (1D 1) 4kB 4kB
v 0x25e 14540000 Private 1,796 kB RW 1,780 kB 1,780 kB
0x25e14840...  Private: Commit 4kB RW 4kB 4kB
b, 0x25214841...  Private: Commit 1,012kB  RX 1,012 kB 1,012 kB
0x25e1493e...  Private: Commit 260kB R 260 kB 260 kB
0x25e1497f000  Private: Commit 36kE RW 20kB 20kB
0x25e14988...  Private: Commit 52kB R 52kB 52kB
0x25e14995...  Private: Commit 16kB RW 16 kB 16 kB
0x25e14999...  Private: Commit 416kB R 416 kB 416 kB
0x7ff77e5c0000 Mapped 1,024kB R 20 kB 20 kB 20kB
0x7ff77e6c0000 Mapped 140kB R To kB 7o kB Ta kB
0x7ff77eb50000 Image 196 kB WCX C:\Users\K7User\Desktop\lonPulse. ... 184 kB 24kB 160 kB
Ox7ffofec40000 Image 1,952kB  WCX C:\Windows\System32\KernelBase. dll 294kB 32kB 212 kB 212kB
0x7ff5f353 10000 Image 692kE  WCX C:\Windows\System32Ykernel32.dll 172 kB 24kB 148 kB 148 kB
v 0x7ff9foba0000 Image 1,796 kB WCX C:\Windows\System32\ntdll. dl 708 kB 44 kB 664 kB 632kB
0x7ffafoba0...  Image: Commit 4kB R C:\Windows\System32\ntdll. dl 4kB 4kB 4kB
e 0x7ff9f9bal... Image: Commit 1,012kB RX C:\Windows\System32\ntdll.dl 475 kB 4kB 472kB 452 kB
0x7ff9f9c9e...  Image: Commit 260kB R C:\Windows\System32\ntdll. dl 144 kB 144 kB 132kB
0x7ffaf9cdf000  Image: Commit 12kB  WC C:\Windows\System32\ntdll. dl 4kB 4kB 4kB
0x7ff9foce2...  Image: Commit 24kB RW C:\Windows\System32\ntdll.dl 24kB 24kB
0x7ff9f9ced...  Image: Commit 434kB R C:\Windows\System32\ntdll. dl 56 kB 16 kB 40 kB 40 kB
Ox7fffffe0000 Private 64kE R

Above figure shows the copied content of Ntdll.dll.

Figure 5: Ntdll.dIl copied
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AC:8D4C24 E:
EFDO
83F5 00

]
mm
oo
-1-3
oo

BE4424 78
8594424 2C
B9 BEB15273
E8 SE2SFFFF

B9C1
BE4424 2C
01C8
834424 78
ES CAFDFFFF

OFBECD

481 B3EC
48189424 3!

48:183C0 28

75 0A
C68424 ATO00000 00
EB 2F

CEB424 ATOOOODOO 01
BAB4Z4 ATOOO0D0O

48:81C4 ABDODOOO
c3

OF1F8400 00000000
38

0
48:CT4424 28 00000004 mov gword ptr s
48:8B4C24 30

Tea r3,qword ptr s

call rax

mp eax,0

ine ionpulse.7FFE1EBEQ3TS
]

pyte ptr ss:frspra7ll,
jmp 1onpulse.7FFE1EBE03AL
: PEFE1

ax,dword pt
mov dword ptr ss:firs
mov_ecx,7352818E
€all ionpulse. TFFE1EED2BED
mov ecx,eax
mov eax,dword ptr ss:firspezc]
add eax,ecx
mov dword ptr ss:frsp+7E],eax
jmp ionpulse.7FFE1ERED1ED
mov m{te ptr ss:frsp+az),1
al,byte ptr ss +A7)
and al,1
movzx eax,al
add rsp,A8
ret

nop dword ptr
sub rsp,3s
mov gword prr

rax:virtualProtect

rax:virtualProtect
rax:virtualProtect

RAX 00007FF9FS333430
REX  00007FFE1ESDEODD
BLX  0DOO01ASECDF1000
EDX 0D000D000000FAOCS
REF  0000000000000000
RSP 0000001545FSE010
RSI  0000001549124000
RDI  0000001549124000

BE 0000000000000020
RS 0000001548FIFOT4
B1D 0000000000000000
Ell  0000000000000246 L'E"
R1Z  0000000000000000
R13 0000000000000000
R14  0000000000000000
R15  0000000000000000

RIP  DOOO7FFE1ESED364
RFLAGS  0000000000000200
ZF 0 PF O AF O

OF 0 SF 0 DF O

CFO TF1 IF1

<

Default (x64 fastcal)

1: rcx 0D0001AS6CDF1000 000001AS6CDF1000
rdx_00000000000FADCS D0000000000FADCS
20

32.virtualProtect»

Figure 6: VirtualProtect

|

Figure 7:

It is making use of RtlInitUnicodeString,

Associated syscall to NtCreateUserProcess to run msiexec.exe.

e.exe - Thread: Main Thread 464 - x64dbg

surites  Options Help  Jun 15 2023 (TitanEng

N W

e@®HxH L B9

O0007FF721DBEDEE BEA A4AFZIGET mov edx,B736AFA4
E& AES30100 call ionpulse.7FF721DA1110
4C:BESCZ4 50000000 mov r3,gword ptr ss:lrsp+20]
4C:8B9C24 ADO00000 mov rii,gword ptr ss:[rsp+ac]
4C:8B9424 EBOOOOOOO mov rio,gword ptr ss:|frsp+E0j
45:8D8C24 88010000 lea rcx,qword ptr ss:ffrsp+183]
45:8D09424 CE010000 lea rdx,gword ptr ss:[frsp+1cs]
45:31C0 xor riad,rsd
4C:895C24 20 mov gword ptr ss:|[Brsp+z2of,rii
48:C74424 28 00000000 mov qword ptr ss:[rsp+2:s],0
45:C74424 30 00000000 mov qword pir ss:frsp+30],0
4C:595424 38 mov gword ptr ss:|frsp+38),ri0
48:C74424 40 00000000 mov qword ptr ss:rsp+40],0
48:C74424 48 0000000 mov qword ptr ssifrsp+4s],0
C74424 50 01000000 mov dword ptr ss:|irsp+sof,1
FFDO call rax
89C1 mov ecx,eax
31Dz xor edx,edx
E& F2310000 call ionpulse.7FF721094FCO
AS 01000000 test eax,1

00007FF721D8EDD3 « 75 18 jne ionpulse.7FF721DSEDED

Creating msiexec.exe

2:
3 r
4: r9 DODDOOLS48FIFO74 00000015 4EFIFOT4

5: [rsp+20] 37C9ASEDB3I151618 37CSASEDE31S1E

After copying Ntdll.dll it is using VirtualProtect to change the memory protection
accordingly.

rax:RtlCreateProcessParametersEx

RtlICreateProcessParametersEx to create a
structure which can be used by NtCreateUserProcess later. Then it make use of

Figure 8: Syscall

<kernel3z.virtua
<ionpulse.option

ionpulse.D00D7FF

= |5 2 Junk

5/8



It was making use of Syscall to Write into msiexec.exe and had allocated memory before

doing that. This syscall is related to NtWriteVirtualMemory which is Similar to
WriteProcessMemory in WinAPI.

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment

[ Hide free regions
Base address Type Size Protect... Use Total W5 Private WS Shareable WS Shared WS Locked WS
0x7#fe0000 Private 64k8 R USER_SHARED_DATA
0x3dd9400000 Private 2,048 k8 RW PEB 12kB 12k8
Ox3dd9600000 Private 512k8 RW Stack (thread 4000) 4kB 4k3
Ox1b44fd00000  Private 128k8 RW ske 8ka
Ox1b44fd20000  Mapped 84kB R 32kB 3248 3248
v Ox1b44fd40000  Private 256 kB RW 200kB 200 k8
Ox1b44fd40000  Private: Commit 196k8  RWX .
Ox1b44fd71000 Private: Commit 60KE RW B msiexec.exe (4880) (Ox1b44fdd0000 - Dx1b44fd71000) - m| X
Ox7dfsff020000  Mapped 2,147,483,... NA
Ox7F6d41e0000  Mapped ke R 00000000 4 52 90 00 03 00 00 00 04 00 00 0D ££ £ 00 00 MZeueeueesrannns ~
s o ox Gt (00018 X 6000010 8 0 9 400080 8 0 0 000
Ox7if3%20000  Image 4,T5GH5] WeT CiWindons'5¥ 50000030 00 00 00 00 00 00 00 00 0 00 00 00 A0 00 00 0O .
Ox7fifiTe0000 Frivate 6418 R 00000040 Oe 1f ba O 00 b4 09 ed 21 b2 01 4c cd 21 54 68 .
00000050 €% 73 20 70 72 6£ &7 72 €1 &d 20 €3 61 e €e 6f is program canno
00000060 74 20 62 65 20 72 75 62 20 &9 €= 20 44 4f 53 20 t be run in DOS
00000070 6d 6f 64 65 2e Od 0d Oa 24 00 00 00 00 00 00 00 MOQE....furewunn

Then makes use of another syscall to the adjacent function of NtProtectVirtualMemory, to

Figure 9: Zloader injected in msiexec.exe

change its memory protection to ‘Execute’. Along with that it will use Syscall associated
with NtGetContextThread, NtSetContextThread and NtResumeThread. Doing this it is
hijacking the Thread.

4B8: 804424 30
4B8: 894424 20
31c9

BA FF3AA2B1
EB A1370100
48:BB4C24 20
FFDO

48:894424 58
4B:837C24 5B 00

« 78 10

BA 9BEF98B0
E8 81370100

Tea rax,qword ptr_ss:Ersp+300

3 Fax: LoadLibrarya

mov gword ptr ss:lfrsp+20f,rax [FEp+20] i wininec.ai1=, i Hide FPU

mov_edx ) B1AZ3AFF BAX ODDO7FFSF93374D0  <kernel3z.LoadLibrarya>
call 20£80401110 REX  DO00000000000000

mov_rcx,qword ptr +20] [rsp+20]: “wininet.d11 ECX  ODOOOOB3FCATFIED “wininet.d11”

call rax rax:Loadlibrarya BQDX 0000000000000197 L E3

mov gword ptr ss: rax:LoadLibrarya REF  0000000000000000

cmp gword ptr ss:
jne 20E809EDS93
XOr ecx,ecx
mov_edx,BOSBEFSS
£a1n zoEs0a01110

B3P 000000B3FCATF1B0
RSI 0000000000000000
RDI 0000000000000000

RS 0000000000000006

Figure 10: Loading wininet.dll

It will then load wininet.dll and ws2_32.dll using LoadLibraryA to connect to C2.
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B | : J 4 Event Properties - O *

Time ... Process

18:59:... "B lonPul Q Event @ Process £ Stack
18:59:... "E- lonPul
1859 . ﬁmsim Date: 10/02/2024 18:59:57.3612016
18:59:... "N+ lonPul )
18:59:... jjSmsiexd Thread: 3664
18:59:... ¥ msiexd Class: File System|
18:55:.. msiexe Operation: WriteFile
18:59:... fjzpmsiexg
18:59:. .. fjsrmsiexd Result: SUCCESS
18:59:... jjsrmsiexg . . . :
1858, imsicxe Path: C:\Users' IR - oD ata\Roaming\Pfisqg\lonPulse.exe
18:59.... msicxg Duration: 0.0001604
18:55:... jjmpmsicxg
18:5%:... jfjopmsiexg

X COffset: 0
18:55:.. I'HS!EXF Length: 182,724
18:55: . msieg Priority: Normal
18:55:... Imwim
18:55:... j i
18:59: .. flr rmsi
18:59:... fgmsiw

Figure 11: Self Copy

It will then make a self Copy in AppData\Roaming

w e e e e g
II = . . . .
[ é} Event Properties — O X

Process

msiese é; Event @}‘ Process £ Stack

msiexg

meiexs | Date: 10/02/2024 19:10:08.4739447

MSIEKS  Thread; 5620

mziexg

meiexg Class: Process

msim Operation: Process Create

mziexg

msiexd Result: SUCCESS

msim Path: CWindows\System32\reg.exe

EE

miiexg Duration: 0.0000000

misiexg

MSi e

;::: \RE\Microsoft\Windows\CurrentVersion\Run /f /t REG_SZ /v lenPulse /d "\"C:\Users\, \ppData\Reaming\Pfisgg\lenPulse.exe\™

msiexg

msiexg
- lonPu

Figure 12: Run Entry

Persistence is ensured through the Run registry and msiexec.exe starts connecting to C2
and then lonPulse.exe exits.

By this we can see that Zloader has started using Syscall for evasion, along with loading
new Ntdll.dll.

We at K7 Labs provide detection for Zloader and all the latest threats. Users are advised
to use a reliable security product such as “K7 Total Security” and keep it up-to-date to
safeguard their devices.

Indicators of Compromise (IOCs)
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FileName Hash Detection Name

lonPulse.exe 71C72ADODA3AF2FCAS3A729EF977F344 Trojan ( 005afb2c1 )

References

https://www.zscaler.com/blogs/security-research/zloader-no-longer-silent-night

https://captmeelo.com/redteam/maldev/2022/05/10/ntcreateuserprocess.html

8/8


https://www.zscaler.com/blogs/security-research/zloader-no-longer-silent-night
https://captmeelo.com/redteam/maldev/2022/05/10/ntcreateuserprocess.html

