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Remember “.tprc’, the cyber scourge that sent shivers down spines in 20217 It seems this digital phoenix has risen from the ashes, reborn in
a new, even more menacing form. December 2023 marks the unsettling return of “.tprc’, not just a rehash of the old, but a cunning evolution
that puts both individuals and organizations on high alert. Its victims haven’t been spared: healthcare facilities and the education system had

havoc, data loss and operational chaos.

It cunningly injects its malicious payload into host’s regasm.exe and takes its data as hostage, encrypting files, exploiting vulnerabilities and
leaving victims helpless until the ransom is paid. But there’s light in the darkness, by understanding its anatomy — its encryption methods,
communication channels, and preferred entry points — we can build defenses.

The ransomware sample in question is a .Net file and under its resource section with the name of “TC0412.properties’, the actual malicious

payload exists as a PE file.
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Fig.1: “.tprc’ ransomware payload in

.Net Resources

This .Net file creates the RegAsm.exe process in suspend mode to inject the “‘TC0412’ malicious PE file into the RegAsm.exe process.

Fig.2: Creating process RegAsm.exe in Suspend mode for injecting the ‘TC0412’ from resource

call
mov
lea
Xor
MoVZX
call

sub_1486826F8

rcx, rax ; hSession

rdx, pswzServerName ; “c3.yarttdn.de”
rad, rad ; dwReserved

r8d, bx ; nServerPort

cs:WinHttplonnect
—ax

IEi_g:3: C2 connection

Analysing the malicious file ‘TC0412”, we found that this malicious file tries to connect to the network of the domain given in Fig 3.

If that system has no internet connection, it returns a rax value as ‘1’ which keeps ZF as ‘0’ for ‘test’ instruction , which makes the flow of

code exit the process execution at ‘jne’ instruction.

E8 EZ0OC0O00D
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48:899C24 30060000
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48:8B0D 17520000

48: 80395 FS8000000
=r]

At AAMT AR

€all tco412.13FC52130
test edx,eax

jne tc0412.13FC5178F
Tea rcx,gword ptr ds:[13FCSEABE]
mov gword ptr ss:[rsp+e30f, rbx
€all tc0412.13FC52130

mov rcx,gword ptr ds:[13FC56688]
lea rdx,gword ptr ss:[Qrbp+Fsj

od 4nn

000000013FCEGABS: "encrypting. .. ™

000000013FC56688: &L "¥USERPROFILES

Fig.4: Takes jump to exit from process execution on JNE instruction

If not taking a jump, it once again gets into the same function which makes a C2C connection which we can see in Fig 4.

Loads the “%USERPROFILE%” string to rcx, and it is getting passed as an argument to load root directory.
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48: BBOD 17520000 mov rcx,gword ptr ds:[13FC566858] 000000013FCE 66585 &L "¥USERPROFILEX"
48: 8D95 FE000000 lea rdx,gword ptr ss:|[frbp+Fz]

Fig 5. Loads “%USERPROFILE%” to Rcx

E8 Ez20C0000 €all tc0412.13FC52130

. 85CO test eax,eax

C51450 ~r-0F85 339030000 jne tc0412.13FC5178F
. 48: 8D0OD SES&0000 Tea rcx,gword ptr ds:[13FCS6AEE] 000000013FCS6ABS: "encrypting. .. ™
|| 00DD0DD13FC5145D 43:899C24 30060000 mov_gqword ptr ss:[irsp+e3ofl, rbx
® | 000D000013FC51465 ES Ce0OCOD00D c€all tco412.13FC52130
® (| O0DD0000L3IFCS146A 48; 860D 17520000 mov rcx,gword ptr ds:[13FC56688] 0000000L3FC56688: &L "%¥USERPROFILES
® | 000000013FC51471 48: 8095 FB000000 Tea rdx qwur'd ptr ss:|@rbp+Fsj
all ArnnnnnnrsercaaTo A1:00 nnntannn menr mod a0

Fig.6: Passmg path of Users Profile

By using NtQueryDirectoryFile API, it traverses through the file system, it checks if the file extension is in the inclusion list, then pass the file
path to the encryption function in fig 8 which comes after traversing one folder.

e e e mmmmm = im me e e e e ee e L mp e e ey =

text:@oBEEEBl4B0018FE 4C BB FF mow rls, rdi
text:0000000142001901 43 59 44 24 28 mov gword ptr [rsp+76@h+Sharefccess], rax ; IoStatusBlock
text:0000000148001006 FF 15 2C 4A B8 08 call cs:NtQueryDirectoryFile
text :@890P0014008198C 49 C7 C6 FF FF FF FF mov rl4, @FFFFFFFFFFFFFFFFh
text:Be8080081400881913 35 C8 test eax, eax
text:eeoepeel48801915 @F 85 6@ @1 B8 B8 jnz loc_148@81AT7B
1
T !
Ltext:ooppapaldaealalB 48 8D 35 VE 4C 0@ 88 lea rsi, off_148@865A8 ; ".doc”
Fig.7: Taking offset of inclusion list
INCLUSION LIST:
“ doc”,”.docx”,” XIs”,” xIsx”,”.ppt’,”.pptx’,”.0dt’,”.0ds”,”jpg’”,”.png’, .gif’,".pdf’,” zip”,.rar’,”. 72", ixt”,” log’,”.mov’,”.avi’,”.mp4”,”.mp3",”.wma”,”.wav”,
loc_l148661A94: ; SourceString
49 8D 4C 24 @3 lea rex, [rl2+8]
EB A2 F5 FF FF call sub_l4ee0l048

Fig.8: Call into start of encryption function

After passing through the function it reads the file to encrypt and pass the address of file as argument to main encryption which is shown in
the figure below

- e o e e —
¥ |(000000013FD91283 FF15 BF500000 all gword ptr ds:[<&ZwReadFilex] I
¥ |(000000013FD91289 BECO 0

¥ |(000000013FD912BE ~ 0FB5 61010000 jne sample.l13FD913F2

¥ (000000012 FD91291 BB7CZ24 &8 mov edi,dword ptr ss:[rsp+ss]

¥ (|000000013FD91295 45: 804D BO l1ea rcx,qword ptr ss:|[@rbp-50f
#|(000000013FD 91299 44; BBCT mov r&d,edi

HO00000013FDI123C 48: 8BD3 0

» ES BC100000 [ €all sample.13FD92360

+[000000013FD 91244 48:8B4C24 50 sp+50{

Fig.9: Reads the file to encrypt and passes to the call funct|on

The following fig shows the address of the key stream and the file to be encrypted, being passed as arguments to the above function.

71FBO|SD 48 0% 04|14 00 00 00|08 00 E9 3C|95 56 99 FE|PFK........ 8, V.p

Default (x64fastcall) W | §| SJR71FCO|E7 AA 2B 20|11 00 00 BA|24 00 0A 00/00 00 79 61| 3+ ...%..... ya

371FDO|72 61 36 34[2E 65 78 65 (D4 5D OB 7C|53 57 19 4F|ra64.exed].
371FEQ|7B 03 44 DA|2D 45 EB EC|B4 42 B6 64|B3 63 75 76| {.DU-E&Y BYd" cu»
rdx 000000000037 1FB0— 371FFOI BB 55 3B D7169 2F 48 24ID1 64 80 78/3B D9 D8 18! sU:xi/KShd.{:la.

ré 0000000000004000 7£220|D9 BF B8 5B|3A CE E6 B2|0C 3B A6 53|42 97 26 16| Uz [:12..; !
ra ml?[z?ﬁ 7E230|ED B2 BY OC |06 00 00 00|77 58 78 30|68 AC CE BC 1"--:‘”
TEZ40 |49 34 DD 1E|73 FA 3B 9C|7F €1 90 CF|3D 56 BB D9 Ill-?.SU,..A.I-V)tI

(rsp+20] 000000000017E1D0 6350 55 BB 58 7515 37 35 24 2% v AF 2812 50 15 F2 Sioxr el

Fig.10: Arguments that are passed to the encryption function

On further analysis, we can find access to AES S-block for key expansion, so we can confirm that this ransomware is using the AES
algorithm, which we can find in fig.11.

VUUIUUULSFU LG9S G SUGT UH 1Ed NLAZUWUId pLl Us: [FLATS) ax=ps '0"
OFB60418 movZX eax,byte r ds:[rax+rbx
DD00D0012FD 92448 8841 FC mov byte r.,:ltr‘ ds?}rcx—-‘%,a‘l 1 Fyte ptr ds:[rax+rbx*1]=[sample.000000013FD36C99]=35 '5"
00 00 OO DO(O0|63 FC 77 |FE F2 6B GF |C5 30 01 67| ..... C|N{Dkﬂﬁl0 g

2B FE D7 AB|76 CA 82 C9(7D FA 53 47 [FO AD D4 A2 |+pxevE.E}0vGD.0c
AF 9C A4 72|CO B7 FD 93|26 36 3F F7|CC 34 A5 E5|_.HrA.y.&67=I4wa
F1 71 D8 31|15 04 C7 23|C3 18 96 05 (94 07 12 80| Agel..C#A..... |

E-TLE T 2 1.
E3 29 E3 2F |84 52 D1 0O0|ED 20 FC E1|5E | [000000013FD96BFE] = 758227EBE2

IICXIDT=OCHI, EM,
7F 50 3C 9F A8 51 A3 40|8F 92 9D 38|F5 BC B6 DA|.P<. {@ .. 30%Y0
21 10 FF F3|D2 CD 0C 13|EC 5F 97 44|17 C4 A7 7E ryuo DAg—-
3D &4 5D 19|73 60 81 4F |DC 22 2A 90|88 46 EE B8 |=d].s OU"*

14 DE GE OB|DB EO 32 3A|0A 49 06 24|5C C2 D3 AC|.ph,Daz:.I, S\Ab—-
62 91 95 E4 |79 E7 C8 37 6D 8D D5 4E|A9 &C 56 F4 b ay(_l‘:?m one1ve
EA 65 7A AE |08 BA 78 25 |2E 1C AG B4|C6 ES DD 74| &eze.=x¥... £8YL
1F 4B BD BB|8A 70 3E BS |66 48 03 F6|0E 61 35 57|.K4. p:-pr &.asw

Fig.11: Address pointing to AES S-block table

It then encrypts the 16 bytes of file data on every loop and stores that in memory address at location in fig.12 & fig.13.
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® UUUUUUUL SEU DSBS 4 33 MUVER Sdi DY LE PLE S50 Uf
o |000000013FDI263A inc r9
41:3002 xor byte ptr ds:[rio],al
e ll000000013FD92640 49:FFC2 inc rio
Fig.12: XOR operation part of the encryption
C5 CF CE DO|3C 00D 00 DO|08 0D E9 3C|95 56 99 FE &<.V.p
E7 AA 2B 20(11 00 0D BA|24 0D OA 00|00 0D 79 61 f.....va
72 61 36 34(2E 65 78 65 (D4 5D OB 7C (53 57 19 4F eb]. |sw.o
7B 03 44 DA|2D 45 EB EC (B4 42 B 64 (B3 63 75 76|{.DU-E&1 BYd*cuv
BE 55 3E D7 (69 2F 4B 24 (D1 64 80 7E|3E D9 D8 18|sU;xi/KERd. {; US.
15 14 28 03|AA 4C 65 B3|C1 74 F5 AE|8A 6F 7C 4F|..(.=Le.Atd®.ol0

After doing all the job on file the encrypted file looks like

Fig.13: Encryption begins

below one,

1271FBO
1371FCO
1371FDO
1371FED
I371FFO
1372000
1372010
1372020
1372030
1372040
1372050
1372060
1372070
1372080
1372090
13720A0
13720B0
13720C0
1372000
13720E0
13720F0
1372100
1372110
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00
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58
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13
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93
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24
56
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Fig.14: File after encryption

It then writes at the end of every encrypted file, a data which is size of 48 bytes which may be used as the key for decryption, which looks as

in fig.15 and it changes the extension of encrypted file to .tprc as shown in fig.16.

On completing data encryption and changing the extension,
API and it writes the ransom note into it by NtWritefile API.

J0Z1E4ED 3F 99 33 1F E9 72 Dé 5D F9 45 79 e ?™3 . eér0s] aEvIE
JOZ1E4FO 43 36 16 FF &0 T7F EO 53 AE BT C7T *.aks5®-Cir
J0Z1ES00 01 00 00 00 24 4D 52 88 DE CF D5 .. 5M7—-BI0].
J0Z1ES10 AD AF C9 A3 F9 7C 20 00 00 00 00
Fig.15: Size of 48 bytes that are added at the end of every encrypted file

48881334 48 8B @5 BF 8C 08 o8 mov rax, cs:off_140884868 ; ".tprc”

[4pBal34l 4C 8D @85 38 55 @@ ee lea ré, ass "HsHs™

4@001348 4D 8B CE mov r9, ri4

|49B8134B 43 89 44 24 28 mov gword ptr [rsp+4ABh+sShareAccess], rax

14880813568 BA 64 81 B8 B8 mov edx, 184h ; BufferCount

[4BB@1355 C6 85 6@ @1 @@ ee a1 mov [rbp+3Agh+var_24@], 1

l42@8135C 43 8D 8D 74 @l @@ oe lea rcx, [rbp+3A@h+var_22C] ; Buffer

[4@@@1363 4C 89 BD 63 @1 @@ @@ mov [rbp+3A@h+var_238], rl5

l4BBB136A ES 41 @9 @2 B8 call sprintf_s_8

14ARATIAF RS (A

test PAY. PAY
Fig.16: Adding extension .tprc’ to file

it drops a file with the name “IRestore.txt” in that folder with help of NtCreateFile

43B81E1C 48 8B 85 ES 54 80 80 mov rax, cs:off_146004608 ; [CIRESTORET S
4@@881B23 4C 8D @5 86 4D @@ ee lea rg, ass_@ ; "Es\

4a@8162A 4D 88 CD mov r9, ri3 File Name
.BB6 89 7D @@ mov [rbp+66@h+var_678.Attribu

.BB9 F3 @F 7F 45 @3 movdqu xmmword ptr [rbp+eséh+var

.BBE FF 15 64 47 @@ @@ call cs:NtCreateFile

.BC4 85 (@ test eax, eax

.BC6 75 56 jnz short loc_l4@@@1C1E

1084 43 8D 45 A lea rax, [rbp+6s@h+var_6EB8]

1088 48 89 44 24 28 mov gword ptr [rsp+768h+ShareAccess], rax ;
1Cen FF 15 4D 47 2@ @@ call cs:NthriteFile

1C13 48 8B 4C 24 68 mov rox, I[rsp+?68h+Handle] ; Handle

"Attention! Your files have been

; DATA
'To regain access to your files,
"Contact us at evilimail.address

|
encrypted. *,8Ah
.data:Bufferio
you must pay a ransom.’,BAh
to handle payment.',@ah

XREF:

'Do not attempt to decrypt your files using third-party software,
'as this will permanently damage your files.',®Ah,® Ransom note

Fig.17: Creating File for Ransom Note

It encrypts all the data that are present in “%UserProfile%” area and after doing that it sets the wallpaper “wp.png” as shown in fig.18.
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BEL4EA 48 8D @D FF 53 e@ oe lea rcx, aSettingWallpap setting
3€14(1 EE 6A GC 00 0O call sub_1408002136
2E14(6 48 8D 55 E@ lea rdx, [rbp+528h+Buffer] ; lpBuffer
E14CA E9 84 01 0@ 00 nov ecx, 184h ; nBufferLength
3E14(F FF 15 6B <B 0@ 0@ call cs:GetTempPathA
BE1405 4C 8D @5 FC 53 @0 oe lea ré, Source p.png
3E€140C EA 04 01 00 0O nov edx, 1@4h ; SizelnBytes
BEL4E1 48 8D 4D E lea rex, [rbpt52eh+Buffer] ; Destinatiosn
BEL4E 15 AE call csistrcat_s
lea rex, [rbp+526h+Buffer] ; FileName
call sub_14@081070

Fig.18: Changing desktop wallpaper and its assembly code

On further analysis we can see the malware gains Persistence, by setting the registry value of
“Software\\Microsoft\Windows\\CurrentVersion\\Run” for the location of “C:\\ProgramData\\OOaaaa.exe” and it also makes persistence for
Script that runs by using PowerShell command “C:\Windows\System32\Windows PowerShell\v1.0\powershell.exe -ep bypass %s” where the

location for script was “C:\\ProgramData\\O0aaaa.ps1”.

148281630 4C 3B 8D D4 B9 ee ee
l4@@ale44 4C 8D 85 D5 53 @@ ea

l4G@01648 BA B3 82 B2 @@

l4paalese 48 8D 8D @@ @3 ee 6o

SBC 4C BD @5 F9 53 @e ee
5C3 89 44 24 28

5C7 48 BD 15 FA 53 @@ ee
SCE 48 B9 4C 24 2@

503 41 B9 @1 22 @2 ee
509 48 C7 (1 @1 @2 ee se
5E@ FF 15 1A 4A @@ ee

It then executes the code to make sure of deleting shadow copy using command ‘wmic.exe shadow copy delete’ that shown fig.21

L6CA 43 BD @D 5F 52 @@ e
LeD1l EB SA @A e BB
LeDe @F 57 Cé

mov rd, cs:lpNewFileName

lea rg, Format 3 "Ci\\Windows\\Sy
mov edx, 288h 3 BufferCount

lea rcx, [rbp+528h+Data] ; Buffer

Fig.19: Loading Powershell script from file offset

lea r8, ValueName ; "BBaaaa”

mav [rspt+e2@h+cbData], eax ; cbData
lea rdx, SubKey "Software\\Mic
mov [rsp+62@h+lpData], rcx ; lpData
mav rad, 1 5 dwType

moy rcx, @FF F@eeeeoelh ; hKey

call cs:Reg

Fig.20: Reg set value of Run entry

lea rcx, aClearVss ; "clear vas...'
call sub_140082130
xorps Hmme, xmm@

L6D9 (7 44 24 7@ 63 @0 @0 @9 mov [rsp+628h+5StartupInfo.ch], 68h ; 'h'
LGE1 33 Ce xor eax, eax

L6E3 48 8D 15 56 52 B8 88 lea rdx, CommandLine ; “wmic.exe shadowc
LBEA 89 45 D4 mov dword ptr [rbp+528h+StartupInfo.hstd
L6ED 45 33 C9 xor rad, rad ; lpThreadattributes

With the increasing risk of ransomware attacks, it's important to take steps to protect your data. Using a reliable security solution like K7

Fig.21: Deleting backup files

Total Security and keeping it updated is crucial to defend against these threats.

loCs

Hash

96CE6FB0513AC8F9DBCE153F362D6C7D

Detection Name

Ransomware ( 005a7a3d1 )
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