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1. Overview

In early February 2023, cybersecurity experts on Twitter issued a warning about a new
malware variant/family being distributed by the #TA577 botnet (associated with the same
group from #Qakbot). This malware shares similarities with the Qakbot Trojan, including
distribution methods, campaigns, and behaviors. It was quickly nicknamed Pikabot .
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1/ Heads Up! ¢ and are reporting a new
malware variant/family being distributed by / botnet (same
guys from BB).

Unique strings in the C2 HTML:
- "iPikaBot -> LEGITIMATE APP"
- "kadu - pikady"

Sample:

"3 Frocesses

Pikabot consists of two components: loader/injector and core module . It utilizes
loader/injector to decrypt and inject the core module. Core module then performs malicious
behaviors, including gathering information about the victim machine, connecting to command
and control server to receive and execute arbitrary commands, downloading and injecting
other malware.

Pikabot is continuously upgraded, employing various anti-analysis techniques and different
obfuscation methods to make it difficult for analysts to understand its behavior. In the next
section of this article, | will focus on analyzing the Pikabot core module, including:

e How Pikabot obfuscates and decrypts strings.
o How Pikabot retrieves API addresses.
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How Pikabot slows down the analysis process.
How Pikabot generates victim uuid.

Collecting information from the victim’s machine.
How Pikabot decrypts C2 addresses.

How Pikabot utilizes Syscall.

Sample hash:
ce742b7cc94a5¢c668116d343b6a9677523dc13b358294bba3cd248fba8b880da

2. Decrypt string

In some older versions, to decode strings, Pikabot utilizes a XOR loop to decode encrypted
data stored on the stack:

In recent versions of Pikabot, the process of decrypting strings has become more
sophisticated.

RC4 is used to decrypt encrypted data stored on stack. Each encrypted data has a
corresponding RC4 key.
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rcy_key

PPy

86U111F7

onacoreuap

"onecoreuap\\ pnode reh\\common \\
char #)(unsigned _ int8)((_BYTE)v6 + 1);
delim_ch V6 ;
v *((_BYTE *)&rcu_ks + (_DWORD) v
769;
unsigned _int8)(ve + v769);
LOWORD(v9) = BX6F;

C (unsigned __int16)(v9 - 6x38) < (unsigned _ intl

LABEL_x1229;

4 | Bx59FEEATD
a4 | ex59FEEATD;
229:

/5 + @XTE1U2B
pkb_weird_func_1(v5)

+ (_DWORD)v6) = *((_BYTE *)&rcti_ksa

+ vB) = v769;
a2 | exDU4B6AL3Y;

str_enc_CreateMutexul[i] = enc_str_1[i]

w+i;

;a2
}

(i=<oex18);
v751[8] = (void *)®x91A3DBDE;
©X23BF;

v10 = al " OXUE5162BE;
str,enc_kreateﬂutexw[0»18]

+ (unsigned _ int8)((_BYTE)str
+ *((_BYTE *)&rc

] + (_DWORD)VE)));

o The RC4-decrypted string will be converted to a valid Base64 string (by replacing the
character *_’" with ‘=") and then decoded using Base64 .
o Finally, AES-CBC will be used to decrypt the decoded data to return the original

string.
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U1DCEE Lloc_41DCEE:
U1DCEE cnp eax, ecx
ext:00U1DCFO jnb short loc_U1DCFF

. ©0041DCF2 by i B 0641DCFF
- text:0041DCF6 ] E @OUIDCFF Lloc_U1DCFF ; str_input
00U1DCFF mov
86u1DDe1 call
xt : 0041DDO6 mov ; str_input_len
00u1DDO8 call
©011DDED lea v ( idx < str_input_len )
0041DD10 mov ;
8641DD12 push ; str i ( str_input[idx] = bl
0e41DD13 lea str_input[idx] =
9eu1DD19 push r. +Hidx;
0041DD1A mov bx ; }
08641DD1C call str_baseéd_len = pkb_strlen(str_input);
0041DD21 pop
0041DD22 pop
06e41DD23 Pop decoded_b64_len = pkb_base64_decode(str_basesd_len, H
:0041DD24 pop
xt:0641DD25 mov eb
:00141DD29 pop e result = pkb_aes_crypt(decoded_b6u_len, str_input, str_aes_key, str_aes_iv);
©841DD2A leave str_input[result] = ©;
0041DD2B retn result;
0e41DD2B
-text:0041DD2B

mov byte ptr [eaxtebx], '='

inc eax
jmp short loc_41DCEE

AES Key and AES IV used in this sample are also decrypted using RC4:

idx = ©;

{
vl2 *= @xUTFBA966,
v1ll = (unsigned __int8)(vi1l + 1);
vid = str_aes_key[vll + ex3C];
vi9 = (unsigned __int8)(viu + vu9);
aes_key[vll + 8x3C] = str_aes_key[vu9 + @x3C];
~_aes_key[vd9 + 0x3C] = vid,;

decrypt aes key

~_aes_ley[idx] = enc_str_aes_key[idx] * str_aes_key[(unsigned __int8)(v14 + str_aes_key[v1l + 8x3C]) + 6x3C];
+idx;

(

v15 unsigned __int8&)(vl5 + 1);

v27 = (v32 - ©x3U8B7859) & BxXDBOB3E 8;

dword_uuD61e = v27;

v33 = *((_BYTE #*)&vU3 + v15); decrypt aes iv
v53 = (unsigned _int8)(v33 + v53);

*((_BYTE *)&vU3 + v15) = *((_BYTE *)&vi3 + v53);

*((_BYTE =*)&vU3 + v53) = v33;

str_aes_iv[idx] = vug8[idx] " *((_BYTE *)&vud3 + (unsigned __int8)(v33 + *((_BYTE *)&vU3 + v15)));

o Decrypted AES Key:
“dVOEz=/e/Xf=0WMiz6uUR9cZKe+tyb+VIhSu+tfi®HzT2C00z25r4+80SEx4"
o Decrypted AES IV: “nsdA1ANUAH+K1XhVjnsg92tGMNQG=fsgrqJQ8AtZzIacqaYg”

However, Pikabot only uses 32 bytes from the decrypted AES Key and 16 bytes from the
decrypted AES IV. Therefore, the final AES Key and IV used for string decryption are:
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e AES Key: “dVOEz=/e/Xf=0WMiz6uR9cZKe+tyh+VJ”

e AES IV: “nsdA1ANUAH+K1XhV”

The entire process was simulated using CyberChef as follows:

SIMPLE STRING ~ =

[ case insensitive Multiline matching

From Base64

Alphabet

A-Za-20-9+/= - Remove non-alphabet chars
To Hex

Delimiter Bytes per line

Space

AES Decrypt

LATINT ~

v
LATINT~ NnsAATANUAHK..

Key
dVOEz=/e/Xf=..

QOutput
Raw

Input
Hex

Recipe Ol Qg
RC4
Passphrase . Input format Output format
currentContextId LATINT Hex Latin1
Find / Replace
Find Replace

Global match

[O] pot matches all

[ strict mode

Mode
CBC

Input
|60 8E FE 1B A6 59 EE SA @8 93 76 F4 A2 5D 1C 26 75 D2 30 AA (6 38 7D A3

rec 73 = 1

Qutput

[CreateMutexii

Here is the CyberChef recipe:

https://gchq.github.io/CyberChef/#recipe=RC4(%7B'option': 'Latinl', 'string': 'currentCon

Za-z0-

9%2B/%3D', true, false)To_Hex('Space', Q)AES_Decrypt(%7B'option':'Latinl', 'string': 'dVOEz

3. Retrieve APl address

To get the address of API functions, Pikabot does the following:

e |t gets the base address of the corresponding DIl based on the decrypted input string.
o Decrypts the API function name, then uses GetProcAddress to optain the real

address of the API.
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:86413D83
00413D09
:90413D0A 0y ; bInitialOwner
:00413D10 d] ; str_input
:9AU13D16 ; LpMutexAttributes
:00413D1C
(t:00413D21 ; dll_handle
186413023 5 Mut ] ; str_enc_api_name
:86413D29 CreateMutex
:90413D2E

kernel32_hdl = pkb_load_dll_based_on_input_str(str_CzYNRd);
ateMutexwW = (HANDLE (_stdcall *)(LPSECURITY_ATTRIBUTES, BOOL, LPCWSTR))pkb_get_api_addr_by_name_using_GetProcAddress(
str_enc_CreateMutex
kernel32_hdl);

The function pkb_load_d11 based_on_input_str (0x41E657) has the following code
graph:
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In this function, Pikabot decrypts relevant strings and compares them to the string passed to
the function. If the strings match, Pikabot decrypts the name of the corresponding DLL and
loads it using LoadLibraryA. Firstly, Pikabot finds the addresses of the GetProcAddress
and LoadLibraryA functions using pre-calculated hash values.
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[ebp+c
.text:@0U1EFD9 g_kernel32_base_add:
.text:@8U1EFDF short loc_U1EFF1

@U1EFEL
U1EFEG esi, dword_uupecs
8BU1EFEC g_kernel32_base_addr, eax ( 'g_kernel3z_base_addr )

Kernel32_base_add. pkb_get_Kernel32_base_addr();
7 = dword_uuD6CS;

g_kernel32_base_addr = kernel32_base_addr;
B8OU1EFF1 loc_41EFF1

BOU1EFF1 cmp GetProcAddress_e, X ¢

: !GetProcAddress_o )
.text:00U1EFF7 jnz short loc_41FEGE

tProcAddress = (FARPROC (_stdcall ) (HMODULE, LPCSTR))pkb_resolve_kernel32_api_by_hash(
7 = dword_4u4D6CS;
GetProcAddress_8 = GetProcAddress;
)

. text:@BU1EFF9
.text:@BU1EFFE i GetProcAddress
.text:ee4lFees
.text:0841F089

( !LoadLibraryA_8 )

aryA = pkb_resolve_kernel32_api_by_hash(e
dword_u4D6C8;
LoadLibraryA_& = (HMODULE (_stdcall *)(LPCSTR))LoadLil
N

0u1FE0E loc_U1FOGE
OU1FBOE cnp LoadLibraryA_e, ebx
.text:ee41Fe14 inz short loc_u41Fe2B

.text:e88u1Fe16 2

.text:0841FE1B ; LoadLibraryA
.text:ee41Fe2e

.text:0041Fe26

The pseudo-code for calculating the hash of API functions is as follows:

V_BXx5 = @x25;
CJ=0; 3<2; #3)
v_Bx5 += tmp_arr[j + 2];

c = str_input[i];

lower_c = c + 8x28;
( Cunsigned _int8)(c - exu4l) > @x19u )
lower_c = str_input[i];
hash = lower_c + hash * v_@x5;

Based on the pseudo-code above, we can rewrite it in Python and perform a brute-force to
find the API function name corresponding to the pre-calculated hash values:
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C
hash c
hash

Trying: C:\Windows\SysWOW6U\kernel32.d11l

API hash: ©x73F5352E ——> API found: b'GetProcAddress’
API hash: ©x(C280BF30 ——> API found: b'HeapFree'’
API hash: BxEDBBDBEA --> API found: b'lLoadlLibraryA'

With the API function addresses obtained above, Pikabot will load the corresponding DLL:
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( !pkb_stremp(str_input, dec_str_1) )

v11l3 = 8xB77;
v1l4 = "HostPro ution";

dword_udDeC8 = v129 & ©XTOCT2B1B;
pkb_weird_func_u();

v123 = str_input;

dec_str_1[vi2dy +

enc_str_dll_name = enc_str_kernel32_dl1;
enc_str_kernel32_dll[ex
decrypt_n_load_d11;

= pkb_decrypt_str(enc_str_dll_na
= (unsigned __int8)str_lbLu[e];
str_lbLule] )

v214 = str_1bLU;
(1)

v212 += v213;
+Hy214;
( v212 > Bx1ULEE )
i
v213 = (unsigned __ int8)*v21u;
( !%y214 )
LABEL _xFEUS,;
}
pkb_weird_func_5();
v215 = Bx2AAR3443 * (dword_uuUD6C8 & Ox5525FBAF);

XFEU8:
v215 = dword_uuD6C8 | ©x2D2BYDAG;

dword_udD6C8 = v215 " @xX11F78ELF;

dll_handle = LoadLibraryA_e(dec_str_dll_name);
pkb_free_heap_region(dec_str_dll_name);
dl1l_handle;

Here is the list of DLLs that Pikabot will load during execution:
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Input string DIl to load

CzYNRd Kernel32.dll

osPFU User32.dll
QJJdniVv Shell32.dIl
MIT3nE Ole32.dll
fWHur Wininet.dll
YgeYS Advapi32.dll

ss6HQA NetApi32.dll

olOo ntall.dll

The function pkb_get_api_addr_by name_using GetProcAddress (0x41E636) will decrypt
the API function name and call GetProcAddress to retrieve the function address:

:@0U1E636 ; FARPROC _ fastcall pkb_get_api_addr_by_name_using_GetProcAddress(char *str_enc_api_name, HMODULE dll_handle]
:B0U1E636 proc near
xt:B6BU1E6E36 push
xt:@eU1E63T push
xt:860U1E638 mov
:@041E63A call
:BOU1E63F mov
:@8U1E6UL push ; lpProcName
tBBU1EAL2 push ; hModule
:@BY1E6U3 call GetProcAddress_e
:@0U1E6US mov ' ; buffer
xt:0e41E64B mov
:@041E6UD call
:BBU1E6S2 pop
t@OU1E6S3 mov
:BBU1E6SS pop
:@0U1E6S6 retn
xt:B80U1E6S56

4. Slowing down the analysis process

In order to slow down the code analysis, Pikabot inserts a large number of meaningless junk
functions into the execution flow. These functions typically do nothing. This can make it much
more time-consuming for analysts to understand the code and identify its malicious behavior.
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dword.
dword.

dword.
dword_

OFOCA2 * al;
20FOCA2 * al;
=< Bx1CE4 )

© - Ox332C6AEA;
17;

i wchar_t * ' LABEL_x136;
i wchar_t x 2, }

bffset str_onecoreuapb_® ; "onecoreuap\\base\\appmode rch\\con"

}
pkblweird _fun

. V14 - 8x2DC99DDF, "mn-MN", V.

+ V_B@x1E_1) = v796;

5. System language check

Pikabot checks the system language code of the victim’s machine before executing its main
task by using API function GetUserDefaultLangID. In the previous version, if the result
returned a region code for a country such as Russia or Ukraine, the malware would
immediately exit without any further activity.

v_encAPIName] ; arg_encAPIName

GetUserDefaultLangID = (LANGID (__stdcall *)())pk_core_resolve_api_by_name( . V_encAPIName);
v_langID = G erbefaultLangID();
( v_langI )

; arg_dll_index
004162CD 4], bl
1004162D0 ; GetUserDefaultLangID
:004162D5 ; GetUserDefaultlLangID
00416207
004162DA OxU19: Russian_Russia
004162DF
1004162E2 j 't loc_4162EF

v_dwRet1;
( v_langID =

v_dwRet2 = 1;
3

} . .
— v_dwRetl = v_dwRet2; previous version
X221 .

v_dwRet1;
004162E4 Pl - _

Ukrainian_Ukraine

004162E7 AANdan_isa
004162EA

:004162ED

However, in the version | am analyzing, Pikabot simply checks the return code if it is different
from ex1, the function pkb_check_default_lang (0x0042F7A0) will return exe:

OU2FIFU

OU2FIF6 YNR] ; str_input

OU2FIF9 kernel32_hdl = pkb_load_dll_based_on_input_str(str_CzYNRd);
OU2FIFC

OU2FABL X dll_handle

0U2FAG3 . ultlangID] ; str_enc_api_name GetUserDefaultLangID = (LANGID (_stdcall *)())pkb_get_api_addr_by_name_using_GetProcAddress(
; GetUserDefaultLangID str_enc_GetUserDefaultlLangID,
0U2FAGE ; GetUserDefaultlLangID c hdl);
OU2FAL10 aultLangID() = angID )
BU2FAL3 a eturn lang code with Bx1
:B0U2FA16

6. Create Mutex

When the result of the function pkb_check_default_lang (0x42F7A0) return 0x0, Pikabot
will continue executing, with the sample | am analyzing it uses the hardcoded mutex name
(after decrypting): “ {FOB9756B-5D50-4696-A969-4C9AF7B69188} ” to prevent reinfection on
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the victim’s machine.

text:@8U13CF3

.text:@0U13CF6

text:08U13CFB
text:08413CFD

call

test eax, eax
jnz loc_u15423

06413063
06413089
06413DBA
00413D10
00413D16

00413D21
00413D23
:00413D29
:00413D2E
:00413D30
100413036
00413D3B
00413030
00413043
00413048
:80413D4A
:80413D4F

wstr_mut
pName
1 ; bInitialowner
Rd] ; str_input
pHutexAttributes

ndle

; str_enc_api_name

; str_input

dl1_handle

CreateMutexw,

r] ; str_enc_api_name

GetlLastError,

7. Create victim uuid

( !pkb_check_default_lang(v_ex1) )
tmp.

tmp.
tmp.

kernel32_hdl);
r.wstr_mutex_name);

kernel32_hdl);

After creating the Mutex as described above, Pikabot creates the victim uuid using the
function pkb_collect_victim_info_n_gen_victim_uuid (0x42E233). The graph code for
this function is as follows:
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The uuid string is generated based on the information collected from the victim machine,

including:

Volume serial number by using API function GetvVolumeInformationWw. This is a
unique identifier assigned to each physical volume on a computer.

computer name by using API function GetComputerNamew. This is the name of the
computer that the malware is running on.

user name by using API function GetUserNameW. This is the name of the user who is

currently logged on to the computer.
OS product type by using API function GetProductInfo.
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wstr_C_drive =
lpRootPathName

pkb_decrypt_n_convert_wstr(str_enc_root_drive);
= wstr_C_drive;

kernel32_hdl = pkb_load_dl1l_based_on_input_str(str_CzYNRd);

GetVolumeInformationWw = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_GetVolumeInformationW, kernel32_hdl);
GetVolumeInformationw(

1pRootPathName,
1pVolumeNameBuffer,
nVolumeNameSize,
&lpVolumeSerialNumber,
lpMaximumComponentLength,
1pFilesystemFlags,
1pFileSystemNameBuffer,
nFileSystemNameSize);

pkb_get_computer_name(wstr_computer_name);
pkb_get_user_name(wstr_user_name);
pkb_get_os_type(wstr_os_type);

wstr_format = pkb_decrypt_n_convert_wstr(str_enc_format);

user32_hdl = pkb_load_dll_based_on_input_str(str_osPFU);
_wsprintfW = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_wsprintfW, user32_hdl);

_wsprintfW(wstr_collected_info, wstr_format, wstr_computer_name

, Wstr_user_name, wstr_os_type);

The information collected above will be formatted as follows: “<computer_name=>\
<user_name>|<os_type>“. This information will then be hashed using the algorithm

mentioned in 3. Retrieve API address with the hash value will be initialized to the value of
VolumeSerialNumber .
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Vv_Bx5 = 8x2D;

v21 = exus;

vl5 = 8;

*5v22 = Ox6UOE0ERAAR5B16Y;

*(&v22 + 1) = OXFFFFFEEBOOOARO39uitU;

v_0x5 -= *(&v21 + v15+);
( vis5 < 5 );

¢ = str_input[idx];
c_lower = c + 8x20;
( (c - 8xuy1) = @x19u )
c_lower c,;
hash_data = volume_ser_num * v_8x5 + c_lower;
+1dx;
volume_ser_num = hash_data;

( idx < len );
hash_data;

The hash value calculated for the collected information along with the volumeSerialNumber
will be futher calculate by using function pkb_calc _hash 2 (0x42E123) below:

:@0OU2E123 ; int __thiscall pkb_calec_hash_2(_DWORD *pdwNum)

18ed2E123 proc near
1Bed2E123 [ecx]
10ed2E125 i

1Bed2E12e6

1@ed2e12ac

hash = @x75BCD15 * (xpdwNum + 1);
*pdwNum

:00U2E12E
S0BU2E12E

Finally, use the API function wsprintfw to formatthe uuid string in the format
%071X%091X%1u :
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str_len = pkb_wstrlen(wstr_collected_info);
pkb_copy_ustr_to_str(wstr_collected_info, str_collected_info, str_len);

str_len = pkb_strlen(str_collected_info);
hashed_data = pkb_hash_collect_data(str_Llen, , LpVolumeSerialNumber);

pkb_uuid.dwPartl = pkb_calc_hash_2(&hashed_data);
pkb_uuid.wPart2 = pkb_calc_hash_2(&lpVolumeSerialNumber);
v218 = pkb_cale_hash_2( );
pkb_uuid.wPart3 = v218;

dword_4u4D98C *= Ox2FEFB2D2;
( v_count < v_@x8 )
{
bval = pkb_calc_hash_2(&lpVolumeSerialNumber);
pkb_uuid.next_8bytes[ 1 = bval;
v_count = + 1,
}

victim_uuid_final = pkb_alloc_heap_region(2 * v_@x164_1);
( victim_uuid_final )

{

wstr_format_1 = pkb_decrypt_n_convert_wstr(str_enc_format_2);
dwLastuBytes = #*&pkb_uuid.next_sbytes[v_exd];

wPart3 = pkb_uuid.wPart3;

dwPartl = pkb_uuid.dwPartl;

user32_hdl pkb_load_dl1_based_on_input_str(str_input);
_wsprintfW = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_wsprintfW_2, user32_hdl);

_wsprintfW(victim_uuid_final, wstr_format_1, dwPartl, wPart3, dwLastuBytes);

8. Collecting victim machine information

Before connecting to the C2 server, Pikabot will collect some information about the victim
machine. The function pkb_collect_victim_system_info (0x410E37) performs the
following collection tasks:

» Retrieves the PEB, gather operating system information, including (0SMajorversion,
OSMinorVersion, 0SBuildNumber ), determines whether it is running on a 64-bit
operating system or not through the API function IswWwow64Process.

o Collects the operating system type by using the GetProductInfo.

o Gathers the computer name and username by calling the GetComputerNamew and
GetUserNameWw.

e Collects CPU information by employing cpuid with the initial value of EAX =
0x80000000 .

o Obtains information about display devices on the machine through the API
EnumDisplayDevicesW.

» Retrieves the RAM capacity of the victim’s machine using GlobalMemoryStatusEx.
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Gets the system uptime by utillizing the API funciton GetTickCount .

Checks if its process is running in admin privileges or not through the
GetCurrentProcess, OpenProcessToken, GetTokenInformation.

Retrieves information about screen resolution using the GetbesktopwWindow and
GetWindowRect .

Collects the domain name using the AP| GetComputerNameExW with NameType is
ComputerNameDnsDomain .

Gathers DomainControllerName, DomainControllerAddress using DsGetDcNameW .

If no information is available, Pikabot will assign it as “unknown”.
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result = pkb_alloc_heap_region(@x2244);
victim_system_info = result;

( result )
{

result—=victim_os_info = *pkb_get_victim_os_info(&os_info);

pkb_get_os_type(&victim_system_info-—swstr_os_type);

pkb_get_user_name(&victim_system_info->wstr_user_name);

pkb_get_computer_name(&victim_system_info->wstr_computer_name);

pkb_get_cpu_name(&victim_system_info—>wstr_cpu_name);

pkb_get_display_adapter_name(&victim_system_info-*»wstr_display_adapter);

victim_system_info->total_physcal_mem = pkb_get_physical_mem_info();

victim_system_info->dwUpTime = pkb_get_system_uptime();

victim_system_info->bisElevated = pkb_check_curr_process_has_elevated_privs();

pkb_get_desktop_resolution(&victim_system_info-*screen_resolution);

pkb_get_domain_name(&victim_system_info-»domain_name);

pkb_get_domain_controller_name(
Svictim_system_info->domainControllerAddress,
Svictim_system_info->domainControllerName,
Svictim_system_info-»domain_name);
victim_system_info;

Next, Pikabot decrypts information related to pikabot version and stream, my sample has
respectively info “1.1.17-ghost ” and “ 6613TH@T@feadda360d2b4ccdal1468€026526576 “.
Then, the information about the victim collected above will be constructed into a JSON string
with the following format:



https://kienmanowar.files.wordpress.com/2024/01/2023-12-29_15-22-26.png

"Xtt2VRnA": "%s",
"gleNiC": "%s",
"LPLLXuT12": " Win %d.%d %d ",
"ORbIhQuDqg": %s,
"6bw35n": "%s",
"FQkA®G": "%s",
"bFFqXURzx": "%s",
"aOxIcXZI": %d,
"LKLMKwP1": "%s",
"R8N3ujt": %d,
"2sIwOruG": "%s",
"UTrXReY": "%s",
"YoViBQC": "%s",
"QeMM8": "%s",
"VLsFyv4d": "%s",
"EczZbr": %d,
"XKb5WP" : %d
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wstr_json_format = pkb_decrypt_n_convert_wstr(enc_wstr_json_format);

pkb_stream_info = pkb_decrypt_n_convert_wstr(enc_stream_info);
victim_system_info_json = pkb_alloc_heap_region(2 * v_0x8008);
bisElevated = victim_system_info-*bisElevated;
p_domainControllerAddress = &ictim_system_info-»*domainControllerAddress;
p_domainControllerName = &victim_system_info—*domainControllerName;
p_domain_name = &victim_system_info-*domain_name;
p_screen_resolution = &victim_system_info-*screen_resolution;
total_physcal_mem = victim_system_info-—>total_physcal_mem;
p_wstr_display_adapter = &victim_system_info—swstr_display_adapter;
dwUpTime = victim_system_info->dwUpTime;

p_wstr_cpu_name = &victim_system_info—>wstr_cpu_name;
p_wstr_computer_name = &victim_system_info->*wstr_computer_name;
p_wstr_user_name &victim_system_info-»wstr_user_name;
p_wstr_os_type &victim_system_info-—>wstr_os_type;

0SBuildNumber victim_system_info-»victim_os_info.0SBuildNumber;
0SMinorVersion ictim_system_info-»victim_os_info.0SMinorVersion;
OSMajorVersion = victim_system_info-»victim_os_info.0SMajorVersion;

user32_base_addr = pkb_load_dll_based_on_input_str(&pstr[ul);

_wsprintfWw = pkb_get_api_addr_by_name_using_GetProcAddress(str_enc_api_name, user32_base_addr);

_wsprintfw(
victim_system_info_json,
wstr_json_format,
wstr_victim_uuid,
pkb_stream_info,
0SMajorVersion,
0SMinorVersion,
0SBuildNumber,
p_wstr_os_type,
p_wstr_user_name,
p_wstr_computer_name,
p_wstr_cpu_name,
dwUpTime,
p_wstr_display_adapter,
total_physcal_mem,
p_screen_resolution,
pkb_version,
p_domain_name,
p_domainControllerName,
p_domainControllerAddress,
time_seed,
bisElevated);

All information after being formatted into a JSON string will be encrypted. The encryption
process is as follows:

o Call the function pkb_gen random_chars(0x41BC4A) to generate the session key:
aes_key (32 bytes) and aes_iv (16 bytes).

e Call the function pkb_gen random chars(0x41BC4A) for generating 3 random
characters, which was used as a marker. | will temporarily call it marker .

o Call the function pkb_aes_crypt_data (0x40A97A) to encryptthe JSON string with
the generated aes_key and iv.

o Call the function pkb_base64_encode (0x0040B4DD) to encode the encrypted data
above.

e Then all information will be stored in the following format: <marker (rand_3_chars)>
<aes_key (first 16 bytes)><aes_iv><encoded data><aes_key (last 16
bytes)>.
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o Finally, use a loop to iterate through the entire buffer to replace the character ‘=’ with

Here is the code flow:

rand_session_aes_iv_16bytes pkb_gen_random_chars(v_gx18);

rand_session_aes_1iv_16bytes pkb_gen_random_chars(v_ex18);

rand_3_chars = pkb_gen_random_chars(v_ex3);

( rand_session_aes_key_32bytes && rand_session_aes_iv_l6bytes & rand_3_chars )

_len = pkb_aes_crypt_datal(
dst_buf,
src_buf,
src_buf_size,
rand_session_aes_key_32bytes,
rand_session_aes_iv_16bytes);
basest_data_len = pkb_base6d_encode(dst_buf, src_buf, aes_data_len);

total_len = v211 + v212 + baseéU_data_len + v213;

pkb_strcpy(src_buf, rand_3_chars, str_input_len);

pkb_strcpy(&src_buf 3], rand_session_aes_key_32bytes, v_0x20 / v_0x2);
pkb_strcpy(&src_buf[v_0x3 + v_0x20 / v_0x2], rand_session_aes_iv_16bytes, v_0x18);
etMe aInfol);

-

e

pkb_strcpy(&src_buf[v_ex20 + v_ex3], dst_buf, bases6ud_data_len);

pkb_strcpy(
&src_buf[v_8x3 + basesU_data_len + v_
&rand_session_aes_key_32bytes[v_ox20
v_0x28 / v_8x2);

src_buf[total_len + v_ex1] = ©;

(m=v_exe; m =< total_len; +m )

( src_buf[m] = )
src_buf[m] =

9. Information gathering with other commands

In addition to the information collected as mentioned above, Pikabot also executes the
following commands to gather additional information from the victim’s machine:
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e netstat.exe -aon
e ipconfig.exe /all
e whoami.exe /all

pkb_exec_command_n_encrypt_resutl(

tmp_buffer_1,

enc_collected_data,

tmp_buffer,

enc_str_yi5sX,

str_enc_netstat_aon);
pkb_memcpy_n_concat(encrypted_victim_info_final, enc_collected_data);
pkb_memset(enc_collected_data, v_0x8, 2 % v_@xuee * v_@x32);

pkb_exec_command_n_encrypt_resutl(

tmp_buffer_1,

enc_collected_data,

tmp_buffer,

en_str_ne8lp,

str_enc_ipconfig_all);
pkb_memcpy_n_concat(encrypted_victim_info_final, enc_collected_data);
pkb_memset(enc_collected_data, v_8x@, 2 * v_@xupe x v_0x32);

pkb_exec_command_n_encrypt_resutl(tmp_buffer_1, enc_collected_data, tmp_buffer, en_str_jVéKH, str_enc_whoami_all);
pkb_memcpy_n_concat(encrypted_victim_info_final, enc_collected_data);
pkb_memset(enc_collected_data, v_8x0, 2 * v_@xupe * v_0x32);

The results of these commands are also encrypted and stored in the same way as above.
However, the sample that | am analyzing is configured as DISABLED.

10. Collect running processes

Pikabot call the function pkb_enum_n_collect_all_running_processes (0x415BAF) to
gather information about running processes on the victim’s machine by employing the API
functions CcreateToolhel32Snashot, Process32FirstW va Process32NextW. The graph
code of this function is as follows:
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The information collected will be compiled in the following format:

"smss.exe:376:4:11:0:0:0",

"fontdrvhost.exe:85%2:568:8:
"dwm.exe:460:664:13:0:0:0",

"csrss.exe:460:460:13:0:0:0", "wininit.exe:568:460:13:0:0:0"

"csrss.exe:576:560:13:0:0:0", "winlogon.exe:664:560:13:0:0:0", "services.exe:712:568:9
"lsass.exe:T732:568:9:0:0:0", "svchost.exe:856:712:8:0:0:0", "fontdrvhost.exe:884:664:8

Q0:0:0", "svchost.exe:972:712:8:0:0:0", "svchost.exe:304:712
"gychost.exe:1060:712:8:0:0:0", "svchost.exe:1096:712:8:0:

0
"svchost.exe:1180:712:8:0:0:0", "svchost.exe:1188:712:8:0:0:0", "svchost.exe:1216:712:8
"svchost.exe:1240:712:8:0:0:0", "svchost.exe:1268:712:8:0:0:0", "svchost.exe:135%6:712:8
"svchost.exe:1452:712:8:0:0:0", "svchost.exe:1536:712:8:0:0:0", "svchost.exe:1544:712:8
"svchost.exe:1552:712:8:0:0:0", "svchost.exe:1568:712:8:0:0:0", "svchost.exe:1576:712:8

0
0
8

LO000020 ["[System Process]:0:0:0:0:1:0", "System:4:0:8:0:0:0", "Registry:108:4:8:0:0:0",

r

o:0o"
o:0",
0:0:0

o [
Q:0:z0"
Q:0:z0"
Q:0=z0"
Q:0=z0"
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Then, the information will also be encrypted and encoded in the same way as described
above:

str_sTICX = pkb_decrypt_str(enc_str_var);

collected_data_len = pkb_enum_n_collect_all_running_processes(tmp_bufferl, v1@, v_0x200, v_8x480);

( collected_data_len = v_8x0 )
pkb_copy_wstr_to_str(tmp_bufferl, tmp_buffer2, collected_data_len)

pkb_aes_crypt_n_base6d_data_n_store_into_buff(encrypt_collected data, tmp_buffer2, collected data len)

dec_str_var_len = pkb_strlen(str_sTICX)
pkb_strcpy(data_out_final, , dec_str_var_len);

pkb_memcpy_n_concat(data_out_final, tmp_buffer2);

collected_data_len = pkb_strlen(str_sTIC

pkb_memset( %

pkb_free_heap_region(str_sTI

pkb_memset(tmp_bufferl, v_exe,

pkb_memset(encrypt_collected_ V_B%E xU@e * v_0x200)
pkb_memset (tmp_buffe g v_ PO * v_0x200);

11. Decrypt C2 configuration

The C2 addresses (IP and port) will be decrypted by Pikabot during execution. First, Pikabot
performs the decryption of C2 encrypted data using RC4, with the decryption key in this
sample being “ threadId”:

gmemcpy(enc_c2_config_data, g_enc_c2_config, sizeof(enc_c2_config_data));
.text:eeue3A88 g_enmc_c2_config dd

+ visd);

( idx < ex360 );

Here is the result with CyberChef:
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RC4

E30BB888875EG7EG
1728 = 1 Tr Raw Bytes < LF
Output B0m

#spVeUrtTU16CTc]CplcTo5azGdUdPNePCOTWbD1PgKS ] 20L Y Tn+tUYCN8qKFoD3Cuha8mf SDwh@sxA_KIPghJS5yOw@Je4oh&ilrXvTkQLKC
emBHR30P2LZK7xDIyI7eTbcVMsj+eVbek/@M5XVAohQUVtp0@acdVPfsNZXk8anUxZQ_pdXvxtIME3YMISiR&vsOwAZOWON7]j46KHXAGKQ
1pPRFPD/Jq7wMvZuyhlLqFJCUdgvFwLp7QsQt/0Tv8]]zoz LUPENSCgXE_25AD81pfUHINTVFw&SW1/F14Qrq56VIqvAXg/ TmR/5+fa3GZTd
qAqwEx2k/Zt0ErolinRIVybFt8GpSq2r7N/Vv26ZZbvkK®_TuVolz@qlUG_sD8i&3H8mGVs2qf0tp+/wSoxJe6ZnENDXeSL jW08bTOyGUYYH
gD7@9+nmJY+T0358/0Q6CY1g47brr]j79II_ENa3nETYCXahPh3a&/r2eI0nl_yHzfNUrv/NAQxLvc31VDEEINoadlQWo3fONAPZKO LhWAS
qldQfpkiT/ST@0aoAWRMBEC_TjTENm1GPsTurtku&vabzTcMol9Vh1IKKN3Qx_DWke7VEU7t3viW8ezL qoW501WI8pLxK/3RmSZFNEwg6q+
(M15N3DUd1fI_hac/0B12ZNOmTBDXa&/B+A71B5Y3zwl_5+wsgOR/15GSWETTOLWY72XSNOMCFdQOuSY3BuivMn2@+RyQuR7h1R+wXcyWneD
8_9B1XNdDPZ2Dx/851s&Q5Hw1vitvKG+EWOsUcPB/BESxCLp9eRQ5A/q1+1CTQG+gLHIMFsaF 8Nz1kX5GZNBSTMDWNOm1112t9Q_YOAb53BoS
ILSXspX&

Then, Pikabot decrypts the character “&” and uses it as delimiter to extract the decrypted
string above into sub base64 strings:

delim_char = pkb_decrypt_str(enc_str_delim);
anc_c2_arr = pkb_alloc_heap_region(u =

ata_, delim_ch

1
)

+count;

( count

Address

phkb_extracted_enc
_c2_arr
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Next, Pikabot calls function pkb_decrypt_data (0x41D07B) to perform the task of
decrypting the C2 address. The graph code of this function is as follows:

The entire decrypting process is as follows:

¢ Allocate buffers to store the AES key and iv.
» Convert the string to the valid Base64 string by replacing the character “_* with “ =",

 Discard first 3 characters of string, take the next 16 characters (bytes) and store them
to the buffer to create the first part of the AES key .

o Take the next 16 characters (bytes) and store them to the buffer to use as AES iv.
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Take the last 16 characters (bytes) to make the second part of the AES key, combine it
with the first part to create the complete AES key.

Get the string to be decoded after obtaining the AES key and iv.

Perform Base64 decode.

Use AES-CBC with AES key and iv above to decrypt the final C2 data.

Pseudocode of the entire process is as follows:

aes_key = pkb_alloc_heap_region(v_0x20 + v_0x1);

iv = pkb_alloc_heap_region(v_0x1 + v_@x10);
aes_key && aes_iv )

(n=v_ex0; n < enc_data_len; +n )
( enc_data[n] = )
enc_datal[n] = ;

pkb_strcpy(aes_key, &enc_datal[v_e6x3], v_0x20 / v_0x2);

pkb_strcpy(aes_iv, &enc_datal + v_0x20 / v_0x2], iv_len_ex18);
dword_uuD68C = dword_uduD5Ce & © ucsuy;
pkb_weird_func_19(dword_uuD5Ce & ©x834C5u44);

pkb_strcpy(&aes_key-»aes_key[v_0x20 / v_0x2], Senc_data[enc_data_len - v_0x20 / v_0x2], aes_len_8x10);

pkb_strcpy(enc_data, &enc_datalv_e0x3 + v_0x208], enc_data_len - v_@x3 - v_0x10 - v_0x20);
pkb_memset(&enc_datalenc_data_len - v_0x20], value, nBytes);
len = pkb_strlen(enc_data);

béU_decoded_data_len = pkb_baseél_decode(len, );

len = pkb_aes_crypt(b6u_decoded_data_len, enc_data, aes_key-raes_key, aes_iv);

pkb_memset(aes_key, v160, v127 + v126);
enc_data[len] = 0;
pkb_free_heap_region(aes_iv);
pkb_free_heap_region(aes_key);

len;

AES Ke . AES Key
vt 1y Encrypted C2 config part 2

4spVeUrtTU16CTcjCplcT5azGdUdPWePC6TWbDIPgKFI20LYTn+tUYcN8gKFoD3Cuha8mfSDwh@sxA KIPghJ5yOW@Jedoh

Using CyberChef, we get the following results:
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Recipe BEE input

WbD1PgKfI2@LYTn+tUYcN8gKFoD3Cuha8mfs th@sxA:I
From Base64

Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

mer 44 = 1

Strict mod
[ strict mode Output

|45. 32.188.56:2967
AES Decrypt

Key

VeUrtTu16CTcjc.. YT~ cTsazGdudpwep..  LATINT™
Mode Input Qutput
CBC Raw Raw

We can write a Python script to decrypt all the C2 addresses that Pikabot will use:

nted c2: 78.141.

ed c2: 216.1

12. Pikabot uses Syscall

During the analysis, we will encounter the following functions:
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BFBD2F82
55FFFFFF
5346CA40
4BFFFFFF
15079F05
41FFFFFF

oh M &n

oh M

oh M
00 00 00 00 00 00 00 OO 00 o0 00 0D

m oh m

2DFFFFFF
58FOA686
23FFFFFF

[=3]

E

// [COLLAPSED LOCAL DECLARATIONS. PRESS HEYPAD CTRL-"+" TO EXPAND]

g_ZwAPI_ctx.ret_addr_of_caller =
g_ZwAPI_ctx.ret_addr_of_caller_to_caller = ret_addr_of_caller_to_caller;
g_ZwAPI_ctx.pStackArgs = &al;

g_ZwAPI_ctx.g_ZwAPI_idx = pkb_get_idx_of_ZwAPI_func_by_hash(vz2);
g_ZwAPI_ctx.g_rand_syscall_stub = pkb_retrieve_rand_syscall_stub(NtCurrentTeb()->WOW32Reserved 3= 0);

(g_ZwAPI_ctx.g_rand_syscall_stub)();
(g_ZwAPI_ctx.ret_addr_of_caller_to_caller)();

Iterate over the PEB, check if the loaded dll is ntd11.d11l

-text:eed4ud186C

ax]
+IMAGE_EXPORT_DIRECTORY.Name]

pLdrentry = *(&pLdrentry-»>InLoadorderLinks.Flink + v

( pLdrEntry->DllBase = v_0x8 );

text:004418AF ] hort Loc_4u18cs

If yes, proceed to find API functions starting with “zw” exported by ntd11.d11.
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.text:eo044196A
:ee4u196D
:0ed441973

:1@e441975
-peUU19T8 o > ntdll_ZwAPIName = (dllBaseAddr + pNamesAddrTbl[nAPINames - v_0x1]);
:@e441978 [ 1, 5 ( *ntdl1l_ZwAPIName = )

:80UU197E dword_44ED8Y, {
:eeuu198u [ | nCalcedZwAPIsHashes = v_0x8;
:ee4u1987 ' _continue;
:eedd19scC
:80UU198E [
.text:88441991 _continue

The found functions will be hashed, and the result will be stored in the format:
<calced_hash><api_func_RVA>

calced_hash = pkb_calc_hash_of_ntdll_api(ntdll_zwAPIName);
arr_idx = v171;

g_ZwAPI_arr.g_ZwAPI_calced_hash_arr[2 # count] = calced_hash;

2 # arr_idx] = pFunctionsAddrTbl[pNameOrdinalsAddrTbl[nAPINames - v_6x1]];
+1;

EST + 0x157C )

4, Resource: Editor Il ; L L
- ey looonoas 00072E10 0887 00120156 Zw¥ieldExecution

00 00 00 00 |N\m\m{rn oonTsAFN nRRR on1I0AT Clrnc

The calculated table will be then sorted by Function RVA in ascending order:

g% Dump 1 B4y Dump 2 44 Dump 3 g4 Dump 4 g% Dump 5 @ watch 1 [x=] Locals # Struct

Address Hex ASCII

Finally, compare the pre-calculated hash value with the table containing the calculated
hash values above, if equal, return the function ID. This ID value is stored in the EAX
reqgister:
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( pkb_gen_ntdll_Zw_api_hashes_tbl(&savedregs) )

( count = g_nCalcedZwAPIsHashes )

syscall ID

-v_@x1; Bb.2/5B8
822F8DBF

( pre_api_hash = g_ZwAPI_calced_hash.ZwAPI_calced_hash_arr[2 * count] )

( +rcount = g_nCalcedZwAPIsHashes )
-V_@x1,;

count;

Based on the hash algorithm, we can find out the API functions that Pikabot will use as
follows:

h pﬂfhﬁﬂ plhﬂth brute api funcs of ntdll.py
. API found: b fwAllocateVirtualMemory "
» API found: ;
-» API found:
» APT found:
» APT found:
» APT found:

» APT found:
» APT found:
» APT found:
» APT found:
» APT found:
» APTI found: b'ZwWriteVirtualMemory'

13. References

End.

m4n0w4r
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