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GHOSTLOCKER
RANSOMWARE

ANALYSIS

GhostLocker is a sophisticated Ransomware-as-a-Service (RaaS) software introduced by
hacktivist group GhostSec. Unlike traditional ransomware derivatives, GhostLocker is
designed as an enterprise-grade lockdown software that prioritizes security and efficiency.

In this report, in which we analyze the GhostLocker Malware that has recently emerged, we
have determined that this software was written by the GhostSec Threat Actor and
developed specifically to infect malware and demand ransom against systems targeted by
the threat actor.

Key findings include:
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o GhostLocker's unique selling points include encryption capabilities, military-grade
security measures, and a control panel that facilitates the creation of ransomware
encryptors and decryptors.

o The ransomware encrypts data with the .ghost extension and self-deletes itself when
encryption is complete.

o Key features include its undetectable nature, strong encryption, and ease of
negotiation by the GhostLocker team.

o GhostLocker fide software restricts its use in medical or educational systems.

e There is no specific country where it is infected, it allows widespread use between
various countries and systems.
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Watch the ThreatMon's Platform Intro

ThreatMon has a team of highly Threatmon's cutting-edge solution combines Threat
Intelligence, External Attack Surface Management, and Digital Risk Protection to identify
vulnerabilities and provide personalized security solutions for maximum security. ThreatMon
identifies the distinctive nature of each business and provides bespoke solutions that cater
to its specific needs.

Identify the external assets of your business.

Track and manage your organization's online reputation to maintain a positive image.
Monitor social media platforms, deep/dark web activities, and rogue applications.
Detect and mitigate digital risks such as source code leakage and account leakage.

2/48


https://threatmon.io/free-trial/

Latest Reports

XZ Utils
Backdoor

XZ Utils Backdoor CVE-2024-3094

@ Read the Report
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RisePro Stealer Malware Analysis Report

@ Read the Report
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Planet Stealer Malware Analysis Report

@ Read the Report
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Analysis Report of LockBit Activities After OpCronos

@ Read the Report
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2023 Global Threat Report

@ Read the Report
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Fraud Intelligence Report

@ Read the Report
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QBit Stealer & Ransomware CTI Report

@ Read the Report
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Kuwait Threat Landscape Report

@ Read the Report

\%ﬂgThlBEtMOI"I

THE ANATOMY OF

A SIDECOPY ATTACK:

The Anatomy of a Sidecopy Attack: From RAR Exploits to AllaKore RAT

@ Read the Report
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Serpent Stealer Unmasked: Threat Analysis and Countermeasures

@ Read the Report
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Riddle Unveiled: New Evasive Stealer Malware from the Underground

@ Read the Report
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DISCOVERIES

Malware Under the Radar: September Insights and Darkweb Discoveries

@ Read the Report
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MNAVIGATING THE DIGITAL FRONTIER:

Navigating_the Digital Frontier: Cyber Threats in the Israeli-Palestinian War

@ Read the Report

9/48


https://threatmon.io/malware-under-the-radar-september-insights-and-darkweb-discoveries/
https://threatmon.io/navigating-the-digital-frontier-cyber-threats-in-the-israeli-palestinian-war/

THE IMPORTANCE OF
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The Importance Of Attack Surface Management For Industries: Education

@ Read the Report
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The Konni APT Chronicle: Tracing Their Intelligence-Driven Attack Chain

@ Read the Report
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Unraveling the Layers: Analysis of Kimsuky's Multi-Staged Cyberattack

@ Read the Report
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THE IMPORTANCE OF
ATTACK SURFACE
MANAGEMENT
FOR INDUSTRIES:

The Importance Of Attack Surface Management For Industries: Health

@ Read the Report
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Stealing_in Stealth: Investigating a Python-based Evasive Malware Exela

@ Read the Report
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August's Cyber Underworld: Exploring Novel Malware Families on the
Darkweb

@ Read the Report
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The Importance Of Attack Surface Management For Industries: IT

@ Read the Report
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BECOMES DISTURBINGLY
EFFORTLESS

Python's Dark Side When Crafting a Wallet Stealer Becomes Disturbingly
Effortless

@ Read the Report
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Chaos Unleashed: a Technical Analysis of a Novel Ransomware

@ Read the Report
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FOR INDUSTRIES:

The Importance Of Attack Surface Management For Industries: Banking

@ Read the Report
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RAT Goes Phishing: Dissecting the Stealthy Techniques of REM Phishing
RAT

@ Read the Report
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NestJS Stealer: Unraveling the Inner Workings of a New Cybersecurity
Menace
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July's Cyber Underworld: Exploring Novel Malware Families on the Darkweb-
An Intelligence Report

@ Read the Report
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Unmasking Stealer X1na: A Technical Analysis of the Latest Threat
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@ Read the Report
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Unraveling the Complex Infection Chain: Analysis of the SideCopy APT's
Attack

@ Read the Report
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Solving the Puzzie: Reversing the New Stealer Jigsaw
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From Slides to Threats: Transparent Tribe’s New Attack on Indian
Government Entities Using Malicious PPT

@ Read the Report
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June’s Cyber Battleground: Decoding Ransomware and APT Attacks in
Europe

@ Read the Report
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Uncovering Malware
Targeting RDP Credentials
with APl Hooking

Technical Analysis of RDPCredentialStealer: Uncovering Malware Targeting
RDP Credentials with APl Hooking

@ Read the Report
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Vulnerability Report (28-04) December 2022

@ Read the Report
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Ransomware Group Activity Report (05-18) November 2022

@ Read the Report
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Ransomware Group Activity Report (28-04) November 2022
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Arkei Stealer Analysis 2022

@ Read the Report
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Ransomware Group Activity Report (17-28) October 2022

@ Read the Report
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Ransomware Group Activity Report (30-16) October 2022

@ Read the Report
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Rhadamanthys Stealer Analysis 2022

@ Read the Report
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Ransomware Group Activity Report (17-30) September 2022

@ Read the Report
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Ransomware Group Activity Report (03-16) September 2022
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Vulnerability Report (19-25) September 2022

@ Read the Report
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Ransomware Digest Report (12-19) August 2021

@ Read the Report
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Ransomware Digest Report (19-26) August 2021

@ Read the Report
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Ransomware Digest Report (26-03) August 2021
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Ransomware Digest Report (03-09) September 2021

@ Read the Report
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Ransomware Digest Report (09-16) September 2021

@ Read the Report
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Ransomware Digest Report (17-23)_September 2021
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Ransomware Digest Report (23-30)_September 2021

@ Read the Report

28/48


https://threatmon.io/ransomware-digest-report-17-23-september-2021/
https://threatmon.io/ransomware-digest-report-23-30-september-2021/

Ransomware
Digest Report
October 2021

Ransomware Digest Report October 2021
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Ransomware Digest Report November 2021

@ Read the Report

29/48


https://threatmon.io/ransomware-digest-report-october-2021/
https://threatmon.io/ransomware-digest-report-november-2021/

Log4) Remote
Code Execution
Detailed
Analysis 2021

Log4J Remote Code Execution Detailed Analysis 2021
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Ransomware Digest Report December 2021

@ Read the Report
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Ransomware Digest Report January 2022
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Ransomware Digest Report February 2022

@ Read the Report
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Ransomware Digest Report March 2022
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Ransomware Digest Report April 2022

@ Read the Report
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Ransomware Group Activity Report (05-18) December 2022
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Ransomware Digest Report May 2022

@ Read the Report
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Ransomware Group Activity Report (18-01) December 2022

@ Read the Report
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Ransomware Digest Report June 2022
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Ransomware Group Activity Report (01-13) January 2023

@ Read the Report
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Ransomware Digest Report July 2022
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Ransomware Group Activity Report (13-27) January 2023

@ Read the Report
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DoNot Team (APT-C-35) Analysis of Latest Campaing

@ Read the Report
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Ransomware Group Activity Report (26-02) September 2022
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SwiftSlicer Wiper Malware Analysis Report 2023

@ Read the Report
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APT SideCopy Targeting Indian Government Entities
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Behind the Breaches: Mapping Threat Actors and Their CVE Exploits

@ Read the Report
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Threat Actors, Phishing Attacks and 2022 Phising Preview
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Beyond Bullets and Bombs: An Examination of Armageddon Groups Cyber

@ Read the Report
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Cybergun: Technical Analysis of the Armageddon’s Infostealer
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KiliINet: In Depth Analysis on The Roles of Threat Actors and Attacks
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Noname05716 In Depth Analysis on The Roles of Threat Actors and Attacks

@ Read the Report
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Chinotto Backdoor: Technical Analysis of the APT Reaper's Powerful
Weapon

@ Read the Report
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Anonymous Russia In Depth Analysis on the Roles of Threat Actors

@ Read the Report
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IT Army of Ukraine: Analysis of Threat Actors In The Ukraine-Russia War
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The Rise of Dark Power: A Close Look at the Group and their Ransomware
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APT Blind Eagles Malware Arsenal Technical Analysis
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APT41's Attack Chain: Exe-LolBins Leads to Powershell Backdoor with
Telegram C2

@ Read the Report
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Anonymous Sudan: In-Depth Analysis Beyond Hacktivist Attacks
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Zaraza Bot: The New Russian Credential Stealer

@ Read the Report
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Reverse Engineering RokRAT: A Closer Look at APT37’s Onedrive-Based
Attack Vector
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