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To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind
enough to reach them and they agree, you can have a little talk. Asking things is not a crime.

Let's see, Meta: @meta_stealer

The interview was made in Russian. Since | was using a translator, questions will be shown
in original english, and answers will be given both in original Russian (in case translation is
misled) and translations to english.

What is Meta?

Mema amo npozpamma-cmurnep, eopyrowuli naposnu u opyaue coxpaHeHHble 0aHHbIe
C KoMrbomepa.

What is the history of the name META?

Mbi xomenu Hazeamb Haw ripodykm Mema, rno 08ym ripudyuHam:1) umob HazeaHue
MeHbwe UHOeKcupoesasiock rnouckosukamu,2) Mer xomesnu no0YepKkHyms 4mo Haw
rnpodykm obnadaem ceepx-6071bWUMU 803MOXHOCMAMU U (OYHKUUOHAITOM.

“‘Meta” is a Greek-origin prefix that means after, beyond, or at a higher level. The same vision
of this word is shared between Mark Zuckerberg and the Meta Stealer guys.

How is META different from other products?

Bce nozu membi udym Harnpsimyto 8 rnaHesib KrueHma, Mbl He XpaHum y cebs Kornuu
YKpaOeHHbIX OaHHbIX.

Claims of stolen data from customers are around every product, this is something | would
like to dive into.
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When did META started working?

C 2021-020 200a. B 2021-om 200y, 8 REDLINE nosisunuce Ho8ble (hyHKUUU,
rnoseonsuwue pabomame 8 0OHOU rnaHesnu cpa3sy borbuwomy Korudecmasy iooed.
Cnycms mecsu, paspabomuyuk pednalH roxares, 4mo co30asn makyr QyHKUUK U
3axomer npekpamume 3mo. Ho mak Kak oH umersn obsisamerniscmea nepeod
Kyrnusuwumu, OH co ceoeli KoMaHOoU peuweriu rnpodame Yacme UCXOOHO20 Koda, a ecem
yXKe Kyrnuewum 0aHHY byHKUUK — pocmo 8bidamb HO8Y0 naHesib. OHU Ham
npeonoXusu Kyrnums 4acmb UCXOOHO20 Koda, C ycrioeuemM, 4mo Mbi becrinamHo
pasmecmum y cebs scex ux knueHmos. Ha mom momeHm REDLINE 6bir1, mod4YepKHy,
caMbIM MEXHO02UYHbLIM CMUNePOM 8 Mupe. Y Mbi coanacunucb Ha ux
ycnosusi.LyeHy nokyrnku s o2nawame He 6y0dy. Tak noseusics memacmuriniep,
KOmMopbIM 8bl €20 3Haeme ceuyac.

How many people have tried META? approximately
100-150

| have to ask you about the relationship between META and REDLINE. Many
people confuse their products, but | know they are not the same thing. What do
you think about it? What is the difference between them?

Mbi o4yeHb ygaxkaem komaHOy pednaliH, HO eCmecmeeHHO cpedu Hac ecmb
KOHKYpeHUUs. BO3MOXHO y Hac U Hem makoeo Oribima 8 pa3pabomke rnpozspamMmHO20
obecrieyeHus, KaK y HUX, HO y Hac 6ornbwas KomaHda, u Mbl pe2yrnspHo pabomaem
Hal ynydweHuem cgoeao npodykma. B amom 200y u3 ux KomaHObI K Ham
npucoeduHuUsics 8mopoul pa3pabomyuk, U 3mo Cyu,ecmeeHHO yrlyHuwuio cKopocms U
Kadecmeo Hawez20 obcnyxueaHusi.Ce200Hs, Mbl MOXeM CMEJIO cKka3amb 4mo Hall
rnpodykm riydwe u kadecmeeHHe yem REDLINE.

Meta is not Redline. Meta is not Redline. ....

META is the best choice among teams and individual workers. Do you think this
is the number 1 option among all the operations on the market?

[a.

DA, very sure, but the owner of something must not say anything bad about his product. Let
me share to you an objective view:

Now that Infostealers groups seems like a known thing,

KZ Team Reborn — list of operations since October 11th, 2022

359999 META victims vs 30175 REDLINE victims (Stop Redline July 2023)
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GhostBusters — list of operations since July 19th, 2023

20107 META victims vs 0 REDLINE (They don’t work with Redline)
Failing that, we have

Raven Logs— list of operations since November 9th, 2022

52384 META victims vs 254530 REDLINE (Both active)

Meta is highly used on these teams, as well as Redline or other products such as Lumma or
Raccoon. Consider Meta a separate threat from Redline.

Does META allows to work on people from the CIS countries? How do you feel
about people who work with Russians?

B pycckom ceameHme dapkHema, cyuiecmeyem HerucaHHoe rpasusio “ He pabomamep
rno PY” ( PY=Poccusi u cmpaHbl CHI). Ho MHO2ue He npaguribHO UuHmeprpemupyom
amo npasusio. Cymbe 3mo20 npasusia 8 mom 4mob He ripueriekame 8HUMaHUe K cebe u
ceouMm KrueHmam. Tak xe cymb 8 mom, Ymob He epabume ceol Hapod, KOmopbIl U
6e3 mozo 6edeH. Haw npodykm Hukak He rnomoz2aem soposcmay y 6e0HbIX, Mbl He
npodaem u He npusemcmeayemMm MOWeHHUYecmaso cpedu Heobecre4eHHbIX CrI0es
HacerneHus. Haw npodykm co30aH 01151 Kpaxu Kpurmoeasiromsl, a ee griaderom
UCKITIo4YUMeribHO me 100U, Komopble CrioCObHbI Ha UHBECMUUUU.

Meta is one of those products that doesn’t follow any anti-CIS policies, and | found this
statement very interesting.

Some other people with similar thoughts said that “if you have a cryptocurrency amount
worth a 3-month engineer salary, you are not poor,” and the distribution of wealth should be
applied to you.

This is very dangerous, and being rich is not a justification to be robbed. Don’t mess with
other people’s money.

What do you think has been the biggest update in META?
OHo 6ydem & criedyrowem mecsiye.
Indeed, it was out recently, before | expected.

Meta V4 was announced at November 28th, 2023. Please find the statement at
https://x.com/g0njxa/status/1729538390729834852

What are META'’s plans for the future?

YMHoxumb pyHKUyuoHan e 10 pas.
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How do you see the market, is now a good time to work?

Cmompsi ymo 8bi nodpasymesaeme od crio8om “PbiHOK” PbIHOK cmurinepos — Ha
rnuke rnonynspHocmu. PbiIHOK OapkHema — 8 ynadke, U mosibKo 3a cHem eOUHUL, OH
ewe npodosmkaem cyujecmeosams.

At this point, this is the most accurate point of view of the infostealers ecosystem. There are
too many active people with too many operations that bring too much attention to a business
that has been abused by too many people in recent years. The market bubble is bleeding bit
by bit.

Do you have anything to say to the “information security experts” who are trying
to hunt down META?

B mupe cywecmsyrom 2apa3do boree onacHsle 11toou, 4em Mbl. Xakepbl OOUHOYKU U
APT epynnuposku, criocobHble opaaHuU308ame S0ePHYK Kamacmpogy usnu
Jnioeucmuyeckul konnabc. lNpuyem, uenu ux eecbMma rpazmamuyHel. He Hado uckame
Hac. Mycmb ny4qwe yoernsrom 6ornbwe 8peMeHU U3y4eHUro U MPecevyeHuro mex, Kmo
Ha)xamueM KHOMKU MOoXem napasu3zoeame S0€pHbIU peakmop uniu MeouyuHcKul
omcek 80 epeMsi orepayuu 6051bHO20.

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,
Best regards.

@g0njxa

5/5


https://medium.com/@g0njxa
https://twitter.com/g0njxa

