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To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind
enough to reach them and they agree, you can have a little talk. Asking things is not a crime.

Let’s see, StealC: @plymOuth

The interview was made in Russian. Since a translator was used, questions will be shown in
original english, and answers will be given both in original Russian (in case translation is
misled) and translations to english.

How would you describe StealC?

Haw coghbm 3mo 4Ymo-mo 8po0e MEexXHUYEeCKo20 0eMo, Mbl MPUWIIU Ha PbIHOK U3
rnpusama u stealc amo 0OUH U3 OCHO8HbIX HaWUX UHCMPYMeHmMoe8 071 amak,
KomopbIl U3Ha4asibHO pa3pabameigaricsi 0rsi pabomael o0 MOYEYHbIM UESSIM, HO
Hersioxo cebs rokasas u 8 Macco8biX amakax (UHCcmarsbl, pekrnama u momy
rnooobHoe)

ma eepcus stealc, ymo HaxoOumcsi 8 omKpbImou ripodaxke amo rnybru4yHas 8epcus, ¢
Komopou KriueHmsb! Ha4uHarom pabomy ¢ Hamu — 8 OasibHellweM MHoa2ue
MOCMOSIHHbIE KIUEHMbI yxxe 6epym mak Ha3bigaeMblil rpusam — Mbl Oopabambigaem
u/unu 0obaernsiem ¢hyHKUUOHaI oo HyX0bl KITUEHMOS8

What does the name STEALC means? is there a history behind the name?
Ha3eaHue baHanbHoe — steal (stealer) c (c language), cmurnep HanucaHHbIU Ha cu
What makes StealC different from other products?

MbI celidac 4ymb /iU He €OUHCMBEHHbIe, KMo rpedocmassisiem 803MOXHOCMb
oepxxamb o0 KOHMPOsIeM 8ce c8ouU 0aHHble — Hawa aOMUH-NaHesnb HarnucaHa Ha
php u He codepxxum KakoU-nubo obgpyckayuu Koda, a mocmasume €€ MOXHO (U
HYXHO) Ha ceou cepsep

rpakmu4yecku gce yxe 0asHo repeuwsiu Ha mooesnis MaaS (malware as a service), rpu
Komopou Hem HuKakoUl eapaHmuu, 4mo cobupaembie 0aHHble OOCMYrIHbI MOJIbKO
KIueHmMy — ec/iu y 8ac Kak y KiueHma ecmb 803MOXHOCMb yO06HO copmuposamb
J102u 8 aOMUH-NaHesnu, Komopasi He ycmaHoerieHa Ha sawem cepeepe, mo bydbme
yeepeHbl — makou Xe yO0bHbIU hyHKUUOHa copmupo8KU /10208 ecmb U Y
ernaodernbues amoao coghma

Let’s point out this, have you ever seen a StealC panel? Maybe is something that we need to
take a look...
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Since when has StealC been operating?

8 npodaxy Haw cogpm ebiwen 8 siHeape 2023 2o0a, HO 3aKpbiMmble MeCMbI Ha4arsuch
ewe nemom 2022

How many people do you think have tested the product? Approximately

00 npodaxu Haw cogpm bbis1 8biI0aH HECKOIIbKUM KOMaHOaM, 8 obuwieli CrioXHOCmu
0Kor10 40 yeriosek NMpuUHSAIU ydacmue 8 mecmax (MoXxeM riocyumame 110 Kosiudecmeay
8bl0aHHbIX YHUKaribHbIX 6UI008 Kaxx0oU U3 3aKpblimbIX MECmMosbiXx eepcull)

cedyac Kosiu4ecmeo Hawux KIiueHmos Mbl He packpbieaeM, MOXXeM Ha3seamb
rnpumMepHoe 4ucsio — HeCKOJIbKO comeH

STEALC uses a unique log exfiltration by parts on exe builds. This type of
communication between build and server panel has been imitated by other
products, what is your opinion?

HacKorbKO HaMm u38ecmHo, vidar mosnibko HedagHo repeuwiest Ha cxemy repedadu
gatnioe omdernbHbIMU 3arnpocamu a He cbopKoU zip Ha CMOPOHE KriueHma

Koeda Mbl Ha4uHasnu pa3pabomky, Ha pbiHKe He bblrio coghmos ¢ nodobHou cucmemou
nepedayu O0aHHbIX Ha cepeep — 8ce ronazanucb Ha cbopKy zip Ha CMopoHe KriueHma

briuxe Kk Hawemy ry6bru4yHOMY periu3dy rnoxoxy MexXHUKY eeen y cebsi raccoon

You said your administration panel is written in php, is always like that? Some
“expert” people confuses StealC with other products because of the similarities
with the scheme for transferring files

Halwa naHesib U3Ha4dasibHO bblnia Ha php u Opya2ux apuaHmos y Hac He
npedycmampuearocb, HO eCmb 8HYMPEHHSISI 8epcusi stealc komopasi obpawaemcs o
tcp Kk cepeepy HarnucaHHOM Ha cokemax CH#HO OHa He ebiwina 8 nabrnuk u
UCrosib3yemcsi HECKOMIbKUMU KIIUeHmamu 8 mMOYeYHbIX amakax

Ha obpamHoUl CmopoHe 3a COKem cepeepomM Haxooumcesi ece pasHo php adMuH-
naHesib, OMiU4Usi MoJsibKO 8 cxeme repedaqu 0aHHbIx om busda K cepesepysma
g8epcusi 8ce ewe HaxoOumcsi 8 mecmosoM 8uUde U HyXXHa Or1sl pacuughposKu 8cex
OaHHbIX Ha cmopoHe cepsepa (YmeHue 60 firefox 6paysepos, chrome 6pay3epos u ux
pacuwugposka ¢ MOMoWbo 3apaHee cobpaHHO20 KrroYa u3 local state)

Mbl Haxo0uM ee y0obHou, a om pesepca u OasibHeluwe20 UCob308aHUS HawuX
Hapabomok HUKaK He 3auumumbCs MO3MOMY Mbl OMHOCUMCS K 9MOMy rpocmo

Have you ever heard of the private StealC variant written in C#?
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Does StealC allows working on CIS countries? What is your opinion of people
working with russians with other product?

Haw cogpm He pabomaem o cmpaHaMm CHe U Hukoe0a He bydem

K meM, Kmo r10380/1iem C80UM KriueHmam pabomamab o CHa 8ce MOHSIMHO — 8
OCHOBHOM celldac amo 8bIX00Ubl U3 YKpauHbl (Komopbie cebsi 3a CHe He cyumarom),
HO JTUYHO Mbl 8CE euwie 8ePHbI npasusiam u 0axe He CMOMPs Ha HbIHeWHue rnpobremsi
3anpewaem pabomy rno YkpauHe 8 mom 4ucrie

Stealc is not usually used by teams, more likely an option for individuals. Do you
think your product can be used by these people and replace other products in
the future?

51 6b1 riocriopus — y Hac MHO20 KOMaHO 8 Yucrie KIueHmos, 0711 HeKOmopbIX KOMaHO y
Hac ecmb crieyuasibHasi eepcusi aOMuH rnaHesnu ¢ HacmpoukouU nosib3ogamernel U ux
npaes danbHelwemM 3mom yHKUUOHa nepetdem u 8 nabriuk eepcuro

Speaking about the market, how do you see it? Is a good time to work?

Xxopouwezo 8peMeHU He cyujecmsyem — 8 MOMEeHMme 6ce 8bi2170um Kak Hey0obHoe
spemsi)

why man? some people says is good other that there is a shortage of products?
what you think

nodobHble 8bicKa3bleaHusi eceada bbifiu, B03MOXHO celidac OHU cmariu 2poM4ye 3a
cyem ripuxoda 8 memMamuky CUWKoM 607bWo20 Korudecmaa rnioxo oby4YeHHbIX U He
0co0b0 2opswux xenaHueMm obydambcsi nitodel

eceeda bbiniu me, KoMy 4e20 mo He xgamarsio — 6blI1 a30py/ibm 8CEM HE Xxeamario
MOHU, 3aKpbIsICSI a30pyribMm 0SI8UJICS KPOM — 8CEM HE Xxeamaem yxe a3opyribma,
3aKpbIfICs KPpOM ros8UICS ewe Kmo-mo — 8CeM He Xxeamaem Kpoma u a3opyrbma, “a
8om soobuwe rnoHu bbir1 ko20a mo eom amo 0a y0obHo 6b151000”

HY)XHO MeHbuwe Hbimb U borbwe pabomamsb, 0bydambcsi — u moada rpobriem He
bydoem)

What are your plans on the future of StealC?

npodomkams yrny4dwame Haw rnpodyKm u 8blrlycKamb HO8ble — y Hac yxe 005120
Haxodumcsi 8 pa3pabomke u mecmax Haw pe3udeHmHsbIt 6om K rpumepy
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What would you say to those “information security experts” who are trying to
track StealC?

MOXeM roxename yoadu, HaKOHeU, NMOHSIMb YMmO 8UPYCbI Mpakmu4yecku eceeda 8
Oukol cpede “3akpurnmosaHbl” u ecriu eam rionasics obpasey stealc eecom e 5
Mezabalim, 3mo He 3Hadum, 4mo 8 opuauHarsie oH eecum 5 mezabalim) o4eHb Yacmo
rpunucbi8arom pPasuvyHbIe MEXHUKU aHmMuaMynsyuu, Komophble UCroib3ymcs
Kpurnmopamu K HawemMy u Opyaum coghmam, Xomsi 3mo HEBEPHO C UX CMOPOHbI

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,
Best regards.

@g0njxa
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