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To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind
enough to reach them and they agree, you can have a little talk. Asking things is not a crime.
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Let’'s see, Amadey Loader: a talk with InCrease, owner of Amadey.

The interview was made in English, everything shown here is the original text of the
interview.

Amadey is a malware known as a “loader”: its main functionality is to load other payloads
(called “tasks”) for all or specifically targeted computers compromised by the malware. In this
case, he says that another famous “loader” (Smoke Loader) didn’t meet the requirements of
his work and developed his own tool. That's why Amadey was created.

Amadey was (and is) developed by his owner, InCrease. As | understood, the project is only
managed by him, and the initial budget was raised by an unknown investor.

Was “a1” a better name than Amadey? The argument about search engine indexation was
outdated a long time ago.

Amadey works perfectly without errors, and if some error is found, it is the “tester’s” fault. We
can consider the tester as the customer.

Recently Amadey was at its 5th anniversary:
https://x.com/g0njxa/status/1713264658747166799

A big update was released at the 5th anniversary (Amadey V4). Find the release statement
here:
https://x.com/g0njxa/status/1715089181071016073

gcc Amadey.c -0 Amadey

Please find the original release statement where he talks about the v2.00 updates:

2/5



AUGUST 24, 2020

HeMHOro HOBOCTEeW - MNOJIHBIM XOAOM MAET 3aKpbiToe anbha TecTupoBaHue Bepcumn 2.00

[!] Tak kak 3a AgBa roga TeKywuii Ko BCEM MNPUIUYHO MNpPUMENbKancs. ... [O/HOCTb HOBbIN
EXE, pgpyroin koa, gpyron komnunatop (Visual Studio C++ 2019 B HOBOIi, BMeCTO gCC B
TeKyllen)

[!'] No BblweykazaHoi npuumHe - 6e3 npobnem x64 Bepcus.

[+] NMpaBunbHbIi (!) 3anyck Bawero wennkoga B namatTn (fileless | bodyless |
6e3darinosuin) ! + MpoBepka curHatyp PE

Jonroe BpemMa He yjAaBasioCb NpaBW/IbHO peann3oBaTb 3TOT MOMEHT B CBfA3M C €ro
CNIOXHOCTbI0O M HecTabuibHOCTb nonynpuBaT/nabnnkK peweHnin - MHe He XOTesnloCb WUCNo/ib30BaTb
BapnaHT RUnPE c¢ GitHub (Kak 3TO cAenaHo B HEKOTOpPbIX APYrux noagepax) No npuyuHe ero
rAYHOCTU - WeN/KoA4 TO He 3anyckaeTcs, TO BblneTaeT € OWWOKON, TO BOBCE KpawuT cam
noagep. W GONbWMHCTBO pelWeHUin BCe-Taku gponawT ¢ainn Ha AWCK, a MOTOM CUUTHIBaKWT
fread, 370 A He mory Ha3BaTb 6e3¢aii/ioBbIM.

[+] Hosbin aBTO3anyck! A6conoTHO 6e3 peecTpa.

[+] YnydweHa cucTema cKauyuMBaHusi, B c/yyae Heygauu noagep 6yaeT MbiTaTbCsA elle HEeCKONbKO
pas, He nofBewuBas LENEBON MOTOK.

[+] CucTemMa KOHTPO/SA 3a WCMO/HEHUEM 3arpyXeHHbX U 3anylleHHbX ¢ainoB - nepesanyck B
cnyvyae Heob6XogMMOCTH .

[+] CncTema KOHTpPOASi 3a OCHOBHbIM ailloM - ecnu Npouecc Kem-TO WAW YeM-TO CHSIT, TO OH
6yneT BOCCTAHOBJIEH.

[?] CucTema KOHTpPONS 3a OCHOBHbIM daisioM, aBTOMaTU4YeCcKoe ckKayumBaHue c CC B cnyyae ero
yhaneHus. TecTupyeTcs.
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[+] HoBasa cucTtema obdyckaumm - yxe 6onee Mecsua ygadyHo npumeHsieTcs Ha Bepcusax 1.99.X
n ycnewHa npotmB Windows Defender

[+] Yny4weHa normka NOTOKOB, KakK WU B cerogHswHem o6HoBrieHun 1.99.5

[+] Yny4yweHa NaHenb YnpaBneHus | Command Center, pacwuumpeHa cTaTUCTMKa NO 3ajaHum Ans
toHUTa, pobasneHbl onuum oTobOpaxeHWsa, pacuwupeHa B[ll, MHOro MenkKux W3MeHeHui. CKOpoCTb
paboTbl coxpaHeHa.

[?] TecTupylTcs HOBble peweHUs Bbixoga M3 Low Mode

[+] Y6paHbl MOMEHTb, 3a KOTOpble OuYeHb Lenasicb AB, Takue Kak noaydeHue W[ Hanpumep.

[+] HoBasi cucTema nnaruHoOB, B OCHOBHOM HallefleHHasi Ha onpefeneHne pas3psgHocTu OC u
NCMNONb30BaHUSA HYXHON Bepcuu nnaruHa, B OyAyleMm 3TO MOMOXeT CcTunepy B paboTe C X64
6paysepamMu, TakuMu Kak FF U ewe MHOro nfwWeK CTaHyT AOCTYMHbI.

[+] Yny4yweHa n 6e3 TOro oT/aMyHasa cTabunbHoCcTb(!) Anbda Bepcus - 500 ToicAY
CUHXPOHM3aunini ¢ CC B paboymx YCNOBUSIX, MNOSET HOPMasbHbIA :)

[*] Ewe mMHOro major/minor o¢uwek/nnwweK/HOBOBBEAEHUNA/KPACUBbLIX pPeWeHnin n T.4. O KOTOPbIX
6yaeT (BO3MOXHO) 00BABMEHO Npu pennse. ..

[*] Penns 3annaHupoBaH Ha OKTAGPb-HOAOGpPbL 2020.
P/S MNocne penu3a CKUAKN TOYHO 6yAyT OTMEHEHbl Ha OAwxalwue non-roga/rog.
Amadey follow its own Anti-CIS policies.

Amadey owner says that his product is completely harmless and he is against the use of it, if
it is used against local laws.

As said before, he states that if there is any issue with Amadey, is the fault of the client,
“tester”, customer as a result of misconfigurations.

Amadey was asked about these issues based on the findings of an amazing security
researcher: @evstykas
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https://twitter.com/evstykas

In his DEFCON 31 (2023) presentation: The Art of Compromising C2 Servers: A Web
Application Vulnerabilities Perspective, Vangelis Stykas exposed how he was able to find
multiple vulnerabilities ON the Amadey’s code.

Please if you still didn’t watched this presentation, | found mandatory to watch it:

As exposed, starting at December 2022 until the patch at June 2023, more than a thousand
Amadey instances were accessed with over 7 million devices compromised. Amadey owner
denies these statements.

hVNC is a common feature on Remote Access Tools, and soon will be a feature of Amadey.

What should be considered a “criminal’?

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,
Best regards.

@g0njxa
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