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(Feat, APT37 Heaven's Gate)

(G) Genlans
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2 HWPX #t2d X}FE5H= A2 9l EHH oY
3 Internet Explorer 0-day exploited by North Korean actor APT37
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https://www.genians.co.kr/hubfs/blogfile/20231229_threat_inteligence_report_market.pdf
https://cta-service-cms2.hubspot.com/web-interactives/public/v1/track/redirect?encryptedPayload=AVxigLLENYAoKHQXq32ZxJmA53SFdSYu9aWYCj72yZhD2kTTY%2Fn22f4CLs6xOB%2BUe%2BOr6h8lrq7hRG8DC%2FaScwgZV5NKMIDawyt4Ehb6LqGtZRkStTmx836GoQLYRjn%2B2Jt0U%2FYF8wWDGymF1J9w%2Bo6jCfN1LaciB8MAi0ZyeUyEBTaNZXrHKBd5Vf4RMONAk37U%2ByuNcZ0Pyi321b4aNq7yFZI4UqApsp2NTwmRE7bSOsQGOzOcpWSUlECUG42QDD%2BrqtHseg%3D%3D&webInteractiveContentId=151347835400&portalId=22120960
https://genians.co.kr/hubfs/blogfile/20231130_threat_inteligence_report_HWP%20OLE_FlowerPower.pdf
https://www.hancom.com/cs_center/csFaqDetail.do?faq_seq=2784
https://blog.google/threat-analysis-group/internet-explorer-0-day-exploited-by-north-korean-actor-apt37/
https://www.inews24.com/view/1534369
https://www.joongang.co.kr/article/25114126#home
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ATT&CKS 0|23 AAZ HII517|(APT3, Second Scenario)
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https://www.genians.co.kr/blog/webinar-apt
https://www.genians.co.kr/blog/webinar-apt
https://www.genians.co.kr/blog/attck-evaluation
https://www.genians.co.kr/blog/attck-evaluation
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https://www.genians.co.kr/blog/happy-threat-hunting-part-2
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https://www.genians.co.kr/blog/flowerpower
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