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To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind

enough to reach them and they agree, you can have a little talk. Asking things is not a crime.

Let’s see, Vidar: (As requested, identity can’t be disclosed)

The interview was made in Russian. Since a translator was used, questions will be shown in
original english, and answers will be given both in original Russian (in case translation is
misled) and translations to english.

How would you describe VIDAR to someone who has never used it?

VIDAR — amo Stealer, komopabil ucrnonb3yemcs 0515 rosy4eHusi OaHHbIX C
KoMrbtomepa, Ha Komopom bbin 3anyuweH Haw rnpodykm.Ecnu Yyenoeek 3Haem, Orisi
yeeo c030aHO 3MoO MPUIIOXEHUE, HO He Ko2da He Bblil HaWuM KITUeHMOM, Mbl MOXEM
rnocosemosams Harnucamse Haweu criyxbe noooepXxKu, Komopasi ecea0a rnodckaxem
ece npeumyujecmesa Hawez2o rnpodykma.O rnpodykme MOXHO 2080pUMb MHO20, HO
KIro4Yesbie Kayecmea 3mo

* bbicmpasi u oriepamueHas mexHu4deckasi noddepxxka* CmabusibHble U MOCMOSIHHbIE
0bHoerneHus™ lNpoepeccusHbIl u yo0obHbIt WEB uHmepgbelc* O2poMHbIU ¢hyHKUUOHaI
npodykma.™* OnbimHas KomaHoa, 20e KaxObIlU 4Yerio8eK 3aHsm ceoum Oeriom™
Xopowasi UHgbpacmpykmypa rpoekma

What is the history of the name VIDAR? | can read the full description on your
site, but | would like a summary)

HassaHue Vidar npuwio cogepuweHHo criy4alHo, 0o/120 0 HEM He 3adyMblearnuch U
OHO 3ararsio Hawum KrnueHmam 8 oywy!

Vidar — 602 monyaHusi, 6onbwasi Mmacca Halux KIueHmoes si8risiemcsi UMeHHO
npogheccuoHanamu ceoeeo Oesia U He pacckasbigarom o ceoel pabome ) Tak e Mbl
8blbuparsnu co3ey4Hoe 38y4aHUe, KOMOpPOoe /lIeeKo 38y4um U Yumaemcs, 4mo
11038071us10 bbI KnueHmam 3arnoMHUMb Hac.

Regarding the Vidar text shown at their sites:
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who is Vidar

Hail to the Silent One!

Hail to Leathershod!

Hail to the Wolf Ripper!

Hail to the Far-Seer!

Hail to the Survivor of 0ld Times!
Hail to the Son of 0din!

Hail to Fenrir's Bane!

Vidar is a god from the Aesir family of gods. He is the son of the chief of those
gods, 0din. Vidar was born to avenge his father.

In the Voluspa, it tells of a coming final battle where the gods will fight their
enemies, the giants. One of the enemies is a wolf called Fenrir. This wolf will,
according to the prediction, swallow 0din.

0din is a clever fellow. Knowing his fate, he conspired to make some changes in the
way things work in the future. He sought out the correct mother for this purpose, and
created Vvidar. It would be Vidar's job to destroy Fenrir.

Vidar grew quickly. His strength became as great as the strongest of the Aesir. He
was a skilled warrior and learned his trade fast. But there is more to him.

Because he was born for the future, he had the gift of foresight. That is why he is
called vidar the Far-Seer. He knew the nature of the future, but he did not tell the
things he saw. It is for this reason that he is called Vidar the Silent. He knows the
patterns of the future and the likely outcome of things.

He knows that in the last battle, the wolf will swallow his father and that Vidar
will but his great boot on the lower jaw of the wolf and use his hands to hold the
upper jaw. From this position, he will tear the wolf apart, releasing a great wind
from the beast's belly. There is speculation that this great wind is actually 0din
making his escape.

This act of rending the wolf is why Vidar is called Wolf Ripper and Fenrir's Bane.
His reinforced boot, for standing on the wolf's lower jaw, is why he is called Vidar
Leathershod.
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When the last battle is over, and the worlds are renewed, Vidar will be one of the
surviving gods. He will be a Survivor of 0ld Times.

Vidar is not an idle god while waiting for the wolf to die. He is an active part of
even this noisy world. You can often find his presence in the silent places of
nature. You can find him nudging mankind into the future as we explore science and
space. He is a god of patience and foresight. He is a god of inspired thought and
hope for better days. He is a god of seeing the patterns and estimating where they
are likely to go.

Most importantly, Vidar is a sympathetic and caring god. He knows that humans plan
the best they can despite their limitations. He knows we race to our future without
really knowing where we will go. If he seems silent and grim, it is because he does
know where we are going and he sometimes feels bad for us.

Vidar may not answer your questions directly; he has earned the name Silent One.

However, if you can find the silent places and still the noise in your mind, he may
help you see the patterns the way he does. That may be all the answer you need.

What makes Vidar different from other products?

KoHKypeHmos y Hac marno, mpyOHO 2080pUMb O pPasiuyusix, mak kak obuuli OCHO8HOU
OyHKUUOHar y 8cex 00UH.

Tem He MeHee, 5 yXXe 8ble onuchieas Hawu npeumywecmesa rneped opyaumu
npodykmamu.Camoe efilagHoe Hawe omnauyue — 3mo

* MonHueHocHasi mexHu4deckas nodoepxxka Hawux knueHmog™ CmaburnbHocmb™ Mbi
rnepsble bbinu Ha pbiHKe no cucmeme MAS ( ApeHObI ) u Hac Havyanu Konuposamsas

Pioneers in the MaaS market
When did the Vidar project started?

B koHue 2018 eo0a 19.11.2018e

That makes Vidar one of the oldest projects still active as for now. 5 years of operations
without cease.

How many people have tested Vidar? Approximately

Mbi He MoxxeM pa3enawams Hawy UHGopMayur, KIueHmos y Hac He marsio. Haw
npodykm cqyumaemcsi 00CMamo4YHO COMUOHbBIM U Oaxe me Kmo yxoousnu K
KOHKypeHmam, 0bbI4HO 8038palwjaromcs K Ham
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What do you think about those who say that Vidar is a copy of ARKEI?

Mbi He Arkei, HO nepebie eepcuu bbiriu MOCMPOEHbLI Ha UCXOOHUKaxX 3moao rnpodykma,
Komopsble 6biu KyrnneHbl y bbiewux padpabomyukos. 3a amo epemsi npodykm
MOSTHOCMbIO 6bIT UBMEHEH. Y Hac moribKo 0OUH rpooyKm.

| saw that updates are coming out every week since 07/01/2022. It’s a lot of work,
does it really guarantee a clean and correct product? What do you think was the
biggest update to VIDAR?

KaxxOyto Hederto Mbl 8birlyckaeM obHosreHue npodykma, nopou ebirnyckaem 2 unu
Oaxe 3 pasa 6 Hedero. Omo roseosisiem noddep)xueams Haw MPOOyKm 8 Yucmome
CO 8cex HaripasrieHul.2mom ripouecc obsizameribHbIlU, maK KaKk HamM HY)>XHO MeHsImb
cepeepa, rnpokKnadku, a mak xe yucmume cam KOO U 3arymbigamp Crieobl.

Y Hac Hem cambix 6onbwux 0bHoeneHuUl, Mbl 8C€ 0erlaeM MNOCMeneHHo U pa3sueaem
Haw rnpodykm ¢ koHua 2018 2o0a.

The January 7th, 2022 date was mentioned because this is the first upgrade statement that
can be found now at their site:

“1.3 — BTopoe TectoBoe ob6HOBNEeHME [1poBepsieM cuctemy ysegomrieHnn” | 1.3 — Second
test update Checking the notification system.

Since this day a weekly update statement is released, most of them cleaning Vidar for AV
detections.

Vidar was asked about this situation:
07/01/2022 — We have been releasing updates every week since 2018.
2022 — we changed the server and moved the old data to the archive.

At the time of publishing this article, Vidar is on version 6.7

At November 6th, 2023, a major update was released, changing Vidar C2 communications:
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NepenncaHa MOAHOCTbIO BCHA KOA4OBas 4yacTb codTa.

Tenepb OTnNpaBKa /fora ocyuecTsBngeTcsa yacTamu(nodaisioso) .

3a CYET nodalinoBolii OTNpPaBKU YNydwWniIn OTCTYK nopsgka +15-20 nNpoueHTOoB.

YAydwunu padTaim. YAyydwunu BasMAHOCTb ryrna.

Yayyduunu onpegeneHve aybnukatoB (go6aBunu Hosbii dopmaT hwid, yuuTbiBawWWMini He TONbKO
Xeneso, HO U YYeTHYW 3annCb CUCTEMbI).

Ynydwnnu rpabbep ¢aiinos, Tak xe fob6aBuaM HOBble HacTpoOnku cbopa dannos. MOMAHOCTbLIO
nepepaboTann noagepxvBaemMbie Gpays3epbl, KOWeSbKW U MAaruHel - Tenepb Mbl MOXeM [06aBnsATb
nx 6e3 peébunga (ecnu mbl fob6aBuaM Kowenek B 0O6HOBE, TO M Ha CTapoM 6wage HauyunHas C
3TO 06HOBHI OH OyAeT cobupaTbces).

Ynydwnnu cbop uHPopmaumm o cucteme. Bepcum 6unga - ¢opmat .dll u dll BHyTpu 6unga -
BPEMEHHO He [OCTYMHbl OHU OyAyT AopaboTaHbl B camoe OG/vxaiwee Bpems.

B 6nuxaiiwee Bpems nepeigeM MOMHOCTbI Ha OTnpasBKy 4vepe3 https npoTokon.

The entire code part of the software has been completely rewritten.Now the log is
sent in parts (by file).Due to file-by-file sending, the response rate was improved
by about +15-20 percent.Improved runtime. Improved Google validity.Improved detection
of duplicates (added a new hwid format that takes into account not only the hardware,
but also the system account).The file grabber has been improved and new file
collection settings have been added. We have completely redesigned supported
browsers, wallets and plugins - now we can add them without rebuilding (if we added a
wallet in an update, then it will be built on the old build starting with this
update).Improved collection of information about the system. Build versions - .dll
format and dll inside the build - are temporarily not available; they will be
finalized in the very near future.In the near future we will switch completely to
sending via the https protocol.

VIDAR uses Telegram and Steam for exfiltration, have you ever thought about
using other methods?

Mbi ucrionb3oanu MHoxecmaeo criocobos, HO Ha MeKyuwul MOMeHm camMbiM
cmaburnbHbIM U ycriewHbIM sisrisiemcesi Steam + Telegram ( Tak xe y Hac ecmb
803MOXXHOCMb UCIMOIb308amb Opyaue cepauch! Ol Hawux K/TUEHIMOos )

| was talking about the dead drop resolvers used by Vidar builds. The most common
example is:

Source: Cert AgID on X: ()
| could never find any other example on any other domain.

Vidar is not usually used in teams or large groups. Is this your goal or am |
wrong?

Y Hac pabomarom 6onbuwue komaHObl, y Hac ecmb 015 3Moe2o crieyuarsibHbll
yHKyuoHarn. Ha 6ase Hawezo npodykma , 8bl MOXXeme co3damb ceol Stealer, 20e
CMOXeme paszpaHu4yueams rpasa ceouM rofib308amerisiM U 8bl0asambs UM
UHOusuOyaribHble cbopKu rpPodykma.
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| was speaking about the fact that | can’t find any source of a group using Vidar as their main
source of goods, indeed, Vidar is one of the top 5 stealers in the market but their users are
doing a good job hiding their activity. Vidar, the god of silenceActivity, not their builds ;)

| want to ask if VIDAR can work in CIS. What do you think about the people
working with Russians?

Mb1 He pabomaem 8 makux cmpaHax Kak benapycb, Poccusi u KazaxcmaH ( O9mo Hawu
JIUYHbIE MPUHUUIbLI, KOMOpPbIe 8aXHbI Orisi Hawezao coobuwecmesa ). [1podykm 8 daHHbIX
cmpaHax He 6ydem pabomame.

How do you see the market, is now a good time to work?

Bpewms scez0a xopowee, scez0a ydadyHoe — celidac HaMHO20 CIIOXKHee YeM paHbule,
rnodoepxxugame makou rpodyKm, HO Mbl CrpaerisieMcsi

Do you have anything to say to the “information security specialists” who are
actively hunting for VIDAR?

Xomum cKka3amb, Ymo He HY)XHO Oepxxamb Ha Hac 3r1a. Mbl Oymaem, ymo Hawu
OaHHbIe yXXe u3eecmHbl makum cmpykmypam Kak LIPY, ®6P u npodyum cmpykmypam,
mak e Kak U HaM U38eCmHbl Ux 0aHHble, 8e0b OHU MOoXe 3arlyckarom Haw rpooyKm,
rnopou cogepuieHHo criydautHo! :)Kaxobit denaem cgoro pabomy.

Are LEA’s often targeted with Vidar? No way that office guy is downloading the Microsoft
2023 Crack Free from an untrusted source :p

Be wary of suspicious downloads, links or attachments. Protect yourself of threats, | expect
we will have Vidar for a long time.

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,
Best regards.

@g0njxa
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