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EXECUTIVE SUMMARY

The report highlights a surge in malicious activities by Malware-as-a-service (MaaS)
operators Sordeal — particularly with their new malware ‘Nova’ — since at least September
2023. It employs extensive system information-gathering, registry modifications, and uses
techniques to disable kernel-level logs for stealth. The malware focuses on persistence,
credential harvesting from browsers and applications, and recently exhibits alarming
capabilities like Discord injection and targeting crypto wallets. Free key giveaways to
access Nova’s full version contribute to its potential widespread use among black hats.
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INTRODUCTION

With the stealer logs industry becoming more lucrative amongst threat actors, more and
more malware developers have started developing sophisticated information stealers. Most
information stealers are distributed using social engineering, phishing, and malvertising
campaigns to collect sensitive information from a large number of targets. This information
is sorted based on multiple criteria such as with/without cookies, geography, corporate/non
corporate, and further sold as stealer logs either on private clouds or on popular sites on the
Russian Market.

Earlier this year, researchers discovered that the main.py file in the Sordeal repository
(which has since been deleted) injected malicious Node.js code into the Discord
%APPDATA%/Discord/app-(versions)/modules/discord_desktop_core/index.js module. The
index[.]js file was responsible for stealing the Discord session token and collecting
information about the victim. The catch here is — the attacker received this information, but
a copy was also sent to hxxps[:]//panel[.]sordeal[.]Jcom[:]3000/ using a POST method. After
this was uncovered, the repository was deleted.

In early November 2023, Sordeal posted a message on their Telegram channel announcing
the launch of Malicord, a free version of their infostealer. Interestingly, they were asking for
stars on the repository in exchange for free trials. 2 weeks later, the repository was deleted
too, indicating that it might have been dual hooked to collect a copy of stealer logs. In this
report, we will discuss the behavior of their full version infostealer known as Nova.

KEY FINDINGS

1. Sordeal has been active since early 2023, but we have observed heightened activities
since September.

2. Free key giveaways to full version of Nova are attracting a lot of black hats.

3. Developers specialize in incorporating anti-forensic and defense evasion techniques in
their malware.

4. Developers are adept with JavaScript and use the open-source Electron framework for
certain malware utilities.

5. The malware relies on the use of AutolT to call windows APIs, something that is common
with numerous other malwares seen of late.

6. The malware interestingly targets ICQ, which is a messenger commonly used in Russian-
speaking countries.

Behavior Analysis
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File Name MOOX92zb72.exe
File Size 69 MB
Signed Not sighed
MD5 ded5c178b985e8acle241/2e1184a4e3
SHA-256 caadbd0decé7d247a242d62b30d3%ef7e51
a9febea38/b74a53d405bce/3b990c
First Seen in the Wild July 2023
Entropy (bits/byte)

# Hame Offset Size Entropy

HOR  PE Header 00000000 00000400 2.234354

] et oooon4pn ooooesan G.450282

1 .rdatz 00006cI0 0ood16aa 5.025179

2 .daka ooooazon 00000600 4037118

3 ndata oooooopo ooooooon n.ooo0og

4 JTErC oooo8s00 00020400 4. 715082

Fig 1: Entropy of PE sections

The sample is packed with an NSIS (Nullsoft Scriptable Install System) based crypter. Once
executed, the sample drops app-64.7z in the temp directory, unzips the archive and further
executes the file inside the archive named win32snapshot.exe. This file further downloads

AutolT, Microsoft Visual C++ Redistributable and Java.
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CoUsersyuser AppDatat Localh, Temp',neh F326 tmphapp-64.7z ﬂ

Procaas: ClgentuserDeakiopMO0X0320 72 axe [

Fia Type: 7-zlp archive data, version 0.4

Catagary: aroppad

Sizs (ayies) 71926924

Eriropy [Bbi) 7.999595110536T59

Encrypled true

SSDEEF

MO5: A40BACASI9BO1SETECD1SEDSI04CIERS [

SHAT: SASDDDOEIETS2951342071DBCA1 ES254 0N 2CATF [

SHA-25E: B4540BDAE TFBSIAS455DC AJDEDGES54 3140564 30A589 254 102007 DIBZFBIETS 1)
SHA-512 B9 1896F 7742200 CFOBFAGF G4 1906F E4T 54 EECERSAGDIECAASEE 121 2425F 1 31456 1220 16FAZG G 1534T85AB0 TCRBFEZFECCFAT 19ERS ST 1DIBODC2BOICETD [

Fig 2: Parent file drops app-64.7z

Source: C:Wsers\usenDesklop\MOOX92zb72.exe File created: C\Users\usenAppDataiLocalTempinshF326.impi7z-outwind2snapshot. exe

Fig 3: Archive extracted using 7Zip

Process created FID: 7844
Paih: C:\Users\userAppDatallocal Temnp\2T1 | ETI94ElaZvomxkelgXjM1zgwindZsnapshot.exe
Cmdline: C:\Usars\usanAppData\LacallTempl2T1IETI94EIaZvomxkeUgXjM1 zgwind2snapshot.exe
Createflags: new process group

Fig 4: Child process spawned from MOOX92zb72.exe

hetpss /. sutcltacript. cond site/sutalt) dna loade/ Path C1\Wears |\ wear\Down boadehaatolt -v - sateg. 2ip Too

oL Ptk | D et & wxe.T

Fig 5: Malware downloading AUTO IT, MS Visual C++ redistributable and Java

While Microsoft Visual C++ Redistributable and Java are for code dependencies, let’s talk
about AutolT: this language has been developed to automate actions in a Windows based
environment, and means that a user can select Windows, move the mouse, click on buttons
etc., however, Autolt can also work at a lower level, and use any Windows AP via the
DIICall() function. This makes it a lucrative option for threat actors.
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ChllsershuserAppDatatLocal\Temp'.nshF326 tmp’Tz-outhresourcestelevate.exe

Process

File Typs:
Cateqony:
Size (ntas):
Entropy {Bbil)
Encrypiad:
SSOEEP:
MDOE:

SHa1
SH&-255:
SHa-512:

CilbmarsiumeriDaskiop WOOXS2072 axe [

PE32 expcutable (consele) Intzl BII2E, for MS Windews.
dropped

107520

G 422GETNET 231465

false

TEXRAICEADI ICAEFITCTCEDOE 106340F 4
DE0449E920E20ASTOFT220F46435BA4EEIECE02 [
SB1FBFICHICS20AETI4AF BAASAF 12 CFD4RS) 3EEDEC DT IS8 DAS92EES4D1BADCET 1)

BC24T254DC18EDE1 21 3AGTECCETE R 106652848 CE430T0STTI2CA 343284 2F4F AFE CACF 22F BS26 10 DFABBTE BASF 1D94E S0 T CFE4F BBF2D0BETSCOFET1AS121E40 (4

Fig 6: LOLBIN dropped by MOOX92zb/72.exe

The malware tries to load missing DLLs and creates processes in suspended mode for

code injection.
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The malware uses utilities like wmic to gather various system information, including logical
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Fig 7: DLL Sideloading
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Fig 8: Process injection
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Source: COLKeiusarAppDataiLocal'Te
mpi2THET94EhZvomxkeligXiM1zg
winZ2snapshot exe

Source: CrilbsersiuserfppDatailocal'Te
mpiZT1IETS4EaZvomxkallgkjM1zg
win J2snapshotawe

Source: ClsersiuserappDataLocalTe
mpiET 1 IE TIB4ERZvomskelgxjM1zg
wind2snapshotexs

Source: ColbsersiuserdpplataiLocalTe
MpETIETIB4ERZvomxkellgjM1zg
win3Zsnapshol axa

Source: CobsersiuserAppDataiLocal'Te

mpi2T1IET94EaZvomzke UgkjM1zg
winZ2snapshol axa

Procass craated COOWIndows'System3Zcmd exa COWndows'sysiam32\omad exe id Js /i “wimic logicakl =k gal siza”

Process created: CWindows'System3domd exe C\Windows'systemn32\cmd exe id /s fc “wmic computersystem gat totalphysicalmemery | mors
o

1

Process created: COOWIndows Syslem3omd e COWndows'Syaem3Ziuomd exe id /s i "wmic caproduct gel uud™

Procass created: COWindows'Systeml 2

wmd.exe CWmndows'systema2'omd exe id /5 /i "echa %NUMBER_OF_PROCESSORSS”

Procass created: CoWindows'System2Ziomd.exe COWndows'systemd2'omd.exe id /s fic “wmic OS5 get capton, osarchitecture | more +1°

Fig 9: System Information Gathering

The malware checks the online IP address of the machine, indicating an attempt to

fingerprint victims.
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Fig10: Malware fetching public IP of victim
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Fig 11: Suspicious PowerShell Commands

The registry contains crucial information about the system, including configuration settings.
The malware may be looking for specific values to adapt its behavior based on the system it

infects.

o The first command querying BackupProductKeyDefault suggests an interest in the
backup product key related to software protection. Malware might attempt to extract
and exfiltrate product keys for unauthorized use or resale.

e The second command querying ProductName retrieves the product name associated
with the Windows installation. This information can be useful for the malware to profile
the target system.

The malware uses cmd.exe and powershell to interact with the registry extensively. It
queries and modifies registry keys related to the system for persistence and configuration.

Notable Registry Modifications:
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souce ChlkerswsandppDatalLocal' Te Key value created of modified HKEY_LOCAL_MACHINESOFTWAREWicrosof\SystemCartificates\ROOT \ CertficatestdF F28A50DES2E2C
mp'2T1ETIMElaZvomxkallgMizg 899484FB101ADIBISESTEOECE Blob
wind2snapshat.exs

Fig 12: Root cerfificate installation via reqistry

This key is within the “ROOT\Certificates” branch of the Windows Registry. The name of the
added value is “Blob,” suggesting that binary data or a binary blob (a collection of binary
data) is being stored in this registry entry.

This indicates the installation of a root certificate by the malware, which would allow an
attacker to masquerade malicious files as valid signed components from any entity (for
example, Microsoft). It could also allow an attacker to decrypt SSL traffic.

Amongst many other registry changes, win32snapshot[.Jexe (md5:
13639e7f3707d05d90798d21d404eccc), sets the “Circular Kernel Context Logger” registry
key value to “0”.

Registry actions ©

Registry Keys Set

— w HKLM\SYSTEM\ControlSet00\Control\WMNAutoLogger\Circular Kernel Context Logger\Status

0
Fig 13: Nova modifies the above registry key to disable kernel level logs.

(Source: Surface Web)

As a result, events related to kernel-mode operations, system calls, and other low-level
activities will no longer be recorded. It is important to highlight that security software often
relies on kernel-level logging to detect and respond to abnormal or malicious activities, and
disabling the Circular Kernel Context Logger reduces the visibility into these activities.

The malware drops Update[.]Jexe (renamed version of win32snapshot[.Jexe) into the startup
folder, indicating an attempt to achieve persistence.

Source: C\Users'useraAppDatall ocaliTe Filz created: C\Users'userAppData'Roaming\MicrosoftWindows\Start Menu'PragramsiStartup\Update exe
mp'2T1IE7Ti94ElaZvomxkelgXjM1zg

wind?snapshot exs

Fig 14: Persistence vid startup
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When the previous technique is combined with the malware’s ability to place itself in the
startup directory, it enables the malware to maintain persistence on the infected system
without leaving a trace in the kernel-level logs.

CilsersusardonDatall ocal Tamg 2T1IETH ElaZ vamkal lq¥iM1zq e data or kst synchionaus o nen  lalss abjact path not found 1 TFFTERA2CHAA Craatal s
‘respurcesinpp s unpeckedinnde_moduiesiscresn shob-deskiop dreclory [read ea | olerd | open for
itwindZ sscraenCaptane_1.3.7 bat read aliriuies |18 backup ident

ad coningl |

SYNCNFonze

Fig 15: Screen-capture using Electron

The malware uses this open-source utility to capture the screenshot of the target machine.

The malware targets multiple browsers, including the most used Edge, Chrome and Firefox.
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& ilisargwserikppDaizil ool Yandes YendeBrowsen Liser Dalg object pati nol isund 1 TFFTERAIFA20 GeiFikAinibulesw
& UsarswsarvigpDaieilocaluCorkediaiUraml ser Dats phjact path not faund i TFFTEBAZFAZA GerlFilosiiributesw
ColsarsisenappDateLocaiMICos 0MEdgeiU sar Data BULCESS OF il 1 TFFTEBZFA2Y ClFileatributasyy
G YUsarswserdppDatstl ool Googiel ChromeiUssr Dala suCceEss or veail | TFFTEBBIFE2H GestFileAtinbute s
il e rsiuserppliaiaiocaliivaldiser Data pbject path nof found I TFFTERR2Fa28 GelFilmAtiributesiy
GCilsarsusanappDate'Roaming\Opera SoMeara'Opana Sahble objnct path nol Fxund 1 TFFTEBIZFAZY CtFileatiributasiy
CilsarsusarsppDate'Roaming\Dpera Soffware'Tipera GX Shabk ebjact path not laund L TFFTEBIZFA2 CalFileatinbutesiy
il sersiuserdpplaiailocal Epic Privecy Brovessrlize Data pbject path nof found I TFFTERR2Fa28 GelFilAtlibutes®
CAlsarswsarAppDaeil ocal Googie Chrome SxStsar Dnts ohject path nat found 1 TFFFEROIFG20 CostFileAtinibute sl
ClsarsiusarippDatelLocal SpulnikiS putnikil ser Dals chjact path nod laund 1 TFFTEBIZFE29 CeadFibesiiributasiy
CilpargusardppDataiLoal Tty Sanlser Data ojnct path nol Fxund 1 TFFTEBRZFE2Y GatFileatiributasiy
EAlma sy nardppDinteil ooml Com Browser_ser Dets ohject path nat found 1 TFFTEROIFE20 CostFileAtinibute sl
CilzarsusardppDateilocal OrbduriU zar Data objact path not found 1 TFFTEROIFO20 GatFilainibutas®
CilsergusardppDatailocal KometeUsar Dala ohjnct path nol Fund 1 TFFTEBRZFE2Y GatFileatiributasiy
CillsangluservppDatelocal Torchiicar Dala ebject path not laund L TFFTEBDZFA2N GaFileatiibutasiy
Cilzarsusardpplateilocal Amige'User Data pbjact path not found 1 TFFTEROIFO20 GalFiladitnibutas®
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Fig 16: Harvest Credentials from Browsers
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Fig 17: Harvest Credentials from Targeted Applications
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Fig18: Harvest Credentials from VPN Profiles
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Additionally, the malware invokes reg.exe to harvest information related to WinSCP,
targeting stored sessions and passwords.

Saurce: CWindows'\System 32'reg exe

Key opened: HKEY _CURRENT _USER\SOFTWARE'\Martin Prikryl\WinSCP 2\Sessions

Fig 19: Collecting stored sessions and passwords from registry

The Chrome configuration is stored in the local AppData directory in a file called “Local

State”. This configuration contains an entry called “os_crypt,” which has a sub-entry called

“‘encrypted_key.” The “encrypted_key” is used by Chrome to encrypt saved login data.
Below we can see that the malware tries to access that.
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Fig 20: Accessing chrome configuration to get the “encrypted_key” responsible fo
encrypting Chrome data
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It abuses the inbuilt Windows utility Data Protection Application Programming Interface
(DPAPI) to perform data decryption. This API contains a class called ProtectedData, that
contains two wrappers: “Protect” and “Unprotect.” The infostealer passes a byte array of the
encrypted data to the “Unprotect” wrapper, which subsequently returns a byte array of
decrypted data.

Lalsa

Fig 21: Using DPAPI fo decrypt the data

After decryption, the malware creates a folder in the temp directory and dumps all the
decrypted information in the respective files.
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Fig 22: Consolidating all the decrypted information inside KS_KITTEN_user folder within
temp directory

RECENT DEVELOPMENTS
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The threat actor recently created a new repository to enhance and test the injection features
of Nova. Injection typically refers to the act of injecting code or manipulating the memory
space of a running application.

Fig 23: Ability to collect victim email associated with Discord.
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"@Copyright”,

"[Nova Sentinel

]
L K

"Nova Files”,

[Gofile :gofile:11501985974628230

'@
g,

"Billing <a:money:1130448564632

"Email <:mail:113
"V ${user.email }\"°

k

| &
=y

“Phone :mobile phone:™,

"\ ${user.phone ! “None™ }\" ,

Fig 24: Ability to collect email, phone number and biling information; uploading
Gofile
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* params = await makeeEmbed({
le: "<inOva:ill32934196€32244786> Nova Sentinel User 2FA Codes”™,

lor: config[“embed-color™],

"Mova Files”,

lue: “[Gofile <:gofile:11508198597462823003>](%{config.transfer link})",

"Username «<:username:l1841634536733298596>",
ue: "\ ${user.username}#s{user.discriminator}\ -

ine: false,

name: “"Language <:4533language:11304531199192865088>" ,

value: GetLangue(user.locale),

"A2F <a:keys:1159878859682187453>",
GetA2F{user.mfa_enabled),

inline: false,

name: "Badges <a:badges:1138448533715749692>",
GetBadges{user.flags),

"2FA disabler Response <:2FA:9829946982789%2980> ",
AN Vmd\n- 3
validCoderFound ? “Disabled™ @ "cannot Disable”
AR

inline: false

name: “Backup Codes <a:cat_rolling:1138448570789679165>",

value: "\ "\ \ md\n${backup_code




Fig 25: Ability o disable 2FA and collect backup recovery codes.
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g request.url.inc] ("api.stripe”):

ir [CardNu +, Ca C, month, year] = [
data| "card[number]”],

data[ “card[cvc]”],

data[“card[exp month]™].
data["card[exp_year]"],

1

if (Cardlumber && (
ait electro au sio st .onCompleted(

N.parse(re.upl
1 {err) {
r dt queryString.parse(
decodeURIComponent (re.uplo 8].bytes.toString())

!»

let { line_1, line_2, city, state, postal_code, country, email } =

dt.billing address;

var params = await makeEmbed({

"<:nova:1132934198632244786> Nova Sentinel User Credit Card Added™,

or: config["embed-color”],

ta Files”,
: " [Gofile <:pofile:1158198597462823883>](${config.transfer link})",

inline: false,

Fig 26: Ability to collect complete credit card information.

Based on the (under development) source code, it is expected that Nova will soon be able
to (with respect to Discord injection) notify the threat actor when victims log in/log out,
change their password and email address, disable 2FA and steal backup recovery codes,
and send complete credit card details of the user to the attacker.
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In addition to Discord injection, the MaaS operators are also working on adding capabilities
that will enable the malware to inject malicious code into crypto wallets such as Exodus and
Atomic. Below is what an attacker using Nova would see at their end.

Mova Sentinel v7

Nowva Sentinel

o
ll____
=
2

a
@
¢

= Clients Found: (Filezilla, Shadow)

https://ofile.iof«

Fig 27: Attacker gets notified via discord once the

malware executes successfully

EXTERNAL THREAT LANDSCAPE MANAGEMENT (ETLM)

Recently, we have observed two repositories gaining traction amongst threat actors; one
contains the builder for Nova Sentinel (paid version), and the other is a builder for an
information stealer provided at no cost. The MaaS operators have been using GitHub, like
many other malware developers out there.
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Fig 28: Repository with Nova Sentinel Builder (Source: Surface Web)

The builder needs a key to run, and the MaaS operators share free keys quite often.

Nova Sentinel

Nova Sentinel
4 MONTH Key

Nova Sentinel

KeyMo nel_SUSTHOY_1nuh9P_t...

MNova Sentinel

KeyNt nel_udioYeo._2Lv

Nova Sentinel

KeyMNovasentinel _VEmnuooW_ms3JZL..

Nova Sentinel

KeyMi ntinel_2fTowy|d_VzfQTe_4...

Nova Sentinel

"::. a2y

MNova Sentinal

yo fre claim + key in #getrol

Fig 29: Free keys to access Nova full version
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Needless to say, this is gaining a lot of traction amongst black hats, who have the
motivation but lack the funds.

Fig 30: Repository with Malicord builder- now deleted.
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Fig 31: Diamond Model - Sordeal

CONCLUSION

The MaaS operators behind Nova demonstrate a high level of sophistication, employing
advanced techniques in their malware. Nova’s continuous development, coupled with the
distribution of free keys, is music to the ears for a black hat. Organizations must enhance
their threat detection capabilities and fortify defenses against escalating threats to browser
security, credential theft, and potential incursions into cryptocurrency wallets. Continuous
vigilance and proactive intelligence sharing are crucial in mitigating the risks posed by Nova
and similar emerging threats.

APPENDIX
I0Cs
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Fig 32: Mapping TTPs with MITRE Matrix (Enterprise)

title: Detection of Nova Malware Execution
status: experimental
description: Detects the execution and persistence mechanism of the Nova malware.
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author: CYFIRMA_RESEARCH
date: 2023-11-29

logsource:
product: windows
service: sysmon
category: registry

detection:

selection:

Image:

— “"\win32snapshot.exe’

— "\Update.exe’

— *\7za.exe’ # Assuming 7-Zip executable name, adjust if needed

condition: selection and (RegistryKey ==

‘HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\SystemCertificates\ROOT\Certificates’)

falsepositives:
— Legitimate changes to the specified registry key.

level: high

RECOMMENDATIONS

Strategic Recommendations:

Implement Defense-in-Depth Strategy: Develop a comprehensive defense strategy that
combines network segmentation, robust perimeter defenses, and endpoint security to
create multiple layers of protection against such threats.

Invest in Threat Intelligence: Engage with threat intelligence services to stay informed
about the evolving tactics, techniques, and procedures employed by MaaS operators.
Regularly update defenses based on the latest threat intelligence to enhance proactive
detection capabilities.

Enhance Employee Training: Conduct regular cybersecurity training programs to educate

employees about phishing threats, social engineering, and safe browsing practices. Building

a security-aware culture can significantly reduce the likelihood of successful infostealer
infections.

Tactical Recommendations:

21/22



Update and Patch Systems: Regularly update and patch operating systems, software, and
applications to address vulnerabilities that malware like Nova exploits. Automated patch
management tools can streamline this process and minimize the attack surface.

Utilize Advanced Endpoint Protection: Deploy advanced endpoint protection solutions
that incorporate behavioral analysis, heuristic detection, and threat intelligence to identify
and mitigate the specific techniques employed by Nova. Ensure these solutions are
regularly updated with the latest detection rules such as the one given in the report.

Implement Application Whitelisting: Restrict the execution of unauthorized applications
by implementing application whitelisting. This helps prevent the execution of unknown or
malicious binaries, hindering Nova'’s ability to run on endpoints.

Management Recommendations:

Develop an Incident Response Plan: Establish a robust incident response plan that
outlines clear procedures for identifying, containing, eradicating, and recovering from a
Nova infection. Regularly test and update the plan to ensure effectiveness.

Conduct Regular Security Audits: Perform periodic security audits to assess the
effectiveness of existing security controls, identify potential weaknesses, and validate the
organization’s overall security posture. Use the findings to make informed adjustments and
improvements.

Collaborate with Industry Peers: Engage in information sharing and collaboration with
industry peers, cybersecurity communities, and relevant authorities. Sharing threat
intelligence and best practices can enhance collective resilience against emerging threats
like Nova.
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