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First discovered in early 2023, Akira ransomware seemed to be just another ransomware
family that entered the market. Its continued activity and numerous victims are our main
motivators to investigate the malware’s inner workings to empower blue teams to create
additional defensive rules outside of their already in-place security.

MD-5

f526a8ea744a8c5051deefbf2c6010af

SHA-1

d4f6241abe5f46e6b18f10da95d004924eac4ed3

1/19


https://www.trellix.com/about/newsroom/stories/research/akira-ransomware/
https://trellix.g2planet.com/xpand_live_2022/register
https://www.trellix.com/about/events/2022/trellix-xpand-live-2022/
https://www.trellix.com/about/newsroom/stories/contributors/alexandre-mundo/
https://www.trellix.com/about/newsroom/stories/contributors/max-kersten/

SHA-256

8bfa4c2¢c1065b105ec80a86f460e0e0221b39610109cc6cd4b441dd86e6b4aef

Detection names

EX/NX:

- FEC_Trojan_Win64_Generic_4
- Ransomware.Win64.Akira.FEC3
- Ransomware.Win.Akira.MVX

HX AV:

- Generic.Ransom.Akira.A.6926E830
- Generic.mg.f526a8ea744a8c50

ENS:

- AkiraRansom!F526A8EA744A

About Akira

The ransomware’s name likely comes from an 1988 anime movie with the same name
(spoilers ahead). The movie’s cyberpunk aesthetic is emulated by the ransom group on
their leak site, as can be seen on the image below, courtesy of BleepingComputer.
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Figure 1: The Akira leak site

The movie is set in Neo-Tokyo, which was built after Akira destroyed the city. In the movie,
Akira destroys Neo-Tokyo in order to save the world from an ever growing mass of flesh
within the city. The ransomware authors based their name on the powerful entity within the
anime movie, or from its related manga, as they might perceive themselves as such.

The ransom group employs a double extortion scheme which includes exfiltrating data prior
to the encryption of devices within the targeted network. As such, the ransom needs to be
paid for the removal of the stolen files, which are otherwise leaked, and to obtain the
decryptor to regain access to the encrypted files.

Victimology

Knowing if a group favors a certain sector, a geographical area, or acts purely based on
opportunities is of great benefit for blue teams. It allows threat intelligence teams to
understand their potential adversaries and act accordingly. Threat detection engineering
teams and security operation centers can improve their detection based on known tactics,
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techniques, and procedures (TTPs). Noteworthy here is that “known” TTPs do not
necessarily mean publicly known, but rather internally known under any of the traffic light
protocol’s options.

Akira’s victims, based on their blog posts, are plotted on the pie chart below. The country of
origin of each company is based on the headquarters of the company, meaning that any
company which has offices in multiple countries will only contribute to one country. A final
note as to what counts as a victim in the numbers used in this blog: each unique company
which has been published on Akira’s blog counts. Victims who do not show up on the blog,
are not included.
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Figure 2: Victim country distribution by company headquarter location

The overwhelming number of victims in the United States ensures that the color of any of
the other countries remains low. Removing the United States from the data set provides a
clearer picture of the rest of the victims, especially when plotted on a world map.
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Figure 3: Victim country distribution by headquarter location plotted on a world map,
excluding the United States

This shows that countries who are aligned with the United States (i.e. the United Kingdom,
Canada, Australia, and South Korea) make up the maijority of the victims on the list, aside
from the United States themselves.

When looking at the U.S., one can plot the victims within the country per state. Similar to
the way the countries are connected to a victim, the location of a company’s headquarters
defines the listed state.
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Figure 4: Victim distribution by state for victims within the United States
California and Texas are, respectively, the most populous states, which could be an
explanation for the increased number of victims in those regions.

When plotting the frequency of the victims with data from April through October of this year,
it shows May, June, and August as the busiest months for the blog. The cutoff date for the
data is the 20th of November 2023. Do note that the victim count here is slightly higher,
since some of Akira’s blogs were about the same company.
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Akira's published victim count from 04-2023 through 11-2023
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Figure 5: Number of published victims on Akira’s blog, the cutoff date for November is the
20th

Even in ‘slow’ months, the group still averaged roughly 10 published victims. Since it is
unknown how many victims there are in total, and how many of those victims pay, the
number of published victims is not a definitive indicator as to how many victims were made
overall.

What is known about the published victims, is the primary sector of each company. Based
on the names and manual verification, all sectors were mapped. For all victims in our data
set, the following sectors were observed.
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Figure 6 : The sectors of the victims

Notably here, are the major segments for services & goods, as well as manufacturing.
Victims within the educational sector are often impacting thousands, since students are
affected, as well as faculty staff. Critical infrastructure and legal are two sectors which might
not make up a large portion of the victim base, but each victim contains a trove of
information for attackers, and can impact the lives of many.

Known Tactics, Techniques, and Procedures

Note that ransomware groups often work with affiliates. These affiliates can work for
multiple ransomware gangs at the same time. As such, there is no single set of TTPs which
can define how the Akira ransomware can end up in one’s network. In this section, multiple
sources will be used to provide a clear overview. The used sources are TrendMicro,
SentinelOne, Sophos, DarkTrace, and LogPoint, along with Trellix’ comments and
observations. Note that not all sources are used in each subsection.

For more information with regards to ransomware attacks, refer to our overview of common
TTPs related to ransomware attacks.

Initial Access
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The initial foothold on the system is obtained via several methods. Multi-factor
authentication (MFA) exploitation (i.e. CVE-2023-20269) is mostly used in observed
campaigns, along with known vulnerabilities in public facing services, such as RDP. Spear
phishing is also used to gain a foothold, which is generally more effective than plain
phishing, as it's addressed to a specific user (group) and/or a relevant theme for the
recipient(s).

Escalation and Lateral Movement

A
Escalation

and lateral
movement

To escalate privileges and/or move laterally, LSASS dumps are used. Additionally, or
alternatively, RDP is used to connect to other machines within the network while moving
laterally. Other tools used are PCHunter64, LaZagne, and Mimikatz.

Data Collection and Exfiltration

Once the actors are in the system, data is exfiltrated by the actor. This way, the victim can
be extorted twice: once to recover encrypted files, and once to ensure the stolen data is not
made available publicly on the Akira extortion blog. To upload the gathered files, RClone,
WinSCP, and FileZilla have been observed in use.

Technical analysis

The malware is written in C++ and uses benign libraries. It is compiled for 64-bit Windows.
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Figure 7: Information about the malware

The compilation date of the analyzed sample is the 29th of July 2023, and it is a console
application. Arguments to such an application are usually shared via the command-line and
do not require a graphical interface of sorts.

Akira supports a number of arguments, which instruct the malware to execute certain
functions. Below, the options are given.

--encryption_path or -p

Specifies the path where files will be recursively encrypted

-localonly or ly

Only encrypts the victim’s device, excluding any remote devices

--encryption_percent or -n

The type of encryption to apply. Files until 2 megabytes in size will be encrypted for 50%.
Larger files will be encrypted in multiple blocks.
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--share_file or -s

A file which contains paths and devices to encrypt

The code below shows how the command-line interface arguments are handled.

Figure 8: The command-line interface argument handling related code

To encrypt files on the device, the ransomware requires a command-line interface argument
for either a file path to start at, or a file which contains the paths to start at. Without either of
these, the execution will only result in the creation of threads. If the file reference is
provided but the path does not exist, an error will be shown and the malware will terminate

itself.

At first, the “.akira” string, used as the file extension for encrypted files where it appended to
the original file name and extension.
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s cchiWideChar[@]);

JExmmword 1486858348 ;

JExmmword 1484

Figure 9: The creation of the Akira string
The malware excludes some file extensions, listed below, along with the “akira_readme.txt”
file name to avoid encrypting the ransom note it drops.

e .exe
o Il
e .SYS
e .mMSi
e .Ink
akira_readme.txt

Files with any other extension will be encrypted. Next, a PowerShell command is decrypted,
and subsequently executed. The command is given below and is used to delete the shadow
copies on the device. Shadow copies are used to restore files and could be used to restore
encrypted files.

powershell.exe -Command "Get-WmiObject Win32_Shadowcopy | Remove-WmiObject".

The command is executed with the help of COM objects to avoid being detected. The
process ID (PID) of the newly created process is obtained and used to verify if the
execution of the command was successful.
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Figure 10: The process creation

To ensure the shadow copies are deleted prior to moving on, the ransomware will use the
previously obtained process ID, and wait 15 seconds. If no process ID can be obtained, it
assumes the deletion has already finished, and the ransomware’s execution will proceed
without waiting.

F
InformationAndRunItFunction(&v4);

Figure 11: Wait until the process finishes the execution.

Using GetSystemlInfo, the number of processors is obtained. This number is used to
determine how many threads will be created. Way more threads than the number of
processors will cause inefficient thread scheduling, and too few will not utilise the available
number of processors. If the obtained number of processors is zero, the malware
terminates itself.

The encrypted embedded public RSA key is then decrypted using several WinAPI calls,
starting with CryptAcquireContextW. This call returns a handler to the Windows
cryptographic context. Using CryptStringToBinaryA, a given input string of a given format is
converted into a byte string. The provided text in this case is
“‘CRYPT_STRING_BASE64HEADER”. With CryptDecodeObjectEx, the final block is
obtained, which is the decrypted public key. Said key is then imported using
CryptimportPublicKeylnfo, ready to be used in the subsequent encryption process.
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» &pInfo, &pcbStructInfo

Figure 12: The import of the public key

If the previously obtained number of processors is less than 4, the stored value will be set to
4 instead. As such, a minimum of four threads are created. Next, the key and IV are
generated using CryptGenRandom, and a subsequent call to CryptEncrypt. This last
sequence is also observed in Conti ransomware samples. To ensure the targeted file can
be encrypted, the file’s attributes are read and checked using GetFileAttributesW. The file is
accessed using CreateFileW, the size is obtained using GetFileSizeEx, and the used
encryption algorithm is ChaCha. Again similar to Conti, the key and IV are encrypted with
the ChaCha algorithm using the earlier decrypted RSA key.

v

E9 69180000
4C:8D83 18010000
BA 20000000
48:8808

FF15 4AE90000
85cC0

OrF84 78090000
4c:8p83 10010000
BA 08000000
48:888C24 88050000
48:8809

FF15 2590000
85cC0

OF84 56090000
0F1088 18010000
0OF118c24 08020000
0F1083 28010000
OF118424 18020000
48:8D88 38010000
0F1109

0F108424 18020000

jmp 8bfadc2cl1065b105ec80a86T460e0e0221b39610109cchbcddbddl
lea r8,qword ptr ds:[rbx+118]

mov edx, 20

mov rcx,qword ptr ds:[rax]

call qword ptr ds:[<CryptGenRandom: ]

test eax,eax

je 8bfadc2cl065b105ec80a86f460e0e0221b39610109ccbcddbd41d
lea r8,qgword ptr ds:[rbx+110]

mov edx,8

mov rcx,qword ptr ss:|[frsp+588]

mov rcx,qword ptr ds:[rcx]

call qword ptr ds:[<CryptGenRandom> ]

test eax,eax

je 8bfadc2cl065b105ec80a86f460e0e0221b39610109ccbecddbddld
movups xmml ,xmmword ptr ds:[rbx:+118]

movups xmmword ptr ss:[rsp+208[], xmml

movups xmmO , xmmword ptr ds:[rbx+128]

movups xmmword ptr ss:[rsp+2181,xmm0

lea rcx,qword ptr ds:[rbx+138]

movups xmmword ptr ds:[rcx],xmml

movups xmmO , xmmword ptr ss:[rsp+218]

Figure 13: The key and IV are generated using CryptGenRandom

This information is required to decrypt the file, which is done with a given or recreated
decryptor. Additionally, the ransomware will leave ransom notes on the victim’s device,
stating how to recover their files by paying the ransom.

Anatomy of an encrypted file

To illustrate the encryption mechanism of the ransomware, this section contains a sample
file which has been encrypted. The sample file is plain text and has the “.ini” extension. Its
size is 843 (0x34B) bytes in size. The encryption shows:

» Half of the file got encrypted

¢ The other half of the file remains untouched
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» A block got added at the end of the file, containing the information required to
decrypt said file

The file’s layout is as follows:

0x200 bytes block

Holds the key and IV used to encrypt the RSA-encrypted file.

Block with zeros

12 zeros

Type of encryption

One byte containing the mode used to encrypt the file. In this case it contains a 1,
indicating only half of the file has been encrypted.

\Version

The version of the malware, usually a value of 0x32, which equals 2 in the given sample.

Original size

8 bytes containing the original size of the encrypted file

The following screenshot shows the original file:
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Ux install.ini

Offset

0000000
00000010
0oo000zZo
00000030
oooooo04o
00000050
0ooo000s0
00000070
00oooo0s0
0ooo0090
000000AD
000000ED
QO00000Co
000000D0
000000ED
000000FD
0ooooL00
00ooollo
0ooo0LzZo
00000130
oooooL40
00000150
00000160
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00o0oL&0
00000190
00000LAD
00000L1ED
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00000L1Do
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00000230
00000240
00000250
ooo000Ze0
00000270
000DDZE0
00000290
00000ZAD
00000ZED
0oooo0zco
00000ZDo
000002ED
00000ZF0
Q00000300
00000310
00000320
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5B
4E
59
65
61
73
72
72
50
D&
52
72
BB
DA
6C
74
65
6B
53
BE
61
&6F
76
65
64
3D
65
43
3D
a4
38
D&
&C
2F
&D
3D
75
75
D&
6C
B5
57
31
4D
20
72
65
56
50
B3
56

53
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73
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TZ
50
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6F
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44
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57
72
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65
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Ascii
[Setup]..Product
Name=Microsofr.V
isual.C4++,. 2008.R
edistributable.P
ackage. . Productl
si=vc_red.msi..P
roductRegKey=, . P
roductReglanes=, .
ProductRegData=.
« Productiupportl
RL=http://go.mic
rosoft.con/Ewlin
k/?LinkId=45396.
DefaultDirInsta
11Tokens=. .5uppor
tingX=0. . MinNTV
ersion=5.0..Chec
kidminRights=1..
ShowFeaturelOptio
ns=0..5howDestin
ationFolder=0..L
ogFilePrefix=dd_
vcredist. .Verbos
eLog=1..RebootMo
de=0. .UILanguage
=1033. .BitmapFil
e=ycredist.bup. .
CustomTextPrefix
=CustonText....[
DetectDarwin]..x
86=2.0..1I64=2.0.
LAG4=2.0..Instal
1=0..Linkshtcp: /
Jgo.microsoft.co
w/fwlink/?LinkId
=45724....[V5Set
ypllatson]..VS5UsS
uccessEnabled=1.
. V35WauccessHead
less=1..V55WFail
edEnahled=1..V335
WFailedHeadless=
1. .VisWProdiane=
Microsofr.Visual
.C++. 2008.Redist
ributable, Packag
e..Vi5WProdVer=[
VERSION] [LAE] [
PFLAVOR]. .V55W3e
ctionEnahled=1..
VESWProdSAID=118
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00000330 | 36 37 0D DA 56 53 53 57 49 6E 74 65 72 6E 61 6C | 67..V35WInternal
0ooDoD340 52 65 6C 65 61 73 65 3D 31 0D Uﬂ Release=l..

Figure 14: The plaintext file
The same file post encryption:
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Ux install.ini.akira
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Figure 15: The encrypted file

If the file is larger than 2 megabytes (based on 1000 bytes per kilobyte, and so forth, the
total number of bytes is 2000000 in total), the malware will split the file in four blocks, where
each block is partially encrypted. The goal here is to ensure that the file is unusable by the
victim, while being able to encrypt more files per time unit, since files are only partially
encrypted.

MITRE ATT&CK Techniques

Below are the relevant MITRE ATT&CK Techniques for the Akira ransomware.
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