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Easter egg

To completely understand what’s going on in a market that has been growing in the last
years | found mandatory to know which players are dominating it. Always remember that
behind every user of the Internet there is another human like you, so if you can be kind
enough to reach them and they agree, you can have a little talk. Asking things is not a crime.

Prologue

The original Raccoon Stealer operations were stopped in2022 by law enforcement agencies
in a cybercrime operation involving the arrest of a 26-year-old Ukrainian national suspected
of his alleged involvement in the Raccoon Stealer campaign and the consequent dismantling
of the entire infrastructure behind this malware product.

You can read the news Ukrainian charged for operating Raccoon Stealer malware service
(bleepingcomputer.com)

Western District of Texas | Newly Unsealed Indictment Charges Ukrainian National with
International Cybercrime Operation | United States Department of Justice
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Raccoon Stealer was reborn in a short period of time after these events happened, in a
newly created product that was named as the V2 of the original Raccoon.

Let’'s see, Recordbreaker aka the OG Raccoon but v2: @slaughter_team

The interview was made in English, this was a surprise to me. So everything shown here is
the original text of the interview.

If you are looking a further description, you can always check the sales post on Russian
forums: (?)
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https://t.me/slaughter_team

RACCOON STEALER 2.0 We are Back!

[na Hac, KakK W 418 MHOTUX, 3TO 6b/IN HENErKWE HECKO/IbKO MecCsLeB. Mbl GblN BbIHYXAEHDI
3aKpbiTb Hall BeCbMa YCMelHbli MPOeKT M3-3a He3laBUCSWWX OT HAc 06CTOSATENbCTB.

Ho HeT xypda 6e3 pgobpa M Mbl pajbl BEPHYTbCA 06paTHO!

MpoeKT Obl1 MNO/IHOCTbLIO MepenucaH C Hynsa. bung, QPoHT M 6eKeHf. Mbl yunm owubKy npownoro
N COXpaHuIu BCe XxXopowue uaen, KOTOopble NPUWLANCH HaWwWUMm MOCTOSAHHUKaM MO BKYyCY.

Bung cTan B 10 pa3 MeHblle, MOSIHOCTbIO COXPaHWB BCe CBOM cTapble OYHKUWMM, a Takxe
npuo6pén HoBble OUWKK, 4YTO chenano noru ewé 6onee MHOGOPMATUBHLIMM! [AMHamMMUecKas
oTnpaBKa MHbOpMaLMKU flora No3BOSMMA YBEINUYUTL OTCTYK.

MomMmo KavecTBa paboTbl Hawero codrTa, Kak U npexae, Mbl yaenunu 60Mblioe BHUMAHWE
BHEWHeMY BUAY U OYHKUMOHANy naHenu ynpasneHus .

MaHeNb MOJIHOCTbLI0 MepenucaHa Ha CaMblX COBPEMEHHbIX GUGIMOTEKax. Mbl COXPaHUAM Hal MOLUHbINA
MoucK, Teru, Macku noucka, Teru GUIZ0B W MHOrMe Apyrue ¢yHKumm (Hanpumvep,
o603peBaTeNlb G/I0KOB KOWeNbKOB U MHOTMe Apyrue).

Ha 6ekeHfAe TaKxe MNpou30Wan W3MEHEHWs B y4llyld CTOPOHY. Mbl pewunu 3anyCcTUTb MPOEKT,
0TKa3aBWMUCb OT O6WWX MPOKCU. Tenepb MNOAb30BaTENb MOXET MponatynTb 6ung 5-t0 IP-
agpecamMm M OTCNeAuMTb UX M3 NaHenn. 3TO MNO3BOMMMAO YAYUWUTb OTCTYK, TaK Kak
nonb3oBaTenu 6Gonblie He BAUSAWT APYr Ha Apyra.

Takxe B nnaHax fJ06aBUTb CTapyw CUCTEMy O6WMX MPOKCK A/ CaMblX «JIEHWBbLIX» K/IMEHTOB, KTO
npegnoynTaeT MONYUUTb CTUMEP «MOA KJIOU» .

Bcé Ta xe HaféxHoCTb bOeKkeHpa, cuUcTema N0rMpoBaHuA M anepToB, AeueHTpann3loBaHHas cxema
N perynspHole 63Kansl.

fo6aBneH 60T ansa Telegram, no3BoOAAWWMIA OTNPaBAATb /IOFM Ha Ball aKKayHT, a Takxe
BO3MOXHOCTb HAacTPOUTb FUOKYH OTMNpaBKy MO Teram.
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Mpexae 4YeM HadaTb OTKPbLITYW MPOAaxy, Mbl TECTUpPOBanM MPOEKT 6o/see ABYX MecsueB, Kak
6eTa BeEpCU, W MUHUMAsIbHbIE OWWMOKWM ObIIN yCTpaHeHbl. lonb3oBaTenu 6eTa-BepcUM MOHOCTbLIO
YL,0B/IETBOPEHb Pe3y/ibTaTOM M OCTalTCS HaWWMWM MOCTOSIHHbIMUA KJMEeHTamu Mo ceii AeHb.

Software:

e CTWNep MOJIHOCTbI MepenucaH C YUCTOro nmcTta (Takxe Ha C++);

e ybpaHbl 3aBucUMOCTM OT CRT, pa3mep WCNOAHUTENbHOro 55 K6 (paHblwe 580 KO6);

e OUHAMUYECKWUI MMNOPT BCeX QYHKLUWUIA;

° paHblie cTwaep cTy4dan 2ms 3anpocamm - cHadana 3abupan faHHble, a BTOPbLIM 3anpocoMm
oTNpaBnA/a NoJHbIA Nor nocne cbopa BCeX AaHHbIX. Ceilyac faHHble OTAPaBAAKTCHA 4YacTaMU B
TedeHne cbopa: Kaxabli npodunb 6paysepa OTAENbHO, CUCTEM UHPO, CKpuHWOT. Korpa AB
nanuT ¢ainn B paHTaliMe, 4acTb [aHHbIX, CKOpee BCEro, yxe Yy Bac B NaHenu;

* nogaepxka SSL. CKopo: noAgepxkKa KacTOMHbIX MOPTOB A1 OTCTYKa,

e B CcTunepe 6onblle HET CNMCKa MNOALEPXUBAEMbIX Gpay3epoB — BeCb MOMCK MPOM3BOAUTCA
PEKYPCUBHO, MNOAAEPXUBANTCHA NOYTU Bce OGpay3epbl, B TOM 4vucne, YandexBrowser (kKpome
cTpaH RU, UA, BY, UZ, AM, KZ, KG);

e pacwndpoBKa naposel, Kyku-o¢aininos, coxpaHéHHbiX KapT (CC) xpoma (AES GCM) Tenepb
NPOMCXOAUT Ha CEepBEpPHON 4vacTu, Kak u dopmaTmpoBaHue Bcex .txt dannoB m mMx HazBaHWii;
* Ha CepBEepHOM YacTu aBTOMaTUYECKU OMNpefensnTcs agpeca KowenbKoB (Bbl MOXeTe HacTpOUTb
block explorer B nmaHenn gns npoBepKM OGanaHca KOWeNbKOB).

noaaepxnBaemMble KOWeENbKN:
Coinbase

MetaMask

Brave

Ronin

Ckopo:
Phantom

e Loader: EXE/DLL/CMD/POWERSHELL.

Bbl MOXeTe ucnonb3oBaTb KomMaHAbl POWERSHELL ans pas3nuuHbix uenein (Hanpumep, ¢erik-ownbku,
wnn ysegomneHus MessageBox, oTcTyka B iplogger, u T.n.). Tenepb MOXHO BblbpaTb
KacTOMHYyl0 nokauuio gpona ¢aina, ecnu Bbl paboTtaeTe oT LowIL ypoBHA u fgp.

e Grabber: TNMogaepxka APNbIKOB, PEKYPCUBHbLIA Nouck, %DSK_235% wnnu %DSK23% nna noucka Mo
BCEM guckam. [OMCK OYeHb ONTMMM3UPOBAH WM O6bIWET Becb Baw MK 6bicTpee, 4em Bbl oxugann!

Front-end coxpaHwWl CBOW OCHOBHbIE MOMEHTbl, TaKue Kak:
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¢ NITAKOHWYHOCTb W COBPEMEHHOCTb;
e CTWIb W BHWMaHWe K fAeTasnsm;

* rMbKyKw CUCTEMYy MOWCKa C HEeOorpaHWYEeHHbIMW BO3MOXHOCTSAMU;

* CKpbITUE HEHYXHbIX 3/1IEMEHTOB;

e KOMuWpoBaHue uHGopmauum B 1 KAUK;

e cTaTtycsl noros NEW, OPEN wnu DOUBLE;

e Term n Macku noucka;

e CMeHa KoH¢ura rpabbepa v gponnepa Ha nety, 06e3 nepereHepayuu;
* MaccoBOe yfaneHue N cKauka;

* KOMMeHTapuwu;

* HOBOCTHU;

e MHGOpPMATMBHLIN FAQ;

e cTaTUCTUKA.

HoBble GyHKLUN:

e AMHammyeckas Tabnuua f0ros, nNO3BOSAWWAA HACTPOUTb COOCTBEHHbLI BUA;
e HacTpolika Tenerpam 60Ta;

e o6o3peBaTesnib 6/I0KOB KOWE/NbKOB;

e MepeBOf Ha KUTAWCKUA A3bIK.

Tenepb BaM He HYXHO BCKpbiBaTb KolWesiek, 4ToOb nocmoTpeTb 6anaHc aapecoB Ansa MetaMask,
Brave, Ronin, TronLink. Bkl moxeTe camu BblbpaTb block explorer gna Eth, Ronin, Tron!

| always expect some history behind any name, seems like “Raccoon” is something that
vanished over time...

Indeed, a lot. That's why Raccoon is an infamous project.

Recordbreaker is also the first User Agent found on Raccoon V2 builds in order to
communicate to C2 servers. Is it also truly a “record breaker” product, one of the most used
over time.

| said May because this is the time when the first v2 statement release was announced,
although we know that prior this date there was some “beta testing”, that would correspond
with the “speeded-up development” of the product. “Mark” arrestment was produced in
March 2023, so that would make a gap of <2 months to finish a new product that | believe it
was not at an early stage of development. Indeed, there was a rush to get everything back
asap.

As stated, if “Recordbreaker” gets terminated like its predecessor, allegedly, we must expect
a Raccoon V3!
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One of the most interesting things | found in Recordbreaker is the custom User Agents being
used at builds to reach C2 servers while exfiltrating information from the infected host. One
of the best Threat Analysts in the malware hunting community has been making an amazing
and persistent tracking on these custom UAs since the release of Raccoon V2, so please
find at the bottom of these interview a full diagram of Recordbreaker’s User Agents over
time.

Will “” the next custom User-Agent? we will see :)

This is an important thought in order to understand the malware market, every project needs
to have a different vision for the future. | totally agree that too much attention can be
annoying and disturbing for a product team, especially if there’s a point where is possible
that you can’t handle that much attention.

| don’t know how much time we will see Recordbreaker around, but | expect long years of
activity. Keep watching!

The end?

Special thanks to @crep1x for his work on Recordbreaker’s UA hunt (and a lot more) and
also to @suyog41 for his findings on new Recordbreaker builds on the wild. I've also made
my contribution to the User-Agents findings, my little grain of sand.

Author: @Crep1x
Remember to check the other interviews at: gOnjxa — Medium

Expect more content,
Best regards.

@g0njxa
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