Malware development trick - part 37: Enumerate process
modules via VirtualQueryEx. Simple C++ example.

@ cocomelonc.github.io/malware/2023/11/07/malware-trick-37.html

November 7, 2023

4 minute read

Hello, cybersecurity enthusiasts and white hackers!
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. mspaintexe  Ox7f6789.. 956kB Paint
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- ———— C_1251.MLS Oxleaabca... 68 kB
@ Refresh 43 Q €_1253.NL5 Oxleaabdo. . 68 kE
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Today, this post is the result of my own research on another popular malware development
trick: get list of modules of target process.

It's similar to my previous post about enum list of modules, but in this case | used
VirtualQueryEx

practical example

First of all, we just use one of the methods to find target process PID. For example | used
this one:
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typedef NTSTATUS (NTAPI * fNtGetNextProcess)(

);

_In_ HANDLE ph,

_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,

_Out_ PHANDLE Newph

int findMyProc(const char * procname) {

int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)

GetProcAddress(GetModuleHandle("ntd1l1l.d11"), "NtGetNextProcess");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (lstrcmpiA(procname, PathFindFileName((LPCSTR) procName)) == 0) {
pid = GetProcessId(current);
break;

return pid;

Then, create function which opens a specified process, iterates through its memory regions
using VirtualQueryEx, and retrieves information about the loaded modules, including their
names and base addresses:
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// function to list modules loaded by a specified process
int listModulesOfProcess(int pid) {

HANDLE ph;

MEMORY_BASIC_INFORMATION mbi;

char * base = NULL;

ph = OpenProcess(PROCESS_QUERY_INFORMATION | PROCESS_VM_READ, FALSE, pid);
if (ph == NULL)
return -1;

printf("modules found:\n");
printf("name\t\t\t base address\n");

::::\n");

while (VirtualQueryEx(ph, base, &mbi, sizeof(mbi)) ==
sizeof (MEMORY_BASIC_INFORMATION)) {
char szModName[MAX_PATH];

// only focus on the base address regions
if ((mbi.AllocationBase == mbi.BaseAddress) && (mbi.AllocationBase != NULL)) {
if (GetModuleFileNameEx(ph, (HMODULE) mbi.AllocationBase, (LPSTR) szModName,
sizeof (szModName) / sizeof (TCHAR)))
printf("%#25s\t\t%#1011x\n", szModName, (unsigned long
long)mbi.AllocationBase);

}

// check the next region
base += mbi.RegionSize;

}

CloseHandle(ph);
return 0;

As you can see, the code enters a while loop that continues as long as the virtualQueryEx
function successfully retrieves memory information. This loop iterates through memory
regions within the target process.

Then checks whether the AllocationBase of the current memory region matches the
BaseAddress. This condition ensures that it only focuses on the base address regions. If the
conditions are met, it proceeds to retrieve the module name.

if (GetModuleFileNameEx(ph, (HMODULE) mbi.AllocationBase, (LPSTR) szModName,
sizeof(szModName) / sizeof(TCHAR))) - The GetModuleFileNameEx function is called to
retrieve the module filename associated with the current memory region’s base address. If
successful, it stores the filename in szModName.

If the module name retrieval was successful, the code prints the module name and base
address in a formatted manner.
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After processing the current region, the base pointer is incremented by the size of the region
to check the next region in the subsequent iteration of the loop.

That'’s all.

So, the full source code is looks like this (hack.c):
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/*
* hack.c - get the list of
* modules of the process via VirtualQueryEx. C++ implementation
* @cocomelonc
* https://cocomelonc.github.io/malware/2023/11/07/malware-tricks-37.html
*/
#include <windows.h>
#include <stdio.h>
#include <winternl.h>
#include <tlhelp32.h>
#include <shlwapi.h>
#include <psapi.h>

#pragma comment(lib, "ntdll.lib")
#pragma comment(lib, "shlwapi.lib")

typedef NTSTATUS (NTAPI * fNtGetNextProcess)(
_In_ HANDLE ph,
_In_ ACCESS_MASK DesiredAccess,
_In_ ULONG HandleAttributes,
_In_ ULONG Flags,
_Out_ PHANDLE Newph

)

int findMyProc(const char * procname) {
int pid = 0;
HANDLE current = NULL;
char procName[MAX_PATH];

// resolve function address
fNtGetNextProcess myNtGetNextProcess = (fNtGetNextProcess)
GetProcAddress(GetModuleHandle("ntdl1l.d11"), "NtGetNextProcess");

// loop through all processes
while (!myNtGetNextProcess(current, MAXIMUM_ALLOWED, 0, O, &current)) {
GetProcessImageFileNameA(current, procName, MAX_PATH);
if (1lstrcmpiA(procname, PathFindFileName( (LPCSTR) procName)) == 0) {
pid = GetProcessId(current);
break;

return pid;

// function to list modules loaded by a specified process
int listModulesOfProcess(int pid) {

HANDLE ph;

MEMORY_BASIC_INFORMATION mbi;

char * base = NULL;

ph = OpenProcess(PROCESS_QUERY_INFORMATION | PROCESS_VM_READ, FALSE, pid);
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if (ph == NULL)
return -1,

printf("modules found:\n");
printf("name\t\t\t base address\n");

::::\n“);

while (VirtualQueryEx(ph, base, &mbi, sizeof(mbi)) ==

sizeof (MEMORY_BASIC_INFORMATION)) {
char szModName[MAX_PATH];

// only focus on the base address regions

if ((mbi.AllocationBase == mbi.BaseAddress) && (mbi.AllocationBase != NULL)) {
if (GetModuleFileNameEx(ph, (HMODULE) mbi.AllocationBase,

sizeof (szModName) / sizeof (TCHAR)))

printf("%#25s\t\t%#1011x\n", szModName, (unsigned long

long)mbi.AllocationBase);

}

// check the next region
base += mbi.RegionSize;

}

CloseHandle(ph);
return 0;

}

int main(int argc, char* argv[]) {
int pid = 0; // process ID
pid = findMyProc(argv[1]);

printf("%s%d\n", pid > @ ? "process found at pid ="

pid);
if (pid !'= 0)
listModulesOfProcess(pid);
return 0,

demo

"process not found. pid

(LPSTR) szModName,

Let’s go to see this logic in action.

Compile it:

x86_64-w64-mingw32-g++ -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-

constants -static-libstdc++ -static-libgcc -fpermissive -lpsapi -lshlwapi
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~/hacking/cybersec_blog/meow/2023-11-07-malware-trick-37
hack.c hack.exe

In file included from hack.c:9:
/usr/share/mingw-wé64/include/winternl.h:1130:14: ‘void RtlUnwind(PVOID, PVOID, PEXCEPTION_RECORD, PVOID)' redeclared without dllimport a
ttribute: previous dllimport ignored [
1130 | VOID NTAPI (PVOID TargetFrame,PVOID TargetIp,PEXCEPTION_RECORD ExceptionRecord,PVOID ReturnValue);
[

~/hacking/cybersec_blog/meow/2023-11-07-malware-trick-37
total 48
-rwxr-xr-x 1 cocomelonc cocomelonc 41472 Nov 8 17:12 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 2398 Nov 8 17:12 hack.c

~/hacking/cybersec_blog/meow/2023-11-07-malware-trick-37

Then, open target process in the victim’s machine:

o . W
Nnaratina Suetam® Windmwe 1N IRA_hit)
win10-1903 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

oft Corporation. All rights r

platform PowerShell ht

1% Process Hacker [WIN10-1903\user]
Hacker View Tools Users Help
‘?gRefresh "¢ Options | #8 Find handles or DLLs }?‘System information | = La b 4 Search Processes (Ctrl+K)

Processes  Services Network Disk

Name CPU /O total .. Privateb.. Username Description

ctfmon.exe 3.61MB  WIN10-1903\user CTF Leader
¥ 1 explorerexe 0.40 3242 MB  WIN10-1903\user Windows Explorer

GS SecurityHealthSystray.exe 169MB  WINT0-1903\user Windows Security notification...

‘F VBox Tray.exe 132 B/s 261 MB  WIN10-1903\user VirtualBox Guest Additions Tra...
~ ¥ powershell.exe 63.04 MB  WIN10-1903\user Windows PowerShell

B conhost.exe 401 MB - WIN10-1903\user Console Window Host

“2! mspaint.exe 844 MB  WINT0-1903\user Paint

1% ProcessHacker.exe . 9,93 MB  WIN10-1903\user Process Hacker
[#:] svchost.exe 353 MB  WIN10-1903\user Hast Process for Windows Ser...
[ StartMenuExperienceHost.... 1832 MB  WIN10-1903\user
[ RuntimeBroker.exe 6MB  WIN10-1903\user Runtime Broker

¢u Searchindexer.exe 19,71 MB Microsoft Windows Search In...
[ RuntimeBroker.exe 1895MB  WIN10-1903\user Runtime Broker
(5] ApplicationFrameHost.exe 6.63 MB  WIN10-1903\user Application Frame Host

(5] browser_broker.exe 1.52MB  WIN10-1903\user Browser_Broker
~ [ svchost.exe 1.56 MB Host Process for Windows Ser...
[ Windows WARP.JITServi... 1.23 MB
~ [5] RuntimeBroker.exe 145MB  WIN10-1903\user Runtime Broker

[ RuntimeBroker.exe 4992 54MB  WIN10-1903\user Runtime Broker

CPU Usage: 11.61% Physical memory: 1.37 GB (68.43%) Processes: 87

And just run our hack . exe:

.\hack.exe mspaint.exe
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Ninaratinn Quetem:  Windmwe 10 IRA_hit\
win10-1303 [Running] - Oracle VM VirtualBox
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Type here to search
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Operating System: Windows 10 (64-bit)
win10-1903 [Running] - Oracle VM VirtualBox

View Input Devices Help

found at pi
found:

Firefox

| mspaint.exe (2476) Properties

Environment Handles Comment
General Statistics Performance Threads Modules Memory

Mame Base address Description R

mspaint.exe 0x7ff6789... Paint
AcGenral.dll Ox7fa2582... Windows Compatibility DLL

advapi32.dil Ox7ffaded3... Advanced Windows 32 Base...
apphelp.dil ox7ffad4ar4... Application Compatibility Clie. ..
atithunk.dil 0x7ff32dfs... atithunk.dll
beryptprimitives...  Ox7ff34des... Windows Cryptographic Pri...
cfgmgr32.dil 0x7ffa4c94... Configuration Manager DLL
dbcatq.dl 0x7ffade0d... COM+ Configuration Catalog
combase.dil Ox7ffa4dc3... Microsoft COM for Windows
comct32.dll 0x7ffa3e2s... User Experience Controls Li...
comdlg32.dl Ox7ffa4df7... Common Dialogs DLL
CoreMessaging.dll  0x7ffadalc... Microsoft CoreMessaging DIl
CorelICompon... Ox7ff348d4... A Microsoft Core UI Compone...
cryptsp.dll Ox7ffa4d29... Cryptographic Service Provi...
Hacker  View C_1250.ML5 Oxleaabee...
% Refresh 42 C_1251.MLS Oxleaabca...
LIENT.d11 _1254, leaabec...
Marme C_1256.ML5 Ox1eaabcs. ..
SERENV.d11l 3 dwmapi.dil 0x7ffadasb... Microsoft Desktop Window ...
spiCli.dll G; Securiy efswrt.dl 0x7ffa16b2... Storage Protection Windows. ..
+2 ‘Eﬁ VBoxTrg — = e e - m——— ..

2] mspain|

1% Process|

v B power =
Bl conhost.exe 7 4,02 MB WIN10-1903\user Console Wind

. Z14PM
~ b @3 ) T =]

I
>
>

I

As you can see, everything is worked perfectly! =

Keep in mind that this code may have limitations and dependencies on specific Windows
APls. Additionally, it relies on the process name for identification, which may not be unique.

This code can also help you develop your own script to work with process memory, for
example for forensics or other tasks on blue team practical cases.

| hope this post spreads awareness to the blue teamers of this interesting malware dev
technique, and adds a weapon to the red teamers arsenal.

VirtualQueryEx

GetModuleFileNameEx

Find process ID by nhame and inject to it
Find PID via NtGetNextProcess

source code in github

This is a practical case for educational purposes only.

10/11


https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getmodulefilenameexa
https://cocomelonc.github.io/pentest/2021/09/29/findmyprocess.html
https://cocomelonc.github.io/malware/2023/05/26/malware-tricks-30.html
https://github.com/cocomelonc/meow/tree/master/2023-11-07-malware-trick-37

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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