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Summary

In the past month, the Netskope Threat Labs team observed a considerable increase of
SharePoint usage to deliver malware caused by an attack campaign abusing_Microsoft
Teams and SharePoint to deliver a malware named DarkGate.

DarkGate (also known as MehCrypter) is a malware that was first reported by enSilo (now
Fortinet) in 2018 and has been used in multiple campaigns in the past months. Since its
recent update announcement in an underground forum, several campaigns have been
conducted to deliver the malware using different methods, such as phishing and SEO
poisoning.

DarkGate appeals to many attackers because of its broad feature set, which includes HVNC,
keylogging, information stealing, and downloading and executing other payloads. DarkGate
can be used as a starting point for bigger attacks, including Ransomware infections.

Netskope Threat Labs recently identified a new DarkGate variant delivered via MSI using a
loading approach based on Cobalt Strike Beacon’s default shellcode stub. Correlating the
analyzed samples with findings from other researchers, we could determine that this is part
of a new version of the DarkGate malware. Let’s take a closer look:

Infection analysis

The infection starts via a fake invoice email delivering a PDF document to the victim. The
PDF file contains a DocuSign template that is used as an attempt to lure the user to open a
document to be reviewed:
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Example of the malicious document sent to the victim
Once the user clicks on the fake document a CAB file is downloaded. The CAB file contains
an internet shortcut that once executed downloads an MSI file to the infected machine:
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Name Date modified Type Size

,.‘ ile- - A7 /25 217 nternet Shortcut
J"BIFI BAB481UE-OCTOBER_25 10/25/2023 5:17 PM | Sh 1KB
o file-BAB481UE-OCTOBER_25 Properties X
Details Hashes Previous Versions
General Web Document Security

1 file-BAS481UE-OCTOBER_25
bor -

URL: l file://5.252.177.243@80/Downloads/rrrrhare.zi

Shortcut key: | None

Visits: Unknown

Change lcon...

file://5.252.177.243@80/Downloads/rrrrhare.zip/rrrrhare.msi

Internet shortcut leading to the MSI download
Once the user executes the MSI file a whole chain of loading mechanisms starts using the
files presented in another CAB file inside the MSI:

Extract Files Table View Summary Streams

Stream Elinarj,r bz.WrappedSetupProgram (CAE)

1}1}143 11}411811555 png

00143-438824463.png CAB file content
00150-438824466.png

00151-438824467.png

data.bin

datal.bin

dbgeng.dll

windbg.exe

Stage 1 — DLL Side-Loading

The chain starts via the execution of the windbg.exe binary present in the CAB file. The DLL
side-loading_technique is used here in order to execute a fake version of the dbgeng.dll DLL
file. Since windbg.exe imports functions from dbgeng.dll, this DLL will be included in its
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import table, causing the Windows loader to map the DLL into windbg.exe’s address space
and then execute the DIIMain function:

# OriginalFirstThunk TimeDateStamp ForwarderChain Name FirstThunk Hash Mame

3 0006488c 00000000 00000000 00065ade 000B41£8 070e84b1 USER3Z.dII

4 00064aad 00000000 00000000 00065cdb 000B4414 eleTcedl msvert.dll
00064bcd 00065d72 00064534 a7722%03 ntdll.dll

mmw

00064a0¢ 00065dd4 20c1dad4 dhghelp dll

8 00064bd0 00000000 00000000 0006528 0006453c b45800ec oled2.dll

9 0006487 c 00000000 00000000 0006544 00064128 35324afb6 | SHELL32.dII

# Thunk Ordinal  Hint Name

0 00065490 0002 DebugCreate

1 00065d7e 00071 | DebugConnectWide

View of Windbg.exe dependencies in the Import Table using DIE

The dbgeng.dll is written in the Delphi programming language and has the internal name of
SideLoader.dll, a common name observed in several DarkGate DLLs. It also contains export
functions required for different binaries, such as windbg.exe and KeyScramblerLogon.exe,
which was also observed being abused to side-load malicious DLLs.

In the KeyScramblerLogon.exe case, the side-loaded DLL is named KeyScramblerlE.dIl and
that is also written in Delphi. The loading methods and decoding algorithm are slightly
different from the version presented in this blog, which abuses the WinDbg binary.

Marne Oiffset Type Walue
Fike type o Base adkess Entry point Characteristics 0000 | DWORD 0000000
pEI2 - 736.00 KB 0400000 00420008 = TimeDateStamp 0004 DWORD 00000000 | 1970-01-011 00:00:00
Major¥ersion 0008 WORD 0000
File infis Memary map Dizasm Hex Strings Sgnatures WirusTotal BlinorWersion 000a | WORD 0000
MIME Visuaksation Search Hash Entrapy Extractor Mame 000c DWORD 000aB0d2 Hex Sideloader.dil
Base 0010 | WWORD 00000001
PE Export Impart Resources W{NET LS Overlay MurnbherfFnrtions f014 . ANORD DN 1
Sections Time date stamp Size of image Resources Shawi vald
0007 = 1992-06-19 15:22:17 000bdDDN Manifest Version dinal « RVA Name
oon 00020330 000a80e1 DebugCeonnectWide
= LI i L EEL Type 0002 00020334 00022012 DebugCreate
Autamatic = LE 32-hit 1386 o 0003 000a033c 0008158 KSinit
- DE31 0004 000al364 000a819c Kilpdate
Operation system: Windows(95)[1386, 32-bit, DLL] 5 ? 005 0000360 00038137 KSSetOption
Compiler: Boﬂand Delphi{7)[-] 5 r 0o0e 0002035 000aB14f KSFFUninit
Linker: Turbo Linker(2.25%, Delphi)[DLL32] 5 ? 0007 00020358 0008132 DilUnsegisterServer

General overview and Export Table view from the fake dbgeng.dll

Upon execution of its DIIMain function dbgeng.dll reads the content of a file named data.bin,
present in the same directory, and decodes it using a custom base64 approach using the
“ZLAxuUOkQKf3sWE7ePRO2imyg9GSpVoY C6rhiX48ZHnvjJDBNFtMd115acwbqT+="
alphabet. This approach is the same used in other variants of DarkGate.

The decoded content results in a PE file (also written in Delphi) with a shellcode at the end of
the file. The execution flow will then be redirected to the base address (first byte of the DOS

header) of the decoded file.
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The DOS Header bytes of this file contains a tiny snippet that is responsible for calculating
the base address of the current decoded file, adding the RVA of the decoded shellcode to the
base address and then calling it via a “call eax” instruction:

s a5 s rusreer wugeng, sur aau
ADE4]

DO4AD756 XOr cax,cax

T Bl (eax] ,edx
440778

d prr ss:febp-10f
B4 04000000
ES 303FFEFF

c3
E3 FEITFEFF dbgeng. 403F6C
EE EB =ng. 440763

e
mov esp, ebg
eop
4
add byte ptr ds:[eax],al
e dword per do:[eax]

3o dngeng-saome 0!

O2ESABE9

ush edx
02ESABSC 2E5A891
02E5A891 pop eax
02E5A892 sub eax,?
02ESAB9S push sax
0O2ESAB96 05 00100100 add eax, 11000
0O2ESA89B FFDOD eax

C3

0ZESAS89D

0ZES5AB88 E8 E8

D2E5AB98 Do 00(00 OD 00 OO ...VDA..B.......
OZ2ESABAE| 00 00 00 00(00 00 00 Q0|00 00 00D 00 (00 00 Q0 Q0| . sesussssrsnnsas
02ESASBS8|00 00 00 00|00 00 OO0 00|00 00 OO0 OO(00 01 00 00| ...cveeucaancnas
D2ESASCB|BA 10 00 DE|1F B4 09 CD|21 B8 01 4C(CD 21 90 9%0|°®.... .1I! .LI!..
0ZES5A8D8|54 68 69 73|20 70 72 6F|67 72 61 6D (20 6D 75 73| This program mus
O2ESABESB |74 20 62 65|20 72 75 GE|20D 75 GE 64|65 72 20 57|t be run under W
02ESABF8|69 6E 33 32|00 OA 24 37|00 00 00 00|00 00 00 00|inN32..87........
0O2E5AS08| 00 00 00 00|00 00 0D OO|0O0 OO0 OO OO|D0 OD 00 OD| .vuuswans -
0Z2E5A918| 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 0O 00

D2E5A928| 00 OO0 OO0 OO|0O OO OO0 OO|OO OO OO OO|00 0O OO OO

02E5A938| 00 00 00 00|00 00 00 QO|00 00 OO0 00|00 00 0O 00

D2E5A948| 00 00 OO0 00|00 OO0 00 OO|OO OO OO OO|0O0 OO OO OO

Q2E5A958|00 00 00 00|00 00 00 Q0|00 00 OO0 00|00 Q0 QO Q0

02E5A968|00 00 00 00|00 00 OO 00|00 00 OO OO|00 00 00 00|..

0O2E5A978|00 00 00 OO(00 00 00 0O|00 00 OO0 OO(00 0D 00 00|...

02E5A988|50 45 00 00|4C 01 08 00|19 5E 42 24|00 00 00 OO|PE..L....AB*..

Example of the execution being redirected to the decoded file DOS Header using x64dbg
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®|(02E5SABBS8 4D
®|02ESABE9 SA
® | DZESABBA 45
®|02E5AB8B 52
®||D2ESABSC E8 00000000
®|(02ZE5AB91 58
®||02ESAB92 83E8 09
®||DZE5ABI5 50
®|D2ZESAB96 05 00100100
»e
® | 02ESABSD
® | D2ZESABSE
= |D2EGBEBE
®|D2EGEEED BBEC
®|D2EGEBEE 51
®|02EGBBEC 51
®|D2EGEBED BD45 FB
®|02E6B890 53
®|D2EGBE91 50
®|D2EGEED?2 EB 07020000
®|02EGBE97 59
®|D2EGB598 84C0
(----# [D2EGEE9A 75 DB
i ®|D2EEBEIC B3ICH FF
—— 1 w|ozEGEE9F E9 01010000
L--»@ |D2EGEEAS CE
®|02EGBEAS 8B75 08
®|D2EGEEAE B8 4D5A0000
® | D2EGBBAD 57
& [02EGBBAE 6613306
[Fo=m=osomosmo=s ® |DZEGBEE] QFB5 ES000000
i ® |D2EGBEBY 8B7E 3C
[ & |[02E6BSBA 03FE
| ® |D2EGBEEC E13F 50450000
| pmmmmm s e ® |DZEGBECZ OF85 DBO0DD0O
:: & |[02E6GBSCE 8A46 20
1 ® |D2EGBECE 3C 02
I ® [02ZEGEBCD OF84 C&000000
P & |[D2E6BSD3 3C 03
HHl peeemmem== ®|02EGBEDS 75 2C
[ ®||0ZEGBBDT B8 00200000
b ® | D2EGBEDC 66: 8547 16
{1 ko8 |02EGBBED 0F84 B3000000
Pt ®||02EGBBEE 8847 28
e i e |[0Z2EGBBES 33DB
Py ®|02EGEBER 53
Py # ||02EGBBEC 53
:: Py @ [[0Z2EGEBED 03Ce
P & |D2EGBBEF 56
P 8 |02EGBEFD FFDO

Call to the decoded shellcode entry

The technique employed here is very similar to the Cobalt Strike Beacon’s default shellcode

dec ebp

pop edx

inc ebp

push edx

a1 2esas91
pop eax

sub eax,s
push eax
add_eax. 11000

push ebp

mov ebp,esp

push ecx

push ecx

Tea eax,dword ptr ss:|[febp-&]
push ebx

push eax

E&T1 ZEEBASE

pop ecx

test al,al

jne IEGB8A4

or eax,FFFFFFFF

jmp 2E6B345

push esi

mov esi;dword ptr ss:lfebp+s)
mov eax,5adD

push edi

omp word ptr ds:[esi],ax

ine ZEGB2AD )
mov edi,dword ptr ds:[esi+3C]
add edi,esi

omp dword ptr ds:[edi],4550
ine 2E68340

mov al,byte ptr ds:[esi+20]
cmp al,2

je ZEGB999

cmp al,3

ine 2E68303

mov eax, 2000

test word ptr ds:[edi+16],ax
je 2E6B999

mov eax,dword prr ds:[edi+28]
xor ebx,ebx

push ebx

push ebx

add eax,esi

push esi

Eall eax

qﬂﬂ byte ptr ds:[eax],al

edx:

edx:
call

[ebp=8]:"C: \\Users"",
ebx:___stack_chk_fail-

es5i:__stack_chk_fail-
esi:__stack_chk_fail-

esi:__stack_chk_fail-

[esi+3C]:"AM"
esi:__stack_chk_fTail-
[edi]:ImageList_GetF

esi+20: _stack_chk_f

[edi+28]:__stack_chik_
ebx:___stack_chk_fail-
ebx:_ stack chk_fail-
ebx:___stack_chk_fail-
esi:___stack_chk_fail-
esi:_ srtack chk_fail-

stub, which is usually employed to call the Beacon’s ReflectivelLoader export function.

The called shellcode then prepares the file to be executed performing actions such as
resolving its Import Address Table. The LoadLibraryA and GetProcAddress Windows API

functions are resolved by hash using the CRC32 algorithm and then used to resolve the IAT.

The execution flow is then transferred to the stage 2 entry point:
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55 push ebp
BBEC mov ebp,esp
B3 05000000 MmOV BCN,5
64 0D push 0
GA O push o
49 dec ecx

~ 75 F9 jne 2BA3980
51 push ecx
B85 38339BA02 WOV eax ;2843938
E8 12BFFFFF C&1T zB83F5a4
33C0 XOr eax,eax
55 push ebp
&8 OL3BBADZ push 2BA3BOL
G4:FF30 push dword ptr : [eax]
G4: 8320 mov dword ptr : [eax] ,esp
BE O0460BADZ mov eax,2BAG004
BA 183BBADZ mov edx,2BAIB1E :Q-\B;JS!I'IL-'\'(_I'_UIZ\J(T‘E&AETEDF’.E'T}C_:QGSE\DY:GH‘I'\-ia:-r"\jJ:Qhrtvd'_ISEC'.\SCT——"I
EE 99AAFFFF call 2BoE448
BDES EB lea edx,dword ptr s=:[febp-15]
33CO0 X0r eax,eax
EE 179AFFFF €&l 2820300
BB45 ES mov eax,dword prr 5-_~:En_-l1:1-151
BD55 EC lea edx,dword ptr ss:lffebp-14
EB EDCFFFFF call 2BA09A4
BB55 EC mov edx,dword ptr ssilfebp-14]
BB OBG0OBADZ mov eax,ZBAGD0S
B3 643BBADZ WOV _eCX,2BAIBE4 LE.’BSG-::
EB DEACFFFF call 2B9EGB4
A1 DBE0BADZ mov eax,;dword ptr ds: [2BAG0D0B)
EE 40DCFFFFF call 2840920
B4 Test al,al

~ 75 2P ine 2BA3A13
B4 00 push o
65 7O3BBADZ push 2ZBA3BTO
BD45 E4 lea eax,dword ptr ss:|Jebp-1C
BS TC3BBADZ mov ecx,2BAIBTC ZBA3BFC:" mot exists
BE15 DBG0BADZ mov_edx,dword ptr ds: [2ZBAG00B]
EB BEACFFFF call 2B3EGB4
BE45 E4 mov_eax,dword ptr ss:|febp-ic]
EE BEADFFFF call 2B3ETCH
4] push eax

i &4 00 ush 0
FEAIADS EE 4ACOFFFF £all_<IWP. gMessageBoxax

Stage 2 file entrypoint

Stage 2 — Another Delphi loader

The actions performed by this stage is very similar to the first one. The difference here is that
the file read and decoded is the data2.bin file. Also, instead of being decoded all at once the
malware first tries to find the occurrence of the “splitres” string in the file and then splits it in
two parts. After the malware obtains the two parts it decodes both using the same custom
base64 approach.

The first decoded part results in the Autolt.exe binary and the second part is an Autolt script
that will be named script.au3. The use of Autolt files is a well-known approach used by
DarkGate actors.

A directory named “tmpa” is created under “C:\”, both files are written to it, and then the
CreateProcessA function is called to execute the Autolt script using Autolt.exe:

» This PC » Local Disk (C:) » tmpa w o 0
Mame Type Size
L3
0 Autoit3 Application 73 KB
D script.au3 Al3 File 491 KB

C:\tmpa directory content
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R i [mov _edi,edl FEATEPrOCESSA
5 55 push ebp
....... R B D23B3BEC "e:\\tmpa\\Autoit3. exe c:\\tmpa\\script.aus”
6223AB6 FF25 OC152776 imp dword ptr ds:[<CreateProcessAs] 00000000
cc int3 000000
cc int3
(4= int3
cc int3
£ int3
(<= int3 “pg~
£C int3
(<4 int3 P «<kernel3z.cr Pr SSA>
€ int3 EI ernel32.Createfrocess
£c int3
cc int3 e
cc int3
cc int3 OF 0 SF O DF
cc int3 CFO TF1 IF1
cc int3
cc int3 LastError 0000000
cC int3 LastStatus COO0 T_NAME_NOT_FOUND
cc int3
------ 2= Lo G5 D028 FS 0053
ac 3‘3;; int3 i ES 0028 DS 0028
edi,e CreateProcessAsuse 3 2
55 push ebp CS 0023 S5 DO2B
BBEC moy ebp,esp
5D |:=0; = ST(0) 00000000000000000000 X8 Empty 0.000000000000000000
6223AD6 FF25 ADOB2776 jmp dword ptr ds: [€CreateProcessASUSeraA: IMP. ACr AT eProcess. ST(13 00000000000000000000 x87r X Empty 0.000000000000000000
cc int3 ST(2) 00000000000000000000 X87r2 REPTY 0.000000000000000000
cc int3 ST(3) 00000000000000000000 XB7r3 EMGTY 0.000000000000000000
cc int3 5T(4) 00000000000000000000 XB7r4 Em 0. 000000000000000000
cC int3 ST(5) 40058000000000000000 X87r5 EmpTiy, €4.00000000000000000
cC ints ST(6) 3FFFS000000000000000 X87r6 EmPTy Y, 00000000000000000
cc ints ST(7) 3FFFEDBTOCS7SDF22363 X87r7 EmpTy 1) 40
[ int3
ECC_ ‘::; x87Tagword FFFF
cc int3 X87TW_0 3 (Empty) x87TW_1 3 (Empty)
cc int3 ¥ATTW 2 3 (FmaTv) A7TTW 3 3 (FmoTv
cc int3 Default (stdcall)
= He [1: [esp+4] 00000000 00000000 =
e inta 2: [esp+B] 023B3IBEC nz:n:nEc]"c: \tmpa'\\Autoit3.exe c:\\tmpa\\script.au3”

Autolt.exe being used to run the script.au3 script

Stage 3 — The Autolt script

The executed Autolt script is responsible for constructing a PE file and executing it via the
same DOS header approach. The DOS header shellcode is executed by using a callback
function passed to the EnumWindows API function.

Once we decode the Autolt script, we can see the commands responsible for the loading
process are encoded in hexadecimal. The decoded commands were added as comments in
the screenshot below to demonstrate the mentioned actions:

Autolt script content with the important commands commented

Once the callback function is called, the same loading process occurs and the loader
shellcode transfers the execution to another Delphi binary. The small difference in this case
is that instead of going directly to the DOS header snippet, the callback function first goes to
a kind of gate that would jump to the DOS header:
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» [OODBCF40 |

:IH'DBC:4L -
(] E
. 10
L 31
N 32
L ] 13
™ V8
™ 9
¥ W
L] 0

1

@ |l00DBD314

90
E9 B2020000

E& 00000000

83E8 09

50

05 00800000
FFDO

C3

nop
jmp DBD2FF

dec ebp

pop edx

inc ebp
push edx
€all oep3os
pop eax

sub eax,?
push eax

Add & B OO0

DOS Header snippet transferring the execution to the loader shellcode

Stage 4 — Again a Delphi loader
File type File size Base address Entry point
PE32 = 44.00 KiB 00400000 0040Z2f8c
File info Memory map Disasm Hex Strings Signatures
MIME Visualisation Search Hash Entropy Extractor
FE Export Impaort Resources MET TLS
Sections Time date stamp Size of image Resources
0008 = 1992-06-19 15:22:17 0000b0o00D Manifest
Scan Endianness Mode Architecture
Automatic = LE 32-hit 1386
* PE3Z

Operation systern: Windows(95)[1386, 32-bit, GUI]
Compiler: Borland Delphi(6-7 or 2003)[-]
Linker: Turbo Linker(2.25%, Delphil[GUI132]

Decoded Delphi file overview

VirusTotal

Crverlay

Version

Type

GLUI

L

L |
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33
8BEC
B3 06000000
64 00
64 00
49

~ 75 F9
51
53
B& 937BBlO1
E8 ESF5FFFF
33C0
55
68 907DB10O1
64:FF30
64: 8920
BD55 ES8
B& 01000000
E8 GZE3FFFF
BB45 ES8
BD55 EC
E8 3I7F8FFFF
BB55 EC
B8 BEAZB1lO1
E8 BEESBFFFF
BB15 BBAZE1D1l
B8 AYFDB1lO1l
E8 GAECFFFF
B5CO

+ 75 30
BD45 DC
E& SAFEFFFF
8845 DC
804D EO
BA BBFDB1O1
E8 FGFAFFFF
8845 EO
8D55 E4
E8 F3F7FFFF
8855 E4
B8 BBAZBL1O1
E8 4AEBFFFF
8B15 BBAZBLO1
B8 A7TDEL1O1
E8 26ECFFFF

Stage 4 entrypoint

Like the stage 2 payload, this payload will also look for a specific pattern in a file, but instead

push ebp
mov ebp,esp
mov &cx,6
push 0

push 0

dec ecx

jne 1B17BCE
push ecx
push ebx

mov eax,lBl7B33
Eall 1B171C3
XOr eax,eax
push ebp
push 1B17D390

push dword ptr::
mov dword ptr : [

lea edx,dword ptr
mov eax,l

€all 1B15F5B

mov eax,dword ptr
lea edx,dword ptr
call 1817438

mov edx,dword ptr
mov eax,l1B1AZEB
£all 1B1c49F

mov edx,dword ptr
mov eax,l1B17DAT
£all 1eicssE

test eax,eax

jne 1B17CS55

lea eax,dword ptr
E&11 1B17ACT

mov eax,dword ptr
lea ecx,dword ptr
mov edx;1B17DEB
Eall 1817733

mov eax,dword ptr
lea edx,dword ptr
£all 1B17438

mov edx,dword ptr
mov eax,lBlAZEB
call 1B1649F

mov edx,dword ptr
mov eax,lB1lTDA7
call 1BR1&EBR

[eax]
eax] ,esp
ss:flebp-15]

55:[ebp—15
ss:llebp-14

s:Bebp-141

n

ds:[1B1AZEB]

55:[Jebp-24])
55:Qebp-24
55:ebp-204
:[ebp 20
ebp-1C

ss:febp-1CQ

ds: [1B1A2BB]

1B17DAT " AU3 EADE"

1B817DEB: "au3”

1B17DAT: "AU3 |EADB"

of an external file it searches in the script.au3 script content. It looks for the “AU3!EA06”
string (a known Autolt script signature).

Usually this signature would be in the beginning of the file but in this case there’s another
occurrence in the file. Once this string is found, the first 8 bytes next to the signature will be

collected and saved for usage later:
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00015820 01 RO CE 40 eC CO 2C 3C &0 27 84 BF CS 97 3B FF IEL1R, < #,:.E— ¥
00015630 D1 F5 93 73 AR D8 Cl1 24 Cé E9 04 71 42 8C 92 3E Na“s @ASES.gBE' >
00015640 A4 43 EF AT 87 74 DD 03 A8 CF 44 00 3E ET &1 E& ﬁCiE#t?.”iD.}gai
00015650 23 47 B1 48 81 50 H; 55 33 21 45 41 30 34 T4 43 #GiH. PEUERNNIES-
00015660 46 4D 4C 53 42 44 39 15 03 1F A4 53 42 44 74 1B FMLSBEDS...=S5BDt.
00015670 C5 A5 45 03 47 44 24 45 46 B2 9C 90 42 44 34 43 A¥E.GDSEF<e.BD4C
00015680 5C 4D 4C 53 42 44 74 43 46 4D 4C 53 42 44 74 43 \MLSBDtCFMLSBDtC
00015690 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015eA0 46 4D 4C 52 42 44 CE 53 46 43 53 ET 4B 59 55 FB FHLRBDiSFCSgKhUﬁ
000156B0 47 01 81 72 D2 D4 20 2B 2F 3E 6C 23 30 2B 13 31 G..r00 +/>1#0+.1
000156C0 27 20 &C 3E 37 37 00 €3 24 28 6C 21 37 2R 54 36 ' 1>»>77.c5({1'7*Tk
Q000156D0 28 29 29 21 €2 13 1D 2D 75 T7F 41 59 &6 73 74 43  ())'b..-u.A¥f=tC
00015eEQ 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015eF0 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015700 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015710 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015720 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015730 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015740 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015750 46 4D 4C 53 42 44 T4 43 46 4D 4C 53 42 44 74 43 FMLSBDtCFMLSEDtC
00015760 46 4D 4C 53 42 44 24 06 46 4D 00 52 4A 44 D 1D FMLSBDS.FM.RJDm.

Occurrence of the Autolt signature followed by a 8 bytes key value

The content next to the saved 8 bytes buffer is read and a multi-byte XOR operation is
performed against it using the buffer as a XOR key. The result of this operation is the
DarkGate final payload:

Address !m ASCIT ] Address | Hex

0434547039 19 03 1F|A4 53 42 44(74 1B €5 A5 |45 03 47 44|8...=560T.A¥E,GD 043AAB90 4D 5A 45 52|E8 00 00 00

04345480 24 45 46 B2|9C 90 42 44|34 43 5C 4D 4C 53 42 44| SEF*..BO4C\MLSED 043AABA0 |50 06 00 FF|DO C3 00 0O

04345490|74 43 46 40(4C 53 42 44|74 43 46 4D|4C 53 42 44| TCFMLSBOTCFMLSED 043AABB0| 00 00 00 00 (D0 0O 0O 00

04345440 | 74 43 46 4D|4C 53 42 44|74 43 46 4D 4C 52 42 44 LCFMLSBOTCFMLRED O43AABCO| 00 00 00 00|00 00 00 00

04345480 |CE 53 46 43(53 E7 46 69|35 FA 47 01|81 72 D2 D4| ISFCSgK. UGG, rod 043AASDD|BA 10 00 OE |1IF B4 D3 €O oG
043454C0| 20 2B 2F 3E(6C 23 30 28|13 31 27 20|6C 3E 37 37| +/>1#0+.1° 1577 043AABEQ|S4 GB 69 73|20 70 72 6F[67 72 73| This program mus
04345400 00 63 24 28|6C 21 37 ZA(54 36 28 29 29 21 62 13| .cH(1!7*T6()) b, D43AA8F0|74 20 62 65 (20 72 75 GBE|2 C 7|t be run under w
043454E0|1D 2D 75 7F (41 59 66 73|74 43 46 4D|4C 53 42 44|.-u.AYTSTCFMLSED 043AA900| 69 GE 33 32|00 DA 24 37 o ..
D43454F0 74 43 46 40|40 53 47 44|74 43 46 4D 4C 53 42 44| tCFMLSBDTCFMLSBD 043A4910| 00 00 00 00|00 00 0O 0O

04345500 | 74 43 46 4D (4C 53 42 44|74 43 46 4D|4C 53 42 44| TCFMLSBDTCFMLSED 043AA920|00 00 00 00|00 00 DO 0O
04345510 | 74 43 45 40D (2C 53 47 44|74 43 46 40 4C 53 42 44| ICFMLSBOTCFMLSED 30 00 00 00|00 00 00 00
04345520 | 74 43 46 40 (4C 53 42 44|74 43 46 4D | 4C 53 42 44| TCFMLSBDTCFMLSBD 00 00|00 00 00 00
04345530 | 74 43 46 4D (2C 53 47 44|74 43 46 40 4C 53 42 44| ICFMLSBDTCFMLSED )0 00 00 (00 00 00 00
04345540 | 74 43 46 4D (4C 53 42 44|74 43 46 4D|4C 53 42 44| tCFMLSBOTCFMLSBD 00 00|00 00 00 00
04345550 | 74 43 46 4D (4C 53 42 44|74 43 46 4D 4C 53 42 44| LCFMLSBOTCFMLSED
04345560 | 74 43 46 4D (40 53 42 44|74 43 46 4D|4C 53 42 44| TCFMLSBDTCFMLSBD
0434557024 06 46 40 (00 52 44 44 |ED 1D 04 &7 4C 53 42 44| £.FM.RID®. . QLSED
04345580 |74 43 46 4D |AC 53 CC C5|7F 42 44 54|4C 51 47 44| tCFM=5SIA. BDTLOGD

Multi-byte operation resulting in the final Darkgate payload
During the investigation we observed different XOR keys used for different payloads. The
following is a list of some of the obtained keys:

00 00 00|00 00 DO 0O
)0 00 00 00|00 00 DO 00
00 00|4C 01 D8 00
00 0O0(EQO 00 BE 81|08 01 02 19

D43AA340| 00 0

SHA256 XOR key
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SHA256 XOR key
1fb6b8bed3a67ee4225f852c3d90fd2b629f2541ab431b4bd4d9d9f5bbd2c4b7 vJDADbKIz
ELKMtLfA
567d828dab1022eda84f90592d6d95e331e0f2696e79ed7d86ddc095bb2efdc8
99f25de5cc5614f4efd967db0dae50f20e2acbae9e98920aff3d98638b9ca1f1
de3f49e68c45db2f31d1cc1d10ff09f8cfce302b92a1f5361¢c8f34c3d78544e5
68952e8¢c311d1573b62d02c60a189e8c248530d4584eef1c7f0ff5ee20d730ab RmDbBDsf
d4e766f81e567039c44ccca90ef192a7f063c1783224ee4be3e3d7786980e236  xfNwSUCI

5e94aa172460e74293db106a98327778ae2d32c6ce6592857a1ec0c581543572 tCFMLSBD

Exactly like the other stages, the execution flow will be transferred to the decoded file DOS
header which will call the loader shellcode entry, and then the shellcode will call the

DarkGate payload entry point:

045 30E38

04530B2E
04530B40
04530842
04530B44
04530B45
04530847
04530B4C
04530B51
04530B532
04530B54
04530B59
04530B5C
04530B5F
04530B64
04530B69
04530B6E
04530B73
04530
045 3( E
04530BT7A
04530B7F
04530B84
04530B87
045 30B8C
045 30BEF
04530B94
04530B99

045 30B9E

C OBASB
045 30BAD
045 30BAF
04530BEL
04530BEE
04530BES
045 30BBD
04530BCO
04530BC3
04530BCE
04530BCE
045 30BDO

EE

BBEC

E9 0DOOOO0DD
6A 00

6A 0O

49

75 F9

B3 50075304
E8 D35CFBFF
33C0

EE

68 0ADFE3I04
64:FF30
64:89320

E8 7C31FFFF
ES8 9720FFFF
ES Z00FE5304
E8 3D40FFFF
B4C0

74 0D

B3CA FF

ES Z00FE5304
E8 E479FFFF
8045 EC

E8 BCCAFEFF
EB4L EC

BA ZCOFS304
ES3 4B3CFBFF
75 1D

Al FCGe45304
Celd 0L

B8 4C0OF5304
ES3 1B3BFFFF
84C0D

75 OF

ES8 2220FFFF
EE 0B

Al FCG645304
Ce00D 00
845 EB

ES8 SOCAFEFF
EB45 EEB

BA &0O0OFS3I04
E8 OF3CFBFF

push ebp

mov ebp,esp

mowv ecx,D

push 0

push 0

dec ecx

jne 4530B40

mov eax,4530750

call 44E6524

HOF £2ax,eax

push ebp

push 4530F0A4

push dword ptr : [eax]

mov dword ptr : [eax] ,esp
call 4523CEOQ

call 4s5z2z2co0

mov edx,4530F20

call 4524BBO

test al,al

je 4530B84

or edx,FFFFFFFF

mov edx,4530F20

call 45285658

Tea eax,dword ptr ss:|[ebp-14]
call 451D&15

mov eax,dword ptr ss:|Jebp-14]
mov edx, 45 30F3C

call 44E47E4

jne 4530BBS8

mov eax,dword ptr ds: [45364FC]
mov byte ptr ds:[eax],1l

mov edx,4530F4C

call 4524605

test al,al

jne 4530BCO

call 4523BDS

jmp 4530BCO

mov eax,dword ptr ds: [45364FC]
mov byte ptr ds:[eax],0

Tea eax,dword ptr ss:|lebp-15]
call 451D&18

mov eax,dword ptr ss:[[ebp-15]
mov edx, 45 30F&0

DarkGate final payload entrypoint
The following is an example of the configuration extracted from the DarkGate payload:

4530F20:

4530F20:

[ebp-14]:

[ebp-14
4530F3C

4530F4C:

4530F 60

"c:\M\darkgatedebugg”

"c:\M\darkgatedebugg”
wpE

1:"PE"

"SYSTEM™
"cihh\temph i ssy”

:"safeMode”
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g=2351
1=Yes
2=Yes
3=Yes
5=Yes

4=35

&=Yes
8=Yes
7=60080
9=Yes
18=txtMut
11=Yes
12=No
13=No

14=4
156=MImlcsfyPCPETh
1é6=4
17=Yes
18=Yes
19=No
21=evcogl?2
22=8PB0
23=user_B712344672
24=No

26=4
26=Yes
27=No
28=No
29=Yes
28=Yes

In order to facilitate the final DarkGate payload extraction Netskope Threat Labs created a
script to automate this process.

DarkGate configuration example

Netskope Detection

* Netskope Threat Protection
o Win32.Trojan.TurtleLoader
o Win32.Trojan.DarkGate
* Netskope Advanced Threat Protection provides proactive coverage against this threat.
o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using static
analysis
o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our
cloud sandbox

Conclusions

Although DarkGate is a threat created years ago it has been very active recently. Several
campaigns involving different delivery and loading methods have been used, as well as new
malware features being added, which requires a lot of action from the security community.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/blob/main/Malware/DarkGate/Scripts/extract_darkgate_payload.py

Netskope Threat Labs will continue to track how the DarkGate malware evolves and its TTP.

I0OCs

All the 10Cs related to this campaign, scripts, and the Yara rules can be found in our GitHub
repository.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Malware/DarkGate

