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Hacker View Tool: Users Help
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1.59 MB

NT AU..\OCAL SERVICE

Hest Process for Windows Ser

B svchost.exe 5896
B swchost.exe 6904 578 MB NT AUTHORITN\SYSTEM Host Process for Windows Ser...
B svchost.exe 6740 143 ME NT AU.MOCAL SERVICE Host Process for Windows Ser
B swchost.exe 59492 768 ME NT AUTHORITY\SYSTEM Host Process for Windows Ser..
B lsass.exe 668 5.29 ME NT AUTHORITY\SYSTEM  Local Security Authority Process
¥ fontdrvhost.exe 792 129 ME Font Driver Host\UMFD-t Usermode Font Driver Host
B CSrSs.exe 528 030 528 B/fs 219 MB NT AUTHORITN\SYSTEM Client Server Runtime Process
w 1 winlogon.exe 616 248 MB NT AUTHORIT\SYSTEM Windows Logon Application
® fontdrvhost.exe ] 10.38 MB Font Driver Host\UMFD- Usermode Font Driver Host
n dwm.exe 276 4.28 34417 ME Window Manager\DWM- Desktop Window Manager
1 MicrosoftEdgelpdate exe 4596 1.9 MB NT AUTHORITY\SYSTEM Microsoft Edge Update
1) GooglelUpdate.exe 1080 224 ME NT AUTHORITN\SYSTEM Google Installer
W explorer.exe 4428 040 128.59 MB DESKTOP-TLPNIG\Lenny Windows Explorer
,:. vmitoolsd.exe 5292 0.15 684 Bfs 39,06 ME DESKTOP-TLPNUG\Lenny Viware Tools Core Service
uF‘F-hoar exe 6328 0.03 64.91 MB DESKTOP-TLPNUG\Lenmy
~ [l omd.exe 7344 368 ME DESKTOP-TLPNIUMG\Lenny Windows Command Processor
W conhostexe 8568 238 MB DESKTOP-TLPNUG\Lenny Console Window Host
'™ ProcessHacker.exe 4260 172 22.32 ME DESKTOP-TLPNUG\Lenny Process Hacker
u die.exe 5688 29.87 ME DESKTOP-TLPNUG\Lenmy
W dnSpy.exe 7140 432.85MB DESKTOP-TLPNUG\Lenny dnSpy
3 dnse: BER0 837 A3 ME_DESKIOR.TIBNMUGH anmee _dnSe
‘| B aspnet_compiler.ece 1608 16.56 MB DESKTOP-TLPNUG\Lenmy aspnet_compiler.exe [ =
CPU Usage: 21.27% Physical memony: 3.28 GE (33.56%) Processes: 128

Unpacking malware can be a tedious task. Often involving intensive static analysis and in-
depth knowledge of debugging.

In this post, I'll demonstrate an easy method that can be used to unpack files that ultimately
load a .NET based malware.

This method primarily involves running the file and monitoring for process executions using
Process Hacker. Upon execution, Process Hacker can be used to observe any .NET files
loaded into memory. If a file is identified, it can then be obtained using Dnspy.

Link to the File
Sha256: 05c2195aa671d62b3b47ff42630db25f39453375de9cffa92fc4a67fa5b6493b

Malware Bazaar
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https://embee-research.ghost.io/unpacking-net-malware-with-process-hacker/
https://bazaar.abuse.ch/sample/05c2195aa671d62b3b47ff42630db25f39453375de9cffa92fc4a67fa5b6493b/?ref=embee-research.ghost.io

Analysis

| will begin analysis by saving the file into my virtual machine and unzipping it with the
password infected.

After unzipping, | will also create a copy of the file with a shorter filename.

Name Date modified

w8 05ceexe

wH 05c2195aa671d62b3b47f42630db25f394533...

| will also perform a basic initial assessment using Detect-it-easy.

Initial Assessment with Detect-it-easy

My primary goal here is to review the entropy graph. Here | can determine if there are any
high-entropy areas large enough to store a file.

In this case, there is such an area (as seen in below screenshot). This area suggests that the
file could be a loader (as it contains a possible encrypted payload).
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& entropy - O X

Type Total Status Offset
PE32 6.50303 packed 00000000 0008800

Entropy Bytes
Regions
Offset Size Entropy Status
PE Header 00000000 00000200 2.85302 not packed
Section(0)[".text'] 00000200 00064e00 6.90587 packed
Section(1)["rsrc’] 00065000 0002a600 4.50610 not packed
Section(2)[".reloc'] 0008600 00000200 0.10473 not packed

100,000 200,000 300,000 400,000 500,000 600,000

‘ Save

Close

Initial Assessment With DnSpy

Before attempting to unpack the file, | will also open it within DnSpy.

This is to make sure that the file is not already unpacked. In my initial assessment, | didn't
see any functionality that suggested the file was already unpacked.
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Observing Unpacked Content With Process Hacker

At this point, | want to run the file and attempt to let it unpack itself.

This can be achieved by running the file for a few seconds, and observing the process as
well as any new processes that are spawned.

After a few seconds have passed, we can go ahead and view the process to see if any new
.NET modules have been loaded.

Running the file for a few seconds, we can see that it spawns aspnet_compiler.exe. Thisis
suspicious and something we can hone in on.
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W' dndpy.exe 114U 332714 MB DESKIUP-ILFNUG\Lenny dndpy

v [ 05c.exe 6784 12.82 MB DESKTOP-TLPNIIG\Lenny utilityyy
"B aspnet_compiler.exe 1608 16.53 MB DESKTOP-TLPNIJG\Lenny aspnet_compiler.exe
£ ExpressVPNNotificationServi... 5632 0.08 68 B/s 41.3 MB DESKTOP-TLPNUG\Lenny ExpressVPN
v P javaw.exe 8972 1.21 1.39 GB DESKTOP-TLPNIJG\Lenny Open)DK Platform binary

We can also observe that after the new process is spawned, the original process 05c.exe
exits a few seconds later.

This is an indicator that any suspicious or unpacked content is likely contained within
aspnet_compiler.exe.

Mdie.exe 5688 6.74 30.76 MB DESKTOP-TLPNUG\Lenny
& dnSpy.exe 7140 328.91 MB DESKTOP-TLPNUG\Lenny dnSpy
£ ExpressVPNNotificationServi... 5632 0.02 41.43 MB DESKTOP-TLPNIJG\Lenny ExpressVPN
[m] aspnet_compiler.exe 1608 16.53 MB DESKTOP-TLPNIJG\Lenny aspnet_compiler.exe

CPU Usage: 66.22%  Physical memory: 3.08 GB (31.56%) Processes: 130

Identifying Unpacked .NET Files Using Process Hacker

With the suspicious aspnet_compiler.exe identified, we can go ahead and inspect it using
Process Hacker.

We can do this by double clicking on the process name, or right-clicking and selecting
"Properties".

This will open a window like the following. There are two main points here.

e .NET Assemblies tab - This shows us that some kind of .NET module is loaded into the
process.

e Image Type - 32bit - The process is 32-bit, this tells us that any future debugging will
require a 32-bit debugger (eg Dnspy x86)

e (verified) Microsoft Corporation - This is likely a legitimate process that has been
hijacked.
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aspnet_compiler.exe (1608) Properties — O X

General Statistics Performance Threads Token Modules Memory Environment Handlej .NET assemblies .NET performance [GPU  Disk and Network Comment

File

i —_ aspnet_compiler.exe

(Verified) Microsoft Corporation
1 Version: 4.8.4084.0

| Image file name:

| C:\Windows\Microsoft. NET\Framework\v4.0.30319\aspnet_compiler.exe ‘ Q=
|

| Process

I Command line: I "C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_compiler.exe" ‘ @

Current directory: | C:\Users\Lenny\Desktop\malware\asyncrat_exe\

Started: | 3 minutes and 44 seconds ago (11:35:34 PM 29/10/2023)

PEB address: [ 0x248000 (32-bit: 0x249000) i‘ Image type: 32-bit |
Parent: | Non-existent process (6784) > ‘
Mitigation policies: I None ‘ Details

Protection: None Terminate

Close

Inspecting Loaded .NET Modules With Process Hacker

We can go ahead an inspect any loaded modules with the .NET assemblies tab.

This will list any loaded .NET modules within the current process. As well as information for
each module. We want to look for loaded modules that look out of place, or different to the
others.

In this case, there is a loaded module named vik that doesn't look right. It has a completely
different style of name to the other modules, and doesn't have a corresponding native image
path (like all the other modules)

] aspnet_compiler.exe (1608) Properties - o x

i General Statistics Performance Threads Token Modules Memory Environment Handle{ NET assemblies .NET performance l;pu Disk and Network Comment

Structure ID Flags Path Native image path

i v CLR v4.0.30319.0 7 CONCURRENT_GC, ... "C: licrosoft.NET\F .0.30319\aspnet_compil...

i v AppDomain: aspnet_compiler.exe 4877096 Default, Executable

i System 5107120 Native C:\Wi icrosoft. \GAC_MSIL \v4.0_4.0.0.... C:\Wi i . v4.0.30319_32\System\0438d. 361cbS2132a 0

| System.Configuration 5156384 Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Configurati... C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\e810bbcof175c44f397ae73e0d65(
System.Core 5112984 Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Core\v4.0_... C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\730b7e73cff4783eef80579ff09ef33\Systen

[ System.Xml 5211128 Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Xml\v4.0_4... C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\2: 1e8f194f21fddl \Sy

i vik 5092192 C:\Wi icrosoft.NET\F .0.30319\aspnet_compile...

i v AppDomatn; SharedDomain 19479... Shared

i mscorlib 5061960 D , Native ~ C:\Wil icrosoft. \GAC_32\mscorlib\v4.0_4.0.0.... C:\Windows\assen\bly\NativeImages_v4.0.30319_32\mscorlib\faf93f57aa8c4cSdddd9cd0de441d5a1\mscorlib

i

i

This module is suspicious and
may contain malware.

The "vik" module does not have a
corresponding image path.

Close
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If we look closer, we can also see that the "regular” path is that of aspnet_compiler.exe.

This is suspicious, why would aspnet_compiler be named vik?

[ aspnet_compiler.exe (1608) Properties

! Structure ID Flags

System.Core 5112984 Native
5 W 5211128 Native

j General Statistics Performance Threads Token Modules Memory Environment Handles -NET assemblies .NET performance GPU  Disk and Network Comment

Path

Native image path

v CLR v4.0.30319.0 7 CONCURRENT_GC, ... "C:\Wi icrosoft.NET\F 4.0.30319\aspnet_compiler.exe”
v AppDomain: aspnet_compiler.exe 4877096 Default, Executable
System 5107120 Native C:\Wi icrosoft.Net \GAC_MSIL \v4.0_4.0.0.0__b77a5c56 \Sys...
System.Configuration 5156384 Native C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Configuration\v4.0_4.0.0.0__b03f5f7f1...

5092192 C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_compiler.exe
AppUGHTIN: SiaredDomain 19479... Shared
mscorlib 5061960 D Native  C:\Wi icrosoft.Net\assembly\GAC_32\mscorlib\v4.0_4.0.0.0__b77a5c561934e089\msc...

Why would aspnet_compiler be named "vik"?

Verifying Suspicious .NET Modules Using DnSpy

C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Core\v4.0_4.0.0.0__b77a5c561934e08...
SAWis i 15¢561934€08...

C:\wi i _v4.0.30319_32\System\0438d3cafb68664bS
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\e810b
C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\730b7e73cff47,
C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\229b90c088eal

C:\Wis i _v4.0.30319_32\mscorlib\f '57aa8c4c5dd

Now that we have identified a suspicious module, we can go ahead and obtain it using

DnSpy.

To obtain the file, we can open up Dnspy (32-bit) and attach to the aspnet _compiler.exe

process.

This will allow us to inspect the loaded modules and view their corresponding source code.

Attaching Dnspy To a .NET Process

We can attach to aspnet_compiler.exe using Debug -> Attach To Process ->

Aspnet_compiler.exe
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ul

File Edit View Debug Window Help

Windows _
Assembly Explorer 1.Runtimg
P Start Debugging... F5

System.Private
System.Private
System.Ling (6 .#  Attach to Process... Ctrl+Alt+P
System.Private :
i Attach to Process (Unity)...
System.Xaml (f

WindowsBase
PresentationCc 2@ pelete All Breakpoints Ctrl+Shift+F9
PresentationFr S S

dnlib (3.6.0.0) Disable All Breakpoints

dnSpy (6.4.0.0 Options...

System.Runtime (b.U.U.U)

Microsoftt.VisualBasic (10.0.0.0)

mscorlib (4.0.0.0)

p
p
p
P
P
P
P
P
p
b
p
p
p

0y Gy Oy By 0y Oy Oy Oy Oy By Oy Oy Oy

Process ID Title  Type Architecture ~ Filename

1608 CLR v4.0.30319 x86 C\Windows\Microsoft.NET\Framework\v4.0.30319\

4

Refresh  Use 64-bit dnSpy to attach to 64-bit processes Attach Cancel

With the process attaichd, Wenw ant to inspect any loaded modules.

We can do this by opening a "Modules" tab, using Debug -> Windows -> Modules.




a
File Edit View Debug Window Help ¢ : -
Windows Breakpoints Ctrl+Alt+B

Assembly Explorer

System.Private P Start Debugging... Module Breakpoints

System.Private n~  Exception Settings Ctrl+Alt+E
System.Ling (6 Output
System.Private
System.Xaml ( Break All Ctrl+Alt+Break Watch

WindowsBase Stop Debugging Shift+F5 Autos Ctrl+Alt+V, A
PresentationCc ¢ petach All Locals Alt+4
PresentationFr

dnlib (3.6.0.0) Terminate Al Call Stack Ctrl+Alt+C

dnSpy (6.4.0.0 J Threads Cirl+Ali+H

System.Runtin & Attach to Process... Ctrl+Alt+P =] Modules Ctrl+Alt+U

Microsoft.Visu
§ Attach to Process (Unity)...

mscorlib (4.0.C

vyvyvVv vvvvvVv'<vVv vV«
0y Oy 0 Oy Oy Oy 3y Oy 0y Oy 3y 3y

Processes Ctri+Alt+7

Memory

.I0.Enumeration;
.Net;
Delete All Breakpoints Ctrl+Shift+F9 : Numer‘lc?;
.Reflection;
.Resources;
Options... -Runtime;
.Runtime.Compiler§
.Runtime.Constrai
With the new Modules tab, we can list the same loaded modules that were observed with

Process Hacker.

Disable All Breakpoints

Interestingly, there is no vik module, but there is an aspnet_compiler.exe module that we
know was associated with vik.

100% ~

Modules v X

Process All - £  search (2

Name Optimized Dynamic | InMemory = Order Version Timestamp Address Process AppDomain Path
Yes No No 1 4.8.4645.0 built by: NETASRELILAST B 6/18/2023 1:54:24 PM
No No 2 4840840 built by: NETASREL1 11/24/2019 12:24:33 AM
No No 3 4.84650.0 built by: NETASRELILAST C  6/21/2023 3:22:50 PM
No No 4.8.4644.0 built by: NETABRELILAST B 5/3/2023 7:35:14 PM
No No 5 4.8.4190.0 built by: NETASRELILAST B 6/4/2020 8:49:48 PM
No No 6 4840840 built by: NETA8REL1 11/24/2019 12:24:14 AM  70900000-71075000

8000 [0x648 4 C\Windows\MicrosoftNet\as:
0x6: ! .exe C\Windows\Microsoft NET\Fri
0x6: [ C\Windows\MicrosoftNet\as:
0x6: Ul .exe C\Windows\Microsoft Net\as
0x6: Q] C\Windows\Microsoft Net\as:

648 [ .exe C\Windows\MicrosoftNet\as

EEREgR

[
[
[
[
[
[

X
X

By clicking on aspnet_compiler.exe, and selecting "Go To Module", we can view the
module contents and corresponding decompiled code.




Copy Ctrl+C
Select All Ctrl+A

Go To Module Enter

Open All Modules

Open Module from Memory

Show in Memory Window
Hexadecimal Display

Open Containing Folder

Copy Filename

Save Module...

However, this will open the original aspnet_compiler.exe file from disk and not from within
memory.

Hence, the "real" file will be loaded and we won't see anything suspicious.
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P =B Type References
P =-B References
D> M Resources
4 {} -
b %, <Module> @02000001

b "L',’,' <Priva nplementationDetails> @02000007
b %, @02000004
b %, @02000002
b %, @02000003
4 {} System.Web.Compilation
b %, CompilerResources @02000006
b %, Precompiler @02000005

Instead, we can go back and re-open the file from memory.

Copy Ctrl+C
Select All Ctrl+A

Go To Module Enter

Open All Modules
Open Module from Memory

Show in Memory Window
Hexadecimal Display

Open Containing Folder

Copy Filename

Save Module...




With the file opened "from memory", we can obtain the real suspicious content. Which has
likely been used to overwrite the original file in memory.

Here we can see the vik module loaded into DnSpy.

P =B Type References
P =B References

> {}

P {} Client

P {} Client.Algorithm

P {} Client.Connection

P {} Client.Handle Packet

P {} Client.Helper

> {} ClientInstall

P {} MessagePacklLib.MessagePack

Jumping to the Entry Point of .NET Malware

To inspect the vik file more closely, we can righ-click on vik and select "Go To Entry Point".

This will take us to the beginning of the code. Which very closely resembles that of Asyncrat.
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System;
System.Threading;
Client.Connection;
Client.Helper;
Client.Install;

Client

(1000);

0% ~
Aodules

Clicking on the settings.InitializeSettings() method, we can see where the
configuration values are decrypted and loaded into the file.

result;

result = false;

result;

Identifying the Malware With Google

If you haven't seen Asyncrat before, you could instead take some of the values in the
"unpacked" sample and google them.

If the malware is known and there are existing reports, you will likely encounter reports that
will suggest which family the malware belongs to.

You may have to experiment with which values to google, some return better results than

others. Below we can see Asyncrat comes up straight away when googling
Settings.InitializeSettings Malware
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Settings.InitializeSettings malware
Images Videos News Shopping Books Maps Flights Finance

About 1,360 results (0.40 seconds)

Did you mean: Settings.Initialize Settings malware

Qualys Security Blog
https://blog.qualys.com » 2022/08/16 » asyncrat-c2-fr...

AsyncRAT C2 Framework: Overview, Technical Analysis ...
16 Aug 2022 — Initialize Settings Function. The Initialize Settings function enables all
hardcoded ... malware[.] com. Version, 1.5. Install, False. MTX (Mutex) ...

People also ask

What is AsyncRAT malware?

What is the use of AsyncRAT? v

Feedback

@ Huntress
https://www.huntress.com » blog » snakes-on-a-domai...

Snakes on a Domain: An Analysis of a Python Malware ...

17 Aug 2021 — Given its simplicity and stealth, it's a common place that attackers will place
malware and malicious files that they want to stick around.

Verifying With a Sandbox

With an unpacked module now obtained, you can use DnSpy to save the file for additional
analysis.

From here, you can submit the unpacked file to a sandbox or scan it against a set of Yara
rules. This is useful if the strings/functions within the file are obfuscated or you aren't able to
obtain a good result from google.

This will save the file from memory, so you don't have to worry about saving the
"wrong" file
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https://github.com/embee-research/Yara-detection-rules?ref=embee-research.ghost.io

Copy
Select All Ctrl+A

Go To Module Enter

Open All Modules

Open Module from Memory

& Show in Memory Window

Viodules

Hexadecimal Displa
Process All play

Open Containing Folder

Copy Filename

Save Module...

Submitting the File To Hatching Triage

After saving, you can submit the file to an online sandbox like Hatching Triage.

Hatching Triage is correctly able to identify the file as Asyncrat and extract the associated
configuration values.
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https://tria.ge/?ref=embee-research.ghost.io

Submission

Target Score
aspnet_async.zip m

Filesize /10
22.1kB
Submitted

30-10-2023 07:13 I

Password
infected

ASYNCRAT DEFAULT RAT

£3 Malware Config A~
Extracted
Family asyncrat m
Version 0.5.7B E
Botnet Default m
c2 84.54.50.31:8877 m
Mutex AsyncMutex_6SI80kPnk m
Attributes delay

3

install

false

install_folder

%AppData%
aes.plain 1 5niBLIOHbtkQFdxNsPVEa9NAg1UaWTcB

Submitting the File to Unpacme

Another option which is effective and significantly cheaper for researchers, is Unpacme.

Unpacme is correctly able to identify the file as Asyncrat and extract all configuration values.
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https://www.unpac.me/?ref=embee-research.ghost.io

Results

Hunto @

Enable search links.

Submitted Sample Status
30/10/2023 e64cd2a7ce815e4bd86d1348e21dc7823404ce1e4965e3¢8032f5c3aa0c59018 Not Packed
16:14:34 Q aspnet_async.bin
zipped
¢E Insights -
Classification Malicious
Packer Not Packed
Threat Type RAT

Malware 8 AsyncRAT

Yara Matches O QIS O
Q D

References Qualys 3 AsyncRAT C2 Framework: Overview, Technical Analysis & Detection

Hack Sydney: Michael Elford (5 AsyncRAT: Analysing the Three Stages of Execution

Malpedia (5 Asyncrat

Malware Config (AsyncRAT Config - Null Extension Param)

Malware Configuration: AsyncRAT Confi ull Extension Param

Extractor Metadata

Config Data

Extractor static_asyncrat (9)
Rule Match AsyncRAT (4)
Run Date 30/10/2023 16:14:40 UTC

Command and Control (C2)

ip 84.54.50.31:8877

Conclusion

Ports
Hosts
Version
Version
Key
Mutex

Certificate

8877

84.54.50.31

0.5.7B

false
356e69304c49414862746b514664784e7350564561394e416731556157546342
AsyncMutex_6SI80kPnk

MIIE8jCCAtqgAWIBAZIQAMuUITIx+0pgDgdtz4XxeRzANBgkghkiGOwWOBAQOFADAaMRgWFgYDVQQDDA9BC31uY
1JBVCBTZXJ2ZXIWIBCNMIMwNJESMDULOTI4WhgPOTk50TEYMZEyMzUSNT1aMBoxGDAWBENVBAMMDOF zeW5jUk
FUIFN1lcnZlcjCCAiIwDQYIKoZIhvcNAQEBBQADEgIPADCCAZOCEEIBATIX38qxwSKEba8obgYG8WXFtXn18Lvm
kemmfTtRfaSh1ZZumz+X2rcZ8rLvPVDXOVUU@ZS6/1xf3CNe9YBUz79AsOxgcmjKFAKamiTUnaBhoz78z0GAp
s3T71b7/GyIbINOQTVcPY7zgXIDt IfOP91DSTDXTdi0xdhU9XUF1G11v7zqeldQjOkTE3K3yzbt ToTBVAOEAL
qu8wDBAT/CKt4X3q6IjcgSeaVes8nurYLCIahPSE3aTg4qempsBSaG2yWASX11VW1SiTIS1kgBI4UUZh3 rHSY
vmjYd2zpGq+5PLTZhve3MbS59Q/WradQixcgnl/Dgxv/ZUasS7y16z75tDOT3AUzaYX146BrBWUDifkbIR5tRD
y/@EP/01IMXXmWffSVC/WD1lygCmpIHLeTLVIY6L17BqvbB@YERX6N1vB2s@zGXHpIH+0F5/HCtPoe5T 3daAnckK
QWtRVhxZ4nZE12fkWir281zhOst1XcnVnTBkV/Gv3uoy6K/kbAjrh9EQXzuf+htjtbngHtcRgfYQ5xaLTEL8X
SoTbtHHFNV3mZRXXRz3WNOrXT45V+AJ 1E/ ctUibS1+DA1v/1d8D01oPGxpzK6ghWMKWAUI6CoUeY 1y XHVGXX 8
W8zNzYZHpB3c+3d1naEwnkbSxIXpaG7180hieqZA7qANEYV7TB5WSQNPZDAEMBAAGIMIAWMBOGALUdDEQWBBT
qmZ1niC6t3HtQV7msIvV+f3x5gDAPBgNVHRMBAFSEBTADAQH/MABGCSqGSIb3DQEBDQUAA4ICAQAGLcZK7RIk
Bf1r5VfHMzyyYt5ZILFSeWMZ3y76MoMgNGNuxsMaZRmnYHQUOV1bA3/8k78kE4hCQ14D7UTO/GsThBmMWAUZUG
3yZNBUIW3X/x1jJayInzNA6AMsD1bGyNzDGt+r8IMGvXTgXQFmKKQStISYyLYNT+ezcsX5FXZi2FJoyyVd3cjp
HU3PWDORL1Rd3I6PRnUrUr JEZ04a0GTHUYLB1+a10szyKAS1WYM3R+FBHX9c083pKqD+FLNLkg/iPi42rSkoV
HpVdG30S73biA0BTIZNEPHO328FN1EKemRXXL+UH/UTbYmhU1h737GPOj4bE§10ZIRKkvBnUdX1CBONN+33/h
0Syn5niVTUKLBUP1WYmKWs+Zqrru9QIhl/pjyA2dITjFVNJmI15PP+uoAwo@R1WLMma3BHiKODWtGOIFkg29rB
eJM1ZTFIrkn/A76+LirTPoZKbtS1IS1kvAyEHgz TPEBQffhPt1Wswewo1n/f25P7wlzLkIIirdilGtSgqs/t
7iNuuKnHONHo@a3hAfkIOT8GpgEXVVOCWP6S /3hs5j5D9CWALor1AGLIXPVVQONSFA54wWTXFQt2NIGIroOL 1
Ulv5pijkYWI6fgvML3QbsNS+avxyDOK1JombkZXHnzlaolap4XPa69F5WbwIx9DCAdEQShV8jGI211w==

In this post, we performed some basic analysis of an Asyncrat loader, and utilised Process
Hacker to identify an unpacked payload. We then used Dnspy to obtain the unpacked
malware and identify it as Asyncrat.
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