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[ win_redlineyar E3 |

TLDR - Bytecodes on Config Methods/Functions can be turned into

Yara rules by wildcarding operands and keeping opcodes.

Windows (CRLF)  UTF-8 N

In this blog, | will show a relatively quick and easy process that can be applied to manually
generate yara rules for dotnet based malware.

This process will cover the process of locating a configuration loading function (generally the
same in structure across samples) and generalising the associated bytecodes to produce a
yara rule.

This process can be generalized across many malware families that are based on the
.NET/C# language.

Note that this style of yara rules are not necessarily efficient, but they are effective if
performance constraints are not a major concern. You can (should) adjust the rule with
additional filtering if performance is a concern.

Performing a RetroHunt - this rule matched on

* 119 Confirmed Redline matches
» 487 Unconfirmed matches, an initial review suggests they are redline.

All matched hashes are available at the end of this page. You can pick any of the matching
hashes if you wish to follow along with the blog.

TLDR/Summary
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To quickly produce a yara rule for .NET based malware.
- Locate the Configuration function

- Switch from C# to IL view to view opcodes/bytecodes
- Copy out raw code into text editor.

- Keep OpCodes, Wildcard on Operands

- Copy bytes into a yara rule

- Test Yara rule against malware repo.

@y = e 9 e e —_ g o e v n e g —

= win_redline.yar E3

rule win_redline
{
meta:
author = "Matthew @ Embee_Research"
created = "2023/08/27"
description = "Configuration related bytecodes in redline .net
681884509 files"
sha 256 =
"0cc3a0f8b48ef8d8562b9cdf9cTcfe7f63fafd43abac6dc6973dc8bf13b6c88ct™

strings:

$sl = { 20 22 22 22 22 2B00 28 22 22 22 22 80 22 22 22 22 20 22 2?
2?2 22 2B00 28 22 22 22 22 80 22 22 22 22 72 22 22 22 22 80 22 22 2?
2

22 20 22 22 22 22 2B00 28 22 22 22 22 80 22 22 22 22 2A }

$s32 = "mscoree.dll™
condition:
$sl and $s2

1481068872

10 ‘<Module>':

TLDR - Bytecodes on Config Methods/Functions can be turned into
Yara rules by wildcarding operands and keeping opcodes.

Windows (CRLF)  UTF-8 IN

Analysis

| will be using the file
Occ3a0f8h48ef8d8562b9cdf9c7cfe7f63faf43a5ac6dc6973dc8bf13b6c88cTt.

Initial analysis of the file suggests that it is .NET based and obfuscated using the confuser
protector. This suggests that DnSpy will be the most appropriate tool (.NET) and that the
associated code may be obfuscated (Confuser)
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Detect It Easy v3.01 B J <

File name

C:\Users\Lenny\Desktop\redline 10 samples\Occ3a0f8b48ef8d8562b9cdfoc7cfe7f63faf43a5ac6dc6973dc8bf13b6c88cf =

File type Entry point Base address MIME
PE32 0044d38e > Disasm 00400000 Memory map _—
as

] . e
PE Import | Resources .NET I

Strings
Sections TimeDateStamp SizeOfImage Resources

prm— T Entropy
0003 > 2057-03-04 15:51:14 0005a000

Hex
Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

protector Confuser(1.X)[-]
library .NET(v4.0.30319)[-]
linker Microsoft Linker(48.0)[GUI32]

Options
Signatures D Deep scan About

443 msec Exit

Initial analysis of the Entropy Graph shows no areas of high entropy. This suggests that the
file is likely a final payload and not a loader/packer with an embedded file.

The lack of entropy suggests that the file may be a "final payload" and a good target for a
yara rule designed to find additional samples.

Areas of high entropy suggest the file is a loader/packer, which are generally not good
targets for yara rules designed to find additional payloads.
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B8 entropy - O X

Type Total Status Offset
PE32 6.15054 not packed 00000000 0004b600

Entropy Bytes
Regions
Offset Size Entropy Status
PE Header 00000000 00000200 2.75589 not packed
Section(0)['.text'] 00000200 0004b400 6.15422 not packed
Section(1)[".rsrc'] 0004b600 00009c00 0.00000 not packed
Section(2)['.reloc'] 00055200 00000200 0.00000 not packed

50,000 100,000 150,000 200,000 250,000 300,000 350,000

‘ Save

Close

Initial DnSpy Analysis

Since the file is .NET based, we can use Dnspy to analyse the file and obtain decompiled
code.

The first part of the file (ignoring constructors/.cctor) is this.
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System;
System.Windows

()

MainFrm());

By clicking on the mainFrm() class, we're presented with the following code. Immediately
visible are two values Arguments.IP and Arguments.Key.

This can indicate the location of the configuration values within the file.

MainFrm : Form

\ainFrm()

MainFrm.

AuthApi authApi = AuthApi();
flag =
(!flag)

( text 3 (

(authApi.Ip4d(text) && authApi.Igi())
{

flag =

3

ct18 msobject =
(msobject == )

Clicking on either value presents the following configuration related code. Noting the
presence of IP, ID , Key etc.

The associated methods to initialize those values are obfuscated, but this is not necessarily

an issue if the intention is to create yara rules for similarly obfuscated malware of an identical
family.
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Arguments X

>(681884509) ;

g>(-617540947) ;

Although configuration values will vary between samples, the configuration related method
(seen above) will often remain static and largely unchanged. This presents a detection
opportunity that we can use for yara rules.

To develop a rule, we must switch the intermediate language (IL) view. This will show us the
raw IL instructions as well as their associated bytecodes which are present in the raw binary
file.

Help | @

Arguments X

Intermediate Language (IL) view and raw bytecodes.

The raw bytecodes are a good candidate for a yara rule.

681884509

With the goal of developing a Yara rule, we can copy out the entire section highlighted below.
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681884509

-617540947

1481068872

This should result in the following view within a text editor. Any text editor will do but
notepad++ is preferred as is allows you to easily delete columns.

Snews5 E|

/*
/*

/%
/%
/%
/%

J*
/*
/*
/*
/*
1 /*
/*
/*
/*

20 } // end of method Arguments::

0x00001EB9
0x00001EBE

0x00001ECO
0x00001EC5
0x00001ECA
0x00001ECF

0x00001ED1
0x00001ED6
0x00001EDB
0x00001EEQ
0x00001EES
0x00001EEA

0x00001EEC
0x00001EF1
0x00001EF6

205DBBA428
2B00

280400002B
8089000004
20AD1231DB
2B00

280300002B
808A000004
7201000070
808B000004
2048514758
2B00

280300002B
808C000004
2A

*/
*/

*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/

HEE

IL_0000:
IL_0005:

IL_0007:
IL_000C:
IL_0011:
IL_0016:

IL_0018:
IL_001D:
IL_0022:
IL_0027:
IL_002C:
IL_0031:

IL_0033:
IL_0038:
IL_003D:

tox

ldc.i4
br.s

call
stsfld
ldc.i4
br.s

call
stsfld
ldstr
stsfld
ldc.i4
br.s

call
stsfld
ret

681884509
IL_0007

110 '<Module>'::'\u200c\u200c\u200d\u202e\u202b\u200b\u200c\u202e\u200e\u202d\u200e\u200£\u206b\u200b\u206£\
string Arguments::IP

-617540947

IL_0018

t10 '<Module>'::'\u202e\u200b\u202c\u200e\u202b\u206d\u202a\u200e\u206c\u200e\u202d\u206e\u206£\u200b\u202c\
string Arguments::ID

string Arguments::Message
1481068872
11_0033

110 '<Module>'::'\u202e\u200b\u202c\u200e\u202b\u206d\u202a\u200e\u206c\u200e\u202d\u206e\u206£\u200b\u202c\
string Arguments::Key

Within this view, we want to focus primarily on this column. Which contains OpCodes (First
Byte (2 chars) and Operands/values (Generally anything after the first 2 chars)

Hnews €|

/*
/*

/%
J*
/*
/%

/*
J*
/*
/*
/*
1 /*
J*
/*
/*

20 } // end of meth

0x00001EB9
0x00001EBE|

0x00001ECO|
0x00001ECS5,
0x00001ECA]
0x00001ECF]

0x00001ED]
0x00001ED6|
0x00001EDB
0x00001EEQ
0x00001EE5
0x00001EEA]

0x00001EEC
0x00001EF1|
0x00001EF6

205DBBA428
2B00

2804000028
8089000004
20AD1231DB
2B00

280300002B
808A000004
7201000070
808B000004
2048514758
2B00

280300002B
808C000004
2A

0b\u206£\
The left highlighted section contains the raw bytecodes present in the file.
For each row, the first byte (2 characters) represents the OpCode that we want to detect. 0b\u202c\
The remaining 2-8 characters generally represent offsets that will differ between samples. We want
to wildcard these.
0b\u202c\

The screenshot below may explain this better. But the TLDR is that we only want the
bytecodes column
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/* 0x00001EB9 */ IL_0000:f 1dc.i4 681884509

/* 0x00001EBE */ IL_0005:f br.s IL_0007

/* 0x00001ECO */ IL_0007:f call 110 "<Module>'::'\u200c\u200F\u200d\u202e\u202b\u200b\u200c\u202e\u200e\u202d\u200e\u200£f\uz
/* 0x00001ECS| */ IL_000C:| stsfld string Arguments::IP

/* 0x00001ECA| */ IL_0011:} 1dc.i4 -617540947

/* 0x00001ECEF| */ IL _0016:f br.s IL_0018

/* 0x00001ED1| 280B00002B */ IL_0018:f call 110 '<Module>'::'\u202e\u200p\u202c\u200e\u202b\u206d\u202a\u200e\u206c\u200e\u202d\u206e\uz

/* 0x00001ED6| 804R000004 */ IL_001D:| stsfld string Arguments::ID

/* 0x00001EDB| 721000070 */ IL_0022:} l1dstr "

/* 0x00001EEOQ| 8048000004 */ IL_0027:| stsfld string Arguments::Message
/* 0x00001EE5| 2048514758 */ IL_002C:| 1dc.i4d 1481068872

/* 0x00001EEA| 2BJ0 */ IL_0031: br.s IL 0033
/* 0x00001EEC| 28(300002B */ IL_0033:f call 110 "<Module>'::'\u202e\u200p\u202c\u200e\u202b\u206d\u202a\u200e\u206c\u200e\u202d\u206e\uz
/* 0x00001EF1| 804C000004 */ IL_0038:| stsfld string Arguments::Key
/* 0x00001EF6| 2A */ IL _003D:| ret
} // end of metho8 .cctor
Operands/Values/Offsets
OpCodes P
Good for yara
( yara) (Bad for Yara)

By holding Alt and selecting an area, we can easily delete columns using NotePad++.

™
(=]

n
1

2 205DBBA4238 */ IL _0000: 1ldc.i4d 681884509

3 2B00 */ IL 0005: br.s IL 0007

4

5 280400002B */ IL_0007: call 110 "<Module>'::'"\u200c\u200c\u200d\u202e\u202b\u200b\:
3 8089000004 */ IL_000C: stsfld string Arguments::IP

7 20AD1231DB */ IL_0011: ldc.i4 -617540947

8 2B00 */ IL_0016: br.s IL_0018

9

10 280300002B */ IL_0018: call 110 "<Module>"'::'\u202e\u200b\u202c\u200e\u202b\u206d\
11 808A000004 */ IL_001D: stsfld string Arguments::ID

12 7201000070 */ IL_0022: ldstr n

13 808B000004 */ IL_0027: stsfld string Arguments::Message

14 2048514758 */ IL_002C: 1ldc.i4 1481068872

13 2B00 */ IL_0031: br.s IL 0033

16

17 280300002B */ IL_0033: call 110 "<Module>"::"\u202e\u200b\u202c\u200e\u202b\u206d\
18 808C000004 */ IL 0038: stsfld string Arguments::Key

19 27 */ IL_003D: ret

20 d Arguments::.cctor

21

22

You can also remove columns manually or with regex if you like, anything is fine. But the
notepad++ method is the easiest.
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Whatever your preferred method, you should end up with something like this.

BnewS E]|

1

2 205DBBAR428
3 2B00

4

5 280400002B
6 8089000004
7 20AD1231DB
8 2B00

3
10 280300002B
11 808A000004
12 7201000070
13 808B000004
14 2048514758
15 2B00
16
17 280300002B
18 808C000004
19 2A
20
21

We now want to separate the opcodes from operands. You can do this manually or with

regex, whatever you prefer.

Note that | will be leaving 2800 and not wildcarding on the 00. The 00 is techncially not
part of the OpCode. 2B00 is essentially a Jump 0.
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-~ O N &= W=

i :]':.

-

2
10
11
12
13
14
15
16
17
18
19
20
21

20 5DBBA428
2B00

28 0400002B
80 89000004
20 AD1231DB
2B00

28 0300002B
80 8A000004
72 01000070
80 8BO0000O4
20 48514758
2B00

28 0300002B
80 [8C000004
2A

Now, Replace all operands with wildcards. This will enable Yara to locate all files with an
identical opcode sequence. The operands and values can differ, allowing similar files to be
discovered.

Note that this produces a lot of wildcards and is not going to produce an "efficient" rule.

For efficiency purposes you would want to do further research into the operands and
exactly which values change between samples. Using this you may be able to narrow
down the values into a predictable range.

Alternatively, you could use a shorter sequence, (eg cut this function in half), but then
you open yourself up to more false positives.

This is a balance that you must maintain and will be different for each situation. | won't
go into it here.
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1

2 20 2?2 22 22 2?2
3 2B00

4

5 28 2?2 22 2?2 272
6 B
7 20 22 2?2 22 22
8 2B00

9
10 28 2?2 22 2?2 272
11 80 22 22 2?22 2?2
12 72 2?2 22 22?2 22
13 80 22 22 22 22
14 20 22 22 22 22
15 2B00
16
17 28 2?2 22 2? 2?2
18 80 2?2 2?22 2?2 2?2
19 2A
20
21

Moving on, we can now convert the bytes into a Yara friendly sequence. Which is effectively
the same thing without newlines or lots of spacing.
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Replace X
Find Replace Findin Files Find in Projects Mark

Find what: | \s+ v] ’T | Find Next |
v
Replace with:‘ | \’I k Replace ‘
- In selection Replace All ‘

space

Backward arection Replace All in All Opened

Match whole word only

[ Match case

Wrau around - -
Search Mode Replace all whitespace with a
() Normal Single Space (regex)

(O Extended (\n, \r, \t, \0, \x...)
(®) Regular expression |_|. matches newline

A
This will produce the following sequence.
1 | 20 22 22 22 22 2B00 28 22 22 22 22 80 2?2 22 22 22 20 22 22 22 22 2B00 28 22 22 22 22 80 22 22 22 22 72 22 22 22 22 80 22 22 22 22 20 22 22 22 22 2BO0 28 22 22 22 22 80 22 22 22 22 2A
Which in turn produces the following (very simple) yara rule.
T e ey e |
1 A
2 rule win_redline
3 {
4 meta:
5 author = "Matthew @ Embee_ Research"
6 created = "2023/08/27"
7 description = "Configuration related bytecodes in redline .net files"
8 sha 256 = "0cc3a0f8b48ef8d8562b%cdf9cTcfeTf63faf43a5ac6dce973dc8bfl3bec88ct™
9
10 strings:
11
12 $sl = { 20 22 22 2?2 22 2B0O0 28 22 2?2 2?2 22 80 22 2?2 2?2 22 20 22 22 ?? 22 2BOO 28 ?2? 22 22 2?2 8O 2?7 2?2
?? 2?22 72 2?2 27 2?? 2?? 80 2?7 ?? 2?2 2?2 20 2?2 27 2?2 22 2BOO 28 2?7 2?2 2?27 ?? 80 ?? 2?2 ?? ?? 2A }
13 condition:
14
s Ssl
16
17
18 i

Validating a Yara Rule Locally

Running this rule against a folder with 10 redline samples, 9 out of 10 samples are able to be
identified.
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FLARE Tue 1©/1©/2023 1:82:00.59

C:\Users\Lenny\Desktop\Yara>yara64.exe win_redline.yar c:\\users\\lenny\\desktop\\redline\\

win_redline c:\\users\\lenny\\desktop\\redline\\\@cc3a@f8b48ef8d8562b9cdfoc7cfe7f63fatd3a5ac6dc6973dc8bf13b6c88cf
win_redline c:\\users\\lenny\\desktop\\redline\\\432d74be828e930173c8d853518c1ea39a91a7d9e885fb436c29fbb9ab6afd2c
win_redline c:\\users\\lenny\\desktop\\redline 7943e203a5b491aa668e52fbaaf28a8fbbbd66@58be793aa693de76ec7512098
win_redline \\users\\lenny\\desktop\\redline\\\be6fd5540cade@da®58f50ec584b77441e24075743d338a80Tbe7bl4celld3bo
win_redline c:\\users\\lenny esktop\\redline\\\c77a64f262d38eed93ed8ade414b9dd9249ceb276275a9f8c21a@7f3bebdbesb
win_redline c:\\users\\lenny\\desktop\\redline\\\8d@7a2a48e4c8c3adc8ce2e5b6c5427c6b9adc847431e208Fb52aab51cded99¢c
win_redline c:\\users\\lenny\\desktop\\redline\\\8f89153fc26e75380795a57e39456803d45d90ed13a6595b85a3ba3eef452261
win_redline c:\\users\\lenny\\desktop\\redline\\\f28567ccedf@8c956T47650212f06724b58cebfec2ed558Ff6fd54cb@8c1114ed
win_redline c:\\users\\lenny\\desktop\\redline\\\e8cfdd9e321becc697464febcded727beae99cf96751746785%bae5ee2d761ee

0

=
(e
C
[+
[+
[+
c
=

FLARE Tue 1©/10/2023 1:03:20.39
C:\Users\Lenny\Desktop\Yara>

Validating a Yara Rule with RetroHunt

At this point, you can do additional validation using any tooling with a retrohunt feature. |
personally use unpacme as it's affordable (free or <$20USD per month) and provides almost
all the same functionality as more expensive options.

@ submissions @ Labeled Artifacts @ Unlabeled Artifacts @ Goodware

Packed Files (PE | PE+) Unpacked Malware (PE | PE+) Unpacked Unknown (PE | PE+) Known Good (PE | PE<)

win_redline_test

author "Matthew @ Embee_Research”

$s1 = { 20 ?? ?? ?? ?? 2B@@ 28 ?? ?? ?P ?? 8@ ?? P? ?? ?? 20 ?? ?? ?? PP 2B@@ 28 PP ?? ?? ?? 80 2P ?? ?? PP 72 ?? ?? ?? ?? 8@

Testing the yara rule in unpacme

@ Scan Assist @ Fast Scan Store Offsets

Automatic scan parameter tailoring Yara fast matching mode Return match offsets
(disable for full manual control) (slow - only use when required)

@ File Size Limits

Default max file size 16MB

Min 100 KB & Pick a reasonable filesize
limit

This results in 604 hits for the yara rule. 117 of these results are matched to known Redline
malware.
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[[exe ] 604 CETEEEED <50KB o
[ <32 ogge—— <100KB 0
<250KB 453 CE——
<500KB 149 cEm—
<1MB 2
<5MB o
<10MB 0
<25MB 0
<50MB 0
<100MB 0

Investigating "False" Hits

17

Of the 604 results, only 117 are matched against known redline. This is a pretty bad ratio and

may suggest that the rule needs tuning.

However, investigating the "known" hits against "unknown" hits. There are a lot of similarities.

Selection (0) ° e

Matches =2 First Seen & Last Seen v Type Size $
Cc77a64f262d38eed930d8a4e414b9dd9249ceb276275a9f8c21a07f3beb4be9b @ e 6 23/09/2023 07/10/2023 @ 349 KB
[ rcdline ] { £xe]
+ Analysis Reports (6) [ NET)
€64b24765de45cal9ae6af939e455210641561eb20blc31ab47b98f05a89e8Fb @ 9 1 07/10/2023 07/10/2023 [32] 309 KB
[ redline { £xe]
=+ Analysis Reports (1) [ ner )
£4a74294fb587bdf5cf32d2d58aec90458e13c3cdfa2bbdd2ac14722elc5e4c2 (B) €D 1 29/09/2023 29/09/2023 €  349kB
=+ Analysis Reports (1) [ Exe)
be6fd5540cad4e0dad50f50ec584b77441e24075743d338a80Fbe7blacelld3bs (B €9 2 26/09/2023 27/09/2023 (132 ] 349 KB
=+ Analysis Reports (2)  oxe)
e
Some of the unknown hits have high confidence for redline on virustotal. eg
f4a74294fb587bdf5cf32d2d58aec90458e13c3cdfa2bbdd2ac14722elc5e4c2
] f4a74294fb587bdf5cf32d2d58aec90458e13c3cdfazbbdd2ac14722e1c5edc2 Q O] 1;0 & signin e
5 6 (D 56 security vendors and 4 sandboxes flagged this file as malicious (¥ Reanalyze = Similar ~ More ~
172 f4a74294fb587bdf5cf32d2d58aec90458e13c3cdfa2bbdd2ac14722e1c5e4c2 Size Last Analysis Date %L
Colleges.exe 341.00 KB 10 days ago EXE
9 peexe malware assembly checks-disk-space detect-debug-environment long-sleeps calls-wmi
Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 7

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat labél (D trojan.msil/redline Threat categories trojan  spyware
Security vendors' analysis (D
AhnLab-V3 (D Trojan/Win.JB.R593530 Alibaba

Family labels msil  redline  stealer

Do you want to automate checks?

(D Trojanspy:MSIL/RedLine.3e8ebddb
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Others eg 8f89153fc26e75380795a57e39456803d45d90ed13a6595h85a3ba3eef452261 are
extremely similar to Redline when downloaded and viewed in Dnspy.

This suggests that at least some (and maybe many) of the "unknown" hits are also redline.
Which gives me increased confidence in the rule. (albeit it may perform terribly from a
performance perspective due to wildcards).

System;

>(1569836393) ;

>(1995026197) ;

Additional Notes

As mentioned multiple times, this is not a performance-optimized rule. It may perform badly
depending on your situation, tooling and resources.

When testing locally, the rule matched on 9/10 samples. The remaining sample is also
redline but contains a slightly different config where values are set to "". This changes the
opcodes as no call is associated with each 1dstr,stsfld. TLDR the breaks the yara
pattern and an additional signature will need to be added.

These values are set to blank. Which changes the opcodes and
breaks the rule.

An additional signature should be added for differing patterns.

110 ‘<Module>'::

Conclusion

This blog was intended to demonstrate the general concept of using DnSpy and IL
bytecodes to create yara rules for dotnet malware. By locating the configuration and
associated OpCodes, we were able to locate (at least) 117 other samples off of only a single
one.
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There are many opportunities to improve this rule (optimization, adding filtering for dotnet
files etc). But hopefully this has demonstrated the concept and you can use it to generate
yara rules for yourself :)

Final Rule

Note that mscoree.d11 has been added to hone in on .NET files which typically include this
string.

rule win_redline_bytecodes_oct_2023

{
meta:
author = "Matthew @ Embee_Research"
created = '"2023/08/27"
description = "Configuration related bytecodes in redline .net files"
sha_256 =
"Occ3a0f8hb48ef8d8562b9cdf9c7cfe7f63faf43a5ac6dc6973dc8bf13b6c88ct"
sha_256 =

"8d07a2a48e4c8c3adc8ce2e5hb6c5427c6b9a4c847431e208fb52aab51cde499c”
strings:
$s1 = { 20 ?? ?? ?? ?? 2B 00 28 ?? ?? ?? ?? 80 ?? ?? ?? ?7? 20 ?? ??

?? ?? 2B 00 28 ?? ?? ?? 2?7 80 ?? ?? ?? ?? 72 ?? ?? 2?7 2?7 80 ?? ?? ?? 2?7 20 ?? ?? ??
?? 2B 00 28 ?? ?? 7?7 ?? 80 ?? ?? ?? ?? 2A '}

$s2 = "mscoree.dll" ascii
condition:
$s1 and $s2

}

Matching Hashes

cd3779204da4b07285f94a5c1f8ce4f49de978486e349c67d1aa7d31f2b719ad

5b0636f2d7c3887958d12e183ffd3001026c3a04b159281e075a54b53dc135bb

1cd43d5dfb618f08770ee053211240cd27bab6464dec3d400ecO9ddacciebctct

8b006c056f273a33f0b804d84ef60ae6e0795914615e65f8b4991¢c0016931f79

894ab1f18462db7243e651c53e05232¢c2d2a470371a54b2bbc1d84e4066573e8

9088c8195f4522b26eaa3367b570ea8d9360e37f471f8202a96640692a762647

56e7d5c8f5b3d80944f51cf55252d7a6afb5654ee94e2f4d80bd65038cd2abb3
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2a79f8a2a2338ac3697953bf0a8238b6090ae26f713e4ef074004a5157ff41a7
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