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Summary

Brute Ratel C4 is a Red Team & Adversary Simulation software that can be considered an
alternative to Cobalt Strike. In this blog post, we’re presenting a technical analysis of a Brute
Ratel badger/agent that doesn’t implement all the recent features of the framework. There
aren’t a lot of Brute Ratel samples available in the wild. This second part of the analysis
presents the remaining commands executed by the agent. The commands include: user
impersonation, inject shellcode into processes, create and stop processes, extract
information about the processes and services, create TCP listeners, block keyboard and
mouse input events, extract Windows registry keys and values, and others. You can consult
the first part of the analysis here.

Technical analysis

SHA256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f
We continue to describe the commands that can be used by the Brute Ratel agent.
0x0703 ID — Stop the current process

The malware stops the current process by calling the ExitProcess API:

. 31 €9 XOF £CX, ECK 1 Fre.
e FF 15 0L 16 01 00  |call gword ptr ds;[<gExitProcess>] | » T
. o T E e A A x Defauit (x64 fastcall) = |5 [#|[] unlocke

< >
[award ptr [0000000002985FBS <4EX1TPrOCESS>I=<kernelsz.EX1TProcess>

Figure 1
0x6BAE/0x6F39 ID — User impersonation

The binary retrieves a pseudo handle for the current process using GetCurrentProcess:

FE——>

EF 15 93 D7 00 00 |ca11'qwnrd'ptr dst [<aGetCurrentProcesss] |
= B R e T

< >
| gword ptr [0DO00DOO002985CF8 <&GetCurrentProcess>]=<kernel32.GetCurrentProcess>

Figure 2
OpenProcessToken is utilized to open the access token associated with the process (0x28 =
TOKEN_ADJUST_PRIVILEGES | TOKEN_QUERY):

4C 8D 44 24 30 jea r8,qword ptr SsIgrspt30f
BA 28 00 00 OC moy edi, 2817 ( xBTTagword FEFF
48 B9 C1 MOV _rCX, rax semmma s ie——e
FF D3 call rbx |rbx:ope « —i
H e — e \ = Default (x64 fastcal) = |[5_[5][ ] unlocke

Figure 3 : F& DODDDODO0S1EF340
The process extracts the locally unique identifier (LUID) for the “SeDebugPrivilege” privilege
(Figure 4).
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e | 000 31 €9 | xor eCX.ECl X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
® | oo 48 BD 5C 24 3C | lea rox,qword ptr s sp C;
» | 000 48 5D 54 74 4F |Tea —u sgword pt -4.7 w8TTagword FFFF
. 4C 8D 44 24 40 F"“ 5, qword P‘:;s‘{ 1 1 3 1 S ———
. FF is 79 DC 00 0O call wd ptr «a_oukulwn\n egevalueas’ w —
. T et 5 | Defoult (54 fastcall ¥ |[5_1%]0] unlocke
| — T— 1 l':l
pEF 986208 <alookupPrivilegevaluea> 32.L egevalueas §2: r 1EFAa5F * gPrivilege”
E s 0000000005 1EF 950

Figure 4
The executable enables the above privilege via a function call to AdjustTokenPrivileges:

21 D2 xor edx,ed aa s
48 BB 4C 24 3D mov rc:'m«’;rq ptr ss:firsp+3cj | X8§7r4 00000000000000000000 5T4 Empty O.000000000000000000
41 B9 10 00 00 00 mov rod,10 | XETrS 00000000000000000000 STS Empty 0.000000000000000000

43 89 D8 mov rE, b
€7 44 24 3C 01 00 00|mov dword ptr ss
C7 44 24 48 02 00 00 |mov dword Dt
48 C7 44 24 28 00 0D|mov gword p!

48 C7 44 24 20 00 00 [mov gqword ptr
e iR B

| x87r& 00000000000000000000 5T6 Empty 0.000000000000000000
NETFT D0000000000000000000 S5TT EmpTy 0.000000000000000000

| x87Tagword FFFF

Defulwm

B fﬂn D000000000000000
|[3: r8 00000000051EF94C
| 4: r9 0000000000000010
|5: [rsp+20] 0000000000000000

= |[5 [#] ] unlocke

000000000297 85C5

Figure 5

The running processes are enumerated using the Process32FirstW and Process32NextW
functions:

48 B9 C1 mov rexgrax = =
48 BD 7C 24 54 Tca rd' ‘mrd ptr ss:ffrsp+54f u87Tagword FFFF
48 89 F2 v rdx,rs

FF 15 53 BF 00 0D im wd ptr dsi[<tProcess32FirsTie] ] =
- o | Defauit (x84 fastcal) ~ |[5 120 uniocke
pEr [0000O000D2985910 <APrOCESSI2FIrSTH>=<kernali2, Process32Firstws K20 Fox COCOTO000SIerTI0
Figure 6
4C 89 E1 MmOy rCx, r1 PSS, T C S S S

48 B9 F2 mov rdx,r xB7Tagword FFEF
FF 15 B €1 00 00  |call un-d ptr ds:[<&Process3ZNextws] [

» = 15 2] [] urocke
O OTOIOOTOsI5Es I i
ptr OCess3IZNextw> nel3z2. 3ZNEXTW> || 2: rdx 00000000051EFT18

Figure 7
The agent is looking for the “LogonUl.exe”,

winlogon.exe”, and “Isass.exe” processes:

» | sooc 45 89 DA mov rdx, rox |_.g..::_ L
. 48 89 F3 mov_rex,rdi rex:L"s —. —
. EB DA BE FF FF | CEN <wesomp> |

E i_ e e

= 15 =[] urlocke

Trex 1EF744 L7Systea”
awcscmps II2: rdx 0000000002981F42 L"LogonUI.exe”

Figure 8
It opens the first process found using the OpenProcess method (0x400 =
PROCESS_QUERY_INFORMATION):

41 83 Co mov rid,eax | XE/TE UUOUUULUUUBUOUUUUULIE 516 EMPTY U, UUUULUUBULUUUUUUUL

85 €O test eax,eax | XE7r7 00000000000000000000 ST Empty 0.000000000000000000
v T4 1A je 2973D4F

31 D2 xor edx,edy | xB7Tagword FFFF

89 00 04 00 0O MOV SCN, 400
FF 15 56 €2 00 00 call gword prr ds:[<aopenfrocesss]

~ |[s_ 1210 uniocke

>
385F98 <AOpenProcess>)=<kerneli2,OpenProcesss {/2: rdx 0000000000D00D0O
| 3: r& 0000000000000208

Figure 9
ImpersonateLoggedOnUser is used to impersonate the security content of the user extracted

from the process identified above:

| [==-3 | DoGOROD e Sl St P S ) ; | T E—
L] call w r ds: mpersonatel uwemnuser) =
| . 5 [Defaut (4 fastcat) ~ |[5 1207 urlocke
ptr sonatel 32.Imper: I2: rdx 0000000000000000

Figure 10
In order to confirm that the operation was successful, the malware calls the GetUserNameW
API (see Figure 11).

48 8D 54 24 5C lea rax Ml'ﬂ ptr ss:ffrsp+scl |
48 89 F9 mov rcx, | xB7Tagword FFFF
g;gg;ég&m moy_ebx — ] 20 : —————————————
2 call mﬂl PTF 055 [<aGeTUSerNamews v
R s T 5 | Defauit {x64 fastcal) = |5 13 |[J unlocke
1: rcx 0000000005 1EFASE
32. Getuser Namaws Izt rdx ooooooooosierFsoc

Figure 11
The message displayed in Figure 12 will be sent to the C2 server:
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FCx=82299023EFEFO000 FI ure 12
r12=00000000045B08A0 L"[+] Impersonated 'SYSTEM' wia technique 2" g

On another branch, the binary calls the DuplicateTokenEx method in order to duplicate the
access token extracted from “winlogon.exe” or “Isass.exe”. Finally, a new process is created
using CreateProcessWithTokenW.

0xAB86A ID — Inject code into a remote process

The malicious executable converts the process ID passed as a parameter using atoi:

i . 297 ADE iC B9 FO ima{'ll Cx,ris I. T e
W EB 91 87 FF FF Eall <atoi> v - =
L o T T o > M"“'("Mh’ﬂn & 5_-_||:_|Lliﬂ cke
ek - — 1: rcx 0000000004580860 "5192
<Itni» 2 v OOOOOOOOOGON0S

Figure 13
The shellcode to be executed is Base64-decoded by calling the CryptStringToBinaryA API
(Ox1 = CRYPT_STRING_BASE®64):

. 48 B9 T4 24 20 |mov qword ptr ss:ffrspezof,rsi X87r6 00000000000000000000 STE Empty 0.000000000000000000
. 41 B8 01 00 00 00 mov red,1 x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 4C 89 E9 rFex:TqQu
- 48 C7 4 ‘ mv ﬂl\ﬂl’d 9‘: .':" I'ZD-. |'- x87Tagword FFFF
{ . 48 C7 44 |“o\r gword ptr R R R —
[ FF 15 3C os 00 00 call wrﬁ ptr ds:[m:ryntst 1ngToginaryas] vl 7 =
| . 5 | Default (x84 fastcal) = |5 1% |[J unlocke
| : e =il e I 2 it
} 13 recx 00000000045B06A0 “QUIDREVGROhISg=="
pPEF [ODOODOOODZ9BEZS0 <ACTypLSEr YA> ] =<Crypta2.CryptstringToBinaryas II2: rdx pooooooooooooooo
| _!: rs 0000000000000001
| s | 4: r9 00000000045BOBED
| DO00000002 97 BDOE |5: [rsp+20] 00000000051EFESC

Figure 14
The badger opens the target process using OpenProcess (0x1FOFFF =
PROCESS_ALL_ACCESS):

BS FF OF 1F 00 mov ecx, X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
B9 44 24 5B | mov :Murﬂ utr .'f'E”.-: taf,eax
44 aB 44 24 68 mov rad dwu d ptr ss:lirsprcal waTTagword FFFF
xor edx it N PPN
FF l.! 4A BE 00 00 |cl‘|| mﬂ‘l ptr ds:[<&0penProcess>] v = — e 1
s | Defaut (x64 fastcall) * |5 2 [ unlocke:

——————————— —' 11 rcxX 00DO0DO0001FOFFF
DOD00000023E5F98 <A0penProcess>]=<kernel32.0penProcesss 2: rdx 0OOO0D0000000000 |

Figure 1 5 i rg& 0000000000001448
VirtualAllocEx is utilized to allocate a new memory area in the remote process (0x3000 =
MEM_COMMIT | MEM_RESERVE, 0x4 = PAGE_READWRITE):

1 . €7 44 24 20 04 00 00|mov d-vu d ptr ss:Brsp+200, 4 HE/TH UUUUUOUUUUUUUUDUBUDL 316 ERDTY U. UUUOUOUUDUOUUULOUD
| . 49 89 DB mov ré,r ®ETFT 0000O000000000000000 ST7 Empty O.000000000000000000
! . 31 D2 xor ed\.c-:\
' . 4C 89 EB mov rcx,ris ®B7Tagword FFFF
| . 41 89 © mov_rad, 3 ot Ry A P P P
g—— FE 15 9! ss oo Dn {call gword ptr ds:[<avirtualAllocExs] =
|} . TEEESLES | Default (x64 fastcal) * |5 3] uniocke
= 1f rcx 00000OG0OD000360
qword ptr [000D000000Z98SCS0 <AVirtualAl l0CEX>|=<kernel32,virtualAl locExs S T ODOOCOO0CO0O00I0
(3: r8 0000000000001453
o | 4: r9 0000000000003000
| DO0G000002IT AGET |5: [rsp+20] 0000D000000D0004

Figure 16
The malware writes the shellcode to the above area via a function call to
WriteProcessMemory, as shown in Figure 17.

49 89 D9 r X X87r6 00000000000000000000 5TE Empty 0.000000000000000000
8,ri2 ra: "aBcl X87r7 00000000000000000000 STT EmpTy 0.000000000000000000

x87Tagword FFFF

. , | Defaut (x64 fastcal) =[5 [2][] urlocke
gword ptr [0D00000000ZIBE07TE <dwr it!ﬁ'ﬁﬂiﬂ-ﬂ‘ﬁl-au’lﬂiiz.w iteProcessMemory> x: :g: m)uuuuuuouj_(uousg

'2
3: r8 00000000029F6FBO
4: ro OWWODOUODO1453
§: [rsp+20] 0000000000000000

| bo0000000297 ABDE

Figure 17
The page’s protection is changed using the VirtualProtectEx APl (0x20 =
PAGE_EXECUTE_READ):
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48 89 F2 |mov rdx,rsf A8/FS ULUUUUUUUUUUUUUUUIUUY 313 EMPLY U UUUUUULUULAILLUULILY
41 BS 20 00 00 00  |mov r3d,20 20:° x87r6 00000000000000000000 STE EMPLy 0. 0000000
31 F6 |xor esi,esi X87r7 00000000000000000000 ST? EMPTy 0. 000000000000000000

mov qwrd ptr ss:frsp+20f,rax
mov ra,r x87Tagword FFFF
moy rcx,fn

gword ptr dsi{<4virtualProtectEx>] 1 1

[ [#] 0] urlacke

000000000297AT21

Figure 18
Finally, the binary creates a thread in the remote process that executes the shellcode:

31 [ape2o] 0000000065 1EFE0C

LU

45 89 T4 24 20 R8T UUUUUUSUSUUUUUUIGIGUY 314 ETPLY .
X87r5 000000 STS Empty 0.

mov gword prr ss:frsps2of,rsi
000000000000000000
X87r6 00000000000000000000 STE EMpLy 0. 000000000000000000

mov r3,rdi

|
| 31 D2 xor edx, edx
45 89 44 24 30 mov qword ptr ssifrspraol,rax X87r7 0000000000O00N0D0000 ST7 EMPTy 0.000000000000000000
| 41 B& 00 00 10 00 mov r&d, 100000
| i mov rex,ri3 x87Tagword FFFE
CT 44 00 00 UO mov dword ptr 5":!I'!p-:ﬁ’. 1 o o
FF . «: o0 rd prtr ds:[<4CrearefemoreThreads] 1 v

=[5 [2][] urlocke

“rex ©
T rdx 00
i rg 0000000000100000

000000000297TATES

Figure 19
0xE9BO ID — Create a process and read its output via a pipe

re 00000000001C1452
[rsp+2071 0000000000100000

The agent creates an anonymous pipe using the CreatePipe method:

[ 45 31 C9 sor rod,rad G5 0028 F5 0053

| 4C BD B4 24 98 00 00|lea rid,qword ptr ss: ’rs i | ES 002B QS 0O2B

| 38 C7 84 24 88 00 00|mov quord ptr bsiWrsproad,0 CS 0033 55 0028

| 4C 80 84 24 BO 00 00| Tea r&,qword pTr ss: r;n E;]

| 3. A8 repe stosd X87r0 00000000000000000000 5TO EMPty 0.000000000000000000
:g g; 2‘; 0000 s :g“.‘-E“ X87r1 00000000000000000000 STL EMPLy 0.000000000000000000
45 07 B4 24 90 00 00|mov @word ptr ss:lirsp+ocll,0 X87r2 00000000000000000000 STZ EmpLy 0.000000000000000D00
i repe Stosd X773 00000000000000000000 ST2 EmPTy 0.000000000000000000
48 8D BC 24 90 00 00|lea rdi,gqword Dtr 5510 sp30) x87r4 00000000000000000000 ST4 Empty O.00000000000
€7 83 24 €8 00 00 00| mov dword PEr SstEr<prcol,2s §8:'h' 8775 mmmmmwmmm STS Empry 0. 000000000000000000
43 8D BC 34 B8 00 00|lea rcx,gword per oy Trsp sl x87r6 00000000000000000000 ST6 EMPLY 0. 00
€7 84 24 BO 00 0D O0|mov dword ptr ss:frspracd,is u&7rT mmmwooononommo ST7 EmpTy 0.000000000000000000
48 §9 FA mov rdx,rdi

Ml‘s pr rsp+ c ) l x87Tagword FFFF
mO* Mf‘ 55 ISP+ een T A A 4 AT A A A F———
IP.II'.I' dﬁ‘s(«{rutehw] ==

s |Defauit (54 fostcal) ~ [5 [#] 0] urlocke
35 rex Dooe00000STEEDES”
2: rdx 0000000005 1EEDS0

3: r& 0000000005 1EEDBO
4: r9 0000000000000000

Figure 20
The pipe is set to be inherited via a call to SetHandlelnformation (0x1
HANDLE_FLAG_INHERIT):

- 45 31 CO Xor rad,r8d
- 48 BB BC 24 B8 00 Uu|mv rex,guord per ss:firsp-saj | uB7Tagword FFFF
: FF 13 28 8c o000 | AN Guérd per dsi[<usethandlernfornations] 1 S — =
t:; Fax 00DODO000OOOOODL
3: r8& 0000000000000000
Figure 21
The malicious executable creates a process specified by the C2 server using the
CreateProcessA API, as shown in the figure below.
[ e e i X87r2 DOOOD0OOOOODOODO0000 ST2 EmpEy D.0000ODOOOOONOO0000
| Bl e x87r3 0000000000D000000000 5T3 EMPty O.000000000000000000
|,°, il A87r4 0O00O00OOD0000000000 ST4 EmPTy 0.000000000000000000
mov gword ptr ss:frspeasl,rid XB7r5 00000000000000000000 5TS EMPTy 0.000000000000000000
|moy rdx,r12 rdni"ce | X87r& 00000000000000000000 STE Empty O.000000000000000000
|mov aword prr ssigrsp-acg,con Xx87r7 000000000000000D0000 5T7 EMPLy D.00000000DDODO00000
00 00| mov i ITr SS:grsp+3 (
o0 00|muv mrd Str :s:lrsg-sui.-- x87Tagword FFFF
00 00| mov dword ptr ss:firsp+ e |
|call rax |rax:cre v [ =
I —— > | Defat (x4 fastcal) > |[5 13][] uniacke
(13 E::(:wwomuo‘seum ond. exe”
3: ré 0000000000000000
000000000297D 385 31 [Pspe2o] 0000090000000002

Figure 22

The process’ output that resides in the anonymous pipe is copied into a buffer by calling
PeekNamedPipe (Figure 23).

45 31 C9 | xor rod,rad
45 31 CO xor réd,réd
xor edx,edx
mov gword ptr sr'!rsu

W/ Th UOULUUUSUSUGUDUIIGUG 313 EMPTY U, UUUUGUUDLULIIUUOUD
XE7r6 00000000000000000000 STE EmpTy 0. 000000000000000000
x87r7 00000000000000000000 ST7 Empty 0.000000000000000000

1
31 02

| 48 89 oC 24 20

|

. 48 C7 44 24 28 00 00| mov gword ptr ss: xB7Tagword FFFF
. 48 88 8C 24 88 00 00| mov_rcx,qword p 33

FE——e £F 15 €A 85 00 00 b qword prr urtweuw1w1 1 vl
. i

~ [5_[3]0] unlocke

Trexn =
t rdx 0000000000000000
i rg 0000000000000000

2
3:
4: r9 0000000000000000
5

000000000237D5A8 : [rsp+20] 00000000051EEDTC

Figure 23
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The output is read using ReadFile and then transmitted to the C2 server:

49 89 E9

000000000297D603

Figure 24

|mov ra,rbp
| mov rdx,ris
| mov ecx, >Fc
| mov ’Sd.
00 | mov Mrd Dtr ssillrsprizof, o0
repe stosd
;R),u
&g

Julmnv gword ptr ss:frsp
00| mov rex,gqword prr_ss: 1r
00 | mov qword ptr ss:firsp: L

| €811 gword per 57 [<ineadt11es]

x87r3
x87r4
x87r5
x87r6
XB7r7

DOWDDDOODOWDDOOOOO 5T3
00000000000000000000 ST4
00000000000000000000 5TS
00000000000000000000 STE
00000000000000000000 ST7

n87Tagword FFFF

SmpLy U UL
Empty 0.000000000000000000
Empty 0.000000000000000000
Empty 0.000000000000000000
Empty O.000000000000000000
Empty 0.000000000000000000

s | Default (x64 fastcall

~ (5 [3][] urdocke

1 orex

0x91B3 ID — Inject code into the current process

2: rdx 00000000051EEE30
3: r8 0000000000000FFF
43 r9 0000000005 LEEDTC
5: [rsp+20] 0000000000000000

The CryptStringToBinaryA method is utilized to decode from Base64 the shellcode that will

be executed:

48 B9 74 24 20
41 88 01 00 0O

48 C7 44 24
48 C7 44 24

!

orr

000000000297 BDOE

Figure 25

o0

30 00 UUIMD\' gword ptr ss:
28 00 00| mov
o0 |call

| xor edx,edx
| mow um:lrd ptr ss:ffrspe2of,rsi
| mav rad,1

|mov rex,ri3

rsp o
gword s5:frsp ;0
11 aw up;w dsf[<acryprstringToginaryas]

xB7r7

uB87Tagword FFFF

HE/FS UUUUUDUUULUGUUUGUDUUL 313 EMPTY U UUULUUBUDUDILUGUY
¥E7r6 00000000000000000000 STE EmMpTy 0. 000000000000000000
00000000000000000000 ST7 Empty 0.000000000000000000

rox
2: rdx 0000000000000000
3: r8 0000000000000001
4: r9 00000000045B08A0
51 [Fsp+20] 000D00000051EFELC

The agent creates a named pipe (0x80000003 = FILE_FLAG_WRITE_THROUGH |
PIPE_ACCESS_DUPLEX):

45 31 Co
C7 44 24

41 89 Dl

0000000002978938

Figure 26

| xor réd,rad

00 00| mov dword ptr ss:fr 30§,0

04 00| mov rcx.mrd

o0
FF

o0
FF

Pt

| mov
FF|mv mrd ptr s
IWV edx, 80
00 mov gword ptr
0| mov dword ptr
00| mov_dword prr = JFFF
| call _gword ptr dsi {«M_re it eNamedPpens]

ol FFFFEEFEFEFEREEF

Brsp+7

x87r3 00000000000000000000 §l'3
x8§7r4 00000000000000000000 5T4
x87r5 00000000000000000000 STS
x87r6 00000000000000000000 STE
x87r7 00000000000000000000 STT

x87Tagword FEEF
mmeo a i

gy s s e
Empty 0. 0000000000000

EMPty 0.000000000000000000
EmpTy 0. 000000000000000000
EMpty 0. 000000000000000000
Empty 0. (00000000000000000

F]

3: r8 0000000000000000

4: r9 0000000000000001

5: [rsp+20] 0OD0DDODODODFFFF

A new thread is created using the CreateThread function. In this thread, the malware
connects to the pipe and reads data using the ConnectNamedPipe and ReadFile methods:

4C 8D 4C 24 7O

4C 80 05 2F 01
8

-
=
@
)
-
-
o
=3
"

C"l-i!

000000000297 B96E

Figure 27

31 D2
48 B89 CB
48 BB 49 08

Figure 28
VirtualAllocEXx is used to allocate a new memory area in the current process:

00 30 00
44 24 a8
B4 A2 00

pEr |

00000000023978996

Figure 29

oo

00 0000
£

24 20 04 00 0D

oo

lea ro,qword ptr ss:frsp:70f
xor edx,eds
XOor ecx,ecx

o0 lea FB, qmord prr ds=:[29784A90]

g“ora ptr ss:frspr26§,rax
ord th 55:§rsp+2 o
BRESOSEE <ac

X87r6 0000000

x87Tagword FFFF

RESTS UUUUUUUUUSUULIUUSUUUT. 313 EMPLY . UUUULIUUUUDUSUSLILL
0000000000000 5T6 Empty 0.000000000000000000
X87r7 00000000000000000000 STT Empty O.000000000000000000

>[5 [#][] uniocke

| xor edx,edx

| mow rm,rc

mov o, qword ptr ds: [rew+d

iaunu andrd prr s A5 N

Z: rdx 0000000000000000
3: ra 0000000002978A90
4: r9 00000000051EFEBD
5: [rsp+20] 0000000000000000

x87Tagword FFEF

i mcmem oo oo e m e

" " | Defauit (154 fastca)

* [5 12]] urlocke

lea red,qword ptr ds:[rbx+1]
xor edx,edx

mov rcx,rid

movsxd r&,rsd

mov rbp,rax

mov dword ptr ss:@rsp+2of,4

mov rod,3000
mov gword prr ss: !rs.p- &4, r
call gword prr ds {«Nirmaul TocEx>]

I orex
2: rdx 0000000000000000

| IB"rl ODODODODOODOOOMD'GDO
XETFS 00000000000000000000
XB7ré 00000000000000000000
XETFT 00000000000000000000

xB7Tagword FFFF

5Ta Empty 5. BOODOODOOODO0O0G0
STS EmpTy 0.00000

5T6 Empty 0.000000000000000000
5T7 EmPTy 0.000000000000000000

0000

=[5 [#] ] urlocke

FEx FF d
[2: rdx 0000000000000000
|3: rs 0000000000000D0B
| 2: r3_oooogaoooooasoon
5: [rsp+201 0000000000000004

The shellcode is copied into the new area and its page is made executable, as highlighted

below:



43 63 CB | mavsxd rix, oo = = | XT3 UUUUUUUDUDUUUDUOUIGU 515 EMPTY . UUOUUULBUUUGUGLI

iG] o]
1) § L] I 4 44 24 1 Fax s r ss rs &0 | XE7r4 00000000000000000000 ST4 Emﬂ‘)’ 0. 000000000000000000
b o renadbat el m el bl | x87r5 D0OOD00000O000O00D000 5T Empty 0.000000000000000000
T . 4C BE 44 24 48 mov B, mmrd ptr ss lrsﬂ 48] | x87r& D0OOOOOOOODOOO00OD00 5TE EMPLy O.000000000000000000
{2t ML 48 89 44 24 20 mov qword ptr ss:firsprzofl,rax x87F7 00000000000000000000 S5T7 Empty 0.000000000000000000
yey 4k 4C B89 EA mov rdx,ri3 rdx: A
I E 41 B9 20 00 00 00 mov rsd, ] 205" | x87Tagword FFFF
P (] I ;g :2 :é — mov rc\:,,rum:|I — . . - |_._.......___“....._L
=t .o ; call gword #[<avirTualProtectexs C = s
- = S e o <5 0o
BCTEX: /25 Tiix G0OBOOOODSIFDO0D ~ABCDEFGHII"
| 3: ra 0000000000000008
= | 4: r3 00000D00000000020
0000000002976300 |s: [rsp+20] 000D0DODOS1EFEAD

Figure 30
A new thread runs the shellcode copied earlier:

45 31 €9 Igaf rod,rad ME/FS UOUOUOBUOUOUUUUDUDUY 315 EMPTY U, UUUUGUDUOUHUOUOUD
40 B9 EB |mov ra,ri3 r8: "ABCI X87r6 00000000000000000000 STE Empty 0.000000000000000000
31 02 | mor edx, edx Xx87r7 00000000000000000000 ST7 EMpty 0.000000000000000000
31 ¢o | nor ecx,ecx
48 B89 44 24 28 | mow Mrﬂ pLr sSsSigrspe+ e rax 187Twrd FFFF
AR CE R S L. ———
awor S3f<acreaternr v [— — —
5 |Defaut (x64 fastcall) * |5 |#][] unlode
1Eren
2: rdx 0000000000000
3: r& 000000000S3FO000 ~ABCOEFGHII™
” 25 T3 000000000060MD0
000000000297B9F6 5: [rsp+20] 0000000000DOO000

Figure 31
0x1719 ID — Enable SeDebugPrivilege

The malicious process calls the LookupPrivilegeValueA function with the “SeDebugPrivilege”
parameter:

1 LB 31¢9 XOr 8Cx,ecx X87r7 00000000000000000000 STT EmpTy 0. 000000000000000000
| o 48 BD 5C 24 3C lea rbx,qword prr ss:[frsp+
! . 48 BD 54 24 4F lea rdx,gword ptr ss; u-a- x87Tagword FFFF
— s . ovict v+ caevauen R

g : 1 rods: ookupPrivilegevalueas v = =
| S i 5 |Defaut (x4 fastcal) * |[5 #]0] unod
. 1: rcx

qrord prr api32. Lookuper egevalueas 12: rdx 0000000005 1EFEAF
3: r§ 0000000005 1EFEAD
4: r9 0000000002985DA0

5: [rsp+20] 00000000051EFF20

000000000297 8589

Woup1  @oump2  @4Dump3  WeDuwm4  Whoures  @wethi  -llesls ) stuet 'D0007FFBAEFS984C | return To msvert.O0007FFi
0000000258505 |
: | cooooooooooooo00|

Address | Hex od |
0000000005 LEFEAF I8! 65 44 65162 75 67 50172 69 76 6316C 65 67 65| BeDebuaPrivileael

Figure 32
The PrivilegeCheck API is utilized to determine if the above privilege is enabled in the
access token:

1 e 48 8D 54 24 4C i'|ga rdx,gword pt 2 q._: WE/FS UOUOUOBUOUOUUUUUDUD 315 EMPTY U, UUGUBUDUUUGHUOUOUD
| B 4C BD 44 24 24 [1ea r8,qgword ptr +24§ ETrE 00000000000000000000 STE EmPTy 0. 000000000000000000
: . €7 44 24 5C 02 00 00|mov dword ptr ss 2 x87r7 00000000000000000000 ST7 Empty O.000000000000030000
1 . 48 89 44 24 &€ |mov gword ptr ss ax
| o 48 BB 44 24 30 |mov rax,guord pt 3 .3 x87Tagword FFFF
i . 45 B3 £4 74 54 }ﬂuv‘m rd ptr s t !
e FF 15 04 D5 00 00 call qword ptr an <afrivilegechecks] v =
: . i q 5 |Defaut (x84 fastcal) > |[5 3] uniacke
= 5 RE TN
.......... 2 egeches advapisz. 2T TN DOODOODOUSIEFEAL

3: r8 00000000051EFES4

Flgure 33
The message displayed in Figure 34 will be sent to the C2 server as a confirmation.

rdx=10 .
qword ptr [rsp+28]=[00000000051EFEFS &L"[+] Enabled debug privﬂege"]ﬁgure 34

0x4FFE ID — Extract the status of the token’s privileges

The badger obtains the TOKEN_PRIVILEGES structure that contains the privileges of the
token using GetTokenInformation (see Figure 35).

48 89 5C 24 20 mov gword p[l’ ss:frsp+2of, rba X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
48 BB 4C 24 50 mov rox,gword prr s..l sp+50f

43 B9 CO e ra,rax xgTTagword FFFF

8A 03 00 00 0O

FE 15 DF C 00 00 |m wﬁ pitr @5i [ <tGetTokenInformations] - =
D > |oefuk o4 fastca b L] rlocke

25 rdx 0000000000000003

3: r8 00000000029F&FBO

4: r9 0000000000000124

51 [rsp+20] 00000000051EFCES

000000000297CO58

Figure 35
It retrieves the name of the privileges represented by a locally unique identifier (LUID) via a
function call to LookupPrivilegeNameW:




49 89 FO | MoV rB,rs1 808 UUULULULUSUUUULILIULUIS. 318 U LU U
48 89 DA mov rdx,rbx la r7 00000000000000000000 STT Emp:y 0., 0000000000 0000000
€7 44 24 48 00 01 00|mov dword ptr ss:frspeas],i

31 C9 [ mor ecx,ecx x87Tagword FFFF

40 89 F1 r 1 e ———in S

mov ro,ris T ———
FF 15 46 A1 00 00  |€all gword ptr ds:[<&LookupPrivilegeNamews] - —
Ee A T 5 | Default (x64 fastcall = |[s_12]0] uriocke
HE = I'1i Fex 0000000000000000 S
qword ptr [0000000002Z98G1E0 <&LockupPrivilegeNamens: 32.L pPrivilegenamens 12: rax 00000000029FEFB4
3: r8 0000000005 1EFCDO
________________ 4: r9 0000000005 1EFCBS

Figure 36

The list of privileges and their status is written in the memory. The following statuses can be
specified: “[+] %-50Is Enabled (Default)”, “[+] %-50Is Enabled (Adjusted)”, “[+]
%-50IsDisabled\n”, “[+] Elevated”, or “[+] Restricted”.

Address Hex ASCII |
00000000D029F8210 (58 00 2B 00|50 00 20 00|53 00 &5 00(49 00 6E OO|[.+.1. .5.e.I.n.
00000000029F8220( 63 00 72 00|65 00 61 00|73 00 65 00|51 00 75 00|cC.r.e.d.s.e.q.u.
00000000029F8230( 6F 00 74 00|61 00 50 00|72 OO 69 00|76 00 69 0O0|0.T.d.P.r.i.v.1.
0D00000D0D29F8240( 6C 00 65 00|67 00 &5 00|20 00 20 00|20 00 20 00|1.e.g.e. LI
CO000000029F8250( 20 00 20 00|20 00 20 00|20 OO0 20 00|20 OO0 20 OO . . . . e

00000000029F8260 | 20 00 20 00|20 00 20 00|20 00 20 00|20 OO0 20 O0) . . - . & & & &
O00000000029F8270| 20 00 20 00|20 OO0 20 00|20 OO0 20 0O(44 OO0 69 OO . . . . . .D.1

1. .

00000000029F8280| 73 00 61 00|62 00 &C 00|65 0O 64 00|0A OO SB OO 5.a.b.1.E.d...[.Fﬂgure 37
00000000029F8290| 2B 00 5D 00|20 00 53 0OO(65 OO0 53 0O(65 OO0 63 00|+.]. .5.8.5.8.C.
00000000029F82A0 | 75 00 72 00|69 00 74 00|79 00 50 00|72 00 69 OD|UW.r.i.T.¥.P.r.1
00000000029F82B0| 76 00 69 00|6C OO0 65 00|67 OO0 65 00|20 OO0 20 0O|v.i.l.e8.g9.e. .

00000000029 F82C0O| 20 00 20 00|20 OO0 20 OO|20 OO 20 00|20 OO 20 OO) . . . . . . .
00QQOO00029F82D0| 20 00 20 00|20 00 20 00|20 00D 20 00|20 00 20 00 . &« « & & + &
00000000029F82EQ| 20 00 20 00|20 00 20 00|20 00 20 00|20 OO0 20 O0) . . - - & & & &
O0000000029F82F0 | 20 00 20 00|20 OO0 20 00|20 OO0 44 0O(69 OO 7F3 OO| . . . . .D.7.5.
00000000029F8300| 61 00 62 O0|6C 00 65 00(64 00 OA OO(S5B OO0 2B 00| a.b.l.e.d...[.+.

0x9DEOQ ID — Extract Username, PPID, PID, and Executable path for every running process

The binary obtains a snapshot of all processes in the system using
CreateToolhelp32Snapshot. It enumerates them using the Process32FirstW and
Process32NextW methods:

i | _— 48 89 DA |mov rax,rbx | x87Tagword FFEF
il . 48 89 €1 | mov rox,rax Bt b AP
FE————— 15 6€ 96 00 00 | €811 gword Prr dsi[<aProcessizeirstws] v = =
| i . 5 | Default (x84 fastcal) - |[s 3]0 unocke
e T 0000000000003
Gword per [000ODO0D0Z985910 <AProcess3ZFirsthsJ=<kerneliz, ProcessizFirscis Y T T T
43 89 DA | oy rax,rox ; x8TTaguord: FEFE
4C B3 Ei | “ ¢ dsip 3 - T
ca’ mr Pt dsi[<4frocessIINextH> v —_— =]
- > Wﬁ”““m“m = ||s_2]0] ulodke
B 1t rcx 0000000000000360
[Gword BEr [0DOODOD0DZIB3B80 <APTOCESSIZNENTH> |=<Kerne]3Z. Processsznentis |2 rdx 000000000S1EFCAS

Figure 39
The agent tries to open the local process object using OpenProcess (0x410 =

PROCESS_QUERY_INFORMATION | PROCESS_VM_READ):

| s 44 8B 84 24 A0 04 00|mov rid,dword ptr ss:ffrspesad)

! . 31 D2 | xor edx, edx | xs7Tagword FFEF
| 1 . g; ;g :U; £ n;u' . |mv1e:\,:&' - - 3 | ;._.u-..__._._......_-__..-,
T €all gword prr ds;[<aopenfrocesss T —————
| il - T s S, e s 5 |Defaut (64 fastcat) ~|[5 Bl00u
e Ee L

|'mru pTr [0000000002985F98 <40PENProcess>]=<kernel32.0penfrocess> Iz: rdx 0000000000000000

Figure 40 |3: r@ 00000000000001F0
For each of the access token extracted from the processes, the executable calls the
GetTokenInformation function and retrieves the user account of the token (Figure 41).

X87r6 00000000000000000000 5T Empty 0.000000000000000000
X87r7 00000000000000000000 ST Empty O0.000000000000000000

e x87Tagword FFFF
I .| |mov recx,qword ptr ss:ffrspe7ej Saeis i P P e
Bl | | €813 gword ptr ds:i[<sGetTokenInformations} ] ¥ —
T ol e 5 Default (x64 fastcall) =5 CIDLIrhdte
b 1: rcx 0000000000000384
aword prr [ I rdx_0000000000000001

2:

3: ra 0000000004580050
41 ra 000000000000001C
5:

000000000297C378 [rsp+20] O51EFB54

Figure 41
The malware extracts the name of the account for the security identifier (SID) and the first
domain on which the SID is found:
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e 48 B89 44 24 30 | mov gword ptr :Er 5p+3 .}_. ax NE/ S UOUOUUBUOUOUUUUUOUD 313 EMPTY U, UUUUCUDUOLURHUOUOUD

- 49 89 E9 |mov re,rbp x87r6 00000000000000000000 STE EmpTy 0. 000000000000000000

. B 4C 89 54 24 20 | mov MI’\‘I ptr ss:frsp+20f,r10 x87r7 00000000000000000000 ST7 Empty 0.000000000000000000

. 5 59 D8 |mov r8,r11

o 4C B9 54 24 58 | mow qwru ptr ss sc 5 8 .".'lJ x87Tagword FFFF

. 4C 89 5C 24 50 | mov_gword ptr _——

. FF 15 82 9C 00 00 im m’ﬂ “r ﬂsl{ﬂl.ﬂo um:ountstm] v [PEE— - —

. 255 5 |Defait (x64 fastcall) * |[5_1#] ] unacke

11 rex
2: rdx DO000D0D0045BODED

Dtr [Bnu_ouomnzmmu
3: r8 00000000051EFETE
4: r9 0000000005 1EFBSE
5: [rsp+20] 0000000005 1EFABD

000000000237C 3C0

Figure 42
0xEBCO ID — Kill processes

The target process is opened via a function call to OpenProcess (0x1 =
PROCESS_TERMINATE):

41 88 co |mov rad,sax X87r6 00000000000000000000 STE EMPLY 0.000000000000000D00
BS €D | test eax,eax X87r7 00000000000000000000 ST7 EmpTy 0. 000000000000000000
. 74 AT | §& 297A32A
B9 01 00 00 00 |mov ecx, 1 x87Tagword FEFF
31 D2 | xor_edx, B et PSR
FF 15 AB BC 00 00 tm qmrn prr dsi[<sopenprocesss] 1 v
£ 15 ne serapeyree *15 10 irkoce
y  [oessiatiienen) -
1 rcx
ernellz. OpenFrocess> 2: rdx 000000D000D0D000
3: ré 0000000000001448

Figure 43
The process is killed using the TerminateProcess API:

| . 48 89 €1 | mov rex,rax X87F7 0ODOOOO000D000000000 ST7 EMPty 0. 000000000000000000

I L] B 48 85 CO | TeST rax,rax

o . -~ 74 22 | ie 297A31A x87Tagword FFFF

i b I e e i'.‘.‘.°' "“-'—u t 1 1 e
IF—t FF 15 CD B8 00 00 €all gword ptr ds:[<&TerminateProcesss v =

[ . — == i ,  |Defauit (x64 fastcal) = |[5 2] uriocke
L et e T TER el
[aword pxr 985800 <&T ocess> 32. nateProcess> 12: rdx 0000000000000001

Figure 44
0xF584 ID — Create a new process using the Domain, Username, and Password received
from the C2 server

The binary spawns a new process using the CreateProcessWithLogonW method. The
parameters are modified according to the command’s arguments:

» | nooaoor 48 89 6C 24 50 mov gword ptr ss:@rsprsol,r =
8 | nooion A& 5; AR 2100 000 [t n:g:g BEE &% X87r0 00000000000000000000 STO Empty 0.000000000000000000
] ot g |, ﬁa‘ hgm - X87r1 00000000000000000000 ST1 EmPTy O.000000000000000000
pod [ Bt bbbl meadoll X87r2 000000O00DO0O0DO0000 ST2 Empty O.000000000000000000
. : 7 o4 23 30 00 00 COlmIY dward oir-a X87r3 00000000000000000000 5T3 Empty 0.000000000000000000
o | cooooac 48 89 54 24 28 mov qword ptr XA7r4 00000000000000000000 ST4 Empty 0.000000000000000000
s | 000 45 BB B4 24 30 00 00|mov rax,gqword p X87rS 00000000000000000000 5T5 Empty 0.000000000000000000
. 4C BB B4 24 B8 0O 00| mov r8,qword Prr s : X87r6 00000000000000000000 STE EMPTY 0.000000000000000000
o || ooooc 41 B9 01 00 00 0O mov rad,1 X87r7 00000000000000000000 5T7 Empty 0.000000000000000000
®|| 0000C 48 8B 54 24 78 mov rdx,qword ptr : +7 8 |
ME ! 48 BB BC 24 80 00 00|mov rcx,qword pt irsc-:‘--; x87Tagword FFFF
o | ao000: 2 48 89 &4 24 20 mov_gword ptr ss:frspr2of,rax : PP —

2 Rl (0000000237 DA7 5 | FF 15 FA 86 00 00  [call aword ptr ﬁs: [qcreateProceswi:hLovom] v e
ole s 5 | Defeut (x54 fastcal) = |5 [+ unleck

i ~ - [1i rex 0000D00DO4EBOSED L User™

£ 3 ;
quord prr [ 7B <4Crearerrocesswi ] ap reatePr OGO I'2: rdx_0000000004580340 L"Doa"
3; rg 0000000004560380 L"Pass”
L 4: r3 000000000000000,
0000000002 37DAT & 5: [rsps20] nauooomcassmsu
¥ pump 1 wmz Woump3  Whoumps  SWoumps @ warchi  xellocals i stuct mwuwwj “Dom"
MAdrace TasrTr T -l I000C 00000045 B0BED | “cmd. exe”

Figure 45
0xBEDO ID — Execute the “open”, “runas”, or “print” command

The first parameter is compared with the above commands, as shown in Figure 46.

text:B0e0000008297E872 mov dword ptr [rspt2F8h+5tr2], 'nepo’

text : 000000REE207EET7A movsxd rox, ecx ; Count

Jtext:BE2866888297EE7D mov dword ptr [rsp+2FBh+var_2B4], "anur'j_.
.text:000000000297E885 mov byte ptr [rsp+2F8h+var_288], 's’ Figure 46
.text:060000088297EEEL mov dword ptr [rsp+2F8h+var_2AE], 'nirp'
.text:880000088297EE92 mov byte ptr [rsp+2F8h+var_28A], 't’

We could use the runas command to spawn a cmd.exe process:
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AT 3 UMLUSUSLISUIIISUSLIILIY 313 By

2. r 58
. :: cn; ;i £ xs;g 00 0O |1n:: ..ié}ﬂ"ﬁi? a4y o - x87r4 00000000000000000000 5T4 Empty 0.000000000000000000
- €7 84 24 B8 00 00 00 mov dword ptr ss:frspes 1 ®x87r5 00000000000000000000 5TS Empty O.000000000000000000
. 48 85 CO Test rax,rax x87r6 00000000000000000000 ST6 Empty 0.000000000000000000
. B8 00 00 00 00 mov eax, X87F7 DOOOODOD00D0D0000000 ST7 Empty 0.000000000000000000
. 48 C7 84 24 90 00 00 mov gword Dtr s:frsp+20],0
- 49 OF 45 C5 cm\me rax, n87Tagword FFFF
- 48 89 44 24 78 v gword p H %] -'-':!‘,rax [amm o cmmme LES
T - FF 15 5F 7300 00 Imi w( ntr das [<&shel ExecuteExas] I v =
| . T 5 |Defaut (x64 fastcad) > |5 12 uniode
e "1z rox 0000000005 1EFCES
gword prr [00 ExecureEud> 2: rdx 00746E6972700000
3: rg 0000000000000064
4z FFF
000000000297EALS x
Woump1  @oump2  @oump3  UMOump4  @ioumps @ warchi  eelvocals ¢ Struct 0000010001 B
Address Hex |asciz ~
0000000005 LEFCEE (@) 00 00 00[40 00 DO 00[00 00 00 00[00 00 00 0O(W...2.
1EFC78 | QL_ED_1E 05 00 00 00/\DE FC AP 05100 00 00 00| Uy
D00DODODUS 1IEFCEB | D6 DU DG 0a D0 000000 | 00 0800 08T 00 00 0000 | -
0000000005 1EFCA8 | 00 00 00 00 00 00 Uu 00 00 00|00 00 00 OL
0000000005 1EFCAS | 00 00 O 00 00 00|00 00 00 00|00 OO ¢ 7 H
0000000005 1EFCEE | 00 00 00 0 00 00[00 DO DO 000G = ggf;é;ggg%g;g
0000000005 1EFCCE | 00 00 00 00|00 00 00 00|00 00 00 00 '. -
0000000005 1EFCDS| 63 60 64 00/00 00 00 00|00 00 00 00 2000000000000000
48 8B BC 24 CO 00 03| mov recx,gqword ptr ss:frsp-cof
pa 8 | test row,rex x87Tagword FFFF
- | je_297EAGS
FP 1: 58 71 00 00 rﬂl:! aword ptr dsif<eGetProcessId=] | v
Defait (x64 fastcall) * |[s [3] 0] unlacke

[qword ptr [

Figure 48

385898 <&GetProcessid-]=<kernel3z,Getrrocessids

0xE2EA ID — Copy bytes into memory

ER

' 1: rox (0000000000005 70
relx  OOOONONANNNNINNN

The second parameter is Base64-decoded by calling the CryptStringToBinaryA API:

000000000297 EDOE

Figure 49
The address containing the resulting bytes is stored in a table that contains functions
pointers (see Figure 50).

31 D2
48 B9 24 20

0 00

3C DS 00 00

48 C7 44 24 30 00 0O |mov qwnrﬂ ptr :s,
48 C7 44 24 28 00 00/ mov_gwor
FF 15

| xor edx,edx

|mov gword ptr ss:fir
| mav réd,1

|mov rex,ri3

’sD-':- 10

| €a1l qweor Gp:tr dss [qcryms:rinuTomnarybI

u87Tagword FFFF

ME/FS UUUUUUUGUUUUUUOUDUUD 315 EMPTY U UUUUULUGUGUIBUGUY
X87r6 00000000000000000000 STE EmpTy O0.000000000000000000
HB7r7 00000000000000000000 ST7 Empty O.0O0000000000000000

Defauit (x64 fastcall)
1: rcx 00000000045 BOSAD -W'
2! rdx 0000000000000000
3: r& 0000000000000001
4: r3 0000000004580860

[rsp+20] 0000000005 1EFESC

Address Hex ASCIT
0000000002985D025 | 60 08 5B 0400 00 00 00(50 24 oA AFIFS 7F 00 O0(  eleeans. iZ9m..
ooQoooo0029E5038 (EQ 20 oA AEIFD FF OO0 OO0 SFE 82 AFIFG FF 00 00 awzZe o AoB.
0000000002985048 | 40 DD 58 AEIFS 7F OO0 QD(D0 BA ©8 AEIFE TF O aAYXe @ tXEB.
0000000002 9850D58 | D0 _BA T8 SEIFE TF 00 Q0 ES FF Q0 00 o T - R it H
0000000002985D68 | 80 15 FO 9EIF8 FF 00 00|40 €2 58 AFIFR FF 00 00 e paB. ahxee.
0000000002985D78 | £0 53 AR AFIFB 7F 00 OOIED 33 OF A9 F8 7F 00 00| 5 @. 03.80.
ooQooo0002985DEE (AQ ZE F1 OEIFD FF 00 O0(g0 FC OB AEIFZ FF 00 Q0 =q0.@. |[Eﬂ
oooo0oo002985098 (DO o8 AR O9F1F8 FF Q0 Q000 OO0 OO0 00|00 OO OO 00 (DXe.B. ..o v o eeens

= [5_1#][] unlocke

.. [Figure 50

Depending on the number of bytes, the malware will send the “[+] Imported %d bytes”
message to the C2 server:

48 BD 4C 24 20
B85 CD
41 89 CO
v T4 07
48 8D 15 7F SC 00

BRI

lea rcx,gword ptr ss:
test eax,eax

v red,eax

e 297c95

00| lea rdx,gword ptr ds

CaNNI 29778507

Brsp2of

: [2982214)

Figure 51
0x6154 ID — Free the pointer storing the address of the imported bytes

[ED
2:
ha:

x87Tagword FFFF

" | Default (x54 fastcat)

x87r6 00000000000000000000 STE EmpTy 0.000000000000000000
X87r7 00000000000000000000 S5T7 Empty 0.000000000000000000

= |[5_[#][] unlocke

rex 1EFEED
rdx 0000000002962214 L"[+] Imported #d bytes"
r8 0000000000000008

The agent calls the free function with the pointer displayed in the above command. The
message shown below is transmitted to the C2 server.
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Ltewt:aeaaaaEEE297C492 mov rcx, cs:qword 2985028 ; Memory
Ltext:@ee208888297C499 call free

Jtext:eeaeeeaep297C49E mov rex, cs:qword_ 2986600

Jtext:aeeeeeaea297C4A5 mov cs:qword_2935028, @ .

. text:@0PEPBBEA297CABR call  cs:qword 2985D38 |Figure 52
text:aeee0000297C4B6 lea rcx, [rspt3ghtMemory]

Jtext:@08000000297C4BE lea rdx, almportCleared ; “[+] Import cleared”
.text:00000000808297C4C2 call sub 297F858

0x699A ID — Create a TCP listener

The process creates a new thread that is responsible for the listener creation:

31 D2 | xor edx,edx xB7r0 00000000000000000000 STO Empty 0.000000000000000000
F3 AB - |repe stosd X87r1 00000000000000000000 STL Empty 0.000000000000000000
jca gg 44 24 5: I'““"" :g‘qxfg"pgl‘f" sifirspres l %87r2 00000000000000000000 ST2 Empty O.000000000000000000
4C 8D 05 E7 47 FF FF|lea rs:mrd per NETr3 00000000000000000000 ST3 EmMPTy 0. 000000000000000000
e =k wn mov qérd per xB7r4 00000000000000000000 ST4 Empty 0.000000000000000000

48 89 44 24 58 %87r5 00000000000000000000 STS Empty 0.000000000000000000

48 8D 44 24 43

x87r6 00000000000000000000 STE Empty 0.000000000000000000
XBTFT 00000000000000000000 ST7 EMPTY 0.000000000000000000

48 89 44 24 28
€7 44 24 20 00 00 0O |mov dword ptr
F! 3 7I: &! m 00 lmﬁl ﬁ w ds [-altrea(e'rrrnda) w

xB7TAgWOrd FFFF

sEaREBEREREREN

= |[s 2] urecke

5 F
rdx 0000000000000000

‘awor 2:

3: r@ 0000000002973820

4: rs 0000000005 EFESS &"80.50.80. 801 5838
BOAOONGO0Z BT FOEE st [rsp+20] 000D00DOODOOO

Figure 53
It calls the getaddrinfo method with the port number and the first parameter being NULL,
which returns all registered addresses on the local machine:

ADI1 3 UMY 313 BIELY U

¢ 2 r ss:frspreo
. :‘-j :: ;ri o8 o 1.,;: ’:.qmrsd r_u:r'a "[,E,f‘..__ dx: =88 x87r4 00000000000000000000 ST4 Empty O.000000000000000000

. 4C BD 44 24 7B [lea rs,qword ptr ss:frsp+7s X87r5 00000000000000000000 STS Empty O.000000000000000000

. F3 AB rgpg scosd x87r6 00000000000000000000 STE EMpty O.000000D000000G0000

- 48 B8 01 00 0O 0O ﬂZ' rax,2 X87r7 00000000000000000000 ST7 Empty 0. 000000D00000000000

. 48 B9 44 24 7B mov qworu :n:r rsp+7Ej, rax

. 48 B8 01 00 00 00 06 mov rax, c x87Tagword FFFF

wic 48 89 84 24 80 00 00| mvm p :firsprs50ll,r

. FE 15 43 22 01 00 lal! _qword ptr u:tmeuunrimn-) 1 v

. * |5 |%|[]J unlocke

Defauit (x64 fastcall)
11 rex

12! rdx 000DODODO45BOBAD
3: r& 0000000005 3EBEAS
4: r9 00000000053EBES0

"8888"

Figure 54
The badger creates a TCP socket (0x2 =
IPPROTO_TCP):

AF_INET, 0x1 = SOCK_STREAM, 0x6 =

BB 48 04
88 50 08
44 88 40 OC
FF 15 19 26 01 00

mov ecx,dword ptr ds )r.u 5{
mov eds,dword ptr ds:[rax+
oy r5d, dword ptr de: rax.c
call mrc ptr n‘s:[mockehl

xBTTagword FFFF
|—

5 |Defaut (64 fastcat)

1 rox 0000000000000
|2: rdx 0000000000000001
|3: r8 0000000000000006

= |[s_2] 07 unlocks

Figure 55
The bind function is used to associate the local address with the socket, as highlighted
below:

48 BB 44 24 60

mOV rax,qword prr S5iErspe0g

mov rdx,qword ptr ds ax+20] |
mov_r8d,dword ptr ta +10]

call gword prr ds [-(Ammb] | w

x87Tagword FFFF
—

LRI

21 rdx 0000000000102E40

3: r8 0000000000000010

4: r9 000000000000001F

5: [rsp+20] 0000000000000000

0000000002973971

Woumpl  @Woump2 @WOwmp3 EWOump4s  Beoumes @ watchi  ellocls 4 Stuct o E0000000005 3EBF10
Address !E | Ascx I A|. 5 g MeO D vz
|nonoooonaomz£-w 02 00 22 BBI00 00 OO 0OTO0 OO0 OO OOI0D 0D 00 D0IB." -...vssessns 1 | BOD0UOOGAS JERS ﬁﬁﬁ?ﬂf?ﬁi?gffﬁ'!* W

The malware starts listening on the port specified in the command’s arguments (in our case,
8888):

48 8B 48 10 mov rex er‘l Dtr as Dx+10) x87Tagword FFFF
BA FF FF FF moy_ &dx , Pm“

FF 15 F& 27 01 00 call m ot'l' ds [(&'I!sten}]

nefutw&mﬂ

TFex
2t rdx 000000007FFFFFFF

>

Flgure 57
Finally, the accept method is utilized to allow incoming connection attempts (Figure 58).

10/19



48 BB 48 10 mov rcx,gword ptr_ds [rbié
C7 44 24 50 10 00 00|mov dword ptr ss:fir 3,
4C 8B 44 24 38 mov r&,qword pTr ss

10] X8Tr7 00000000000000000000 S5T7 Empty 0.000000000000000000
10

x87Tagword FEEF
48 BB 54 24 40 mov_rdx,qword ptr s e L
FF 15 35 25 01 00 call gword per ds:[ w = <

FF 153525 call aword per =3l - M,..w,,m 715 | uode

2 rd)l 0000000005 3EBEFS
3: r8 0000000005 3EBESD

Flgure 58

The IP address from the connection is converted into an ASCII string in dotted-decimal
format:

PR WP Y e —— L

¥ | Defauit (x64 fastcal) v |[s 5100 unlocke
IR

w

A new thread that handles the receive operation is created:

n!?r! 00000000000000000000 SI'Z EMDEV D D'DDOCN)ODODODOOOODO
X87r4 00000000000000000000 5T4 Empty O0.000000000000000000
%87r5 00000000000000000000 STS Empty O0.000000000000000000
%87r6 00000000000000000000 5T6 Empty 0.000000000000000000
X87r7 00000000000000000000 ST? Empty O.000000000000000000

31 b2 | xor edx,edx
48 BD 44 24 54 |1ea rax,
46 89 AC 24 CO 00 mwvmvur
i1 c9 | xor ecx,ecx
4C 89 84 24 €8 00 00 |mov gwerd ptr ss
4C BD 05 BE 04 00 00| Tea r&,gword ut.r
58 €7 44 24 58 00 00 |mov qword ptr

[rsp+CE

4B B9 44 24 28 mov qword ptr uBTTagword FFFF
C7 44 24 20 00 00 00|mov dword prr + T NP
BA 24 01 «<all _aword rente'mrellb] ] v =
58 3 | Defeut (x4 fasteall) * |5 15[ unlocke
2.Creat; ead> I

1Al orCx

2: rdx 0000000000000000

3: r8 000000000297 3FDO

4: r? 00000000053EBEDS

§: Irsp+201 0000000000000000

0000000002973828

Figure 60

45 31 C9 |XDI’ rod,rod X87r7 00000000000000000000 ST7 Empty O0.000000000000000000
41 BB 00 10 00 00  |mov rad,1000
48 B9 EA |mov rdx,rbp xa?l‘wrd FFFF

s 89 E1 | mov rex;riz
FF 15 85 1A 01 00 |call gword ptr dsif<erecv:] I

* |5 1#[] unlacke

1: rex 8
ptr i eCV - FeCY> i 2: rdx 0O0000ODOSSEEFLF
3: ré 0000000000001000
1 4: r9 0000000000000000

Figure 61
0xB458 ID — Extract information about Windows services

The binary opens the service control manager on the local machine using
OpenSCManagerA (0x4 = SERVICE_QUERY_STATUS):

48 BB 4C 24 48 |mv rex mrd ptr ss:frsp+4s]

41 B8 04 00 00 00  |mov réd,

31 D2 | xor edx, eda

€7 80 6C 08 00 00 01|mov dword ptr ds: [rax+86C],1

FF 15 72 7E 00 00 |call qword per 51 [<OpenstManager A>] 1 v

X87r7 00000000000000000000 ST7 Empry O.000000000000000000

x87Tagword FFFE
bt ki R S A O
Defauit (x64 Fastcall) * |[s [3] (] uniacke
1T rex
Iz rdx_DODOOOBDO0O0OO0D
3: rg& 0000000000000004

Figure 62
EnumServicesStatusW is used to enumerate all services in the database (0x30 =

SERVICE_WIN32, 0x3 = SERVICE_STATE_ALL):

MO % SUULUSUSULSUSUUSULIIL 31 SELY U LU LI

43 89 C1 mov r9,rax

BA 30 00 00 00 mov edx, 3t 30: *0* XB7rS 00000000000000000000 5TS Empty 0.000000000000000000
4C 89 E1 mov rox,riz XE7FE 00000000000000000000 STE Empty 0.000000000000000000
48 89 TC 24 38 mav mrd ptr ss:frsp+3s,rdi XB7r7 00000000000000000000 ST7 Empty 0.000000000000000000
41 88 03 00 00 OO mov 8
S n 7e 28 mov qwrn prr ssifrspesof,ris xB7TagwWord FFFF
4C B9 6C 24 mov_gword ptr
FF 15 11 79 no 00 [eall gword ptr dl‘! [qenunsun:essruu:m] W ==

> » 1[5 13100 urdocke

T TER 70

CcesSTatusws 32, cesSTatusks ||z: rdx 0000000000000030

3: ré 0000000000000003
4: r9 000000000011D3CO
00000000029TEIEY 5: [rsp+20] 00000000000034CA

Figure 63
For every service, the malware calls the OpenServiceW API (0x1 =
SERVICE_QUERY_CONFIG):

49 88 55 0O |mw rdx qnora ptr ds: [ri3] rOXILTA
ra

41 BS 01 00 00 00 x87Tagword FFFF

FF;:;;??WW }\""&;&:—wn’[ ] 1 I
F[<a0penservicews, L L
T . "Dll(Eh‘ 1) "’:|5'=D i

Erﬂ

a orr

Figure 64

rdx 126864 L" vice”
Iz r& 0000000000000001
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The agent extracts the configuration parameters of the service using QueryServiceConfigW.
The following fields are relevant: display name, service name, service state, service path,
service user, and service type.

-] 8] oo 0297E4T2 4C BB 4C 24 58 mov r9,qword ptr ss:frspecs] X877 00000000000000000000 ST7 EMpty O0.000000000000000000

ba ® | 000000000, 44 BB 44 24 54 | mov rad,dword ptr ss:| z4)

et s | oo 48 89 €2 |mov rdx,rax x87Tagword FEFF

| . 4C 89 F1 lm.l £X, 1 ;4 e
H—:.—io FF 15 B& 74 00 0O gword ptr dsi[<&QueryServicecontigw] w P E————————— e
! ——— i i o T [ E o
| 1 rex 0000000000112040

¢ rdx 00000000000F 8240

i rg 0000000000000176
i r9 0000000005 1EFEBS

e oo 585940 AQueryServicecontigws]=<advap! 32, Queryservicecontigns

N

Figure 65
0xE3CB ID — Retrieve information about Domain Controllers and policies

The malicious executable obtains the name of a domain controller via a function call to
DsGetDcNameW, as displayed in Figure 66.

i:g: :Zﬂ'::ﬂ xX87r3 00000000000000000000 ST3 Empty 0. 000000000000000000
| xor !6\:2‘3! x§7r4 00000000000000000000 ST4 Empty 0.000000000000000000
|1ea rax,qword ptr ss:lrsprsol XB7r5 00000000000000000000 STS Empty 0. 000000000000000000
| ri2,rex rFi2:iei™ x87r6 00000000000000000000 ST6 Empty O0.000000000000000000

X877 00000000000000000000 STT Empty 0.000000000000000000

|mov gword ptr ss
00 |mov_dword ptr ss L0 L .a.
|€alT gword ptr ds:[<dDsGetDoNamews] v |

gword ptr [0000000002985080 <aDsGetDcNamews]=<logoncli.DsGetDcNamens 2: rdx 0D000000OODOODODO

||3: r& oonoooooooooooon
. 3: rs 00000000000D0000
000000000237 8072 5: [rsp+zo] 0000000000000000

Figure 66
The DsGetDcOpenW API is utilized to open a new domain controller enumeration operation
(0x2 = DS_NOTIFY_AFTER_SITE_RECORDS):

45 31 €9 I xor rad.rFad = = R8/0S UUUUUUUUSUSUSULUUIGUY 313 EMPLY U UULLUUGUULLIUULLIGUY
45 31 CO | xor r8d,rad x8§7r4 00000000000000000000 5T4 Empty 0. 000000000000000000
BA 02 00 ) O mov edx,2 x87r5 00000000000000000000 STS Empty 0. 000000000000000000
45 8B 48 | mov rex,qword prr o x: Do x87r§ 00000000000000000000 5T6 Empty 0.000000000000000000

lea rax,qword ptr_s XE7r7 00000000000000000000 ST? EmpTy O.000000000000000000
00

. C7 44 24 mov dword pt
» | oo ) 1 48 89 44 mov qword pr. x&7Tagword FEFF
o | oo 287 DAL 48 €7 44 2 0 0% mov gword ptr ss:frsp+20§, B RSN NS L S PSR
g—s FF 15 23 D | a1l gword ptr ds:[<dDsGetDcoperns] I — - —————
- | T o il > [oseut s s QIEEr
e - I'1: Fex 00000000029F1378
aqword ptr [0000000002986108 <ADsGetDcOperws]=<logoncli.DsGetDcopens 12: rdx 0000000000002
| 3: rg 0000000000000000
4: 3 00D0000000000000
!DEIOODOD’DDZ?Z'BDRF [5: [rsp+207 0000000000000000

Figure 67
The badger extracts the global password parameters and lockout information by calling the
NetUserModalsGet function. The information is organized using the following structure:

12/19



Jtext: BAEEEREER29TEE22 mov rax, [rsp+@Ash+var_58]
Jtext:eeea080082073E27 lea rdx, aDomainControll ; "[+] Domain Controller:\n ¥ls (¥ls)\n'
LdextepeaRaaaa2o7sE2E mov rcx, rbx
text:800060808682973E31 mov rg, [rax]
.text:2800800802973E34 mov r9, [rax+s]
Jtext:BEEEERARR2OVEESE call sub_297F358
text:ea00800802973E30 mov rax, [rsp+@Ash+var_ 53]
Ltext:00000000082973E42 wor edx, edx
Ltext: 20888888297 3E4Y mov [rsp+eABh+var_48], @
Jtext:B00R0080620973E4D mov [rsp+@ABh+var_38], @
.text:peeaEEERR2978E56 lea rg, [rsp+essh+var_4e)
text:B00000806820973E5E mov rcx, [rax)
.text: 08008008029 7BESE call cs:qword_2935FF@
LTdextepeaRaaaa2973E64 test eax, eax
.text:000080B002078E6E jnz loc_2978EF3
_ Y
M
Jtext:BeeR088082073E6C cmp [rsp+aABh+var_48], @
.text:00008008002078E72 j:z short loc_2973EF3
_ Y
Lol e =
Jtext:BeEREE2882073E74 lea rdx, aDefaultDomainP ; "[+] Default Domain Password Policy:n"
text: a0paeaae82978ETE mov rcx, rbx
LJext:aeepaeaaa2978EVE mov esi, 151868h
.text:0000000002078E83 call sub_297FB50
Jtext:BEEREEERA2073EEE mov rax, [rsp+@Ash+var_4e]
Ltext:800008080882978E8D lea rdx, asc_298181s ; " "
LTdext epeeRaaaa2973E94 mov rcx, rbx
.text:0000000002973E97 mov réd, [rax+1eh]
Jtext:BeeRE88882073E9E call sub_297F358
.text:0000000002973EA8 mov rax, [rsp+8Ash+var_46]
Ltext:p0eap00882973EAS wor edx, edx
Ltext:eBeeReaaa2o73EAT mov rcx, rbx
Jtext:BEEREERRA20TIEAL mov eax, [rax+d]
text:BeEREERRE2073EAD div esi
Ltext:Be08808802978EAF lea rdx, aMaximumPasswor ; " Maximum password age (d): &d\n"
Ldext:eReaReaaa2973EEE mov raéd, eax
text:BeeRE888682073EB9 call sub_297F358
Figure 68

0x0105 ID — Extract data from the clipboard

The process opens the clipboard by calling the OpenClipboard method:

31 €9 XOF ECK, ECK
FF 15 4A €9 00 00 | €@l gword ptr ds:[<&openclipboards] w [= - &
FE 15 I Defut (Wdfastcal) =[5 [2]0] urlacke

[‘word otr [0OOD00000Z985BDS <A00ENC110boar 0> 1=<user 32.00enc 110b0ard>
Figure 69
The data is obtained from the clipboard in the Unicode format (OxD = CF_UNICODETEXT):

. 1 89 0D 00 00 0O |mov_ecx, 0: "\ P P SR
H—e FF 15 D3 C8 D0 00 | €alY gword prr ds:{<&GetClipboardbata-] wl= —

H 5 =ED S e , | Defaut (x64 fasteal) = |5 21| urlocke
gword ptr [0000000002985870 <4GetC]ipboardDatasi=<user32.GetC]ipboardoata> Tl‘-.' ::: NONONNNNNONNONNNN

0x0B06 ID — Convert the time of the last input event in minutes

The binary obtains the number of milliseconds elapsed since the system was started using
GetTickCount:
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FF 15 A3 CZ 00 00 €21l gword ptr ds:[<&GetTickCount>]
e e e G T T S

EE

[gword ptr [0DODODODDZ986228 <&GetTickCount>]=<kernel3z.GetTickCount>

Figure 71
GetLastInputinfo is used to retrieve the time of the last input event:

Tea rex,gword pt +28Q X87r7 00000000000000000000 ST7 EMPty 0.000000000000000000

00 00| mov gword prr =5
28 00| mov gword prr ss 2 8 x87Tagword FFFF
mov ebx,eax N Ny Wy e
FF 15 B1 BF 00 00 | call gword ptr ds:[<&GetLasTInputinfos] v s
E——— s | Default (x4 fastcal) ~ |[5_{#](] uniocke
i 1 rcw DOO0ODOOOS1EFEES
|qwerd ptr [0OO0000002985F50 <&GetLastInputInfor]=<user3Z.GetLastinputinfo= 3t rdx (OOOONONO? AREIN0

Figure 72
0xB63A ID — Block keyboard and mouse input events

The Blocklnput method is used to perform the operation, as displayed in the figure below.

B9 01 00O 00 00 mov ecx,
. 4C BD BC 24 28 lea r13,qword ptr s5:[frsp+25] xB7Tagword FFFF
| . 48 C7 44 24 28 00 00|mov gword ptr rsp+25y, i Sl P S .
FG—F= FF 15 44 83 00 DO |tl'l'| aword prr “dst [QB?B(kIWU! 1 v p—
[ . Santt ,  |De=fauit (x64 fastcal) =[5 [#][] uniacke
| - 1t rox 0O0000000000000L
|gword prr J=<user3z.B10ckInpuT> 71 rdx AONNOONNNZ IRESO0

Figure 73
0x0391 ID — Lock the workstation’s display

LockWorkStation is utilized to lock the display (see Figure 74).

E—) [ |:| |:| |:| |:| |:| |:| |:| |:| 0297 A9EZ

FF 15 30 B3 00 00 |ca11 gword ptr dE:[<&Lockworkstations]

[gword ptr [00000O0OO002985D18 <&LockWorkstation=]=<user32.Lockworkstation>

Figure 74
0xF999 ID — Impersonate the context of a logged-on user

The badger attempts to log a user on to the local machine via a call to LogonUserA (0x2 =
LOGON32_LOGON_INTERACTIVE):

. C7 44 24 ¥ 00| mov Mrﬂ ptr :_':(- sp+2 ]I HE/CS DUOUUOUOUOUOUIDUGUUY 31 EMDTY U UOUOUDHIOUDUOUULRUG
- 41 B9 09 ¢ 0 mov rad, o9 t* XE7ré 00000000000000000000 5TE Empty 0.000000000000000000
. 45 B9 44 24 2 mov quo r ss:lrspr2sll,rax XE7r7 00000000000000000000 ST7 Empty 0.000000000000000000
ol 4C 89 F1 mov 14 rex:"us
. 40 B9 EO mav -s.---_: r8: “pas x&7Tagword FFFF

| . 4C 89 FA mov_rdx,ris |rdx: Do || B S,

[ FF 15 61 AA 00 00 [€&11 gword ptr ds:[<sLogonuseras] v —

| S e T T P e = I:F  (x54 Fast 1 =0

| | Default {541 ‘ﬂ':‘ — |5_[¥|L | Uniocke

00D [1f FEx 00DDODDDDASBOBLO “User™

[aword ptr [00000000023858C0 <aLogonuUseras]=<advapi32.LogonUserd> e g T T T R T

|2
3: r8 00000000045808E0 “Pass™
4: ra 0000000000000002

5:

Euunonouﬂo}s:’a.{;s rsp+20] 0000000000000000

Figure 75
The binary impersonates the context of the above user using the ImpersonateLoggedOnUser
function:

. 2578172 48 8B 88 AO 04 00 O vord ptr ds B L
s FF 15 Bl AA 00 00 |:l'l1 mrd prr ds: {c&twersunnetuﬂaemnuser b | ] vl PR—
I Shee e > |Defaut (x64 fasical) ~ |5 _£][] uriocke
S—— . - - —-8 — I1: rex 000ODOOOOOO00IDG e e
gword ptr [0000000002IE5C30 <aImper > 132, Imper > [5: rex NOOONNOONONNNNNN

Figure 76
0xA959 ID — Retrieve information about users

The first parameter is compared with “user” and “users”. In the first case, the malware calls
the NetUserGetInfo API to obtain information about the user account:

| VY 29 a0 | 48 B8 94 24 CO ¢ 00| mov rdx,qword ptr s XETr7 00000000000000000000 ST7 Empty O0.000000000000000000
4 48 BB BC 24 CB ¢ i s
4C 8D 8C XB7Tagword FFFF
41 B8 02 e e P R
FF :Ll 61 Fi 00 on v [= - - e
Default (x64 fastcal) = |5 [ uriocke
11 Fex 0000000000000000

aword ptr 2 z ] GetInfor]=<samc]i.NetuserGetinfox l2: rdx 00000000045B0DCO
| 3: r8 0000000000000002
4: r3 00000000051EFC2E

Figure 77
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The information is organized in the following manner:

.text: 0080000882976 mov [rsp+328Bh+var_298], eax
.text:08000000829764A1 lea rax, aNumberdfLogons ; "Number of logons"
Ltext: 288000088297 6AA8 mov [rsp+328h+var_298], rax
Ltext:BE82000882976AB8 mov eax, [rcx+dgh]

.text:e000000062976AB6 mov [rsp+328h+var_2B@], rsi
.text:008060000682976ABB mov [rsp+328h+var_288], eax

Ltext: B008208E020976AC2 lea rax, ab s
Ltext:B0800880682976AC0 mov [rsp+328h+var_2A8], rax
.text:00080000082976A01 lea rax, alastLogon ; "Last logon”
.text:080000008082976A08 mov [rsp+328h+var_2B8], rax
.text:86800000882976A0D0 mov eax, [rcx+léh]

Ltext:BE2000882976AE8 mov [rsp+328h+var_2D8], rbx
Ltext:e0000000682976AE5 div rad

Ltext: 800000800207 6AE8 lea rd, alUserName ; "User name"

Ltext: B0002EBEE20976AEF lea rdx, asc_29824EE ; "¥"
.text:B080088082976AF6 mov [rsp+328h4var_208], eax IFiqure 78
Ltext: 888000008 2976AFA lea rax, aPasswordlLastSe ; "Password last set” g
.text:080000008829768081 mov [rsp+328h+var_2C8], rax
.text:26800000882976886 lea rax, aAccountExpires ; "Account expires”
Ltext:Ba800000882976680 mov [rsp+328h+var_2D8], rax
Ltext:e0000000682976612 mov eax, [rcx+9eh]

.text:00006000062976818 mov [rsp+328h+var 2E@], eax
.text:BE80688068297681C lea rax, alCountryRegionC ; "Country/region code”
.text:B0800880682976B23 mov [rsp+328h+var_2EB], rax
.text:00800000882976828 mov rax, [rex+2eh]

.text:0880000088297682C mov [rsp+328Bh+var_2F@], rax
Ltext:eeae008082976831 lea rax, aComment 3 "Comment™

Ltext: 288200088297 6638 mov [rsp+328h+var_2F8], rax
Ltext:e00060000682976630 mov rax, [rcx+4eh]

.text:00806000062976841 mov [rsp+328h+var_388], rax

Ltext: 8008208882976B46 lea rax, aFullName ; "Full name"
.text:B0800880682976840 mov [rsp+328h+var_3088], rax

In the second case, the agent retrieves information about all user accounts on the local
computer (0x2 = FILTER_NORMAL_ACCOUNT):

48 88 4C 2 mov rox,qword pr =
lea r9,qword ptr
mov dword ptr ss
mov gword ptr ss

X87r2 00000000000000000000 ST2 EmpTy O0.000000000000000000
x87r3 00000000000000000000 ST3 Empty O.000000000000000000
X87r4 00000000000000000000 ST4 EmpTy O0.000000000000000000
x87r5S 00000030000000000000 STS Empty 0. 000000000000000000
x87r6 00000000000000000000 STE Empty O0.000000000000000000
mov edx,: x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
mov gword ptr H 1
lea rax,gword pt

48 89 44 24 28 mov_gword ptr ss:frsp+2sj,rax 2
FE 15 4C FO 00 00 |call aword per dii[<awetuserenums] 5 v

T

1z X DO000000045 BOF 00
2: rdx 0000000000000002
3: r& 0000000000000002
3
H

i'quur_'TBiE'r_[oommmz__""' *9B5020 <ANETUSErEnum>]=<samcii, NeTUser Enums

i r9 0000000005 1EFD3E
: [rsp+20] OODOODOOFFFFFFFF

| DO0000000297 ECCE

Figure 79
0x6C36 ID — Extract registry keys and values

The first argument can be “hkim”, “hkcu”, “root”, “config”, and “users”. These are Windows
registry hives.

The registry key passed as the second argument is opened using the RegOpenKeyExA
method (0x20019 = KEY_READ):
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41 B9 19 00 02 00 mov rod,20019 || XBSTE UUUUUUUUUUBUUUUULDUY 316 EMPTY U. )
45 311 o xor XB7F7 00000000000000000000 ST7 EmpTy 0.000000000000000000
4C B89 EA mov Fdx: " Ap|

45 89 44 24 20 mov
48 C7 €1 03 00 00 80| mov
FF 15 EA 96 00 00

|| xB7Tagword FFFF

>[5 [5] 0] unlodks

rdx uummmmsaosso “AppEvents”
I‘S 00000000000000

000000000297CB2E

Figure 80
The malicious process retrieves information about the registry key by calling the
RegQuerylnfoKeyW function:

H LI‘SD“'ZD} DWDUIIWUS.\E7M8

r rod,rad

CFO TFO IF1
Lastérror 00000057 (ERROR_INVALID_PARAMETER)
Laststatus 00000000 (STATUS_SUCCESS)

rax,gword nl:
4C 8D 84 24 BO 00 00| lea rﬂ.mrd ﬂtl' 55

46 BB 8C 24 D8 00 00 mov rox,qword G5 0028 FS 0053

48 B89 44 24 48 mov mrﬂ ptr ES 0028 Q5 o028
48 8D 84 24 94 00 00 lea rax,qword C5 0033 355 0028
rdx, gword

xB7r0 00000000000000000000 STO Empty 0.
X87r1 00000000000000000000 ST1 Empty O.000000000000000000
%87r2 00000000000000000000 ST2 Empty O.0000D0G000000
XE7r3 00000000000000000000 5T3 Empty O.000000000000000000
x87r4 0000000000000000B000 ST4 Empty O.
X875 00000000000000000000 5T5 EmPy 0.000000000000000000
%87r& 00000000000000000000 STE Empty 0.000000000000000000
X87F7 00000000000000000000 5T7 Empy 0.000000000000000000
xB7TagWord FFFF

; )'v I = [5 2] unocke
L 000000005 LETCBA

i rs 0000000005 17450

000000000297CEF3 : (rsmwmmrﬁa

Figure 81

It enumerates the subkeys of the key using RegEnumKeyExW (Figure 82).
nsirs 313 Empuy

x87r4 00000000000000000000 5T4 EmpRy
X87r5 00000000000000000000 STS Empty
X87r6 00000000000000000000 STE Emply
X87r7 00000000000000000000 STT Empry

|
|

na?'ramr-d FFFF

0
PH [r sp+20] 0000000000000000

Figure 82
For each of the subkeys, the malware calls the RegEnumValueW API in order to enumerate

the registry values:

T S ——
e . f"' ek 87r3 00000000000000000000 5T3 EMpty O.
r‘_: g g: i; :; 33 33 ;:s ,:.-:"g;.‘i ggfﬂ: ]rs “. :a?rl 00000000000000000000 ST4 Empt; 0. 000000000000000000
x§7r5 00000000000000000000 575 EmpTy 0.000000000000000000
x87r6 00000000000000000000 STE Empty O0.000000000000000000
X§7r7 00000000000000000000 ST7 Empty O.000000000000000000
x87Tagword FFFF
000000000000
3: r8 00000000051ETEC2
cooec00002s7cD49 e A
Figure 83
Finally, the type and data for all registry values identified are extracted:
45 31 €9 xor rod,rad | x67r5 00000000000000000000 5TS Empty O.O00000M

0000000000000
| x87ré& 00000000000000000000 STE EmpTy 0. 000000000000000000

45 31 €O xor r&d,r&d
48 89 6C 24 28 mov qword prr ss:firspe2 x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
4 89 F2 mav rdxzL W |
45 as 44 24 0 mov | xB7Tagword FFFF
w 24 08 Oﬂ ﬂﬂ mov 7
00 00 v =
s | Default (x4 fastcal) = 13| uracke
Fdx DOODODOODS1ETECZ L-LRL Protacal”
rE 0000000000000000

re 0000000000000000
000000000297CF36 |5: [rsp+201 00000000045808C0

Figure 84
0x9C41 ID — Take a screenshot and send it to the C2 server

The GdiplusStartup function initializes Windows GDI+ (see Figure 85).
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. :: : g: g: ig '0"1 jg ::: r_?:rm:: 9;: XB7rl 00000000000000000000 ST1 Empty 0,000000000000000000
= o Bl el ot L X87r2 00000000000000000000 5T2 Empty 0.000000000000000000
. 48 €7 B4 24 AC 01 00 |mov gqword ptr p X8Tr3 00000000000000000000 5T3 Empty 0.000000000000000000
M 48 C7 44 24 70 0O 0O0|mov qword prr = x87r4 0000O0O0000000000000 ST4 Empty 0.000000000000000000
. 48 C7 44 24 78 00 00|mov qword prr xE7r5 00000000000000000000 5T5 EmPTy 0.000000000000000000
- 45 C7 84 24 80 00 00 |mov gword ptr uB7ré 00000000000000000000 5T6 Empty 0.000000000000000000
. €7 44 24 €4 00 00 00 mov dword prr x87r7 00000000000000000000 ST7 EmMPTy 0.000000000000000000
. C7 84 74 EO 00 00 00 |mov dword ptr
- 48 €7 B4 24 EB 00 00 |mov qword ptr XBT7Tagword FFFF
el 48 C7 84 24 FO 00 00|mov gword prr p+F o B S o a e ———
IG—e FF 15 3E B4 00 00 call aword ptr #‘Etmd'ipiusstartunsj v X —
. = ] t (x54 Fasteal) » |[5 12| unlocke
e 1t rex
Im Pt |2: rdx 0000000005 1EFO70
3: r8 00000

Flgure 85
The agent retrieves a handle to the desktop window via a call to GetDesktopWindow:

FF 15 FC 7A 00 00 |£§§ﬁ qword ptr ds:f<&§etue§k£opﬂindow>] |

>
| qword ptr [0000000002985950 <&GetDesktopwindows=]=<user3Z.GetDesktopwindow:
Figure 86
It obtains the number of adjacent color bits for each pixel for the device context (DC) for the
above window (0xC = BITSPIXEL):
Moo fmvesc T T SN | ZE7r3 Go000000000000000000 513 Empy ©.000000000000000000
49 89 C5 _ [ mov r.lll.rm. - 3 00000000000000000000
Rl :';jm:g g&: eyl s ?“; Xi7r4 00000000000000900000 ST4 :x:; 0. 005000000000006000
44 89 C8 mov eax,rd ¥B7FS 00000000000000000000 5T5 EmMPy 0.000000000000000000
44 B9 4C 24 5C mov dword ptr ss:firsp+sc rad X87r6& 00000000000000000000 5TE Empry 0.000000000000000000
4C 89 E9 mov rex,ri3 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
44 23 CO sub eax,rsd
44 B9 44 24 58 mav dword ptr ss:frsp+ss KBTTagword FFFF
gﬁsaaoon Iﬂ;ﬂmwrdvt';;[%é 1& 1 I S
r b E’If <
e o = ¥ Default (64 fastcal) v |[s 3] ] unlocke
b [17 Tox DODO0OD0GI0I08CS
aword ptr ceCaps> I|'§: Tax 000000000000000C
Figure 87
The BitBIt method is used to capture the image:
. 41 8% F1 [mov rad,esi BIr? DOOOGOOO BOOO00000
. #3ico P B e e
. 4C 89 6C 24 28 | mov qword ptr ss:frs X57F4 00000000000000000000 ST4 EMPTy 0. 000000000000000000
ol 4C 89 F1 .m\, rox,rid x87r5 00000000000000000000 5TS Empty 0. 000000000000000000
. 48 8D B4 24 AD 00 00| lea rsi,gword x87r6 00000000000000000000 STE Empty 0. 000000000000000000
sl C7 44 24 40 20 0O cclmov dword ptr s5: X87r7 00000000000000000000 ST7 Empty 0.C000000000000000000
B €7 44 24 38 00 00 00| mov dword ptr
. €7 44 24 30 00 00 00| mov dword Dtr 5 .' xB7Tagword FFFF
. £7- 1554 78-00-00 lﬁﬂ%: ptr u:{m tait>1] | - —
. 5 |Defat (x64 fastcal) » [s 18] unlocke
"1 rcx D0000DO00801DADS
BITAIT> :1 rdx 0000000000000 oug
3: r8 0000000000000000
0000000002970FBE ; E?sﬁmg%&gomua
Figure 88
The malware creates a Bitmap object based on a handle to a Windows GDI bitmap and a
handle to a GDI palette:
31 D2 XOor edx,edx
4C 8D 44 24 7O lea rs‘qwnrﬂ per ss:rsp+rol ®87Tagword FFFF
45 B3 F3 MOV FCX, T B
FF 15 BE 7F 00 00 catl m PEr dsi[ <aGdipCreatesitmapFromHBITMAPS] | w
15 e s | Defoit (x5 astcal) =[5 #][] uniocke
1: rcx 0000000055050CEL
2: rdx 0000000000000000

13: r& 00000000051EFO00

Flgure 89
The process calls the CLSIDFromString function with the “1d5be4b5-fa4a-452d-9cdd-

5db35105e7eb” CLSID — Quality field:

48 8D 94 24 BO 00 00)Jea rdx,qword ptr ss: ¢ |
45 BD 0D 16 30 00 00|lea rcx,qword ptr ds: Ezsnn:s.
45 31 F6 xor ri4d,risd

FF 25 7F 8100 00 |€817 gword prr ds:[<eCLSIDFromstrings] | =

TTEX 361036 L
2t rdx 0000000005 1EFO40

Figure 90
GdipSavelmageToStream is utilized to save the screenshot to a stream (see Figure 91). The

name of the image is derived from the current date and time.

45 88 54 24 78 mov rdx,qword prr ssi X§7r7 00000000000000000000 ST7 Empty O.000000000000000000

48 88 4C 24 TO mov rox,qword prtr s

4C 8D BC 24 F8 00 0O 'Iea rs.mrd ptr ss:frsp+Fej xB7Tagword FFFF

43 8% FO ré,rsi s —

#F 15 95 7500 00 |11 aword Btr ds:[<6GdipsaveTmageTastreans] vi= . —

ot 5 | Defaut (x64 fastcal) =[5 [#][] uniacke
13 rox DOOO00000E2Z434F0
: rdx 0000000000106B50

2
3: r§ 00000000051EF030
4: r3 0000000005 1EFOBS

Figure 91
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0x3C4D ID — Read content from pipe and send it to the C2 server. Write server’s response to
the pipe

The agent opens an existing pipe using the CreateFileA API (0xC0000000 =
GENERIC_READ | GENERIC_WRITE, 0x3 = OPEN_EXISTING):

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

» ] oo
. !\ﬂ r4 00000000000000000000 5T4 Empty 0.C000000000000000000

I rod,
| {%or réd,rad
. mov edx,C ®87r5 00000000000000000000 STS EmpTy 0. 000000000000000000
| »|mov qword ptr rsp+308, x87r6 0000O0000000000000000 STE Empty O.000000000000000000
. mov ri3i,r X87r7 00000000000000000000 ST7 Empty 0. 000000000000000000
.| | mov rcx,
| oooc ) 7 10 0 wv mvard Dtr 551 [ 28§, 5000000¢ n87Tagword FFFF
c? 03 00 00 ATTso A srome o an
m—* m svurnmm Iul‘l q-urd Dtrds [mrn:e:ﬂm] M- R

< >

gword ptr [mmmmntﬁm <ACreateFileas]=<kernel3z.Createrileas

12: rdx 00000000C0000000
3: r8 0000000000000000
4: rs 0000000000000000
5: [rsp+20] 00000D00D000D0003

| DO0000000297 6FC3

Figure 92
The malware modifies the read and the blocking mode via a function call to
SetNamedPipeHandleState (0x0 = PIPE_READMODE_BYTE | PIPE_WAIT):

1 - 45 31 Co | xor rod,rod XE/TE UUOUOUUUUUUUUUUULUDU 316 EMPTY U, USUUUDUUBUUUUULLUY
i - 45 31 Co | xor r&d,rsd X87r7 00000000000000000000 5T7 Empty 0.000000000000000000
1 . 4B BD 54 24 T4 ‘I:a 1 m d ptr ss:ffrsp+74j
I 45 89 C1 mov wB7Tagword FFFF
HE— C7 44 24 o v ol B :frsp+7al, [ A NP PP P
I—= FF 15 12 rz m m ||:l‘l'l quurﬁ ptr ds {c&sethamedP pedandlestates] w = s
io. 5 | Default (54 fastcal) * |5 3|[] uniocke
e e 3 0000000000000,
aword ptr [ <&SetNamedPipedandlestate>]=<kernel3z. setNamedPipeHandlestate> '1: :ﬁ: mmmom;ﬁ?

2
3: rg 0000000D00000000
4: r3 0000000000000000

Figure 93
The pipe’s content is read using the ReadFile method:

| man qnm’ﬂ per ss:lfrsps20f,0 x§7r§ 00000000000000000000 5T6 Empty 0.000000000000000000
|mow ra, awrn ptr ss:frsp+45) xETrT 00000000000000000000 STT EmpTy 0. 000000000000000000
|mov rdx,ri3
mw r 2 x87Tagword FEFE
|a-‘u aword prr ds:[<aneadFiles] | vl = P
o = Defu.itbtﬁ-ﬂulcal) =[5 [#] 0] uriocks
e o % 0000000000000100
gword ptr [0000000002965956 <aReadrile>]=ckernelsz.Readriles PR e

3: r8 000000000000FFFF
4: r? 0000000005 1EFESC
5: [rsp+201 0000000000000000

000000000297 7068

Figure 94
The content is exfiltrated to the C2 server, and the server’s response is written back to the

pipe.

0x2129 ID — Write two numbers into memory

The command takes two parameters and writes them in the following format:

) H %d e - LN X Lo !
[ EIEEEEEERGEE €8 E5 35 FFOFF |cam <atoi> v o
|- 1 3 3w e = 5 Defalt (x64 f n vs :]D

S - [T% rex 00DOODOOGAEBOBED ~100™

| <atoi> I7: rdx anonnananananoon

Figure 95
| ol
| .

45 BB 8D 94 04 00 00 |mov r3d,dword ptr d ¥87r7 00000000000000000000 ST7 Empty 0. 000000000000000000
45 8B BS 30 04 00 00|mov rid mnutrc
48 8D 4C 24 28 'Iu 'n.qw rd ptr s x87Tagword FFFF
43 80 15 D& 28 00 O Jqword ptr d R S s S £= IR
ES 89 05 00 00 |ull zg?rua v —
TR P s |Defauit (s fostcal) <5 E0
1:rex 5
[o00000000z877 850 12: rdx DODOODODOZSE1RSSE L™ +] Stasis: %d:td~
3: r8 0000000000000064
4% r9 00000000000000C8

Flgure 96
INDICATORS OF COMPROMISE

SHA256: d71dc7ba8523947e08c6eecd43a726fe75aed248dfd3a7c4f6537224e9ed056f
C2 server: 45.77.172.28

User-agent: trial@deloitte.com.cn
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