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Quick Malware Analysis: PIKABOT INFECTION WITH
COBALT STRIKE pcap from 2023-05-23

blog.securityonion.net/2023/09/quick-malware-analysis-pikabot.html

Thanks to Brad Duncan for sharing this pcap:

https://www.malware-traffic-analysis.net/2023/05/23/index.html

We did a quick analysis of this pcap on the NEW Security Onion 2.4. If you'd like to follow
along, you can do the following:

install Security Onion 2.4 in a VM:

https://docs.securityonion.net/en/2.4/first-time-users.html

import the pcap using so-import-pcap:

https://docs.securityonion.net/en/2.4/so-import-pcap.html#so-import-pcap

optionally enable the new DNS lookups feature:

https://docs.securityonion.net/en/2.4/soc-customization.html?#reverse-dns-lookups

The screenshots at the bottom of this post show some of the interesting alerts, metadata
logs, and session transcripts. Want more practice? Check out our other Quick Malware
Analysis posts at:


https://blog.securityonion.net/search/label/quick%20malware%20analysis

About Security Onion

Security Onion is a versatile and scalable platform that can run on small virtual machines
and can also scale up to the opposite end of the hardware spectrum to take advantage of
extremely powerful server-class machines.  Security Onion can also scale horizontally,
growing from a standalone single-machine deployment to a full distributed deployment with
tens or hundreds of machines as dictated by your enterprise visibility needs. To learn more
about Security Onion, please see https://securityonion.net.

Our 10th Annual Security Onion Conference is coming up soon, so reserve your seat today!
Last day to register is September 29. For more details, please see
https://socaugusta2023.eventbrite.com/.

Do you want to deploy the new Security Onion 2.4 to your enterprise but need training? Our
first 4-day public training class on Security Onion 2.4 will be in beautiful Augusta GA as part
of Augusta Cyber Week! The class is at a very special price AND you get a free ticket to
BOTH Security Onion Conference AND BSidesAugusta! For more information, please see
https://blog.securityonion.net/2023/07/registration-now-open-for-augusta-cyber.html.
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https://docs.securityonion.net/en/2.4/so-import-pcap.html#so-import-pcap
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Do you want to deploy Security Onion to your enterprise and want the best enterprise
hardware? We know Security Onion's hardware needs, and our appliances are the perfect
match for the platform. Leave the hardware research, testing, and support to us, so you can
focus on what's important for your organization. Not only will you have confidence that your
Security Onion deployment is running on the best-suited hardware, you will also be
supporting future development and maintenance of the Security Onion project! For more
information, please see https://securityonionsolutions.com/hardware.

Screenshots

First, we start with the overview of all alerts and logs:



Next, we focus on the alerts:



We can switch to ungrouped mode to see more detail:

https://securityonionsolutions.com/hardware
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjQJIym_ELwaHrKwh5FMEgB0gz0MTuQnkn4mMWtvoYwGt_nr3k_z3ihBUrVGg4REuuV7pR8wljk4pYLy6BzW-50ttcmClThV1AxQYZty9k-Bsw0x2oAFAm5Hxd1to2bfSrGrDNe2meO3ceFMjm2f3MYmHOuk_Dwntl3vVJeeCY3K98XiBYkDLh_8uj_94Et/s2539/Screenshot%202023-09-21%20at%2010.38.05%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhQEZrbpb3yIQSbPURmF_VbHNE6OOPL5LMIGJ2FehTKNB6x0xnrVu2F5z9oAwjoMw5rD4CwMP4f3Ik8xM9nAyVq0x88eMBYYdE6ehkwkYvNlMYsq3yrC9xQ-6Lk6j5qNSDUO_ZdvBaVJGsM8HsYKK0V58QA8_XAOoPnyfwf_RQNQCSZbMN49h9N8aIPCbAh/s2537/Screenshot%202023-09-21%20at%2010.38.57%20AM.png


3/7



Notice that the last 4 alerts are for the same TCP stream, so let's pivot to pcap. Notice the
user agent string, the bare IP host header, and the executable file that is downloaded:



Back at the alerts, let's take a look at the pcap for the 3 "ET CNC Feodo Tracker Reported
CnC Server" alerts:










https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiP9BdCDDL3E7NJmj1RDZnm6EAyi_fGw1G5HeOK7jIYp-eOJp4BBqPEBEsX3w3UuLIstuiWQXw0XPQqkg7dlRnI14VKJZmP17OSt7OmuPrcoLXQozv3GBgSUblyzDF85vs3QZ-O21D3-sG5g9psTyRFKVcResEY17ys9HjvQ30QXVFMrBT5Q8F0vw5zCx4F/s2540/Screenshot%202023-09-21%20at%2010.39.17%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgzqudY1jA4QTY5wecb7s1BlTg2JMtHWjeg-PLU4Oj8IX-LdMsLvUAHRGrPVt7lxO4_77qeZPvu3IjYdtsf5-sVxc9-cEutYoMOj1hFmwkVfSgh6UQ9UGgTMgQ1vvg_ZmVRShoOVgrSuHXs9XXfVTtVX8f4Rh0PmRRbDNBmHYE8l5wFaBaa6So7d8VGkjqG/s2538/Screenshot%202023-09-21%20at%2010.40.14%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEie6b5tqKKI4Z_6N0nLVhLmT1DVChQ2dAcvB5jY2FgViPpfgqC__LsRspX-7nTDDaCYLl8d4klU1DB7cAePFWOY1uNE9sijbT_8-N6-QMX5VKvvHE6cimJqCzeKlRteFns7ZRizLE3LmZAqX1ltq0tjES6pRyHpuSCkpxWRRA4UVELWIoj-I2wOY_trL3-3/s2537/Screenshot%202023-09-21%20at%2010.44.30%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNLqDuTd5xt-vP3F3m_kVl5wy9BO1O7rFuX7eM_RGl2H4hlz_RtpWYnh4RCKsVwkwQOqYmqpK3TLAt_5RMw-OdR9_OuaPLUK0fl0l1I4iT4wT5Ru_SXeGUaDJpi4d63Occn8liilAhmBfKuq1FbXPzBMpPxlJOFc_oaikVE4rlvtHnuHYeyQ4glyXc1m2B/s2538/Screenshot%202023-09-21%20at%2010.44.43%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgiU4EGMKGqNLfht7MwekZ9Q8ukiI1C5lOud24-CsCpF8h3g7hnPF2Vihyhb70PfuBRDa9PKvM_YyQDTsABTze_NNSn7ZpU0OPSRoG2GADkLZzORYne0BsBOxbEsYN4jbaaT1PPrlFM7QPfbxqglczqwD4JVesk2FRirjHNMBnnBSIerWol4DDkgBqPCWpi/s2539/Screenshot%202023-09-21%20at%2010.44.56%20AM.png
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After reviewing alerts, let's look at all of the protocol metadata:



Next, let's look at the Zeek Notices:



We'll next review HTTP transactions:

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhI6K9lghX3Kvm7qSSXxfAyipccaJISnO6q-gSScbGpgJnTjzu0j0Bt53t8POZB69PcF6Ol2JO8jHXB_ym9Ri8EgCuSbNYzwy6KAGHNiKGr4tM83c0evrZo0rwhTvSgi8l_KvTirUoNonlLtNE8SGLj0kdPk-46ZF0VzAc8ig7Qm-5MpKUi6MNM33hBbMcO/s2538/Screenshot%202023-09-21%20at%2010.46.36%20AM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEidSMQt9_IEFZoboR5_zb6nmNImdNcVSIDxGx4rn6PEgJXcQqlBay2mrqKEeYP9h0Y-2SSmb2F8uKdsB8oee0D7Cfou65ALUUK_qw4gvys_BAiWiIrPDZCWCXut-B6fQoNnIGf-yu4Zv6nxQmutoxBvuOUuOlGJlvk-g3DkZ4G2tZRVWpziTbGYfhpqPHXy/s2539/Screenshot%202023-09-21%20at%2012.34.04%20PM.png
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Next, here are the SSL/TLS connections:



We'll next review the DNS lookups:



That sankey diagram is a little crowded, so let's maximize it:

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhLvojKSbSQyFlYgr5qyH-7LIRHT2PL8EFE8eyuMg_iL19PHSkxF_fLBS-hAzVAZeF1C9Ne0ZzAmYpNQr8m88tLCEaotlzDvrG9WxUjVySbHP_y6bEHeRiS163WoX9eTrFF1To4Vldaq8hw_krB6sTQNeOLjlBbydvhozPXg70U7iQpSrTBeiQiOel9NZ-F/s2538/Screenshot%202023-09-21%20at%2012.38.01%20PM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhwjkUYNpNvJH5AWwvUfz8y4DP6FvlqmXQ8I24yRIhbalszWJn_MVVxbkxcLXNPOu-GWI8qDsd1lS5dP3xOh0zYg0a9kNT0TRzYmSIEJ2jJYgc3x5Q3GAGsm1dPnbcqHPYt7O7O_2QR_mZbA2fJgMtRPAXIhU9Ka2Z8JbX92Vpui8acdloP2oKT5-pv09MR/s2540/Screenshot%202023-09-21%20at%2012.40.53%20PM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgoW3DdXsQfcAccWd97-4hUyVpcv9M196T_AIhzDkdEFQXAKrPfJ3D7FLthDaBSLUwFRgPfTZdLQAbu8f4mISWNJcC9GYs1TjiB8jl8PcT1vJzI1fLf3RA0-3R0X-jiOFACjf4Spa3xLdjSP7nbo-mGuYpz3SmQAPyfKRVfT9kvoxwM27nTvMYaVoXULIN3/s2539/Screenshot%202023-09-21%20at%2012.43.31%20PM.png
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Finally, let's look at all connections:



and in maximized format:

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEigHEO-M_zA1bcKoASK9Rlk0QwRq83XkBYBoR36rnNCgh7P4x_yC1GV1HA6kPn1TJjoU1Xy2Wcf2bhMqtsjUVvjmvNf7FZdaRtbWP1RdUqf2s-Hq68Ug5GLBglEVvv8Eu-tB3w7Q5oDc20t7LeTzSJnvzLLxrY8pJVfxtod35sHRefrO6Vyz7l1HI2vlnqF/s2551/Screenshot%202023-09-21%20at%2012.44.03%20PM.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhePmNJyr_3awkBo_HBy3kDw20V4oqorfeZDK5l-ZpoRle48EaMvaln29DsuUmQv4Si9c-fNzbgWGPuP1UZlprmM4n-VbsmUyLrP2tVkyBvQhSou0UmCmLlZwHBeuZwTVEF7aPMXmLRBD3f8S-JEGFcIcgzR5BePzTsTUjAnf8rejKje05VM6GGg9icpMxu/s2539/Screenshot%202023-09-21%20at%2012.46.03%20PM.png


7/7

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiMqMXloZRMCrdGm2fDMdv2FV9EfMTGjeiLaVufhUcsNJakkdmGJOW-YduJnEtf8XUkysb5yypN0aNMi1n89M20Q-4bdFYeab9vw1A27h18LQolonqGJW_87-kh985vSvX6e_zrnlgQTN4V7IZUIUyXEDVII_QcdsSR-uujdZDH3-xPLET9eQUb-bIZh98m/s2555/Screenshot%202023-09-21%20at%2012.47.22%20PM.png

