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Summary

Brute Ratel C4 is a Red Team & Adversary Simulation software that can be considered an
alternative to Cobalt Strike. In this blog post, we’re presenting a technical analysis of a Brute
Ratel badger/agent that doesn’t implement all the recent features of the framework. There
aren’t a lot of Brute Ratel samples available in the wild. The malware implements the API
hashing technique and comes up with a configuration that contains the C2 server, the user-
agent used during the network communications, a password used for authentication with the
C2 server, and a key used for encrypting data transmitted to the C2 server. The badger takes
control of the infected machine by executing 63 different commands issued by the C2 server.
The first 20 commands will be described in this blog post, while the rest of them will be
detailed in an upcoming blog post.

Technical analysis
SHA256: d71dc7ba8523947e08cbeec4 3a726fe75aed248dfd3a7c4f6537224e9ed05f6f

This is a 64-bit executable. The malware pushes the code to be executed on the stack in
order to evade Antivirus and EDR software:

. Text : eEea866066.461 3606 Mow eax, 7JC7CT@h
.text:0880000880401085 push rax
text:eaepepnaae4ala86 mow rax, G37@2EV46EBS5V46Eh
Ltext:oepaoapaadalale push rax
text:eooeeppaaedalall mow rax, 6F632F7C33323148h
Lext:eeaappaeaadalalb push rax
Ltext:opaaeeeREE481081C Mo rax, 646362617C333231h
Ltext:eeaappaeE481820 push rax
text:oaeoepaaaRLa1a27 MoV rax, B4726F7773736158h
.text:0680006880481831 push rax
text:eeepepaaE4a16352 mow rax, ?EGEE3EEEDEFE3EEhF1gure 1
Ltext:oappeaaooadalasic push rax
text:eepeeaaaee4a1630 mow rax, 657474696F6C6564h
.text:@oea0000084081047 push rax
ctext:eeaoeeeR08401043 Mo rax, 486C616972747C38h
Ltext:aaapRaE8481852 push rax
text:oaeeepaae2481853 MoV rax, 387C38322E223731h
.text:080000608048165D push rax
text:eaepepaa048185E mow rax, 2E37372E35347C38h
Ltext:ooppeaeooadalecs push rax
text:eeepepaa284818659 push 4Bh ; "K'

It implements the API hashing technique, which uses the “ROR EDI,0xD” instruction to
compute 4-byte hashes that are compared with pre-computed ones (Figure 2).
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Jtext:eeseeoapeadlEoae

.text:000000000041B608 sub 41B688 proc near
Ltext:aeeae0a0084166088 mov edx, [rbp+3Ch]
.text:000000000041B603 add rdx, rbp
Ltext:ae0a000000416686 mov edx, [rdx+88h]
.text:0006000000041B60C add rdx, rbp
text:ae0a00000041668F mov ecx, [rdx+18h]

X

il e =

Jext:esepapapeadlBel2

text:0000000008418612 loc_41B612:
text:egeae000008416612 dec ecx
text:B0000000008418614 mov esi, [rdx+28h]
Ltext: 0000000041861 7 add rsi, rbp
text:pe0000000841B61A mov esi, [rsi+rcx*4]
Jtext: ceeeeea080418610 add rsi, rbp
Jtext: 600000000041B6208 xor rdi, rdi
Jdext: 00008080684 1E623 xor rax, rax
text:a0000000008418626 cld

x;
ol e =

text
text
Text
text
Text

(eBapRRaERR41E62T

: 6B06REOBBA41B627 loc_41B627:
: BE00a000068416627 lodsh
(BBeRRReERe41ER28 test al, al

(BeapeReERE41E6 24

jz

short loc_41B633

text:ee8e88808841662C ror
Ltext: 6020800008041B62F add
Ltext:8800000000841B631 jmp

edi, @Dh
edi, eax
short loc_41B627

il i 5
Jtext:esesapaeaa41B633
Ltext:0000000000418633 loc_41B633:
Ltext:a800000000841B633 cmp rdi, r8
.text:BE8008088841B636 jnz short loc_41B612

Figure 2

The VirtualAllocEx API is used to allocate a new memory area that will store a DLL file
(0x3000 = MEM_COMMIT | MEM_RESERVE, 0x40 = PAGE_EXECUTE_READWRITE):

64 40
52

push 20
push rdx
push rdx
push rdx
push rdx
€all rdi

RESTE UULUUUULSULSULUUUUSUUY. 318 ERPLY UL UUUUUULUUUSULULLUY
XB7F7 00000000000000000000 ST7 Empty O.000000000000000000
xBTTagword FFFF

IrdizvirtualallocEx w |

Default (x64 fastcal) * |5 15| uniocke

= 1 rex FFFFFFFFFFFFFFFF

[Fdimckernel32.Virtualal10CEx> (DOOOTFFBAESB7D20)
. TEXT: (O0000000041B67A malware. exe: $1B67A #1A87A

Figure 3

2: rdx 0000000000000000
3: r& 0000000000013E00
4: r3 0000000000003000
5: [rsp+20] 00000000000D0040

The Brute Ratel C4 configuration is stored in clear text however, in recent versions, the

config is encrypted and Base64-encoded. It contains the C2 IP address and port number, the
user-agent used during the network communications, a password used to authenticate with
the C2 server, a key used to encrypt data transmitted to the C2 server, and the URI:
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push rax KB/ Ml UUUUUOUOUOUOUOUUUOUL 516 EMPTY U, GUUUUUGLHUOUGUUUUUU
push rax XKE7r7 00000000000000000000 S5T7 Empty 0.000000000000000000
push rax
push rax uBTTagward FFFE
I|:u!,l'| :3 R— S e RN
call iwWriteProcessMemory v
""" % = |5 1% | unlocke
T ]
I2: rdx 0000000002640000
3: r§ 000000000060C 100
4: r3 0000000000013E00
- TeXT: 00000000004186E7 malware. exe: S1B6E7 #1ABET 5: trspe2n) .".F!"P!’.WQD_‘?QF
& )
5% Dump 1 ¥Soump2 @ oump3 §HDump4 ¥ Dumps B watch1  Ir=lLocals & Struct {
\ = Hex_ : 1 “
000000000060C 100 [#D 54 90 00(03 00 00 00/04 00 00 OO|FF FF 00 00
000000000060C 110 (88 00 00 00|00 00 OO0 OO0 40 OO0 00 00|00 OO0 OO0 OO
uuomononusoczzupu 00 00 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00
000000000060C130|00 00 00 00|00 00 00 00|00 00 00 0080 00 DO 00 i
owoooooooanl:xwwi 1F BA OE|00 B4 09 CD 21 B8 01 4C|CD 21 54 LiLiiTh
GMDUDHDDOMISUIES 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6F GF |$ program canno
0000000000EOC160| 74 20 62 65|20 72 75 6E 20 69 6E 20|44 4F 53 20|t be run in DOS
000000000060C170 | 6D 6F 64 €5 |2E 0D 0D 0A|24 00 00 00|00 0O OO0 DO|mode... . .
000000000060C 180 |50 45 00 00|64 86 OB 00|19 89 31 €0(00 00 00 0O|PE..d.....1 ...
. | push rax X57F6 00000000000000000000 ST6 EMPTY 0. 000000000000000000
push rax X877 00000000000000000000 ST7 EMPLy 0. 000000000000000000
push rax
| push rax x87Tagword FFFF
sh ras ) Bt e o R P e
— BRI rdiswriteps g [ —— =
— ) o s e G
'35 FCK FFFFFFFFFFFFFFFF
2: rdx 0000000002660000
3:
4
. text: D000000000418719 malware. exe: S1B719 #1A919 5t
4
@ourp1  @soump2  @MDump3  Wisoumps  WhDumps @ weth1  Ieellocss Y stuer
- - - i
_r .
32 : 3F|7C 2F ﬂ &F mlmhnl}n
000000000061FF 48 [6E i oo|oo oo 00 00| NESRESERGRE. . - . .

Figure 5
A thread that executes the entry point of the new DLL is created via a function call to
CreateRemoteThread:

XSS UUUUUUIDUGUUUOUUULUY 31§ EMPTY 1. UUUULUUUSUUULUSUUL

sh rbx
&sn rbx ®ETFS 00000000000000000000 S5TS Empty 0. 000000000000000000
push rax rax:"0|45,77.172. 26180 XE7rE 00000000000000000000 STE Empty 0.000000000000000000
push rbx XE7r7 00000000000000000000 5T7 Empty 0.000000000000000000
push rbx
UU:: l':h xB7Tagword FFFF

rbx

& roi [raticreatemenoteTnr ead

 |[5 [3] ] unkocke

2: rox )

3: r8 0000000000100000
3

5

: r9 0000000002644440 . -
¢ [rsprz0] 00DODODODDZEE0000 "0|45.77.172.28|80|trialedeloit

. TEXT:D00000000041674C malware. exe: S1874C #1A94C

Figure 6
The process extracts a pointer to the PEB from gs:[0x60] and another one to the
PEB_LDR_DATA structure (+0x18), which contains information about the loaded DLLs. The

InMemoryOrderModuleList doubly-linked list contains the loaded DLLs for the current

process:

® | 0000000002 6444ED 65 48 8B 04 25 &0 00|mov rax,qgword ptr Jl: [60]

& ( 00000000026444F 6 43 BB 40 18 mov rax,gword ptr ds:[rax+18]

& || 00000000026444FA 31.FF xor edi,edi

@ | 0000000002 6444FC 45 31 D2 xor riod,riod

& | 00000000026444FF 31 ED xor ebp,ebp

& || 0000000002644501 45 31 ED xor rizd,rizd

& | 0000000002644504 45 BB 48 20 mov rcx,gword ptr ds:[rax+zo]

® | 0000000002644508 48 85 C9 test rcx,rcx

& | 000000000264450B ~ OF B4 B4 01 00 00 je 2644695

& | 0000000002644511 4C BB 71 50 mov rl4,gword ptr ds:[rcx+50] ri4:L"KERNELZZ.DLL", [
® | 0000000002644515 44 BB 53 458 mov rlld,dword ptr ds:[rcx+48]

& | 0000000002644519 45 31 Co xor rad,rad

& | 000000000264 45 1C 45 31 CO xor rsd,rsd

B4 0000000002 6445 43 OF B6 04 OE movzx eax,byte ptr ds:[ri4+ra] yte ptr [ri14+r9*1:L"KE
& | 0000000002644524 41 C1 C8 0D roar r&d,D

® || 0000000002644528 3C &0 cmp al, &0 it e
@ || 000000000264452A ~ 76 0OE jbe 2e4453A

& || 000000000264452C OF B6 DO movzx edx,al

® || 00000000026445 2F 82 EA 20 sub edx,2

& | 0000000002644532 453 63 D2 movsxd rdx,edx

@ | 00000000026445 35 49 01 DO add r5,rdx

- [ 0000000002644538 ~ EB 03 jmp 2644530

& || 000000000264453A 49 01 CO add rg,rax

Figure 7
The malicious binary allocates new memory for another DLL that implements the main
functionality using VirtualAlloc:
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. mov edx,dword ptr ds:[rbx-50] | X87r7 00000000000000000000 ST7 Empty O0.000000000000000000
- mov r3d 40: '@°
. mov r&d, 300 na?l'aqwnrﬂ FFFF
. jean rid TP EBATATTOE e [ ______ S—
o r rio: rtua oc ~ T
*le v 5 Lleu: (54 fastcall) = |5 12| ]uniocke
e e = H 4
rig=<kernel32.virtualallocs> (OODOTFFBAESSCEAD) ..3 000000000001C000

| 3: r& 0O00000000003000
1 4: r9 0000000000000040

Figure 8
LoadLibraryA is utilized to load multiple DLLs into the address space of the current process:

. 41 88 4F 0C mov_ecx,dword prr ds: [rissC) .dn XETF7 00000000000000000000 ST7 Empty 0.000000000000000000

. 85 €9 test ecx,eck i

= v OF 84 8C 00 00 00 18 2644746 %87Tagword EFEE

. 4C 01 F1 add recx,rid rex d1* Sttt B e R e S

. 41 FF DS a1l ris |r13vluudLihrlrya v

o — R , | Defeult (64 festea) * |5 [#][] unlocke
= = = = H 2 6887 K .
rii=<kernelsz.LoadLibraryA> (00007FFBAES213F0) ‘;: rg nnnnnnmmmn:m e

Figure 9
The malware retrieves the address of relevant functions by calling the GetProcAddress
method:

. 49 BD 54 16 02 Tea rdx,qword ptr ds: [ridirdxs+2 rdx: “Deletecriticalsec

. 46 89 F1 mov rox,rsi | xB7Tagword FFFF

. 4C 89 4C 24 20 mov qworu ptr ss:frsp+20ff,ro [(-om T ——
. FE DS leall ¢ |rbp: GetProcaddress W

s R

>

T 00 007 FFGAES 80000
i ernel3z, GetPr ess> (00007FFBAES8BFBO) Y Tix 000000DOOZEBE4OF ~Deletecriticalsection

Figure 10
The binary flushes the instruction cache for the current process using the
NtFlushinstructionCache function (see Figure 11).

| xor rad,rsd

xor edx,edx |

or rox,FFFEFEEFFEFFEREF | Bt
call rdi |rdizNcElushInstruction »

ST T, e D - l s

I2: rnx 0000000000000000

|3: r8 0000000000000000

s-mguor d FFFF

Figure 11
Finally, the malware passes the execution flow to the newly constructed DLL:

41 FF D5 |eall riz |

r13=0000000002671350

0000000002 644880

@oump1  YWoump2  WDump3  @WDump4  WMDumps @ watchi  bellocals ¢ Struct

Address Hex ASCIT
000000000267 0000 | 4D 54 90 00|03 00 00 00|04 0D OO OO
000000000267 0010| B8 00 OO0 00|00 OO 0O 00|40 0D OO OO
000000000267 0020 | 00 00 00O 00|00 OO0 OO0 00|00 0D OO0 OO
000000000267 0030 | 00 00 00O 00|00 OO0 00 0000 0D OO OO0 R
0000000002670040| 0E 1F BA OE|00D B4 09 CD|21 B8 01 4C|CD 21 54 68|..°.. .1r .LI!Th
000000000267 0050| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E GE GF|is program canno
000000000267 0060 | 74 20 62 65|20 72 75 GE |20 63 GE 20|44 4F 53 20|t be run in DOS
0000000002670070| 6D 6F &4 &5 |2E OD OD OA |24 00 00 OO(00 OO0 00 OO|mode....$

0000000002670080| 50 45 00 00|64 86 OB 00|12 89 31 60|00 00O OO0 0OO|PE..
000000000267 0090 | 00 OO0 00 OO|FO OO0 2E 22|0B 02 02 22|00 EA 00 00| ....0..
000000000267 00A0 | 00 3A 01 00|00 18 00 00|50 13 00 OO|00 10 00 00).2......
000000000267 00B0 | 00 00 84 65|00 00 00 00|00 10 OO0 OO|00 02 00 00|...h
000000000267 00C0 | 04 00 00 00|00 00 00 00|25 00 02 0000 00 00 00| ... .. .aeea.aa..
000000000267 0000 | 00 CO 01 00|00 04 OO0 00|75 52 01 00|03 00 OO0 00| .A...... [ I
000000000267 00ED0 | 00 OO0 20 00|00 OO0 OO0 00|00 10 OO QO(OQ0 OO0 00 O0|.. ...vieennsnans
000000000267 00F0 | 00 00 10 00|00 00 00 00|00 10 00 00|00 00 00 00| . ... ... ..c..o..
000000000267 0100| 00 00 00 00|10 OO0 00 00|00 70 OL OO(4E OO0 OO0 00| .ueueesas p.-.-N...
0000000002670110| 00 80 01 00|94 OB 00 00|00 OO0 OO QO(OQ0 OO0 OO0 00| ..eseernnnnnnanns
0000000002670120| 00 30 01 00|4C O8 00 00|00 OO0 OO QO|OQ0 OO0 00 00| .0..L..cveuennns

Figure 12
As we can see below, one of the export functions of the DLL is called “badger_http_1”, which
reveals a Brute Ratel agent/badger.
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Mame Address Crdinal

D00DD0DD02ETS0AD
£] TisCallback_0 000000000267 16B0
f] TisCallback_1 00D000DD02671680
DHEntryPoint 0000000002671350 [main entry]

il s =

.text:000000008026758A0 ; Exported entry 1.
Jtext:eeapeaaae2o7oeAR

Jtext:eeopoaeae2a7S0AR

Jtext:eeapoaeae2e7o0mR

text:eee0000002675048 public badger http 1
Jtext:e0006800002675840 badger _http 1 proc near
Jdext:boapbBaRE26758A

Ltext:Be0000008026758A8 var_S8= gword ptr -58h
.text:0000000002675880 var_S58= gword ptr -58h
.text:06000008026758A0 arg_P= qword ptr B8

Jtext:eegpoaeae2a7oeAR

Jtext:aee00E88026758A0 int 3 ; Trap to Debugger
13 |.text:eoeoeeope2s750a1 push  rdi |Figure 14
Jtext:a080080080267504A2 push rl4
Jtext:BEe80888826758A4 push rl3
Ltext:BE28088802675BAE push rl2
.text:000000088026758A8 push rbp
.text:880000808026758A9 push rdi
Ltext:aee8288026758A8 push rsi
text:Bee00888826758AB push rbx

Jtext:eeee000026750AC sub rsp, 38h
Jtext:0080680002675088 mov [rsp+78h+arg_ 8], rcx
.text:000000008026758B8 call sub 2675628

LJext i eBeeRa8e0267588D mov rég, rax
Jtext:eeeeoeea82675808 mov rax, gs:4eh
.text:86000008026758C9 lea rsi, [r8+rax]

The FreeConsole method is used to detach the process from its console:

E—) L 000000000267 48EE

FF 15 40 39 01 00 |cn11 gword ptr ds:[<&Freeconsoles] |

___________

Figure

[gqword ptr [0D00000D002688234 <&FreeConsolex]=<kernel32.FreeConsolex

Figure 15

The DLL repeats the process of finding functions address, as highlighted in Figure 16.
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text:BeeeeRRRE26T77377 mov ecx, BECBE4EZEh
Ltext:B000080088267737C lea rdi, [rsp+le8htvar_26]
LText:eReapRaE2e7 7384 mov rdx, rax
Ltext:28880088082677387 call sub_2675D48
LSdextepeaaeaae267 7380 mov ecx, 16B3FE72h

text: 000808008267 7391 mov cs:qword_2686848, rax
Ltext: 00eREE0062677398 call sub_ 2675048
ctext:2888288882677390 mov ecx, 88A9223Ch
LLext:BeEERRRRE26TTIAZ mov cs:qword 2685BAB, rax
Ltext:BO2EB8BR826773A0 call sub_2675D48
text:eeeeeeee026773AE mov ecx, BBEFEBEE91h
Ltext:oappeee082677363 mov cs:qword_2685948, rax
.text:eae808008267736A call sub_2675D48

Ltext 8066808888267 73EF mov ecx, BFFDY7FBh
Jtext:oeeeeee0026773C4 mov cs:qword 2686868, rax
Ltext:20080000026773C8 call sub 2675048

Ltext : 8880888808267 7308 mov ecx, 99ECB95Eh
Ltext:oesaapaae2677305 mov cs:qword_2685B98, rax
Ltext:Bee8B8888267730C call sub_ 2675048

Ltext: 0066888808267 73E1 mov ecx, SFCF5965h .
.text:BEOBRBORB26773ES mov cs:qword 2685848, rax |Figure 16
text:eaa00880826773E0 call sub_ 2675048
text:00000000026773F2 mov ecx, JCBBLTASh
Ltext:oaaeaae0826773FY mov cs:qword _2685BA8, rax
.text:BE006688826773FE call sub 2675048
Ltext:eReeaReaE267 7483 mov ecx, S6CR1229h

Ltext: 880000008267 74858 mov cs:qword_2686168, rax
Ltext: 280008008267 7408F call sub_2675D48
LSdextieBeaeeeee267 7414 mov ecx, 7C8a17BBh
text:0apeee00082677419 mov csiqword_2685048, rax
LtLext: e0eRE00062677420 call sub 2675048
ctext:22882888882677425 mov ecx, 4EE4A845h
LLext:BeEERRERE26TT742A mov cs:qword 2685CB8, rax
Ltext:B0000880882677431 call sub_2675D48
LText:eReepRaaE2e7 7436 mov ecx, 178C3F88h
Ltext:oappeae082677436 mov cs:qword_2685FE®, rax
Ltext:eaee080082677442 call sub_ 2675048

Llewt 8888882677447 mov ecx, 72BDICDDh
Jtext:oegpeeepd2ed 7440 mov cs:qword _2685C98, rax
Ltext:2008000002677453 call sub_ 2675048

The process extracts the system time and passes the result to the srand function:

. 1859 31 €9 XOr ecx,ecx | ma o s e mmm s a e
F— FF 15 38 3A 01 00 {cal¥ gword ptr ds:[<4_Timecd»] ] = =
o 2 e —— “ e | Dt (164 festeal) = ||s 5|0 ] unlocke
= - === - 1: rcx 0000000000000000
gword ptr [ <d_time6s»] T._timeed> 2: rdw NONATFFRAFC 20000 romhase. 00007 FFRARE 20000

The atoi method is utilized to convert the port number to integer:

. 3 E745DS 4 B9 F8 mov rox,ris rexi™80”, r15:8 R
g EB 71 E2 FF FF (Al <atoi> v —
i ol e SRR am TR i s | Default (x64 fastcal) =5 131 Uniodke
o 1: rox ooc 2746310 “80° o

& 000000000,
[<atoix ?: rdy DNANODOMMZARTIEA | WS

Figure 18
The malicious process creates an unnamed mutex object by calling the CreateMutexA API,
as displayed in Figure 19.

6/17



45 31 CO xor rad,red | ES5 0028 QS 0028

o]
. 48 8D 93 68 03 1f> 30| Tea rdx,gword p :[ +368] | €5 0033 355 0028
. 48 C7 83 80 04 00 0O m\.- qnord ptr : [ B+ ]
. 48 B9 D7 r 2 | %57r0 00000000000000000000 STO Empty 0.000000000000000000
H E LS00 o -0 | x87r1 DOODOOOOOODOOOOOCDO0 5T EmPLy 0.000000000000000000
= e | X87r2 00000000000000000000 5TZ EMPTy 0.000000000000000000
¢ b b g. e i | x87r3 0000000000000000000D ST3 Empty 0.000000000O00000000
&l 00 00 00|mov qword ptr ds | x57r4 DODODOOOOOOO00000000 ST4 EMPy 0.000000000000000000
ME mov qword ptr | x57r5 D0OD0000OO0ODOO00OD0 5TS EmpLy 0.000000000000000000
. mov qword prr | x57r6 D0000000000000000000 5TE EmPLy 0.000000000000000000
. repe stosd [ x&7r7 DOODOOOODODODODOOO0 ST7 EmpTy O.000000000000000000
ME 0|mov dword ptr |
. 0 | mov qword ptr | x87Tagword FFFF
ME o|moy guord ptr ) e
[ FF 15 7F 17 01 uo | ea11 aword pt utexas§i| vl =
. 5 |Default (x54 fasteal) * (s (3] uniocke
. 11 rox 0000000000000000
qword ptr 00026B5FED <&CT J=<kernelsz.CreateMutexas !2: rdx 0000000000000000
| 3: r& 0000000000000000

Figure 19
GetUserNameW is used to obtain the username associated with the current thread:

e 48 BD TC 24 3C Tea rdi cmord ptr ss:firsp+3cl
. 4C 89 F1 mov rox, | x57Tagword FFFF
. C7 44 74 5C 14 01 00| mov dnoru pu— ssiffrs ﬁma_‘_..‘--_..\_..n‘
g oo m wﬁ pTr ds: [qm usefuamm] | —
. : 5 |Defaut 54 fasteat) ~ |[s_[#10] uniocke
1i rcx 00ODDODDOZASEFDO
32.Getuserhanen> Izt rdx ooooooooozaseean

Figure 20
GetComputerNameExW is used to obtain the NetBIOS name associated with the local

machine:

2l [ 49 89 FB mov r8,rdi |
- 48 88 13 mov rdx, uword ptr ds rOl‘ | x87Tagword FFFF
] I 89 03 00 00 00 moV_ecx, s
— FF 15 77 AS 00D 00 call mrﬂ e ds: [qqe:cwuernmﬁxq wl p—
| . T 3 | Default (x64 fastcal) = |[5_[#](] unocke
- 1 rex

- 0000000000000003
|mrd_ur [0000000002: 32. GETCOMPUT &r NamEE x> (2: rdx 0000000004640080

Figure 21 o
The badger retrieves a pseudo handle for the current process using GetCurrentProcess:

FF 15 B2 A% 00 00 ||:a'_l-'l qword ptr ds:[-\:&GetcurrentFrocessj

P

| qword ptr [000D0DDDDDZEBSCFE <&GETLCUrrentProcess>]=<kernel32.GetCurrentProcess>

Figure 22
The OpenProcessToken APl is utilized to open the access token associated with the process
(0Ox8 = TOKEN_QUERY):

) 4C 80 44 24 50 | Tea r8 qnord ptr ss:rspsof
ML BA 08 00 00 0O |mov ed x87Tagword FFFF
. 43 89 1 | rex e st Anneis
[ FF 07 | cam rai |rdiiopenfrocessToken v <
| e ; & Sh- - = ?mﬁmm ~ [5_[#][] unocke

[i"ai'-ﬂﬂiiiia'z'.mm» (00007 FFaAF836220) 12 rdx DODGODODOOODDOOS

| 3: r8 000000000ZASEEBD
Figure 23
The malware verifies if the token is elevated using the GetTokenlInformation method (0x14 =
TokenElevation):

. 48 BB 4C 24 50 |mov rex mrn ptr ss:frspes ¥87r6 00000000000000000000 STE EMPTy 0. 000000000000000000
. 41 B9 04 00 00 00 'ngv rod, x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 4C 8D 44 24 38 | Tea ra,aword prr sz
. 48 B9 44 24 20 -m\. mru ptr ss:fir 5 xB7Tagword FFFF
. BA 14 DO 00 00
. FF 15 €2 A9 DO 00 }ul.'l‘l wﬂ pEr dsi[<sGerTokeninformations]| o P E . -
. & 5> |Defauit (x64 fastcall) > |[s 3] (] unacke
'1: rcx 00000000000001DC
AR 2: rdx 00O0D000000D000L4
3: r8 0000000002ASEESS
4: r9 0000000000000004
000000000267 BA7E 5: [rsp+20] 0D00DOOOOZASEEA4

Figure 24
It obtains the current process ID via a function call to GetCurrentProcessld:

RIP e et Tl 0000000 FF 15 98 A7 00 00  |c&ll gword ptr ds:[<&GetCurrentProcessidy

| gword ptr [0000DDD0D02685B50 =&GetCurrentProcessId»]=<kernel32.GetCurrentProcessId>

Figure 25
GetModuleFileNameW is utilized to extract the path of the executable file of the process:
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41 BS 04 01 00 00
4C 89 E2
i1 C9

XETFT 00000000000000000000 ST7 EMPTy 0.000000000000000000

uB7Tagword FFFF

89 43 28
FF 15 54 A5 00 00 Iuﬂ mru o'tr ik [cmamauu'leﬂuuamm

|0 urocke

qword ptr [DOD0O00002685920 <AGETMOdUTeF!lanasews]=<kerne]32. GetModulerilenamens |27 rdx D00ODODDOZAIFIDS

Flgure 26 | 3: r& DOOOODOOODODOOLO4
The above path is Base64-encoded using the CryptBinaryToStringW API (0x40000001 =
CRYPT_STRING_NOCRLF | CRYPT_STRING_BASEG®64):

. 41 B8 01 00 40 |mov ré&d, 101 XETFT 0O0000OC000000000000 STT EmPy 0.000000000000000000
. 48 89 74 24 20 | maw ukura ptf ss:Prsp+20f,rsi

- 44 89 EA i'-m' v-1-u 13d x&7Tagword FFEF

. 4C 83 cro W | R R Sl

.

.

El [rexiL™c:
FF 15 AD €O 00 00 Iclﬂ t_wurd PEF dsE[ <aCryptBinaryTostringy

w
, Dew:bmfa_ml} > |[s 0] urlodke
R sF1D8 Lct\\Users I DEskTop\ imaTware. &
I[2: rdx 0000000000000040

& 0000000040000001

| | 4: r3 0000000002746310

| DO0G000002ET SEE2 5: [rsp+20] DOODOOOODZASEEZC

Figure 27
The process retrieves version information about the current operating system using
RtlGetVersion:

i-ml'a ptr I'moﬁimmnn <&CryptBinaryToStringws=<cryptiz.CryptsinaryTostringws

o 2 E3 48 BD 4C 24 5C | 1ea_rcx,gword ptr ss:frsp«scl R G S,
R . FF 15 7A AB 00 0O | call gword pTr ds: I«R:lﬁetvarswm] i 3 P
ol d e - Default (x4 fastcall) ]| I
l. rox 0000000002A9EERC
* rdv DANADAARANAIANNAG | -

Aneur —arauaan T e 11-1-0"

aword ptr [0000000002685C78 <4RTIGErVersion>I=<ntdll.RTIGeTVErsion

Figure 28
The WSAStartup function initiates the use of the Winsock DLL by the current process:

. 48 8D 54 24 :s- | 1ea rdx,qword ptr ss:jfrsp+20] x87Tagword FFFF

| . 2 89 02 02 00 O | mov_ecx, 202 | i T e—

[ FF 15 03 16 cu oo | ea¥y gword ptr de:[<awsastartups] | v e

| ole e 5 | Defaut (x54 fastcal) w |5 [$]] uniocke
| P—— (EEEE =

|gword ptr [00O0000002EB5F40 <4WSASTArTup>]=<ws2_32.WSASTar tups 2: rdx 0000DO000ZASF430

Figure 29
The badger constructs a JSON that stores the password extracted from the configuration,
the computer name, the OS version, the Base64-encoded executable path, the username,

and the process ID:

Address Hex ASCII
00000000027 46800 |\FB| 00 22 00(63 00 &4 00|73 OO0 22 OO|3A 00 7B OO|f.".c.d.s.".:.{.
00000000027468E0| 22 00 61 00|75 00 74 00|68 00 22 00(3A 00 22 00| ".d.u.t.h.™.:.".
00000000027468F0| 50 00 61 00|73 00 73 00|77 00 6F 00|72 00 64 00|P.a.5.5.w.0.r.d.
0000000002746900| 31 00 32 00|33 00 22 00|7FD 00 2C 00|22 00 & 00|1.2.3.".F}.,.".m.
0000000002746910| 74 00 64 00|74 00 22 O0|3A 00 7B 00|22 00 68 OO|t.d.t.".:.{.".h.
o000000002746920|5F 00 6E 00|61 00 6D 00|65 00 22 00(3A 00 22 00|_.n.d.m.e.™.:.".
0000000002746930| 44 00 45 00|53 00 4B 00|54 00 4F 00|50 00 20 00|D.E.5.K.T.0.P.-.
00000000027 46940 22 00 _
0000000002746950| 2C 00 22 00|77 0D 76 OO|65 OO0 72 00|22 00 3A 00| ,. .wW.V.E.r. .:I. Fﬁgure 30
0000000002746960| 22 00 31 00|30 00 ZE 00|30 00 22 00|2C 0D 22 00|™.1.0...0.".,.".
0000000002746970| 62 00 6C 00|64 00 22 0O0|3A 00 22 00(31 00 36 00|b.1.d.".:.".1.6.
0000000002746980| 32 00 39 00|39 00 22 00|2C 00 22 00|70 00 S5F 00(2.9.9.".,.".P-_.
0000000002746990| 6E 00 61 00|60 00 &5 00|22 00 3A 00[22 00 51 00|n.a.m.e.™.:.".0Q.
0000000002 7 46940 [IEEX AR e TN
0000000002746980 |51 00 42 00|7A 00 41 00|47 00 55 00(41 00 63 00|Q.B.Z.A.G.U.A.C.
00000000027469C0| 67 00 42 00|7A 00 41 00|46 00 77 00|41 00 55 00|g.B.Z.A.F.w.A.U.
00000000027 46900 | 67 00 42 00|46 00 41 00|45 00 30 00|41 00 58 00|Qg.B.F.A.E.0.A.X.
00000000027469E0| 41 00 42 00|45 00 41 00|47 00 55 00|41 00 63 00|A.B.E.A.G.U.A.C.
00000000027469F0| 77 00 42 00|72 00 41 00|48 00 51 00|41 00 62 00 |w.B.r.A.H.Q.A.b.
The JSON is encrypted using the XOR operator (key = “abcd@123” from configuration) and

transformed by other operations:

48 B8 93 60 08 00
45 88 8C 24 8O

ax,gword ptr das
cx,qword ptr ss

rox:

ADCOR123", [row

NE/T/ UDUUUDUUUUUUOUGUUUUL 31/ EMPTY U, UUUUUUGBUDUGUULUGUG

4C BD B4 24 CO
41 89 C1
EB BD CF FF FF

lea r&,qword per ss:
mov r3c| eax

x87Tagword FFFF
|€a1 2672700 :' -

v |5
auThy":\"Pas

1 2746310 ATcdsh,
| 2: rdx 00000000027 41AE0 a:zcﬂ@l..;
3: ra 0DD00DOD0ZASF3B0

41 r3 0000000000000000

Figure 31
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# | 000D0DO0D0ZET *ceu 31 CO xor eax,eax
k 000000000 44 BA 04 02 mov r8b,byte ptr ds:[rdx+rax] rdx+rax+*1:"abcd@123"
RIP g e 1 & 44 20 04 01 xar byte ptr ds:[rocx+rax],réb
i « | 0ODDDODOOD26 jcea 48 FF CO inc rax
! # | ooooooDOZE72CED 48 B3 F8 10 cmp rax,1o0
\----#|| DODO0DODODDO2672C7L| ~ 75 EF jne 2672C62
# | oooooooDOZET2CT3 c3 ret
5 [ ot ) —
< 5
byte ptr [rcx+rax*1]=[0000000002A9F1B0]=7B '{'
r8h=61 'a'
0000000002672C66
@4 Dump 1 il il il il ) g o
ump @Ybump2  BuDump3 B Dump4 B4 Dump s Watch 1 [x=]Locals Struct
Address | Hex | AsCII
0000000002A9F1B0 | 7B 22 63 64|73 22 3A 7B[22 61 75 74(68 22 3A 22| cds™:{"auth™:"|
|Address | Hex | AscIT |

. 00000000027 46800 | 99 90 33 00|87 70 E6 FC|OE DD 57 €2 (10 93 B A%|..3..p=i.WA.. -
Figure 32 | ooooonoo027468E0 |B1 95 E2 2E|96 3A 42 F4|17 ES 4E OD|7F 83 €3 06 +.d,.:B4.EN.. . A,
00000000027 468F0(C5 80 75 DC|9C BC Al 77 (42 E3 47 A7 (33 01 50 66| A.ul..iwBaGg3.rPf
00000000027 46300 | FE 8D SE D6|B7 DB 61 8F|38 8A D9 1F |53 96 63 B3| p.AD-Da.5.0.v.c*

Figure 33
The user-agent passed to the InternetOpenW function seems to indicate that the product

was used by Deloitte China (Figure 34).

. 45 8B 48 40 | mov rex Mrd ptr ds: [rbx+40] rex:L trialadeloitte A8/ TS UUUUUUSUGUUUULUULIGUY. 315 EMPLY U LUULUUGLIUAILLILULLL
. 45 31 €9 | wor rad, X57r6 00000000000000000000 ST6 EMPTy 0.000000000000000000

. 45 31 €O | wor rad, sa X877 00000000000000000000 ST7 EMPTy O.000000000000000000

. €7 44 24 20 00 00 00| mov dword ptr ss:frsp+208,0

. 48 63 FO | movsxd rsi,ean x87Tagword FFFF

- 31 D2 | xor edx, Edl A N T L

. FF 15 60 FB 00 00 Imﬂ rd ptr ds:[<4InternetOpeni>] | v [ _ <

. FF 18 60 Defouit (x5 fastcal) ~ |5 2|0 ] uriocke

Toren % a TTe. com. cn”

ﬁm 'if rdx 0000000000000

000000000267 6012 ; E?sgﬁg‘}c'gggmﬁggomm

Figure 34

The process connects to the C2 server on port 80 by calling the InternetConnectW function:

48 C7 44 24 38 00 00| mov qwrd ptr ss:frsp+3sl,¢ e WA e
4 30 |mov rex,qword ptr ds [rD:. rdx:L*45,77.172,28", XB7r4 0O0OOOODODOOODOODODD T4
|wor rad,rad x87r5s 00000000000000000000 5T EMPTy 0.000000000000000000

x87r6 00000000000000000000 STE Empty 0. 000000000000000000
X§7r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

xB7Tagword FFFF

call qword ptr a I‘AI I'“!DC 34
ds NTErneTConnectn:] v
3 Defu.ltwhshﬂ il | urlacke

0004
i rdx 00000000027 46550 L™45.77.172.28"
: r8 0000000000000050

1 ra 0000000000000000

[rspr20] 000000O0OO000000

000000000267 6058

Figure 35
It creates a POST request to the “/content.php” resource using HttpOpenRequestW, as

displayed below.

Bi. | b B i NV RESmEOtE I [ TR ré:L"/content. php XE7r1l 00000000000000000000 5T1 EmpTy 0.000000000000000000
o | B C7 e 5 R 0000 B el PR iEes %87r2 00O00000000000000000 ST2 EmpTy 0.000000000000000000
S | 38 C7 44 24 28 00 00|mov gword ptr ss:firspr2sfio %87r3 00000000000000000000 S5T3 Empty 0.000000000000000000
i | 18 b2 = per Bl el ot X adxiL"POST %87r4 00000000000000000000 ST4 EMPTy 0.000000000000000000
| | a8 31 co Xor rad,rad %87r5 00000000000000000000 5T5 Empty 0.000000000000000000
. 48 €7 44 24 20 00 00|mov aword ptr ss:frspe2ofl,0 x87ré 00000000000000000000 ST6 EmpTy 0.000000000000000000
I e 81 E2 00 0O B0 FF edx:L"POST X87r7 00000000000000000000 5T7 EMPty 0.000000000000000000
1 e 81 €2 00 00 B8 00 edx:L"POST
1 - 89 54 24 30 rs; 30, edx X87Tagword FFFF
' - 45 8D 15 94 B2 00 n“l;ﬂ“’ dx , gword p:r III [2681344] ) l.—r|»._-| "POST™, 000000
| g—— FF 15 B2 FC 00 0O wﬂ PEr 453 [<&HTTpOpenf eques T ~ =
| e s | Defoult (x64 fastcal) * |5 5[] unlocke
e 17 rex
gword ptr [0000000002685068 <&HTLROPENR EGUEST> |=<wininet. HECPOPENR EqUESTH> I'27 rdx 0000000002681344 L"POST™
3: r8 00000000027464F0 L™ /content.phpirin®
4 r9 0000000000000000
POOODODONZET BORY 5: [FSp+20] 0000000000000000

Figure 36

The security flags for the handle are changed using the InternetSetOptionW API (0x1100 =
SECURITY_FLAG_IGNORE_CERT_CN_INVALID |
SECURITY_FLAG_IGNORE_UNKNOWN_CA):

41 B9 04 00 00 00  [mov raa, NE/T S UUUUUUDUSULUODUDUUUY 31/ EMPTY L. GUUUSUDUDUIGUULUUY
4C 8D 84 24 AQ 0000 |1ea r a,qnnrﬂ ptr ss:@rsprac]
BA 1F 00 00 | \l !

xB7Tagword FFFF

et
- £ mmw&m - 2| [J uniacke

1: rcx 0000000000CC0O00C
i rdx 000000000000001F

: rg 0000000002A9F 390
1 re 0000000000000004

T

Figure 37
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HttpAddRequestHeadersW can be used to add one or more HTTP request headers to the
handle however, the second parameter is NULL during malware’s execution (0x20000000 =
HTTP_ADDREQ_FLAG_ADD):

51°8+108) XETFT 00000000000000000000 STT EmpTty 0.000000000000000000

| . 48 BB 94 F3 D8 OL DO |
b . 41 B9 00 00 00
Pl . 41 83 C8 FF x87Tagword FEFE
| i | . 4C 89 E1 moy e Ny L I R
!Wl FF 18 44 FF 00 00 | eall gword ptr ds:[<iHttpAddRequestHeades — = =
- F——— 5 et gt e <5 D e
[M utr ['uomwmnzmn <AHT est| W net. estHeader sw> 12: rdx 00000000027 41AC0
3: r& O0D00000FFFFFFFF
4: r9 00000000Z0000000

Figure 38

The process encodes the encrypted JSON using Base64 and exfiltrates the resulting data
using HttpSendRequestW:

RE/TS UUUULUUUUUSUSLIGUSULLIY. 313 EMPLY U LULUUULSULLISLULAILUL
XE7rE 00000000000000000000 STE EMPTY 0.000000000000000000
X87r7 00000000000000000000 STT Empty O0.0000000300000000000

| add &
00| mov 75, aword prr s5:frsp+As) X87 Taunuru FFFF
mov_dword ptr ss:firsp-20f, eax | e o a e 1)
|ul1 rsi |rEfrHEtpSendREqUESTH v = T '
e . 5 DeMlesuﬂ] * [5 13][] unlocke:
1: rox 0OD00ODODOCCOO0C I
2: rdx 0000000000000000

3: ré 0000000000000000
4z 9 00000000027 46C 30
5

DO0000000267 6141 sp—rzn] 0000000000002 &

) Dmnouﬂﬂﬂouollno
ﬁ.ﬁ.lml '.wm] 845 Dump 3 %% Dump 4 &% Dump 5§ *Wﬂd‘,.l I_*"Ionls & Struct ) £ | DOO0O00002T 46C30
- T =1 0000000000000000
00000000027 46C30 (D) 00 SA 00|41 00 TA 00|41 0C 5| 0000000006000000
0000D0DD0Z746C40| 35 00 76 00|77 0D 4F 00|33 00 5 Bl 0gononcannmm000
0000000002746C50| 45 00 44 00|4F 00 33 00 ARmAAAARRARARRAA

Figure 39
It verifies whether the C2 server sends any data back via a function call to
InternetQueryDataAvailable:

45 31 C9 xor rad,rad = o X87r6 00000000000000000000 5T6 Empty 0O.000000000000000000
45 31 CO xor rad, SU | x87r7 00000000000000000000 ST7 Empty O0.000000000000000000
. 000267 6164 48 89 F2 mov rdx
. 000267 | 4C 89 E1 mov rex, riz x87Tagword FFFF
. : C7 B4 24 A4 00 | mov_dword prr :fir s 3, 2
FF 15 00 FC 00 on lea1? wd ptr ds [= unturnetquurwltnvi

L PP » ! i

¥ | Defaut (54 fastcal) =[5 1] uriocke
'1: rex oooooogoooccoooc
I/2: rdx 0000000002ASF294

i3: r 0000000000000000
| 4: r9 0000000000000000

>

| 3: r8 00000000000003684
t r9 0000000002ZASFIEE

|4 : o B4 R OC 0000 Y cEa g x87r3 00000000000000000000 ST3 EMPTy 0.000000000000000000
hed . 48 89 €7 | s s | x87r4 D0ODODOODODOOOOOOOOD S5T4 Empty 0.000000000000000000
11 L1 B 31 Co | XNBTrS 00000000000000000000 5TS Empry O0.000000000000000000
it . ic 89 c3 %E7ré 00000000000000000000 5T6 Empty 0.000000000000000000
i ME 4C B9 FA | x&87r7 00000000000000000000 STT? EmpTy 0.000000000000000000
kel . 43 89 E9 | maw |
i . F3 AA
| 1| . 4C 89 E1 “
e FF 15 53 F7 00 00 “ vl 1
| B . 83 i = |[5 1310 unlocke
[Wﬁﬂ' [00DOODD0D2685930 <&INTErNEtReadr1]es]=awininet. InternetReadriles [ : rdx 0ODODDDOO4EE0B20

The response is Base64-decoded and decrypted using the same key that was previously
mentioned. The “auth” field is set to the decrypted information, and another request is made
to the C2 server, asking for commands:

Address Hex

A
00000000027 46C10 | FB 00 22 00|63 00 64 00|73 00 2Z 00(3A OO0 7B OO|4.".
00000000027 46C20| 22 00 61 00|75 00 74 0O(68 00 22 00(3A OO0 22 00| ™
00000000027 46C30| 41 00 42 00|43 00 44 00|22 00 7D OO0|2C OO 22 OO(A
00000000027 46C40| 64 00 74 00|22 00 3A 0O(7FB 00 2Z 00|63 00 68 00|d.
00000000027 46C50| 6B 00 69 O0|6E 00 22 0O(3A 00 22 00(22 00 7D 00|k et
00000000027 46C60| 7D 00 0D OO0|0A OO0 00 00|46 C4 F8 F2 (42 DD 00 00| F.uveun. FAGrBY. .

FakeNet-NG was used to simulate the network communications with the C2 server. After
decoding and decrypting the response, the first 2 bytes represent the command to be
executed followed by additional parameters if necessary. A new thread handles the
commands execution:

- [Figure 42
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_— — Ixor ecx,eex 1 g mwrs v 21s ey s s
1 -~ sial) i [ripeR] A et x87r3 00000000000000000000 ST3 Emu:y 0. (00000000000000000
sl :g gg i J‘) mv q\;n:g AR e e S - g7 x87r4 00000000000000000000 5T4 Empty O0.00000000000C000000
el © 55 e [mow ré.rit xE7FE D0000000000000000000 STS Empty 0.000000000000000000
ME 4C B9 AC 24 90 00 J.}Iw\, gword ptr ss:frsp+ X87F6 00000000000000000000 ST Empty O0.000000000000000000
. 31 D2 [ xor edx,edx x87r7 00000000000000000000 ST7 Empty O0.000000000000000000
o C7 83 6C 08 00 00 00|mov dword ptr d +86C1,0

] . 4C B89 T4 24 28 {mov gword DI:I' 55 rs..-.'= s [rsp+28]:4"AB paramet x87Tagword FFFF
H o C7 44 24 20 00 00 00|mov_dword p |
B FF 15 7C 1001 00 |call mr! ntr dsl[qrrea:e‘rhread:] | vl
. 1 ! s |Defaut [;ﬁ-!{ashzl} = [5_[#][] unlocke
RS =
ptr (0000000002 3 ead>]=<ker 2. ead: 2: rdx 00000000
31 78 0090000002672C80
4: r9 0000000002ASF3AS &4"AB parameter”
000000000267 4F 66 5: [rsp+20] 000000D0000DD000

Figure 43
We’'ll now describe the commands that can be issued by the C2 server.

0x2C74 ID — Exfiltrate file content to the C2 server

The PathFileExistsA API is utilized to confirm if the target file exists on the system:

PEPR| L wy | MoV rex,r [rex: T . PPN ¥ P e

Y o' p
FF 15 2803 01 00 |call wﬂbmr dsr[<aPathFileExistsas] v
71 call an ¥ | Defaut 64 facal) |5 1210 urioske
T

[aword ptr [0000000002985C08 <&FathFileExistsA»]=<shiwapi.PathFileExistsas §= ‘r.::'mmononomgsga

Figure 44
The file is opened via a function call to CreateFileA (0x80000000 = GENERIC_READ, 0x1 =
FILE_SHARE_READ, 0x3 = OPEN_EXISTING):

ot 48 €7 44 24 30 00 00|mov gword ptr ss:frsp+acy, AS/FA USUUUULUUUSUULIUUIGUY 314 ETPLY U UULUUUSUULUUUUUS
. 45 31 C9 | wor rod, —9:] x87rs 00000000000000000000 5T Empty 0.000000000000000000
. 41 B8 01 00 00 0O |mov rad, x87r6 00000000000000000000 STE EmpTy O0.000000000000000000
. 4C 89 F9 .roov rex, r1 rex:"ri x87r7 00000000000000000000 ST7 Empty 0. C000000000000000000
L B C7 44 24 28 80 00 00| MOV Mrﬂ
. BA 00 00 00 8O | mov edx, 8000000¢ x87Tagword FFFF
. €7 44 24 20 03 00 00|mov dword p 5 of,3 =

FF 15 53 08 01 00  |call | mru DEr i [<acr eaterlen] 1 v

=[5 [#]0] unlocke

0000000002975 90F

Figure 45
The content is read by calling the ReadFile method, as shown in Figure 46.

:I [r SD< 20] UQDODODDOOOWDOE

- 41 89 F8 mov rad,edl ABI B UUUUSUUUUUUUUSUSUUUL 318 EMPLY U UUUUUULUULULULULILY
. 4c 83 F1 mov rex,rid X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
- 4C BD 4C 24 T7C Tea r3,quord ptr ss:ffrsp+7cl
. 48 B9 C2 mov rdx,rax x87Tagword FFFF
- 48 C7 44 24 20 00 nnqunurd‘p ssificspr2od,
. FF 15 53 FE 00 00 ptr ﬁli[‘-‘ﬂeaﬂFﬂb] - 'w = = O
. = - *
- (%54 fastcal) Unlacke
Tes

= 1: rex
2: rdx D000000004580050
3: rg 0000000000000008
| 41 r9 00000000051EF22C
5: [rsp+20] 0000000000000000

0000000002375AF9

Figure 46
The data is sent to the C2 server along with the “[+] Download complete” message or the
message shown in the figure below.
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I

Jtext:bbopeaaaa2975A5F

Ltext:BE20088882975A5F loc 207SASF:

LtextreBoepaeaR2a75ALF xor eax, eax

Jtext:aeeeaeee82975A61 mov ecx, ebp

text:aeee000002975A63 mov rdi, ri3

CTdextrepeapaeaa2a75ABE mov rée, rls

text:8800008882975A69 rep stosb

Tdextepeepaeea297sABE xor eax, eax

text : 600080882975A60 mov ecx, 82h ; ',°'

text : 008008BB82975A72 mov edx, 184h ; Sizelnkords
Ltext:BE28082882975A77 lea rdi, [rsp+8D58h+var ACE] IFigure 47
.text:0000000080820975A7F lea rie, [rsp+eDssh+var ACE]
.text:0800008802975A87 rep stosd

Ltext:Bee8028882975A89 mov dword ptr [rsp+eDl58h+var_D38], rid
LTdextepeapeeea2975ABE mov rcx, rlg ; Dst
text:aeee00002975491 lea rg, Format ; "[+] Download Status %S (%1lu 3X)"
Jtext:@080000002975A98 mov [rsp+@D58h+var CF@], rle
Ltext:BE280888882975490 call swprintf_s

Ltext:BE22028882975AA2 mov rle, [rsp+8D58h+var CFB]
LText:eReapaaaa2a7sAAT mov rcx, rl2

Tdext:epeasaeas2a7sAMN mov rdx, rle

.text:8ee0008802975A0D call sub_ 2978308

Jtext:aeee828882975AB2 jmp loc_ 2975944

0xA905 ID — Copy files

The malware copies an existing file to a new file using CopyFileA:

45 31 €O d
4C B9 F1 rc rex: i uBTTagword FFFF
4C B9 E2 mov 2 rdx: "fi Tl Sy
FF !E .l? 00 00 00 |§I'|‘ aqword ptr di:[l&EOWFiIEAJ]

v —

5 |Defauit (x64 fastcal) = |5 [#][] unlacke

1: rox O00O00D0045BOBE0 “F1lel”

| 2: rdx 00000000045B08A0 “filez"
3: r§ 0000000000000000

1 <
‘gword prr [D000000002985845 <4CopyFileAs]=<kernel3z.CopyFileas

Figure 48
0x9B84 ID — Move files

The process moves an existing file to another using the MoveFileA function (Figure 49).

i . 4C 83 F1 MmOV reX,rid rCK:TT x87Tagword FEFF

| . 4C mov_rdx,ri2 rdx: "1 B i S P B P

e | €a¥1 gword ptr ds:[<dMoveFileas] w[= - =1

| = - TR R e e 3 Defauit (x64 fasteall) - I_s._'_!Dm
T — e 1i rcx DOODD0DO045BOSED "Tilel” _
[aword ptr [0000000002985830 <aMoverileAsJ=<kernel3Z.MoverileAs 2: rdx 00000000045B08A0 "T11e2"

Figure 49
0x13A1 ID — Create files and populate them with content received from the C2 server

Firstly, the file is created via a function call to CreateFileA:

AW UULULUIUUSUUUSIUIUUIILIS 3% SILY s LU L LIULAILILILLILLIL,
X87r5 00000000000000000000 5T Empty 0.000000000000000000
XETr6 00000000000000000000 STE EmpTy 0.000000000000000000
X87r7 0O000000000000000000 ST7 Empty O0.000000000000000000

0| mov dword ptr ss xB7Tagword FFFF

00 | mov_dword ptr ss:frspr20§,2 B iy A Y
F | £all aword ptr dsi[<acreaterilea] T v .
L x y [EEEE S O ———— 3|
|gword ptr [0ODO00O0023B6168 <4Crearefiled>]=<kernel32.Createrlleas

00000000045
2: rdx 0000000040000000
3: r8& 0000000000000000
4: r3 0000000000000000
5

:UUUOUUUUUQBTFQ.\ : [rsp+20] 0O00000DD000000Z

Figure 50
The received data is Base64-decoded using CryptStringToBinaryA and written to the file:
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| - 48 BB 54 24 &8 | mow rdx,qword ptr ss: rspe68 ®x87r6 00000000000000000000 STE Empty 0.000000000000000000
i - 4C 8D 3C 24 5C 'Iu 9 qwor rd ptr ss:ffr X87r7 00000000000000000000 ST7 Empty O0.000000000000000000
. 48 &7 ;3 24 20 00 00| -wu 6wora m:r +2 xl?Tamrd FFFF
——e 257F7 6 PP 15 548500 00 | ERIY o mrd R St [ ————— —
| T , "~ |oett pes s ~ [5 12]0] riocee
|gword ptr [000G0COOOZS8EFED ernel3z.writerile> £ ::: m "ABCDEFGHII"
! rg 000000000000000A
IEUDDDOD\JD?S:'F:"LS ;‘. Egsgmo?oggggg;gggooouoo
Figure 51
0xE993 ID — Delete files
DeleteFileA is used to delete the target files, as highlighted below:
FF 1% £6 s 00 00 |u'llr;n:-;1qptr dss{<apelereriless] |' - B —
i > e = |[s 1] uriocke
‘Guord ptr [000000000ISESFAE CADETETerTIeAS I RerneT Iz DeTeterTIen TI3: rix AnananonostRaasa ~r11a"
Figure 52
0x0605 ID — Close handles
The badger closes an object handle (i.e. file, process) using the CloseHandle API:
- 48 BB 88 AD 04 00 0O|mov rcx,qword ptr ds:[rbx+2a0]
. 48 BS C9 |TesT rex,rex u87Tagword FFFF
T - ~ 74 11 je 297D01S i S—— msme s e
B—— | FF 15 86 88 00 00  |call gword ptr ds:[<aClosewandles] I "
P el C > |Defaut (64 festcal) >[5 [+]0] uriocke
“Gword ptr [0000DGON0Z38SEI0 <ACTosERaNd] &> T=<kernelsz. ClosenandT e oy g

Figure 53
0x3F61 ID — Create directories

The malicious binary has the ability to create directories using the CreateDirectoryA method:

31 D2 nor e::l Ed ua Tag\mrd FFF
rox: 72 2

.
4C 89 E1 e Erie
E— FF 15 E4 A6 00 00 |ul1 mrd BEF UEi[<aCreateDirectoryas] I
. o 2 e = Dehhww)
e T TeE S DOGO00D0045B0840 “Test"
gword ptr [0O00D00002385B68 <&CT €ateDr ECTOryA>]=<kernel3z2.Createdir ectoryAs I 2" e CON T IOTO00000 =

Figure 54
0x1139 ID — Change the current directory for the process

SetCurrentDirectoryA is utilized to perform the desired operation (see Figure 55).

4C 89 E1 |mov rex,riz |Fex:“Te
FF 15 &6 DB 00 00 {call gword ptr dsi[<aSetCurrentDirectoryas] |

| Default (x64 fastcal)

>

|5 2] unlocke

—[1: rex 0000000DO45B0BA0 “Test™
17: rAx ononannONSsRNA4N “Tesr®

S ST e L TTAY T L T T T s T LT T TR LT T T

Figure 55
0x3C9F ID — Obtain the current directory for the process

The malware extracts the current directory for the process by calling the
GetCurrentDirectoryW API:

= |[s 12100 unlocke

. 8% 05 01 00 O

. 45 c;' 4-1 24 33 o0 ulm\r uwu a p: ss:ffrspe3af,c | xB7Tagword FFFF

. moy o
[ FF s.s re 99 00 00 I:a‘l wa PTFUSET<4GeTCurrentDirectoryw>] v —
| . 5 Dzhitwfuﬂ}
qword ptr |mommmsumn mwrm!rum |-2Enelnz.amurrmirmm :-: ::‘ UD-DDCIDCIUDS.\EFCEE

Figure 56
0x8F40 ID — Delete directories

The process deletes a target directory only if it's empty using RemoveDirectoryA:

mov rex,ri2
FF 15 9€ 88 00 00 |call aword PEr s <aRemoveDirectoryas] |

5 |Defoult (54 fostcal

4c 83 E1 | rexriz R iessns

+ |5 2] urlocke

—[1% rex 0000000DO4SBOBA0 “Test™
] ?: rdx GOOOOOON4ERNRLN “Test”

S ST (e T R T T AT T e BT AR A T T T

Figure 57
0x0A32 ID — Retrieve the Last-Write time for files/directories
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The files are enumerated in the current directory using the FindFirstFileW and
FindNextFileW functions:

2 mov rdx,rid )l!?TanD(d FFFF
F3 mov rcx,ris rex:L T S e i
= i aword ptr dsi[<aFindFirstFilens] () W

7y | Defat (x4 fastcal) * |[s % |[] uniocke
1: rexo 4 s T T
2 dx 0000000005 1EF470

43 8D 94 24 AD 02 0O
8

MOV rCN, L =
call m pEr g5t [aF indNextFilews]1 - . z -
* 5 | Defaut x4 fastcal) + |[5_[#][] uniocke

i: = "
[2: rdx ooooooooosiers7o

Tea rdx.mrd ptr ss:lirsp+2a0f \ xB7Tagword FFFF

Flgure 59 .
For each of the file or directory that matches the pattern, the binary calls the CreateFileW
API:

BA 00 00 00 BO mov edx ;80000000 x87r5 00000000000000000000 5T5 Empty 0.000000000000000000
48 89 E9 mav rox,rop

48 C7 44 24 30 00 0O |mov uword ptr ssifrsp+
41 88 01 00 00 0O mov ré&d,

€7 44 24 28 80 00 00|mov dword ptr ss:firsps
€7 44 24 20 03 00 00| mov_dword s5:frsp |
call g w ﬂﬂic&:reueﬁlm! |

X87r6 00000000000000000000 ST EmpTy 0.000000000000000000
xBTF7 ST7 Empty O

45 31 €9 xor rad,rod ‘ RS USRI 31 EIPLY W MU UL LI

xB7Tagword FFFF

" == g

5 | Defouit (x64 fastcal)
i orex 2

2: rdx 0000000080000000

3: r& 000000 000001

41 r9 00000000

§: [rsp+20] 00000000000C0003

000000000297AD30

Figure 60
The process retrieves the Last-Write time via a function call to GetFileTime:

4C 8D 4C 24 7O ea r3, qmru prr SSIErSpTOR RS/ TS UUUUUUUUUUUUUULUUUUY 318 EMPLY U UUUUUULULULILIULUUUL
45 31 €O xor rad,r X87r7 0000 5T7 EmpTy 0. 00

31 D2 xor edx, eon

48 89 C1 MmOV rox,rax x87Tagword FFFF

4C 89 4C 24 5B
FE150BE AP 0000

q
%%pﬁar’ns!hﬁmsi leTimes] 1 o

= [5 2] urlocke

3: rg O

23 rd: 0000000000000000
000000000000000
4: r9 00000000051EF240

Flgure 61
The file time is converted to system time format using FileTimeToSystemTime:

. 4C B9 FA |mov rdx;ris = = X877 00000000000000000000 ST7 Empty 0.000000000000000000

. 48 C1 E7 20 | sh1 2

. Imv x&7Tagword FFFF

. aor

. |€E1) qword pEr @5T[<4F1leTimeToSysteaTimes] 1 v —

. B 5  |Defaut (x64 fastcal) ¥ |55 ][] urdocke

aword ptr (00000 238! Nz: Tdx OD0DOD00OSIEF248
Figure 62
Finally, the above time is converted to the currently active time zone:

s1 Ly xor ecx,ecx
24 88 00 00| Jea rs, Mrd prr ssifrsprssl

mov_rdx,ris

|'c@l) aword ptr dsi[<aSystemTimeToTzSpecificLocalTimes}

x87Taguord FEEF
. a

S S S

wwruw * |[s 1] 0] uniodke

2: rdx Q000000005 LEF 248
| 3t r& 000000000S1EF2SE

Figure 63
0x3D1D ID — Change the Desktop wallpaper

The malicious process opens the “TranscodedWallpaper” file that contains the Desktop
wallpaper:

48 BB 4C 24 58 MmOV FCX,QWOrd PTF S5:ErSpeS el TLFEB4EE | A0 1 T s 1T MY W M

;o
H . 45 31 C9 xor rod,rod fl XB7r5 00000000000000000000 STS Empry 0. 000000000000000000
| . 45 31 €O xor r&d,r&d X87r6 00000000000000000000 5TE EMPTY 0. 0000000
i - 48 C7 44 24 30 00 0O |mov gword pr ss:ffrsp+20f,0 x87r7 00000000000000000000 ST? Empty O0.000000000000000000
H - BA 00 00 00D 40 mov edx, 4000 @
| . €7 44 24 28 80 00 00|mov dword p rsn 28], 50 x87Tagword FFEF
! L €7 44 24 20 02 ou uu mov_dword ptr == | = i —
——a FF 15 52 D9 00 EA11 quord pte ds:[<acreaterilens] |
R
I | >

2: rdx 00\)0&00040000000
3: r8 0000000000000000
4: r3 0000000000000000
_ﬁ_C_NEN_!""_ T 5: [rsp+20] 0000000000000002

% Dump 1 ﬂMIJZ Eoump3  Poumpd  Woumps B wathi  lellock i stuct

5C 5C 41 70 70 i:‘-_users-'\ﬂpn
6E 64 &F

00000000045 80300 i 3A 5C 55(73 65 72 73
00000000045B0910| 44 61 74 B1(5C 52 6F &1
0000000004580920 72 6F 73 6F |66 T4 5C 57
0000000004580930 68 65 6D 65|73 5C 54 72
00000000045B0940 57 61 6C 6C|70 61 70 &5

Figure 64

6D £9 BE 67 |5C 4D 69 €3 |Dara‘Roaming‘Mic
&3 77 73 5¢ 54| rosofr\windows\T
61 6E 73 63|6F 64 65 64| hemes\Transcoded
72 00 00 00|00 00 00 0O|wallpaper.......
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The above file is filled in with content received from the C2 server (Figure 65).

e | oo 129 1F 45 8B 54 24 €8 mov rdx,qword ptr s -£5] x87r6 00000000000000000000 ST6 Empty 0.000000000000000000
. 0 8824 4C BD 4C 24 50 lea ro,qword ptr x87r7 00000000000000000000 ST7 Empty O0.000000000000000000
41 89 DB mov rid,ebx

45 89 C1 MmOV FEN,Fax BT Tagword FEFE
48 C7 44 24 20 00 00|mov gword ptr ss:frsp+20f, e  —
FF 15 42 D7 00 00  |call qword ptr ds:[<swriteFiles] w[" e
FE s Y quard. , | Default (x64 fastcal) =[5 [0 unkocke
= L 1t rex 0000000000000204
[aword ptr [000000D00ZI85FE0 <awriteriles]=<kernel3z.writeFiles 2: rdx 00000000045B0860 "ABCDEFGHII"
[ 3: r& 000000000000000A
| - 4: r9 00000000051EFCTO
| novoooDO0297 8838 5: [rsp+201 0000000000000000

Figure 65
The SystemParametersinfoA method is utilized to change the Desktop wallpaper (0x14 =
SPI_SETDESKWALLPAPER, 0x1 = SPIF_UPDATEINIFILE):

3102 X87r7 00000000000000000000 ST7 EmpTy 0.000000000000000000
4C BB 44 24 58 Brsp:sel
i . 41 B% 01 00 00 00 x87Tagword FFFF
! | - 89 14 00 00 0O mov_ec 4 B e
E'E__'I T b FF 15 28 D9 00 0O | £&11 aword ptr ds:[<aSystemParametersInfoas] ~ —
| it . S22 SR s |Defauit (x64 fasteal) v |[5 3]0 uriocke
1: rex

i L | D000000000000014
‘wﬂ per 002986190 ar ameter J=<user32, SystemParametersInfoax 2: rdx 0000000000000000

3 :g 3%%33333353332 =c:yhusers' Il AppDatal \Roaming' \M1
Figure 66
0xD53F ID — Retrieve the username

This command is used to obtain the username associated with the current thread:

48 BD 54 24 3C lea rdx,qword ptr ss:ffrsp+ac
29TF5 30| 4B C7 44 24 40 00 00 mov gword ptr ss:frsp+sof, xB7Tagword FFFF
4C 89 E9 3 "

FF 15 86 &6 00 0O

mov_rcx,ris - .
j€all gword ptr dst[<&GeruserNamews] 1 vE _ =
TTTTT TTmToen SesiE s aeE = Defaut (x54 fastcal) -;_s_,_‘lD.m
| 2: rdx 0000000005 1EFCDC

Figure 67
0x0609 ID — Retrieve the available disk drives

The malware extracts a bitmask that contains the available disk drives by calling the
GetlLogicalDrives API, as shown in Figure 68.

< >
| gword ptr [DODODODOO2985CE8 <&GetLogicalDrives>]=<kernel32.GetLogicalDrives>

Figure 68
0xC144 ID — Extract all device drivers

FF 15 8F AD 00 00O ||:a11 qh:':r'd |:r|:r' ds: [{&GEtLugiEﬂBrives;]

EnumDeviceDrivers is utilized to obtain the load address for all device drivers:

4C BD 44 24 3C | 1ea r&,qgwor +3ch ~
BA 00 20 00 00 | mow xETTagword FFFF
312 Cioo BRI GWord PLe B8 L A€ numD eVt ceDr 1vers>]
00 00 cal gqword prr dsi evicedriverss> vl r ]
b ] e e 5 | Default {x64 fastcal) = ||5 13| unlocke
[ — ’ S 0000000005 1EDECD
|mu ptr [0000000002986238 <4EnumDeviceDriverss]=<psapi. iceDrivers> 22 :Ef D000000000002000

|3: r8 00000000051EDAAC

Figure 69
Using the above address, the process retrieves the name of the device driver by calling the
GetDeviceDriverBaseNameA method:

‘ BT UUDUBUUUDUUUUBUSUGUD 31/ EMPTY U, BUGUGULUULOBUDLGUD

48 B9 EA xB7Tagword FFFF

igeias e e e e e e

FF 15 81 CE 00 0O | v iacke
FF 15 5 | Default (64 fastca) ~|[s 50

1: rcx FFFFFBO3DE497000
2: rdx 0000000005 1EDACO
3: r8 0000000000000400

Figure 70
0x0A01 ID — Compute the number of minutes that have elapsed since the system was
started
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The GetTickCount function is used to extract the number of milliseconds and a simple
calculation is performed (see Figure 71).

ag— FF 15 &0 A 00D 0D €all gword ptr ds:[<&GetTickCount>]
B3 &0 EA 00 00 mov ecx,EA&D ecxI&L”
31 D2 xor edx,edx
F7 F1 div ecx ecx:&L"
45 8D 4C 24 28 lea rcx,qword ptr ss:[Brsp+2:sj
453 8D 15 13 1D 00 00| lea rdx,gword ptr ds:[23814F0] 0000000
41 89 CO mov rad,eax
85020000 200 BN 257F850, 0 . ...
>
| gword ptr [DODODODOD2986228 <&GeTTickCount>]=<kernel3z.GetTickCount>
Figure 71
0x73E6 ID — Argument Spoofing
The badger has the ability to hide the arguments by modifying the process environment
block (PEB):
o r_ﬂm — 207 FRs oI EnT T v > = s | 4
e — ] - !ﬁ:%ﬁm—s ——
e— D A R S S TR
Figure 72
0x8AFA ID — Parent PID Spoofing
This command can be used to spoof the parent process ID in order to evade EDR software
or other solutions:
> . e — T IR 2 7 &5 O S— G @i.w_l(mfm ~|5 T osooe
000000000257F 850 R s
Figure 73

0xC929 ID — Extract child process name

The binary could spawn multiple processes that can be displayed using this command
(Figure 74).

| e —— »94 45 60 15 23 78 00 00]lea rdx,qword prr ds: [29815EC] ;L[ > 3 tmmems __.ax
EF———— | ES 82 5D 00 00 {CAIY 297F850 p 2 |
| al ¥ i

000 FEBS
x 000000000ZIB1SEC L"[+] Child process: ws~
§ 0D000000045B08A0 “cmd, &xe”

| 5
Figure 74
0x9E72 ID - Display pipes name

The malware displays the name of a previously created pipe:

idoose 297 8C 02 45 BD 15 58 7F 00 00]lea rdx,qword ptr ds: [3981864] L gl e ——
EE— EB 42 5C 00 00 lcall 297F850 | v =
I o[ 2 T T T P g P - u 5 Default (x64 fastcal) =|is |= [ urlocke

e A 1t rex 00DODO0O0S 1EFESS
| oooooooooz9TFesO {{2: rdx 0OD0DOODO2981BE4 L"[+] Object pipe name: Wis®

Figure 75 '
The other 30 relevant commands will be detailed in a second blog post.

INDICATORS OF COMPROMISE
SHA256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f

C2 server: 45.77.172.28
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User-agent: trial@deloitte.com.cn
References

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

FakeNet-NG: https://github.com/mandiant/flare-fakenet-ng
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