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XLoader is a long-running malware-as-a-service infostealer and botnet that has been around
in some form or another since 2015. lts first macOS variant was spotted in 2021 and was
notable for being distributed as a Java program. As we noted at the time, the Java Runtime
Environment hasn’t shipped by default on macOS since the days of Snow Leopard, meaning
the malware was limited in its targeting to environments where Java had been optionally
installed.

Now, however, XLoader has returned in a new form and without the dependencies. Written
natively in the C and Objective C programming languages and signed with an Apple
developer signature, XLoader is now masquerading as an office productivity app called
‘OfficeNote’.

In this post, we examine how this new variant works and provide indicators for threat hunters
and security teams. SentinelOne customers are automatically protected from this new variant
of XLoader.
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The new version of XLoader is bundled inside a standard Apple disk image with the name
officeNote.dmg. The application contained within is signed with the developer signature
MAIT JAKHU (54YDV8NU9C).

The application was signed on 17 July, 2023; however, Apple has since revoked the
signature. Despite that, our tests indicate that Apple’s malware blocking tool, XProtect, does
not have a signature to prevent execution of this malware at the time of writing.

OfficeNote.app

Version 1.0 (1)

OfficeNote

Intel —64-bit

Copyright

561 KB

Last modified Jul 17, 2023 at 9:57:45 PM

Not enabled

Not enabled

None detected

Rejected

Apple Distribution: MAIT JAKHU (54YDVBNUSC)

OfficeNote’s revoked Apple Developer signature.
Multiple submissions of this sample have appeared on VirusTotal throughout July, indicating
that the malware has been widely distributed in the wild.

Submissions @

Name Source Country

OfficeNote.dmg

OfficeNote.dmg o 100ef

OfficeMNote.dmg @ 3fbfog2g

OfficeMote.dmg

OfficeMote.dmg

OfficeMote.dmg c5 3 - web

OfficeNote.dmg c 37 - community us

OfficeMote.dmg C el ES
023-07-31 H OfficeNote.dmg @ 904a5262 - web us

Submissions per country Submissions per Date Prevalence summary

First Submission 2023-07-18 12:46:27 UTC
20 0 UTC
2023-08-17 08:33:56 UTC

XLoader submissions to VirusTotal July 2023

Advertisements on crimeware forums offer the Mac version for rental at $199/month or
$299/3 months. Interestingly, this is relatively expensive compared to Windows variants of
XLoader, which go for $59/month and $129/3 months.
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XLoader Dropper and Persistence Module

When executed, the OfficeNote application is hardcoded to throw an error message
indicating that the application is non-functional. Meanwhile, the malware drops its payload
and installs a persistence agent, behavior that is immediately detected by the SentinelOne
agent.

Suspicious threat detected

Detected suspicious running process.
Process Name: persistence_deception

"OfficeNote" can't be opened because the
original item can't be found.

Threat detected

Detected malicious file.
File Name: DfficeNote

Threat detected

Detected malicious file.
File Name: Shm4

Threat detected

Malicious file executed.
File Name: OfficeNote

XLoader is immediately detected as a threat by the SentinelOne agent
This error message is hardcoded using a stack string_technique, typical of previous versions
of XLoader.
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;-- asm.str.®_Document_2:

0x10000171d c645c044 mov byte [s], Ox44
0x100001721 c645clef mov byte [var_3fh], Ox6f
0x100001725 c645c263 mov byte [var_3eh], 0x63
Ox100001729 c645c375 mov byte [var_3dh], 0x75
Ox10000172d c645c46d mov byte [var_3ch], Oxéd -
Ox100001731 c645c565 mov byte [var_3bh], ©x&5 :
Ox100001735 c645c66e mov byte [var_3ah], Oxbe :
Ox100001739 c645c774 mov byte [var_39h], 0x74 :
0x10000173d 0f2945b0 movaps xmmword [var_50h], xmm@

0x100001741 0f2945a0 movaps xmmword [var_6@h], xmm@

0x100001745 01294590 movaps xmmword [var_70h], xmm@

0x100001749 0294580 movaps xmmword [var_8@h], xmm@

0x10000174d c6458020 mov byte [var_80h], 0x20 . mach@_segment6d_0
Ox100001751 cb458163 mov byte [var_7fh], Ox63 et 99
Ox100001755 c6458261 mov byte [var_7eh], 0Ox6l At 97
Ox100001759 c645836e mov byte [var_7dh], Ox6e : 'nt o 118
Ox10000175d c6458427 mov byte [var_7ch], 0x27 . 39
Ox100001761 c6458574 mov byte [var_7bh], 0x74 EE 116
0x100001765 c6458620 mov byte [var_7ah], 0x20 ; mach®_segment64_0
0x100001769 c6458762 mov byte [var_79h], 0Ox62 i 'b! = 98
0x10000176d c6458865 mov byte [var_78h], 0Ox65 ; ‘e'! ;101
0x100001771 c6458920 mov byte [var_77h], 0x20 ;: mach®_segment64_0
0x100001775 c6458a6f mov byte [var_76h], Ox6f I s 111
Ox100001779 c6458b70 mov byte [var_75h], 0x70 : g 112
Ox10000177d c6458ck5 mov byte [var_74h], ©Ox65 - ; 101
Ox100001781 cb458d6e mov byte [var_73h], Oxte : i 118
Ox100001785 c6458e65 mov byte [var_72h], ©x&5 - ; 101
Ox100001789 c6458T64 mov byte [var_71h], 0Ox64 ; ; 1oe

Hardcoded error message constructed on the stack

At this point, however, the malware has already been busy dropping the payload and
LaunchAgent. The payload is deposited in the user’s home directory as ~/73a470t0 and
executed. It creates a hidden directory and constructs a barebones minimal app within it,
using a copy of itself for the main executable. Although the name of the payload is
hardcoded into the dropper, the names of the hidden directory, app and executable are
randomized on each execution.

M 3ICNOO

PROCESS SUMMARY

Name: bash

UID: B8252B34-B04B-454B-AC40-A3435A
97836F

ID: 55621

J

sh Shm4
\\@ Single Node = '\@ Single Node

Command Line: sh -c /Users/auser/.TLu4Kve

e N PNJ/Z2hm4.app/Contents/MacOS5/%hm4
! @ OfficeNote e % 73a470t0 _\_ d A bash
\ Events: 3 \ Events: 3 / A Single Node Image Path: /bin/bash
SHAL: 583297db230f1a68b276690dfb0863
i -/E‘@ Bagh Y -fgéj o f7b0698ccf
Single Node Single Node Root: False

Verified Status: N/A
Has Active Content: N/A
Source Process Active Content File ID: N/A

Source Process Active Content Path: N/A
Execution of OfficeNote and creation of a hidden application as seen in the SentinelOne
console
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Meanwhile, a LaunchAgent is also dropped in the User’s Library folder. This agent is similar
to that used in the previous version of XLoader, providing a start value to the executable.

This ensures that the binary can distinguish between its first run and subsequent runs.

@ L] LaunchAgents — vi com.TLudKvePNJ.9hm4.plist — vi — vi com.TLud4KvePNJ.9hm4.plist — 97x29

1 <?xml version="1.8" encoding="UTF-8"7>

2 <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@//EN" "http://www.apple.com/DTDs/Propertylist-
1.0.dtd">

3 <plist version="1.0">

4 <dict>

<key>Label</key>

<string>com.TLu4KvePN].9hm4</string>
<key>ProgramArguments</key>

<array>

<string>/Users/auser/.TLu4KvePN]/9hm4 .app/Contents/Mac0S/9hmd</string>
<string>start</string>
</array>
<key>RunAtlLoad</key>
<true/>
<key>KeepAlive</key>
<false/>

16 </dict>
17 </plist>

XLoader LaunchAgent for persistence

XLoader Payload Behavior

As in previous versions, the malware attempts to steal secrets from the user’s clipboard via
the Apple APl Nspasteboard and generalPasteboard. It targets both Chrome and Firefox
browsers, reading the l1ogin. json file located in ~/Library/Application
Support/Firefox/Profiles for Firefox and ~/Library/Application
Support/Google/Chrome/Default/Login Data for Chrome. As with other infostealers we've
observed recently, Safari is not targeted.

XLoader uses a variety of dummy network calls to disguise the real C2. We observed 169
DNS name resolutions and 203 HTTP requests. Among the many contacted hosts the
malware reaches out to are the following suspicious or malicious IP addresses.

23[.]227.38[.]74
62[.]72.14[.]220
66[.]29.151[.]121
104[.]21.26[.]182
104[.]21.32[.]235
104[.]21.34[.]62
137[.]220.225[.]17
142[.]251.163[.]121

XLoader also attempts to evade analysis both manually and by automated solutions. Both
the dropper and payload binaries attempt to prevent debuggers attaching with ptrace’s
PT_DENY_ATTACH (0x1f).
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push rbp ; [0@] -r-x section size 296153 named O._ TEXT._ text
mov rbp, rsp

push rl4

push rbx

mov rbx, rsi ; argyv

mov rldd, edi ; argc

mov edi, @x1f ; 31 ; _ ptrace_request request

xor edx, edx ; void*addr

xor esi, esi ; pid_t pid

X0r ecx, ecx ; void*data

call sym.imp.ptrace ; long ptrace(__ptrace_request request, pid_t pid, void*addr, void*data)
; long ptrace(?, -1, 7, ?)

mov edi, 2 ; intéd_t argl

mov esi, 1

XLoader attempts to prevent analysts reverse engineering the malware

On execution, the malware executes sleep commands to delay behavior in the hope of
fooling automated analysis tools. The binaries are stripped and exhibit high entropy in an
attempt to similarly thwart static analysis.

[Ox100001928]> it; iS entropy

md5 c68e9ab57bff9de72414c83d612636dc

shal 26fd638334c9c1bd111c528745c108d@0aa77249d

sha256 addalb2139b7bbec7f@51ecb58d1015d9ac8d5552987374ec48c6598acf54de8

[Sections]

nth paddr i vaddr i entropy

0x00001400 0Oxldb3e 0x100001400 ©xldb3e .12157708 REGULAR

x0eRlef3e Bx6 Ox1000@lef3e 0x6 .79248125 SYMBOL_STUBS

ox0eelef44 Oxla 0x10001ef44 Oxla .11508276 REGULAR

0x0001ef60 0x40 Ox106001ef60 0x40 .00000000 REGULAR ;

0x0e0lefad® 0x48 Ox1000lefal 0x48 .51041723 REGULAR : .__unwind_info
0x0001f000 0x10 0x10001f0EO 0x1e .00000000 NONLAZY_POINTERS . .__nl_symbol_ptr
xeee1fele Bx8 Ox10001TE10 0x8 .75000000 LAZY_SYMBOL_POINTERS 6. .__la_symbol_ptr

The XLoader binaries exhibit high entropy in the __ fext section

Conclusion

XLoader continues to present a threat to macOS users and businesses. This latest iteration
masquerading as an office productivity application shows that the targets of interest are
clearly users in a working environment. The malware attempts to steal browser and clipboard
secrets that could be used or sold to other threat actors for further compromise.

IT and security teams are advised to deploy a trusted third party security solution to prevent
and detect malware such as XLoader. To see how SentinelOne can help protect the macOS
devices in your fleet, contact us or request a free demo.

Indicators of Compromise

SHA1 Description

26fd638334c9¢c1bd111c528745¢10d00aa77249d Mach-O Payload

47cacf7497c92aab6cded8e59d2104215d8fab86 Mach-O Dropper

5946452d1537cf2a0e28c77fa278554ce631223c  Disk Image
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FilePaths
~/73a470t0

Developer ID
MAIT JAKHU (54YDV8NU9C)

Network Communications

23[.]227.38[.]74
62[.]72.14[.]220
66[.]29.151[.]121

104 .
104[ .
104[ .
137[.
142[ .

www .
www [ .
www | .
www [ .
www .
www [ .
www | .
www [ .
www .
www [ .
www .
www .
www .
www .
www .
www .

121.26[.]182
121.32[.]235
121.34[.]62
1220.225[.]17
1251.163[.]121

Jactiv-ketodietakjsy620[.]cloud
lakrsnamchi[.]com
]brioche-amsterdam[.]com
Jcorkagenexus[.]com
lgrowind[.]info
Thatch[.]computer
Jkiavisa[.]com
Jlushespets[.]com
Jmommachic[.]Jcom
Jnationalrecoveryllc[.]com
Ipinksugarpopmontanal[.]com
Tghsbobfv[.]top
1qq9122[ . Jcom
Jraveready[.]shop
Ispv88[.]online
Jswitchmerge[.]com

Mach-O Payload
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