New threat actor targets Bulgaria, China, Vietham and
other countries with customized Yashma ransomware
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» Cisco Talos discovered an unknown threat actor, seemingly of Vietnamese origin,
conducting a ransomware operation that began at least as early as June 4, 2023.

e This ongoing attack uses a variant of the Yashma ransomware likely to target multiple
geographic areas by mimicking WannaCry characteristics.

e The threat actor uses an uncommon technique to deliver the ransom note. Instead of
embedding the ransom note strings in the binary, they download the ransom note from
the actor-controlled GitHub repository by executing an embedded batch file.

Threat actor analysis

Talos assesses with high confidence that this threat actor is targeting victims in English-
speaking countries, Bulgaria, China and Vietnam, as the actor’s GitHub account,
‘nguyenvietphat,” has ransomware notes written in these countries’ languages. The
presence of an English version could indicate the actor intends to target a wide range of
geographic areas.

Talos assesses with moderate confidence that the threat actor may be of Vietnamese origin
because their GitHub account name and email contact on the ransomware notes spoofs a
legitimate Vietnamese organization’s name. The ransom note also asks victims to contact
them between 7 and 11 p.m. UTC+7, which overlaps with Vietham’s time zone. We also
spotted a slight difference in the Viethamese language ransom note, as it starts with, “Sorry,
your file is encrypted!” in contrast to the others that begin with, “Oops, your files are
encrypted!” By saying “sorry,” the threat actor may have intended to show a heightened
sensitivity toward victims in Vietham, which could indicate the attackers themselves are
Vietnamese.

We further assess the threat actor began this campaign around June 4, 2023, because they
joined GitHub and created a public repository called “Ransomware” on that date, which
overlaps with the compilation date of the ransomware binary. In the repository, they added
ransom note text files in five languages: English, Bulgarian, Vietnamese, Simplified Chinese
and Traditional Chinese.
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GitHub repository that contains ransom notes.

Ransom note

The actor demands the ransom payment in Bitcoins to the wallet address
“bc1gtd4qvOwmgtu2rdrOwr8tka2jgd4cgmz04z5mc7” and they double the ransomware price
if the victim fails to pay within three days, according to our ransomware note analysis. The
actor has an email address, “nguyenvietphat[.]Jn[at]gmail[.]Jcom,” for the victims to contact
them. At the time of our analysis, we had not observed any Bitcoin in the wallet, and the
ransom note did not specify an amount, indicating the ransomware operation might still be
in a nascent stage.

The ransom note text resembles the well-known WannaCry ransom note, possibly to
obfuscate the threat actor’s identity and confuse incident responders.
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WannaCry ransomware.
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Ransom notes samples of the Yashma variant.

[ ] [ ] Ransomware-English.txt

Ransomware-English.txt +

Ooops, your files have been encrypted!

What Happend to My Computer?

Your important files are encrypted.

Many of your documenis, photos, videos, databases and other files are no longer accessible because they have been
encrypted. Maybe you are busy locking for a way to recover your films, but do not waste your ime. Nobody can recover
your files without aur decryption service.

Can | Recover My Files?

Sure. We guarante that you can recover all your files safly and easily. But you have not so enough time.
If you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be double.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do | Pay?
Payment is accepted in Bitcoin only.For more goes in your browser and search ("About Bitcoin")

Plaase check the currant price of Bitcoin and buy some bitcoins. For more information, goes in your browser and search
("How to buy bitcains").

And send the correct amount to this (“address Bitcoins / Biicoin Wallet:
beigtddqvOwmgtuZrdrowrétka2jg44cgmz04z5meT *)

After you payment, please email to me: nguyenvistphat.n@gmail com. Best time to email is

7:00pM - 11:00PM (UTC+7) from Saturday and Sunday.

Once the payment is checked, you can start decrypting your files immediately.

Contact
If you need your assistance, send a message to us by send email to us: nguyenvietphat.n@gmail.com.

We strongly recommend you to not remove this software, and disable your anti-virus for a while, until you pay and the

payment gets pracessed. If your anti-virus gets updated and removes this software automatically, it will not be able to
recoveryour files even if you pay!

[ ] [ ] Ransomware-Chinese(Simplified).txt

Ransomware-Chinese(Simplified).txt +
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[ ] [ ] Ransomware-Bulgarian.txt

Ransomware-Bulgarian txt +
‘Oooo! Bawure dainose ca WHpposanu!

Kakeo c& Cryu © MOR KOMMIOTBP?

BalumTe BawHM thaiinose ca KpUATUREHM

MHOO OT BALUMTE AOKYMEHTH, CHAMKH, BUOBOKNHNOEE, 633k aHHKM M APYTH (aknoBe BENe He Ca QOCTLIHH, 3aWoTo
€2 KpUNTUPaHK. Moxe Gy CTe 33eTi A THPCHTE HAHWH 43 BLICTAHOBMTE (DUNMATE CH, HO He Ci ryGeTe BpemMeTo.
HrkoR He MOKE Aa BbICTaHOBH BawwTe adnose Gea Hawata yonyra 3a gewndprpane.

Mora n1 fa FL3CTaHoBA (hainoBeTe cA?

CwrypeH. Hae rapaHTupame, 4& MOKETS 0a BbICTAHOBMTE BCHUYKMTE W (bainoee Geaonacko W necHo. Ho HAmare
[OCTATEYHO BpEME.

AKD UcKaTe fa AewnhpUpaTe BCHUKKTE G4 aiinoee, Tpabea na nnature.

Wmate camo 3 oM, 3a na wanpatwTe nnawareto. Cneg Tosa yeHara we Guae geodka.

‘OCBEH TOBA, SKO HE NNATHTE [0 7 AHW, HAMA A3 MOXETE A3 BLICTAHOBHTE (DAHNOBETE CU 3ABHHATH.

LUje umane BesnnaThin cLBMTAS 33 NOTPEBKTENM, KOWTO Ca TONKOBA BRI, Y8 HE MOTaT [4a NNATAT 33 6 Meceua.

Kak ga nnata?
MNnawaxeTo ce Nprema camo B GuTkoAN. 3a noseye otvaeTe B Gpayaspa v W noTepceTe (.3a GUTKOAN")

Mona, NpoBepeTe TEKYLLATA LeHa Ha BUTKOMH W KyneTe manko GUTkoAHW. 3a noBe4ye MHOPMALMA OTHOETE B
Gpayaepa oW 1 noTepceTe (Kax aa kyna GUTKOANK").

W wanpartere npaBknHara cyma Ha ToBa (.anpec GUTKOAHW/GMTKOAH NopTdein:

bl gtd4gviwmgtuZrdrowrBtkaZjgd4cgmz04z5meT™)

Cneq Karto NNaTWTe, MONA, KINPaTeTe MA MMEAN: nguyenvietphat.n@gmail.com. Hak-go6poTo Bpeme 3a umein e
18:00 - 23:00 (UTC+7) ot cuboTa M Hegens.

Cneq karo Gupne , MOXETe Aa Aa

iTe BaWHTe hainose.

KoHTakt
AKO MMaTE HY¥AA OT BALIATa NOMOL, MINPATETE ChOGLIEHHE A0 HAC, KATO HH HANPATHTE MMEn:
nquysnvistphat n@gmail.com

CHMHO BY NPENOPLYBAME A3 HE NPEMAXBATe TOIM COPTYEp W Aa ASaKTHEMPATE AHTMBIDYCHATA CK NpOrpamMa 3a
M3BECTHO BPEME, AIOKATO HE NNIATHTE W NNalaHeTo He Gbae obp: . AKO BaLUATA AHTHBHPYCHA NPOTPaMa ce
aKTYanuavpa 1 NPEMaxHe Toak codiTyep aBTOMATHYHO, TA HAMA 43 MOKE [a BLICTAHOBM BalMTe hainose Aopw 1 4a
nnarure!

[ ] [ ] Ransomware-Vietnamese.txt

Ransomware-Vietnamese.txt +
Rt tiée, t8p cla ban da duge ma haal

Biku gl xay ra v&i may tinh cia t8i?

Céc tap tin quan trong ciia ban dwgc ma héa.

Nhiku tai ligu, anh, video, co sé di li8u va cac tép khac cla ban khéng cbn truy cip dugce vi ching da duge ma
héa. Gé thé ban dang bén tim cach khéi phuc phim clia minh, nhung dieng lang phi thivi gian. Khing ai co thés
khéi phuc t&p cla ban néu khang c6 dich vy gidi ma cla chung téi.

Tai c6 thé khdi phyc tép cla nﬂnh khdng?

Chéc chan. Ching t8i dam bao réng ban cd thé khdi phuc tAt ca cac tép clia minh mét cach an toan va dé dang.
Nhung ban khéng cd dd thii gian.

Néu ban muén giai ma tit ca cac tép cla minh, ban cin phai tra tidn

Ban chi c6 3 ngay dé gi¥i thanh todn. Sau 46 gia sé tang gép dbi

Ngoai ra, néu ban khéng thanh todn trong 7 ngay, ban sé khang thé khai phyc céc tép cla minh mai mai
Chiing i 5é c6 cac su kign mién phi cho nhirng ngui dung nghéo dén mirc ho khéng thé tré tién trong 6 thang.

Lam thé nao 4é 3 tré tién?

Thanh tean chi dwec chip nhan bang Bitcoin. Dé biét thém thang tin, hiy truy cip vao trinh duyét ciia ban va tim
kiém ("Gigvi thigu vz Bitcoin™)

Vui 1ong kiém tra gia hién 'au clia Bitcoin va mua mét sé bitcoin. D& biét thém thdng tin, hay truy cap trinh duygt
clia ban va tim kiém ("Cach mua bitcoin”).

Va giri 56 tién chinh xac toi dia chi nay {"dia chi Bitcoin / Vi Bitcoin:
bc1gtd4gqviwmgtu2rdrOwr8tkazjgd4cgmz04z5meT™

Sau khi thanh toan, vui long giri email cho i nguyenvietphat.n@gmail.com. Thivi gian tét nhat dé giri email la
7.00 chiéu - 11:00 tdi (UTC*7) tir Thir Bay va Chd Nhat.

Sau khi thanh toan dwgc kiém tra, ban co thé bit dAu giai ma cac tép clia minh ngay I4p tirc.

Lién hé
Néu ban cin sy hé tro clia ban, hay gl tin nhan cho chiing t6i bing cach giri email cho chang t6i
nguyenvietphat.n@gmail.com.

Chiing 14i thue sy khuyén ban khéng nén g& bé phin mém nay va tit phin mém chéng vi-rit ciia ban trong mt
théi gian cho dén khi ban thanh toan va khoan thanh toan duvc xir Iy. Méu churong trinh chéing vi-nit cla ban
duoc cap nhat va tw ddng xGa phin mém nay, né sé khéng thé khai phuc cac t8p cla ching t4i ngay ¢ khi ban
tré tign!

After encryption, the Yashma ransomware variant sets the wallpaper on the victim’s
machine, as seen in the image below. It seems that the operator downloaded this picture
from www[.]JFXXZ[.]Jcom and embedded it in the Yashma variant binary. The wallpaper set
by the Yashma variant in the victim’s machine also mimics the WannaCry ransomware.
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Yashma variant wallpaper (left) and WannaCry wallpaper (right).

Customized Yashma ransomware variant

The actor deployed a variant of Yashma ransomware, which they compiled on June 4,
2023. Yashma is a 32-bit executable written in .Net and a rebranded version of Chaos
ransomware V5, which appeared in May 2022. In this variant, most of Yashma’s features
remained unchanged and have been described by the security researchers at Blackberry,
with the exception of a few notable modifications.

Usually, ransomware stores the ransom note text as strings in the binary. However, this
variant of Yashma executes an embedded batch file, which has the commands to download
the ransom note from the actor-controlled GitHub repository. This modification evades
endpoint detection solutions and anti-virus software, which usually detect embedded
ransom note strings in the binary.

messages = new List<string>

"cd Desktop”,

"winget install --id Git.Git -e --source winget",
"git clone https://github.com/nguyenvietpha

"cd Ransomware",

"Ransomware-English.txt"

3
Contents of the batch file.
Earlier versions of the Yashma ransomware established persistence on the victim machine
in the Run registry key and by dropping a Windows shortcut file pointing to the ransomware
executable path in the startup folder. The variant we observed also established persistence
in the Run registry key. Still, it was modified to create a “.url” bookmark file in the startup
folder that points to the dropped executable located at “%AppData%\Roaming\svchost.exe”.

private static void

ing folderPath = . ( .SpecialFolder. )5
ing str = Process. 0. ;
using (StreamWriter streamWriter = new StreamWriter(folderPath + "\\" + str + ".url"))

string location = Assembly. QF ;
streamWriter.WritelLine("[InternetShortcut]");
streamWriter.WriteLine("URL=file:///" + location);
streamWriter.Writeline("IconIndex=0");

string str2 = location.Replace('\\', '/");
streamWriter.Writeline("IconFile=" + str2);

function that creates the bookmark file.
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One notable feature the threat actor chose to keep in this variant is Yashma'’s anti-recovery
capability. After encrypting a file, the ransomware wipes the contents of the original
unencrypted files, writes a single character “?” and then deletes the file. This technique
makes it more challenging for incident responders and forensic analysts to recover the
deleted files from the victim’s hard drive.

inputFile, password, lenghtBytes)

inputFile

Anti-recovery

The code snippet shows the anti-recovery feature of the ransomware.

Coverage

Cisco Secure Endpoint . " Cisco Secure Firewall/Secure IPS
(AMP for Endpoints) Cloudlock Cisco Secure Email (Network Security)

4 N/A 4 v

Cisco Secure Malware Analytics
(Threat Grid)

Cisco Secure Web Appliance

Cisco Umbrella DNS Security Cisco Umbrella SIG NG i)

v v v v

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the
execution of the malware detailed in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents access to malicious websites and
detects malware used in these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by
threat actors as part of their campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances
such as Threat Defense Virtual, Adaptive Security Appliance and Meraki MX can detect
malicious activity associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds
protection into all Cisco Secure products.

Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network. Sign up for a
free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks
potentially dangerous sites and tests suspicious sites before users access them.
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Additional protections with context to your specific environment and threat data are
available from the Firewall Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are
accessing your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org. Snort SIDs for this threat are 62131 -
62143 and 300633 - 300638.

ClamAV detections are available for this threat:
Win.Ransomware.Hydracrypt-9878672-0

Cisco Secure Endpoint users can use Orbital Advanced Search to run complex OSqueries
to see if their endpoints are infected with this specific threat. For specific OSqueries on this
threat, click here.

I0OCs

Indicators of Compromise associated with this threat can be found here.
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