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Scattered Spider Overview

Scattered Spider (also known as UNC3944 and Roasted 0ktapus) is a relatively new,
financially motivated threat group that has been active since at least May 2022. The group is
yet to receive a Microsoft designation but will fall into the Tempest (financially motivated)
category once registered. The group commonly gains initial network access via stolen
credentials obtained from SMS phishing operations and have been detected utilising Azure
Serial Console to attain administrative console access to virtual machines (VMs) whilst
executing a command prompt over the serial port.

Scattered Spider are reported to use a loader named ‘STONESTOP’ to install a malicious
signed driver dubbed ‘POORTRY’, which is designed to terminate processes associated with
security software and to delete files as part of a Bring Your Own Vulnerable Driver (BYOVD)
attack. The group has been attributed to creating the STONESTOP and POORTRY toolkit to
terminate security software.
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Historically, Scattered Spider has mainly gained initial access to the victim environment via
theft of administrative credentials by email and SMS phishing attacks or the use of stealware.
Once credentials have been obtained, Scattered Spider use these to impersonate the admin
and use sensitive data to gain access to the environment. Furthermore, they have also been
observed continuing phishing attacks against other users, by leveraging the employee
database. This is likely to maintain persistence and provides them with lateral movement
within the network.

Targeted Sectors

Scattered Spider have targeted many sectors during their time in operation, including
telecommunication, Business Process Outsourcing (BPO), Managed Security Service
Provider (MSSP), financial services, cryptocurrency, entertainment, and transportation
sectors.

Threat Actor Motivations

The motives of Scattered Spider can be evaluated by observing the strategies they apply
within the context of their campaigns. Due to their target set, as well as the list of intrusion
methods attributed to the group, it is highly likely Scattered Spider operations are motivated
on the basis of financial gain.

Activity Timeline

June – December 2022: Scattered Spider targeted telecommunications and BPO
companies to gain access to mobile carrier networks and perform SIM swapping.

January 2023: Scattered Spider initiated a BYOVD attack campaign against various targets
to exploit a high-severity vulnerability (CVE-2015-2291) in the Intel Ethernet diagnostics
driver.

January 2023: Scattered Spider deploys phishing web pages to expand their target scope to
include technology sector organisations .

May 2023: Scattered Spider expand their attack vector arsenal by abusing the Microsoft
Azure Serial Console on virtual machines (VMs) to install third-party remote management
tools within target environments .

Associated Malware

BURNTCIGAR: Scattered Spider utilise this malware loader to disable endpoint detection
tools and to exploit vulnerabilities in security systems to terminate defence services.

Cuba Ransomware (COLDDRAW): A ransomware variant that is delivered via malspam
campaigns or the Hancitor loader.
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POORTRY: A Windows kernel driver that terminates security software and deletes files as a
component of BYOVD attacks. It is often used in conjunction with a userland component
called STONESTOP, which installs the POORTRY driver and instructs it on what actions to
perform. The first signed


POORTRY drivers were observed in June 2022, whereby Scattered Spider were attributed to
the creation of the respective toolkits.

STONESTOP: Scattered Spider utilise this tool to install and command operations of the
POORTRY Windows kernel driver.

Indicators of Compromise

Scattered Spider Associated File Hashes (SHA-256):
Scattered Spider Associated File Hashes (SHA-1):

b2f955b3e6107f831ebe67997f8586d4fe9f3e98
91568d7a82cc7677f6b13f11bea5c40cf12d281b
994e3f5dd082f5d82f9cc84108a60d359910ba79
0bec69c1b22603e9a385495fbe94700ac36b28e5
17bd8fda268cbb009508c014b7c0ff9d8284f850
5ed22c0033aed380aa154e672e8db3a2d4c195c4
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78cd4dfb251b21b53592322570cc32c6678aa468
c2387833f4d2fbb1b54c8f8ec8b5b34f1e8e2d91
cb25a5125fb353496b59b910263209f273f3552d

Scattered Spider Associated IP Addresses:

136[.]144[.]43[.]81
141[.]94[.]177[.]172
119[.]93[.]5[.]239
136[.]144[.]19[.]51
100[.]35[.]70[.]106

Mitre Methodologies

Reconnaissance

T1589.001 – Gather Victim Identity Information: Credentials

Resource Development

T1584.001 – Compromise Infrastructure: Domains


T1586 – Compromise Accounts

T1587.002 – Develop Capabilities: Code Signing Certificates

Initial Access

T1566 – Phishing


T1078.003 – Valid Accounts: Local Accounts

T1078.004 – Valid Accounts: Cloud Accounts

T1189 – Drive-by Compromise


T1190 – Exploit Public-Facing Application

Execution

T1047 – Windows Management Instrumentation


T1059.001 – Command and Scripting Interpreter: PowerShell

Persistence

T1078 – Valid Accounts

T1547.006 – Boot or Logon Autostart Execution: Kernel Modules and Extensions

T1078.003 – Valid Accounts: Local Accounts


T1078.004 – Valid Accounts: Cloud Accounts

Privilege Escalation

T1068 – Exploitation for Privilege Escalation


T1078 – Valid Accounts



https://attack.mitre.org/techniques/T1589/001/
https://attack.mitre.org/techniques/T1584/001/
https://attack.mitre.org/techniques/T1586/
https://attack.mitre.org/techniques/T1587/002/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1078/003/
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1047/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1547/006/
https://attack.mitre.org/techniques/T1078/003/
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1068/
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T1547.006 – Boot or Logon Autostart Execution: Kernel Modules and Extensions
T1078.003 – Valid Accounts: Local Accounts
T1078.004 – Valid Accounts: Cloud Accounts

Defense Evasion

T1078 – Valid Accounts


T1562.001 – Impair Defenses: Disable or Modify Tools

T1078.003 – Valid Accounts: Local Accounts

T1078.004 – Valid Accounts: Cloud Accounts

T1553.002 – Subvert Trust Controls: Code Signing


T1578 – Modify Cloud Compute Infrastructure

Credential Access

T1111 – Multi-Factor Authentication Interception


T1621 – Multi-Factor Authentication Request Generation

Lateral Movement

T1021 – Remote Services

Command and Control

T1219 – Remote Access Software


T1572 – Protocol Tunneling

Impact

T1486 – Data Encrypted for Impact


T1499 – Endpoint Denial of Service

Additional information

https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1553/002/
https://attack.mitre.org/techniques/T1578/
https://attack.mitre.org/techniques/T1111/
https://attack.mitre.org/techniques/T1621/
https://attack.mitre.org/techniques/T1021/
https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1572/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1499/
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