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Executive Summary

Our introductory blog Cold as Ice: Unit 42 Wireshark Quiz for IcedID provides a packet capture
(pcap) from an IcedID infection in April 2023. This blog provides the answers. Also known as
Bokbot, IcedID is well-established Windows-based malware that can lead to ransomware.
Reviewing the pcap provides an opportunity to analyze IcedID infection traffic.

If you would like to view this quiz without answers, please see our previous blog_introducing_the
standalone quiz.
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Palo Alto Networks customers are protected from IcedID and other malware through Cortex XDR

and our Next-Generation Firewall with Cloud-Delivered Security Services that include WildFire,
Advanced Threat Prevention and Advanced URL Filtering.

Related Unit 42 Topics pcap,Wireshark, Wireshark Tutorial, IcedID, BokBot
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Scenario, Requirements and Quiz Material

Traffic for this quiz occurred in an Active Directory (AD) environment during April 2023. The
infection is similar to previous IcedID activity tweeted by Unit 42 in March 2023. Details of the
Local Area Network (LAN) environment for the pcap follow.

e LAN segment range: 10.4.19[.]0/24 (10.4.19[.]1 through 10.4.19[.]255)
Domain: boogienights[.]live

Domain controller IP address: 10.4.19[.]19

Domain controller hostname: WIN-GP4JHCK2JMV

LAN segment gateway: 10.4.19[.]1

LAN segment broadcast address: 10.4.19[.]255

This quiz requires Wireshark, and we recommend using the latest version of Wireshark, since it
has more features, capabilities and bug fixes over previous versions.

We also recommend readers customize their Wireshark display to better analyze web traffic. A
list of tutorials and videos is available. As always, we recommend using Wireshark in a non-
Windows environment like BSD, Linux or macOS when analyzing malicious Windows-based
traffic.

To obtain the pcap, visit our GitHub repository, download the April 2023 ZIP archive and extract
the pcap. Use infected as the password to unlock the ZIP archive.

Quiz Questions
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For this IcedID infection, we ask participants to answer the following questions previously
described in our standalone quiz post:

o What is the date and time in UTC the infection started?

o What is the IP address of the infected Windows client?

e What is the MAC address of the infected Windows client?

o What is the hostname of the infected Windows client?

o What is the user account name from the infected Windows host?
« Is there any follow-up activity from other malware?

Quiz Answers

The AD environment for this pcap contains three Windows clients, but only one was infected with
IcedID.

Answers for this Wireshark quiz follow.

» Malicious traffic for this infection started on April 19, 2023, at 15:31 UTC.
¢ Infected Windows client IP address: 10.4.19[.]136

 Infected Windows client MAC address: 14:58:d0:2e:c5:ae

¢ Infected Windows client hostname: DESKTOP-SFFOLJF

» Infected Windows client user account name: csilva

o Follow-up activity: BackConnect traffic

Pcap Analysis: IcedID Chain of Events

To understand IcedID network traffic, you should understand the chain of events for an IcedID
infection. A flow chart illustrating this chain of events is shown in Figure 1.
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Figure 1. Flowchart for chain of events in the April 2023 IcedID infection.

Most IcedID infections use a standard variant of IcedID. These infections typically use an EXE or
DLL that acts as an installer. This installer generates an unencrypted HTTP GET request that
retrieves a gzip-compressed binary. The installer then converts this binary into malware used for
a persistent IcedID infection.

The newly created, persistent IcedID generates HTTPS traffic to communicate with command
and control (C2) servers. The C2 activity can lead to BackConnect traffic, Cobalt Strike and
Virtual Network Computing (VNC) activity.

If the infected host is part of a high-value environment, an IcedID infection would likely lead to
ransomware.

Pcap Analysis: Infection Vector

Using Wireshark customized from our tutorials, apply a basic web filter to see if anything stands
out. Review the results in your column display. Look for unencrypted HTTP traffic over TCP port
80 directly to an IP address without an associated domain. This is a common characteristic in the
chain of events for various malware infections.

At 15:31:08 UTC, the host at 10.4.19[.]136 generated an HTTP GET request to
hxxp://80.77.25[.]175/main.php as shown below in Figure 2.
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AE 2@ RO Qe»rIe»y_ =EavarE
[l|(http.request or tls.handshake.type eq 1) and |(ssdp) X '1 # basic basic+ basic+dns
Time Src port Dst port  Host Info F
2023-04-19 15:26:28 10.4.19.136 51089 51.104.162.168 443 array604.prod.d.. Client Hello
2023-04-19 15:26:29 10.4.19.136 51090 13.107.42.16 443 config.edge.sky.. Client Hello
2023-04-19 15:26:29 10.4.19.136 51091 13.107.42.16 443 config.edge.sky.. Client Hello
2023-04-19 15:27:09 10.4.19.136 51092 20.42.65.85 443 vil@.events.data.. Client Hello
2023-04-19 15:27:29 10.4.19.136 51093 51.104.167.186 443 array607.prod.d.. Client Hello
2023-04-19 15:27:55 10.4.19.136 51094 204.79.197.203 443 windows.msn.com Client Hello
2023-04-19 15:28:34 10.4.19.136 51095 40.126.24.84 443 login.live.com Client Hello
2023-04-19 15:28:35 10.4.19.136 51096 52.137.106.217 443 settings-win.da.. Client Hello
2023-04-19 15:28:35 10.4.19.136 51097 23.47.50.132 80 adl.windows.com GET /appraiseradl/2023
2023-04-19 15:28:38 10.4.19.136 51098 52.254.114.65 443 fe2cr.update.mi.. Client Hello
2023-04-19 15:28:40 10.4.19.136 51099 20.242.39.171 443 fe3cr.delivery... Client Hello
2023-04-19 15:28:41 10.4.19.136 51100 104.208.16.89 443 vil@.events.data.. Client Hello
2023-04-19 15:28:43 10.4.19.136 51101 104.208.16.89 443 vi10.events.data.. Client Hello
2023-04-19 15:30:41 10.4.19.136 51108 40.126.28.23 443 login.microsoft.. Client Hello
2023-04-19 15:30:43 10.4.19.136 51109 142.251.46.131 443 update.googleap.. Client Hello
2023-04-19 15:30:43 10.4.19.136 51110 204.79.197.200 443 edgeservices.bi.. Client Hello
2023-04-19 15:31:07 10.4.19.136 51111 204.79.197.203 443 www.Mmsn.com Client Hello
[2023-04-19 15:31:08 10.4.19.136 51112 80.77.25.175 80 80.77.25.175 GET /main.php HTTP/1.1]
2023-04-19 15:31:08 10.4.19.136 51113 23.221.22.200 443 assets.msn.com Client Hello
2023-04-19 15:31:09 10.4.19.136 51114 204.79.197.239 443 edge.microsoft... Client Hello
2023-04-19 15:31:09 10.4.19.136 51115 204.79.197.203 443 www.msn.com Client Hello
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Figure 2. Suspicious HTTP traffic directly to an IP address shown in Wireshark.

Follow the TCP stream for this HTTP GET request, as shown in Figure 3. This should generate a
window for TCP stream 32, as shown in Figure 4.
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=a@oaenfT
Ctrl+M £ -+ basic basic+ basic+dns
Ctr+D rt Dst port  Host Info T
Ctrl+T 089 51.104.162.168 443 array604.prod.d.. Client Hello
ctrl+shift+T LO90 13.107.42.16 443 config.edge.sky.. Client Hello
1691 13.107.42.16 443 config.edge.sky.. Client Hello
Le92 20.42.65.85 443 vl@.events.data.. Client Hello
693 51.104.167.186 443 array607.prod.d.. Client Hello
» 1094 204.79.197.203 443 windows.msn.com Client Hello
,L095 40.126.24.84 443 login.live.com Client Hello
l096 52.137.106.217 443 settings-win.da.. Client Hello
"le97 23.47.50.132 80 adl.windows.com GET /appraiseradl/2023
'l098 52.254.114.65 443 fe2cr.update.mi.. Client Hello
»l099 20.242.39.171 443 fedcr.delivery... Client Hello
TCP Stream Ctrl+Alt+ShiftsT vi0.events.data.. Client Hello
v10.events.data.. Client Hello
' login.microsoft.. Client Hello
’ update.googleap.. Client Hello
edgeservices.bi.. Client Hello
HTTPStream  Ctri+AltsShifteH | WWW.msn. com Loess il
-
5 assets.msn.com Client Hello
; 5 edge.microsoft... Client Hello
.19.136 o wWww.msn.com Client Hello
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Flgure 3. Following TCP stream for suspicious HTTP GET request.
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GET /main.php HTTP/1.1 >
HoSERBOST{ 525 0 {5

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/
apng, */*,;q=0.8, application/signed-exchange;v=b3;q=0.7

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: _subid=17dk1e9di14f;
34ab8=eyJ0eXAi01JKV1QiLCIhbGci01JIUZzI1INiJ9.eyJkYXRhIjoielwic3RyZWFtclwiOntcIjIz
OFwi0jE20DESMTC2NDFIOLFwWiY2FtcGFpZ25zXCI6elwiNTBcIjoxNjgx0TE3N]jQxfSxcInRpbWvcIjo
XNjgxOTE3N]jQxfSJ9.9LQVO7Pp3-0HOHEMBnzaa7p8B8jot16pgqisEvgs-bII

HTTP/1.1 302 Moved Temporarily *
Server: nginx

Date: Wed, 19 Apr 2023 15:31:10 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: ©

Connection: keep-alive

Set-Cookie: PHPSESSID=ocno7kgfbvjnu3lho@dépftkge; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie:
34ab8=eyJ0eXAi01JKV1QiLCIhbGci01JIUzI1INiJ9.eyJkYXRhIjoielwic3RyZWFtclwiOntcIjIz
OFwWiOjE20DESMTCc2NDESXCIYNDJICcIjoxNjgx0TE4MjYS5TSxcImNhbXBhawduclwiOntcIjUwXCIGMTY
AMTKXNZYOMSXCIjUXXCI6MTY4AMTkXxODI20X0sSXCJOaW11IXCIGMTY4MTKkXNzYOMX01ifQ.ebZVp9IxEPe
G57F6kgyLIVMTXRYC6IXVuUvS5x1u7t8L8; expires=Thu, 20-Apr-2023 15:31:10 GMT; Max-
Age=86400; path=/

Set-Cookie: _subid=17dkl1e9di14g; expires=Thu, 20-Apr-2023 15:31:10 GMT; Max-
Age=86400; path=/

Location: https://firebasestorage.googleapis.com/v@/b/serene- |

cathode-377701.appspot.com/0/XSjwp600pg%2FScan_Inv.zip?
alt=media&token=a716bdce-1373-44ed-ae89-fdabafa31c61

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (1,637 bytes) z Show data as ASCII X Stream 32 -
Find: ‘ HFind ﬂext‘
@Help Filter Out This Stream | Print = Saveas.. | Back  xClose

M Wireshark - Follow TCP Stream (tcp.stream eq 32) - 2023-04-Unit42-Wireshark-quiz.pcap =L

Figure 4. TCP stream for the suspicious HTTP GET request and response.

Figure 4 reveals HTTP request headers that contain a User-Agent string ending with
Edg/112.0.1722.48. This string indicates the traffic was likely generated by the Microsoft Edge
browser. However, web traffic generated by malware can spoof different User-Agent strings, and
some browser extensions also have this ability, so we cannot be certain this was actually
Microsoft Edge.

The HTTP response headers in Figure 4 show a 302 code, redirecting traffic to the following
URL:
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hxxps://firebasestorage.googleapis|[.Jcom/v0/b/serene-cathode-
377701.appspot.com/o/XSjwp600pq%2FScan_Inv.zip?alt=media&token=a716bdce-1373-44ed-
ae89-fdabafa31c61

This Firebase Storage URL has been reported as malicious by at least seven security vendors on

VirusTotal, and it appears in URLhaus tagged as IcedID. Fortunately, Google has taken the URL
offline, and it is no longer active.

To further refine our search, add the client’s IP address 10.4.19[.]136 to the basic web filter as
shown below in Figure 5. This reveals HTTPS traffic to firebasestorage.googleapis[.Jcom shortly
after traffic to the initial URL at hxxp://80.77.25[.]175/main.php.

S 2023-04-Unit42-Wireshark-quiz.pcap -+ x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Tl_@a_ L RE Q€22 = 0Q Qi I

(n {hﬂp-l'ﬂque tor tl&hﬂmﬁakﬁ-‘ﬂ” eq 1)8’“’ !‘ssadp)aﬂdlp.ﬂddrﬂq 10.4.19.136 lasic basic+ basic+dns

Time Dst port  Host Info
2023-04-19 15:28:34 40.126.24.84 443 login.live.com Client Hello
2023-04-19 15:28:35 52.137.106.217 443 settings-win.data.microsoft.com Client Hello
2023-04-19 15:28:35 23.47.50.132 80 adl.windows.com GET /appraiserse
2023-04-19 15:28:38 52.254.114.65 443 fe2cr.update.microsoft.com Client Hello
2023-04-19 15:28:40 20.242.39.171 443 fe3cr.delivery.mp.microsoft.com Client Hello
2023-04-19 15:28:41 104.208.16.89 443 vle.events.data.microsoft.com Client Hello
2023-04-19 15:28:43 104.208.16.89 443 vl10.events.data.microsoft.com Client Hello
2023-04-19 15:30:41 40.126.28.23 443 login.microsoftonline.com Client Hello
2023-04-19 15:30:43 142.251.46.131 443 update.googleapis.com Client Hello
2023-04-19 15:30:43 204.79.197.200 443 edgeservices.bing.com Client Hello
2023-04-19 15:31:07 204.79.197.203 443 www.Mmsn.com Client Hello
2023-04-19 15:31:08 80.77.25.175 80 BOEN250 175 GET /main.php*
2023-04-19 15:31:08 23.221.22.200 443 assets.msn.com Client Hello
2023-04-19 15:31:09 204.79.197.239 443 edge.microsoft.com Client Hello
2023-04-19 15:31:09 204.79.197.203 443 www.msn.com Client Hello
2023-04-19 15:31:09 23.221.22.215 443 assets.msn.com Client Hello
2023-04-19 15:31:09 104.95.45.223 443 ecn.dev.virtualearth.net Client Hello
2023-04-19 15:31:13 209.197.3.8 80 msedge.b.tlu.dl.delivery.mp.micr.. HEAD /filestres
2023-04-19 15:31:13 209.197.3.8 80  msedge.b.tlu.dl.delivery.mp.micr.. GET /filestrean
2023-04-19 15:31:14 142.251.32.234 | 443 firebasestorage.googleapis.com Client Hello
2023-04-19 15:31:14 142.251.32.234 | 443 firebasestorage.googleapis.com Client Hello %
2023-04-19 15:31:16 209.197.3.8 80 msedge.b.tlu.dl.delivery.mp.micr.. GET /Tilestrean

Figure 5. HTTPS traffic to firebasestorage.googleapis[.Jcom after the initial suspicious
URL.Follow the TCP stream for the initial frame showing fire in the Wireshark column display.
The TCP stream reveals 273 KB of data sent from the server to the Windows host, as shown
below in Figure 6. This indicates a file might have been sent to the Windows host.
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6 client pkts, 203 server pkts, 6 turns.

Entire conversation (275 kB) Show data as ASCII = Stream 42

142.251.32.234:443 — 10.4.19.136:51125 (273 kB) Find Next
10.4.19.136:51125 - 142.251.32.234:443 (1,524 bytes) k Filter Out This Stream || Print || Save as.. || Back || Clase

T

Figure 6. TCP stream showing 275 KB of data sent from firebasestorage.googleapis[.Jcom to the
Windows host.While the Firebase Storage URL is tagged as IcedID on URLhaus, this only
indicates a distribution method for the IcedID installer. Based on this pcap, the victim opened a
link that led to the Firebase Storage URL, and that URL delivered a file for an IcedID installer.
The URLhaus entry for this Firebase Storage URL reveals the ZIP archive it previously hosted,
as shown in Figure 7.
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U

haus

ABUSE

Reporter:

Abuse complaint
sent (?):

Tags:

O B &2 https://urlhaus.abuse.ch/url/2614322/

@malware_traffic

¥ Yes (2023-04-20 02:43:04 UTC to network-abuse{at}google[dot]com)

Payload delivery

The table below documents all payloads that URLhaus retrieved from this particular URL.

Firstseen

2023-04-20 n/a

© abuse.ch 2023

zip

Filename File Type Payload (SHA256)

Browse

D fc96c893a462660e2342febab2ad125celec9a90fdf7473040b3aeb814ba7901

|

VT Bazaar Signature
»2000% & =D

Figure 7. URLhaus entry for our firebasestorage URL shows it delivered a zip archive.
The ZIP archive was submitted to Malware Bazaar. The archive is password-protected with the
ASCII string 1235, and it contains a file named Scan_Inv.exe. This Windows executable file is an

IcedID installer.

Pcap Analysis: IcedID Traffic

An IcedID loader first generates an unencrypted HTTP GET request over TCP port 80 to a
domain using GET / without any further URL. This returns a gzip binary used by the installer to
create the persistent malware on the victim’s host.

To find the gzip binary, use the same basic web filter with the victim’s IP address noted earlier in
Figure 5. Scroll down to an HTTP GET request to skigimeetroc[.Jcom at 15:35:39 UTC and follow

the TCP stream as shown below, in Figure 8.

[ | R
n
Time
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-
2023-04-

€ >N =

Dst port  Host

23.36.63.240 80 go.microsoft.com
20.231.121.79 80 dmd.metaservices..
23.36.63.240 80 go.microsoft.com
20.231.121.79 80 dmd.metaservices..
dlg) 7L T 443 settings-win.dat..
23.36.63.240 80 go.microsoft.com
20.231.121.79 80 dmd.metaservices..
54.145.90.68 80 www.ssl.com

192.153.57.233
104.168.53.18
104.168.53.18
104.168.53.18

217.199.121.56 443 skansnekssky.com
20.189.173.13 443 self.events.data..
40.126.24.83 443 login.live.com

40.126.24.83 443 login.live.com

40.119.249.228 443 settings-win.dat..
13.89.179.8 443 vi0.events.data...
13.89.179.8 443 v20.events.data...
217.199.121.56 443 skansnekssky.com

204.79.197.203

20.54.24.69

2023-04-Unit42-Wireshark-quiz.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

skigimeetroc.com
askamoshopsi.com
askamoshopsi.com
askamoshopsi.com

windows.msn.com

array610.prod.do..

Info 1
POST /fwlink/?
POST /metadata
POST /fwlink/?
POST /metadata
Client Hello

POST /fwlink/?
POST /metadata
GET /repositor
GET / HTTP/1.1
Client Hello
Client Hello
Client Hello
Client Hello

Mark/Unmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
hift...
't Comments
Edit Resolved Name
Apply as Filter
Prepare as Filter

Conversation Filter

Colorize Conversation

SCTP

Follow

Copy

Protocol Preferences
Decode As...

Show Packet in New Window

Ctrl+M
Ctrl+D
Cerl+T
Ctrl+Shift+T

Client Hello
Client Hello
Client Hello
Client Hello
Client Hello
Client Hello
Client Hello
Client Hello
Client Hello

T

TCP Stream Ctrl+Alt+Shift+T

HTTP Stream Ctrl+Alt+Shift+H

Figure 8. Following the TCP stream for IcedID installer’s initial HTTP GET request.


https://bazaar.abuse.ch/sample/fc96c893a462660e2342febab2ad125ce1ec9a90fdf7473040b3aeb814ba7901/

This is TCP stream 53 from the pcap, as shown below in Figure 9. The HTTP request headers
for traffic generated by the IcedID installer have no User-Agent string. Note the cookie sent in the
request headers in Figure 9.

- Wireshark - Follow TCP Stream (tcp.stream eq 53) - 2023-04-Unit42-Wireshark-quiz.pcap =

GET / HTTP/1.1

Connection: Keep-Alive

Cookie: _ gads=422998217:1:1808:131; _gid=A@CA96894E9D;
_U=4445534B544F502D534646394C4A46:6373696C7661:46353431423635424230383346354633;
_do=21 1181811818_1193560798_2439418475; _ga=1.591597.1635208534.1022;
_gat=10.0.22621.64

Host: skigimeetroc.com k

HTTP/1.1 200 OK .
Server: nginx cookie data

Date: Wed, 19 Apr 2023 15:35:40 GMT

Content-Type: application/gzip . .
Content-Length: 520803 gzip binary
Connection: keep-alive

.......... Tail.txt......4aB...... X

e e

n o ol B 0™ a0 o yL.B6.22.K*... ....g |v..../...e.0..." . YERK..... -h*.PO8!'[...(...>
ma:

LT

IR T e X ETREIMOSTENE

T S Se T2 TR T QLoN . =0.C 20 P< 0 8ACK

~InR . PRAR. . ... . WZ =T AT () S M AT N [V SR I S ] [l 4 1 & i

1 client pkt, 371 server pkts, 1 turn.

Entire conversation (521 kB) = Show data as ASCII x Stream 53
Find: |m
@Help Filter Out This Stream Print Save as... Back || xClose

Figure 9. HTTP GET request generated by the IcedID installer.
The cookie line follows:

Cookie: __gads=422998217:1:1808:131; _gid=A0CA96894E9D;

_u=4445534B544F502D534646394C4A46:6373696C7661:46353431423635424230383346354633;

__j0=21_1181811818_1193560798_2439418475; _ga=1.591597.1635208534.1022;
_gat=10.0.22621.64

Cookie parameters for the HTTP GET request caused by this IcedID installer follow:

__gads= IcedID campaign identifier and information from the infected host.

e _gid= Value calculated using MAC address of the infected host.

o _u= ASCII text representing hex values of the victim’s hosthame, Windows user account
name and another undetermined value.

e __io= Domain identifier from the infected host’s security identifier (SID).

e _ga= Information based on the infected host’'s CPU.

e _gat= Windows version. For example, 10.0.22621.64 is an identifier for 64-bit Windows 11

version 22H2 and 10.0.19045.64 is an identifier for 64-bit Windows 10 version 22H2.
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https://www.esentire.com/blog/esentire-threat-intelligence-malware-analysis-gootloader-and-icedid
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-identifiers#security-identifier-architecture

These cookie parameters are unique to IcedID infections. You can identify this traffic as IcedID
without understanding the values. However, the _u= parameter reveals the victim’s hostname
and Windows user account name. This information is very useful for our investigation. These hex
values translate to a hostname of DESKTOP-SFFILJF and a Windows user account name of
csilva, as shown below in Figure 10.

Hex value translates to: Hex value translates to:
DESKTOP-SFFILJF csilva

Figure 10.

_u=4445534B544F502D534640394C4A46:63713696CT661 :
46353431423635424230383346354633;

Using the _u= cookie parameter to determine the victim’s hostname and Windows user account
name.

After retrieving the gzip binary, an IcedID installer creates persistent IcedID malware that takes
over the infection. The infected Windows host then starts generating HTTPS traffic to IcedID C2
servers.

These C2 servers use different domain names and IP addresses than the initial domain
contacted by the IcedID installer. IcedID’s HTTPS C2 traffic starts within a minute or two after the
installer retrieves the gzip binary, and this activity uses at least two domains with random
alphabetic names.

Our pcap reveals HTTPS traffic from the infected host to two domains after skigimeetroc[.Jcom at
15:35:39 UTC. These HTTPS C2 servers are askamoshopsi[.Jcom on 104.168.53[.]18 and
skansnekssky[.Jcom on 217.199.121[.]56.

To find these servers, use the same basic web filter with the victim’s IP address noted earlier in
Figure 5. HTTPS traffic starting at 15:36:41 UTC reveals these domains, as shown below in
Figure 11.
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- 2023-04-Unit42-Wireshark-quiz.pcap Sk
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help . . . .
IcedID installer retrieves gzip binary

_ () X2 Qe€s23ka3_=pa@p’
_ |(http.request or tls.handshake.type eq 1) and !(ssdp) and ip.addr eq 10.4.19.136 lasic basidl basicsdns
Time Dst port  Host Info

2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata.svc HTTE
2023-04-19 15:32:19 23.36.63.240 80 go.microsoft.com POST /fwlink/?LinkID=
2023-04-19 15:32:19 20.231.121.79 80 dmd.metaservices.. POST /metadata.svc
268236419 15232 1901371 I5E50658 443 settings-win.dat.. Client Hello
2023-04-19 15:32:20 23.36.63.240 80 go.microsoft.com POST /fwlink/?L1i
2023-04-19 15:32:20 20.231.121.79 80 dmd.metaservices.. POST /metadata
2023-04-19 15:34:33 54.145.90.68 80 www.ssl.com GET /repositor
(2023-04-19 15:35:39 192.153.57.233 80 skilgimeetroc.com GET / HTTP/1.1
2023-04-19 15:36:41 104.168.53.18 443 askamoshopsi.com Client Hello

D=252669&c lc.
E HINTRZ 1A
SLcom-RootCA-E'

2023-04-19 15:36:43 104.168.53.18 443 askamoshopsi.com Client Hello HTTPS to
2023-04-19 15:36:43 104.168.53.18 443 askamoshopsi.com Client Hello

2023-04-19 15:36:44 217.199.121.56 443 skansnekssky.com Client Hello IcedID C2
2023-04-19 15:38:45 20.189.173.13 443 self.events.data.. Client Hello servers

2023-04-19 15:39:14 40.126.24.83 443 login.live.com Client Hello
2023-04-19 15:39:16 40.126.24.83 443 login. live.com Client Hello
2023-04-19 15:39:16 40.119.249.228 443 settings-win.dat.. Client Hello
2023-04-19 15:41:27 13.89.179.8 443 vi10.events.data... Client Hello
2023-04-19 15:41:28 13.89.179.8 443 v20.events.data... Client Hello
2023-04-19 15:41:43 217.199.121.56 443 skansnekssky.com Client Hello*
2023-04-19 15:42:59 204.79.197.203 443 windows.msn.com Client Hello
2023-04-19 15:42:59 20.54.24.69 443 array610.prod.do.. Client Hello
2023-04-19 15:44:21 20.54.25.4 443 array616.prod.do.. Client Hello
2023-04-19 15:46:45 217.199.121.56 443 skansnekssky.com Client Hello
2023-04-19 15:51:47 217.199.121.56 443 skansnekssky.com Client Hello
2023-04-19 15:54:07 40.119.249.228 443 settings-win.dat.. Client Hello
2023-04-19 15:56:49 217.199.121.56 443 skansnekssky.com Client Hello

Figure 11. HTTPS C2 traffic after HTTP request by the IcedID installer.
Both C2 servers at askamoshopsi[.Jcom and skansnekssky[.Jcom use self-signed certificates for
their HTTPS traffic. Self-signed certificates for HTTPS traffic will generate warnings about
potential security risks when the site is viewed in any modern web browser.

Why do web browsers display warnings about websites that use self signed certificates?
Because these are not validated by a Certificate Authority. Criminals can generate self-signed
certificates that impersonate an existing company, or they can use generic values for the
certificate issuer. Without a validated certificate, web browsers cannot be sure a website is what
it says it is.

Figure 12 shows what the server at askamoshopsi[.]Jcom looked like when we attempted to view
it with the Firefox web browser. This warning allows users to view the server’s self-signed
certificate.
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https://www.ssl.com/faqs/what-is-a-certificate-authority/

@ | & Warning: Potential x | +

& C G Not Secure https://askamoshopsi.com & | f =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to askamoshopsi.com. If you
visit this site, attackers could try to steal information like your passwords, emails, or credit card

details. - Certificate for localhost — Mozilla Firefox X
Learn more @ | Certificate for localhc x | + b
‘ c | @ Firefox about:certificate?cert=MIIDgzCCAMugAwIBAgIEZnED ¥ I —

Certificate

askamoshopsi.com uses an invalid security certificate.

» The certificate is not trusted because it is self-signed. localhost

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT
' Subject Name
View Certificate Common Name  localhost
Country AU
State/Province Some-State

Go Back (Rt B
Organization Internet Widgits Pty Ltd

javascript:void(oﬂ
Issuer Name

Common Name localhest
Country AU
State/Province  Some-State
Organization Internet Widgits Pty Ltd

Figure 12. Attempting to view the web server at askamoshopsi[.]Jcom using Firefox.As shown
above in Figure 12, the certificate uses values like Internet Widgits Pty Ltd for the issuer’s
Organization name and Some-State for the State/Province name. Values for self-signed
certificates used by IcedID C2 servers are the same default values seen when using OpenSSL to
create a certificate in Xubuntu as shown below in Figures 13 and 14.
> Terminal - xubuntu-user@xubuntu-vm: ~/Desktop S
File Edit View Terminal Tabs Help

Xxubuntu-user@xubuntu-vm: $ openssl req -x509 -nodes -daysH

365 -newkey rsa:2048 -keyout server.key -out server.crt
T O A P S R S S TPIPIRI S
T o o e o o o O B B B B B = =

T S S S
e o B B B O o o o = I S I S S S YN AN S S A o

T a2 o L L N T T IS T T I PR S
Figure 13. Creating an x509 certificate for a web server using OpenSSL in Xubuntu.
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https://www.openssl.org/docs/man1.1.1/man1/openssl-req.html

> Terminal - xubuntu-user@xubuntu-vm: ~/Desktop - + X

File Edit View Terminal Tabs Help

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

xubuntu-user@xubuntu-vm: $

Figure 14. Default values when creating an x509 certificate for a web server using OpenSSL in
Xubuntu.

Since Internet Widgits Pty Ltd is a default value for a self-signed certificate in HTTPS traffic, and
this value is sometimes seen in C2 traffic for malware. This should be more closely examined if
it's found when investigating a suspected malware infection. We can easily check any pcap for
this value using the following Wireshark filter:

x509sat.uTF8String eq "Internet Widgits Pty Ltd"

The results from our pcap reveal the same |IP addresses used by IcedID C2 servers for
askamoshopsi[.Jcom at 104.168.53[.]18 and skansnekssky[.]Jcom at 217.199.121[.]56. Expand
the frame details for any of the results to find the same certificate issuer data, as shown in Figure
15.
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= 2023-04-Unit42-Wireshark-quiz.pcap -+ %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

~

n X] ‘I + basic basic+ basic+dns
Time Src port Info .
| 2023-04-19 15:36:41 104.168.53.18 443 Server Hello, Certificate, Server Key Exchang

2023-04-19 15:36:43 104.168.53.18 443 Server Hello, Certificate, Server Key Exchange
2023-04-19 15:36:43 104.168.53.18 443 Server Hello, Certificate, Server Key Exchangt
2023-04-19 15:36:45 217.199.121.56 443 Server Hello, Certificate, Server Key Exchangt

ANND NAA AN AC 1 A4 s AD N4 AN 404 &L AAD Caviinr 11allaA PaviEsfiannta CAaviinw (PN Faurabhane. =
[ »

Frame 5764: 1348 bytes on wire (10784 bits), 1348 bytes captured (10784 bits) =
» Ethernet II, Src: Cisco_5c:e6:13 (00:02:17:5c:e6:13), Dst: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae
» Internet Protocol Version 4, Src: 104.168.53.18, Dst: 10.4.19.136
» Transmission Control Protocol, Src Port: 443, Dst Port: 51138, Seq: 1, Ack: 273, Len: 1294
- Transport Layer Security

» TLSv1l.2 Record Layer: Handshake Protocol: Server Hello

- TLSv1.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 913
- Handshake Protocol: Certificate *
Handshake Type: Certificate (11)
Length: 909
Certificates Length: 906
- Certificates (906 bytes)
Certificate Length: 903
- Certificate: 308203833082026baf0302010202046671032c300d06092a864886170d01010b05003059... (ic
- signedCertificate
version: v3 (2)
serialNumber: 0x6671032c
» signature (sha256WithRSAEncryption)
- issuer: rdnSequence (0)
- rdnSequence: 4 items (id-at-organizationName=Internet Widgits Pty Ltd, id-at-stateOrPrc
» RDNSequence item: 1 item |(id-at-commonName=localhost)
» RDNSequence item: 1 item|(id-at-countryName=AU)
» RDNSequence item: 1 item|(id-at-stateOrProvinceName=Some-State) *
» RDNSequence item: 1 item|(id-at-organizationName=Internet Widgits Pty Ltd)
» validity

Figure 15. Self-signed certificate by IcedID C2 servers using Internet Widgits Pty Ltd as the
Organization name shown in Wireshark.

This certificate data is not unique to IcedID. The same values for self-signed certificates are also
seen in HTTPS C2 traffic by other malware families like Bumblebee.

Pcap Analysis: BackConnect Traffic

Undetected IcedID infections lead to follow-up activity like BackConnect traffic.

For the past several months, BackConnect traffic caused by IcedID was easy to detect because it
occurred over TCP port 8080. However, as early as April 11, 2023, BackConnect activity for
IcedID changed to TCP port 443, making it harder to find.

This BackConnect activity from lcedID Unit 42 tweeted on April 11, 2023 used an IP address of
193.149.176[.]100 over TCP port 443. Filter for that IP address in Wireshark and combine it with
tcp.flags eq 0x0002 as shown below, in Figure 16. This reveals the beginning of three streams.
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https://thedfirreport.com/2022/08/08/bumblebee-roasts-its-way-to-domain-admin/
https://www.netresec.com/?page=Blog&month=2022-10&post=IcedID-BackConnect-Protocol
https://twitter.com/Unit42_Intel/status/1645851799427874818
https://twitter.com/Unit42_Intel/status/1645851799427874818

= 2023-04-Unit42-Wireshark-quiz.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

B3 -|# basic basic+ basic+dns

Time Src port Dst port Info

[l

Figure 16. Filtering in Wireshark for BackConnect traffic in our pcap.
Follow the TCP stream for the first result, which is TCP stream 950. This stream reveals encoded
or otherwise encrypted TCP traffic, as shown in Figure 17.

- Wireshark - Follow TCP Stream (tcp.stream eq 950) - 2023-04-Unit42-Wireshark-quiz.pcap St
P =T S (1 nAa

4 v iRty el avre d S.XK.Q* e G DEEMIEE
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35 client pkts, 37 server pkts, 69 turns.

Entire conversation (1,456 bytes) = Show data as ASCII - Stream 950 |-
Find:
@Help . Filter Out This Stream | Print Save as... Back | *Close

Figure 17. The first TCP stream for BackConnect activity.

Go back to the Wireshark filter used to reveal the TCP streams to 193.149.176[.]100. Follow the
TCP stream for the second frame in the results, which is TCP stream 951. This reveals encoded
or encrypted data followed by a command to reveal all hosts under the domain controller for

boogienights].]live as shown below, in Figure 18.
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b Wireshark - Follow TCP Stream (tcp.stream eq 951) - 2023-04-Unit42-Wireshark-quiz.pcap St

N |y =y

........ P B R s L Yl e o o 2 L e S B I B b e = e s el e s AV

L s e = iU 8 TMENE S o=t bhi#T.2 =CY6 LE 0 d: it IYUKE Sgiv.: o zan e sny
0 PRk e [N ATy e o . d IO
Lol oo Al |

cActive code page: 65001
c:\>net group "Domain Computers" /domain

net group "Domain Computers" /domain
The request will be processed at a domain controller for domain boogienights.live.

Group name Domain Computers

Comment All workstations and servers joined to the domain
Members

DESKTOP-JAL4D68%$ DESKTOP-RETP4BU$ DESKTOP-SFFIOLJF$

The command completed successfully.

cENS
CiN>

15 client pkts, 3 server pkts, 6 turns.

Entire conversation (768 bytes) % Show data as |ASCII e Stream 951
Find: Find Next
@Help Filter Out This Stream Print = Save as... Back | xClose

Figure 18. BackConnect traffic with a command to and results enumerating the victim’s AD
environment.

The response to this command enumerates the victim’s AD environment, showing three clients
logged in to the domain:

o DESKTOP-JAL4D68
o DESKTOP-RETP4BU
o DESKTOP-SFFILJF

Go back to the Wireshark filter used to reveal the TCP streams to 193.149.176[.]100. Follow the
TCP stream for the last frame in the results, which is TCP stream 953. This lists disk drives on
the victim client, and it provides a directory listing for each of these drives, as shown below in
Figure 19.

The C:\ drive is the victim’s system drive. Z:\ is likely a mapped drive from a server’s shared
directory that does not contain any files.
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- Wireshark - Follow TCP Stream (tcp.stream eq 953) - 2023-04-Unit42-Wireshark-quiz.pcap e

SHCE (RO ORI B SRt 1 | = SR L il oo, o=
Gy g
v/, [.G.H4&L. . ... .. @\.N.Z.kR..QA...tp.4..pj..Q.E.C.ovvrrrrnnn. N P T ER=R T
R e e e R e REZh IN eSS e el oM. ke bR %t EL v
{..b.v
e e
Sak Attacker sends DISK command.
DISK <@ Victim returns disk drive list.
*66

T . .
g, \{2;‘3332;1;‘;3;‘{igiigéiggggj{i} Attacker changes directory to Z:\ drive
CODIR Z:\ <= and lists its contents. This drive is empty.
*25
lae |
..||1620461211|22
CDDIR C:\ < Attacker changes directory to C:\
cﬂ?l | drive and lists its contents. This
$Recycle.Bin| 1651901090 |22 is the victim's system drive. It
Documents and Settings||1681839040|9238 i H i H
DumpStack.log.tmp|12288|1681838906 | 38 contains files and dlreptones
pagefile.sys|3087007744 | 1681838906 | 38 normally seen on a Windows host.

PerflLogs||1651901090 |16

Program Files||1651901090|17

Program Files (x86)||1651901090]|17
ProgramData||1651901090|8210

Recovery| |1651901090 |18
swapfile.sys|16777216|1681838906 |38
System Volume Information||1681838905|22
Users| | 1651900642 |17
windows| | 1651900642 |16

8 client pkts, 4 server pkts, 8 turns.

-

Entire conversation (796 bytes) Show data as | ASCII = Stream 953 .
193.149.176.100:443 - 10.4.19.136:51537 (26 bytes) ‘Find Next|
[l i et ln el e T Filter Out This Stream Print Save as... Back | *Close

L

Figure 19. BackConnect traffic showing contents of the victim’s system drive and mapped drive.
Previous IcedID infections reveal this threat can use BackConnect traffic to load and run Cobalt
Strike. We tweeted about one such case from March 24, 2023. However, this pcap does not
contain any indicators of Cobalt Strike.

Previous IcedID infections also reveal this threat can generate VNC traffic over the same IP
address used by BackConnect traffic. This happened during the same IcedID infection from
March 24, 2023.

Pcap Analysis: Victim Details

The common internal IP address for the malicious traffic we have reviewed is 10.4.19[.]136. This
is our victim’s IP address. To find the Windows user account name, filter on that IP address and
kerberos.CNameString as shown in Figure 20.
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https://twitter.com/Unit42_Intel/status/1639371567900798977
https://www.malware-traffic-analysis.net/2023/03/24/index.html

b 2023-04-Unit42-Wireshark-quiz.pcap s
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[ el

Time Src port Dst CNameString nfo

“ 2023-04-19 .4.19.136 51424 104019 csilva AS-REQ
2023-04-19 .4.19.136 51425 10.4.19. csilva AS-REQ
2023-04-19 19:30:56 10.4.19.136 51426 10.4.19.19 88 csilva AS -REQ
2023-04-19 19:30:56 10.4.19.136 51427 10.4.19.19 88 csilva AS -REQ
2023-04-19 19:30:56 10.4.19.19 88 10.4.19.136 51427 csilva AS -REP
2M22_MAA_-1Q 1Q:2A:'KEAR 1A 4 10 1Q /R 1M 4 1Q 12R {1428 rcilua TRR-RED

» Frame 36053: 284 bytes on wire (2272 bits), 284 bytes captured (2272 hiiks)
Ethernet II, Src: HewlettP_2e:c5:ae (14:58:d0:2e:c5:ae), Dst: HewlettP 86:39:8f (@0:21:5a:8
» Internet Protocol Version 4, Src: 10.4.19.136, Dst: 10.4.19.19
» Transmission Control Protocol, Src Port: 51424, Dst Port: 88, Seq: 1, Jck: 1, Len: 230
- Kerberos
» Record Mark: 226 bytes
- as-req
pvho: 5
msg-type: krb-as-req (10)
» padata: 1 item

b

- req-body
Padding: ©
» kdc-options: 40810010
- chame <«
name-type: kRB5-NT-PRINCIPAL (1)
- cname-string: 1 item “

CNameString: csilva
realm: BOOGIENIGHTS
- sname [ ;

B:J'W basic basic+ basic+dns

= Expand All

Collapse All

Apply as Column Ctrl+Shift+I
Apply as Filter k

Prepare as Filter 4
Conversation Filter

Colorize with Filter v

Follow v
Copy

Show Packet Bytes... Ctrl+Shift+0
Export Packet Bytes... Ctrl+Shift+X

Wiki Protocol Page
Filter Field Reference
Protocol Preferences v

Decode As... Ctrl+Shift+U

Figure 20. Finding the Windows user account name for our infected Windows host.
In some cases, lightweight directory access protocol (LDAP) might also provide the full name of
the user. Use the following Wireshark filter:

Idap.AttributeDescription == "givenName"

This should provide four frames in our column display. Select any of them and expand the frame
details until you find the user’s full name, Cornelius Silva, as shown below in Figure 21.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami® T RE Qer»yIe =080

(] F basic basic+ basic+dns

Time Src port Dst port Info

2023-04-19 19:34:48 10.4.19.136 105419719 SASL GSS-API Integrity: i
2023-04-19 19:34:48 10.4.19.136 51455 10.4.19.19 389 SASL GSS-API Integrity: see
2023-04-19 19:35:59 10.4.19.136 51459 10.4.19.19 389 SASL GSS-API Integrity: see
2023-04-19 19:35:59 10.4.19.136 51460 10.4.19.19 389 SASL GSS-API Integrity: se: -

Frame 36707: 215 bytes on wire (1720 bits), 215 bhytes captured (1720 hits) *

» Ethernet II, Src: HewlettP_2e:c5:ae (14:58:d0@:2e:c5:ae), Dst: HewlettP_86:39:8f (00:21:5a:8
» Internet Protocol Version 4, Src: 10.4.19.136, Dst: 10.4.19.19
» Transmission Control Protocol, Src Port: 51453, Dst Port: 389, Seq: 2356, Ack: 3038, Len: 1
- Lightweight Directory Access Protocol ‘
SASL Buffer Length: 157
- SASL Buffer
» GSS-API Generic Security Service Application Program Interface
- GSS-API payload (129 bytes)
*- LDAPMessage searchRequest(4) ['"CN=Cornelius Silva,CN=Users,DC:boogienights,DC=1ive"]base
messagelID: 4
- protocolOp: searchRequest (3)
- searchRequest
baseObject:[CN=Cornelius Silva, CN=Users, DC=hoogienights, DC=1ive ]
scope: baseObject (0)
derefAliases: neverDerefAliases (0) -

- 2023-04-Unit42-Wireshark-quiz.pcap e |

Figure 21. Finding the victim’s full name from LDAP traffic.

Perhaps the easiest way to find a victim’s hostname in Wireshark is to combine the victim’s IP
address with a search for ip contains "DESKTOP-" as shown below, in Figure 22. Several results
in the info column show Host Announcement DESKTOP-SFFILJF sent by our infected Windows
host at 10.4.19[.1136.

o 2023-04-Unit42-Wireshark-quiz.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A~

n B '|+ basic basic+ basic+dns

Time Src port Dst port Info
2023-04-19 -4 : : 2, Fragment: Single
2023-04-19 15:28:43 10.4.19.136 51103 10.4.19.19 49669 Alter_context: call_id: 3, Fragmen
2023-04-19 15:31:13 10.4.19.136 51122 10.4.19.19 49669 Bind: call_id: 2, Fragment: Single,
2023-04-19 15:31:13 10.4.19.136 51122 10.4.19.19 49669 Alter_context: call_id: 3, Fragmen
2023-04-19 15:33:47 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFFOLJF,
2023-04-19 15:36:45 10.4.19.136 51143 10.4.19.19 49669 Bind: call_id: 2, Fragment: Single,
2023-04-19 15:36:45 10.4.19.136 51143 10.4.19.19 49669 Alter_context: call_id: 3, Fragmen
2023-04-19 15:36:46 10.4.19.136 51144 10.4.19.19 49684 Bind: call_id: 2, Fragment: Single,
2023-04-19 15:45:45 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFF9LJF,
2023-04-19 15:57:43 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFF9OLJF,
2023-04-19 16:01:20 10.4.19.136 58746 10.4.19.19 389 searchRequest(21) "<ROOT>" baseObj¢
2023-04-19 16:01:20 10.4.19.136 58748 10.4.19.19 389 searchRequest(22) "<ROOT>" baseObj¢
2023-04-19 16:09:40 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFFILJF,
2023-04-19 16:21:39 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFF9OLJF,
2023-04-19 16:31:23 10.4.19.136 56323 10.4.19.19 389 searchRequest(23) "<R0OOT>" baseObj¢
2023-04-19 16:31:23 10.4.19.136 51187 10.4.19.19 49669 Alter_context: call_id: 6, Fragmen
2023-04-19 16:31:23 10.4.19.136 51187 10.4.19.19 49669 Alter_context: call_id: 7, Fragmen
2023-04-19 16:33:37 10.4.19.136 138 10.4.19.255 138 Host Announcement DESKTOP-SFF9OLJF,
2023-04-19 16:38:40 10.4.19.136 52275 10.4.19.19 389 searchRequest(24) "<ROOT>" baseObj¢
2023-04-19 16:38:40 10.4.19.136 52275 10.4.19.19 389 searchRequest(25) "<R0OOT>" baseObj¢

aa o Sl o —— PR PEGRE -

»

Figure 22. Finding the Windows hostname in Wireshark.
To find the victim’s MAC address, just correlate the IP address to the host's MAC address in any
of the frame details windows, as shown below in Figure 23.
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» Frame 6223: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) °
» Ethernet II,(Src: HewlettP _2e:c5:ae (14:58:d@:2e:c5:ae),]¢: HewlettP_86:

Internet Protocol Version 4, (Src: 10.4.10.136,)4@me: 10.4.19.19
Transmission Control Protocol, Src Port: 51143, Dst Port: 49669, Seq: 490,
- Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Alter_
Version: 5
Version (minor): 0O
Packet type: Alter_context (14)
» Packet Flags: 0x03
.+ Data Renresentation: 100000AA (Order: little-endian. Char: ASCTT. F]nara-

Figure 23. Correlating the victim’s MAC address with its associate IP address.

Conclusion

This blog provides answers and analysis for our Unit 42 Wireshark quiz featuring an lcedID
infection from April 2023. IcedID is important to identify and stop, because it is a known vector for
ransomware infections.

Many organizations lack access to full packet capture in their IT environment. As a result,
security professionals might lack experience reviewing lcedID and other malware traffic. Training
material like this Wireshark quiz can help. Pcap analysis is a useful skill that helps us better
understand malicious activity.

You can also read the original post, without answers, from our standalone quiz post.

Palo Alto Networks customers are protected from IcedID and other malware through Cortex XDR
and our Next-Generation Firewall with Cloud-Delivered Security Services that include WildFire,
Advanced Threat Prevention and Advanced URL Filtering.

If you think you might have been compromised or have an urgent matter, get in touch with the
Unit 42 Incident Response team or call:

e North America Toll-Free: 866.486.4842 (866.4.UNIT42)
« EMEA: +31.20.299.3130

o APAC: +65.6983.8730

e Japan: +81.50.1790.0200

Palo Alto Networks has shared these findings, including file samples and indicators of
compromise, with our fellow Cyber Threat Alliance (CTA) members. CTA members use this
intelligence to rapidly deploy protections to their customers and to systematically disrupt
malicious cyber actors. Learn more about the Cyber Threat Alliance.

Indicators of Compromise

Traffic from the pcap related to the IcedID infection:

o hxxp://80.77.24[.]175/main.php
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https://thedfirreport.com/2023/04/03/malicious-iso-file-leads-to-domain-wide-ransomware/
https://unit42.paloaltonetworks.com/wireshark-quiz-icedid/
https://www.paloaltonetworks.com/cortex/cortex-xdr
https://www.paloaltonetworks.com/network-security/next-generation-firewall
https://www.paloaltonetworks.com/network-security/security-subscriptions
https://www.paloaltonetworks.com/network-security/wildfire
https://www.paloaltonetworks.com/network-security/advanced-threat-prevention
https://www.paloaltonetworks.com/network-security/advanced-url-filtering
https://start.paloaltonetworks.com/contact-unit42.html
https://www.cyberthreatalliance.org/

» hxxps://ffirebasestorage.googleapis[.]Jcom/v0/b/serene-cathode-
377701.appspot.com/o/XSjwp600pq%2FScan_Inv.zip?alt=media&token=a716bdce-1373-
44ed-ae89-fdabafa31c61

e 192.153.57[.]223:80 - hxxp://skigimeetroc[.]Jcom/

e 104.168.53[.]18:443 - askamoshopsi[.Jcom - HTTPS traffic

e 217.199.121[.]56:443 - skansnekssky[.]Jcom - HTTPS traffic

e 193.149.176[.]100:443 - BackConnect traffic

Files associated with traffic from this IcedID infection:

Additional Resources

Get updates from
Palo Alto
Networks!

Sign up to receive the latest news, cyber threat intelligence and research from us

By submitting this form, you agree to our Terms of Use and acknowledge our Privacy Statement.
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https://www.paloaltonetworks.com/legal-notices/terms-of-use
https://www.paloaltonetworks.com/legal-notices/privacy

