New tricks of APT29 — update on the CERT.PL report

7 lab52.io/blog/2162-2/

A new sample has been uploaded to VirusTotal, and its characteristics strongly resemble QUARTERRIG, a malware recently analyzed by
CERT.PL and linked to APT29. In said analysis, the campaign was named “Note“. Based on the aforementioned report, the purpose of this
post is to show the new features of this new campaign that we named “Information*.

The hash of the sample made public in VirusTotal is b422ba73f389ae5ef9411cf4484c840c7c82f2731c6324db0b24b6f87ce8477d, and only 3

antivirus engines target the sample as malicious during the writing of this post.

3 (1) 3 security vendors and no sandboxes flagged this file as malicious C* Reanalyze i Download ~ = Similarto = More ~
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/M Matches rule Suspicious Double Extension File Execution by Florian Roth (Nextron Systems), @blu3_team (idea), Nasreddine Bencherchali (Nextron Systems) at Sigma Integrated Rule Set (GitHub)
able file extension like pdf exe, & set of spaces or underiines fo cloak the execufable file in spear phishing campagns

* Defects suspicious use of an .exe extension after 8 non-exec

/M Matches rule Renamed Office Binary Execution by Nasreddine Bencherchali (Nextron Systems) at Sigma Integrated Rule Set (GitHub)

of a renamed office binary

= Defects the execuli

/M Matches rule Password Protected Compressed File Extraction Via 7Zip by Nasreddine Bancherchali (Nextron Systems) at Sigma Integrated Rule Set (GitHub)
=+ Defects usage of 7zip utilities (7z.exe, Tza.exe and Tzr.exe) to extract password profected zip files.

/N Matches rule CurrentVersion Autorun Keys Modification by Victor Sergeev, Daniil Yugoslavskiy, Gleb Sukhodolskiy, Timur Zinniatullin, oscd community, Tim Shelton, frack113 (split) at Sigma Integrated Rule Set

Sample in VirusTotal analysed in this report
APT29 is a hacker group allegedly affiliated with one or more Russian intelligence agencies. It is a sophisticated group that has been

carrying out attacks against European governments and diplomatic agencies since 2008.

The main entry vector for APT29 is email. Using this input vector, attackers attach a PDF with a link that will download an ISO.

New campaign: “Information”

This new campaign, which will be referred to as Information, contains a structure very similar to the Note campaigns shown in the CERT.PL

report. The samples analyzed in that report are from March. However, from Lab52, we have observed a change in the operation of this

type of malware since April, and in the latest analyzed samples, the injection method has varied. In this post, we use one of the latest

samples to highlight the new changes in the mechanisms employed.

This time the file containing the shellcode is located in a file called “dbg.info” unlike what we have been observing in previous
campaings. The Information.iso contains:

o AppvisSubsystems64.dll — DLL used to load a legitime system DLL and inject the shellcode into it.

o dbg.info — shellcode.
« Information .exe — Legitime binary signed by Microsoft. This will be use to load AppvisSubsystems64.dll (by DLL Side-Load).

Information v | D 2 Buscar en Information » MNote

MNombre Fecha de modificacion Mombre Fecha de modificacion
, AppvlsvSubsystemnsed.dil 17/05/2023 3:04 AppvlsvSubsystemnsed.dil 14/03/2023 12:01

dbg.info 17 [ bdemetadataresourcexsd 14/03/2023 12201 Contents of

@l Information - 17705 il Note 14/03/2023 11:50
o
il Information Note
Lo,

“Information.iso” versus “Note.iso” (past campaign)
Thecompilation date for AppvilsvSubsystems64.dll in this new campaign is more recent than the previous one. This could suggest that

changes were made to improve the sample.
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https://www.gov.pl/web/baza-wiedzy/espionage-campaign-linked-to-russian-intelligence-services

property value

md3 D2B2F0B6BFI241954435CAECCIEARSTE

shal E16D41FAOFSDBCFFD2IBOARCTFABIRSEDATFEAS1

shal36 E7C49758BAEG3CE3D251 CACBFADATCOIAFDCI038E8FFTS5CAC04F31638580508

first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B3 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
first- bytes-text PR S

file-size 251392 bytes

entropy 6.080

imphash 385F258374F5CF31213D118EF5907AIF

signature

tooling Visual Studio 2015 - 14.0 Compilation date
entry-point 432305C2408483074241057 4883 EC20498B FABB DA 438B F1 B3 FA Q1 7505 E8 4703 00 00
file-version

description

file-type dynamic-link-library

cpu 64-bit

subsystern GUI

compiler-stamp Ox54648AA2 (Wed May 17 08:04:50 2023 | UTC)

debugger-stamp 0xG64648AA2 (Wed May 17 08:04:50 2023 | UTC)

resources-stamp

import-stamp

exports-stamp

AppvisvSubsystems64.dIl — Information
This post focuses on the main diferences between the previous campaing and the new one, in order to contribute to the community. The most
noticeable change is the injection technique. Nevertheless some addional notes are added for the curious.

The objective is the same: the executable (Information.exe in this case) will be used to execute two DLLs. The first DLL is
AppvisvSubsystems64.dll, that will be loaded by the process as part of its execution. The second DLL will be loaded by
AppvisvSubsystem64.dll. In this case, however, the second DLL will be carefully modified with different techniques in order to
minimize the detection methods.

Therefore, Information.exe, that is a legitime binary, will be the container for the malware to be executed. In order to do that, it will load

AppvisvSubsystems64.dIl who needs to identify a suitable system DLL to be modified — with the shellcode — before the load in Information.exe.

The main changes are located in AppvisvSubsystems64.dll. Also, the command and control (C2) varies.

The following diagram describes the infection chain analysed in this post.

—
ShellcodeExecution

dbg.info

=<shellcode>>

AppvisvSubsystems64.dil

o o Infection chain — Information

Candidate.dll
{random)
- Infected -

Candidate.dll
(random)

C:Windows\System32\* dil

00

campaign

Description of the APIs

When running the sample, the first difference lies in how the AppvisvSubsystems64.dll loads the functions needed for the execution. In the
“Note” campaing, the funcions are loaded at an early stage than the Information campaign. Moreover, the decription in this last case occurs at
a different point, later in during the execution.
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A acultar FPu

RAX  O0G07FFCAALEICE0 appvis
REX  O0O0000000000000

ridi , gwor s51ljrbp+1 ALK D0O0000000000040 A
i e 1?2: ] RDX  ODOOTFFCBALSICEO appvis
DIOB0O0000000000

Sub rsp,B0
lea rbp,guord pre ssiffr
rs

Sub rp, 60
mov rix,gwerd prr ds: [TFRCEEIINIZE] DOOOTFFCRE3IRII6: £”SuspendThe sad”

rion,FEx

nov
lea rcaword 51 (71 331
CRIY api svaubystentes. SRt skse

mov rex, rb.

TFFCI
nov dword per 22:ffrbo:ief eax

omp AR, FFFFFEFE
lea rax,geord ptr_ds: [FFFCBALTSDEA] 00007 FFCBAITEDS4 ! *62D6eTh 47WTT owka™

ine -n-ri VSubSystems 64, TFFCBEIZLECA

xor cax,
{'0 lewuntﬂu TEFCEEINIEE2
oL r .mrd s:firsp-20d

appv

DOOMIDEFEGEFFBO08
00000

DOBIB0ONA00B000

O000TFFCBALTSD36: “whkAPIMF XGIIDWNNT G pMEZ vFHOADGT |

60G00000000A0 e
L D000TFFCBALSICED appvis Note
2 MROBOF FFIT 4245 96
cmp dword per ss:firopeiall FrrEreee FEEFFEFEI
FFFFFFFF
Ir APEVI EVEUBEYE . PEECRAIS 2019 -

pov dword ptr is:ffroes24],0

P ‘tems64. TFFCEALS 2030 DOO000000A000000
£a rox,geord ptr dsi [TFFCBALAARLY 00000000
call Svsi L, TIWCRAIS T8

00007 FFCBALTSDBE: L Ejuajsaforectinis” RIP  O0OOTFFCBALS2CE0 appvis

RELAGS  DOGOODG0000L0ZAT DOO0TFFCEE33835 81 & GETCUrrent Thr eadld™
aF 0

r

tm“ ?"tlll
nov rd:umni prr ds: [TEFCBE338348; DOO0TFRCBE3IB348: &7 0penThr ead”
lea rcx,gword ptr ds:[7FRCBE338210]
mov_ehx, eax

CEIT appvisvsubsysTemses. TPFCBEIINEEC

Information LaStError DOO0OOST (ERROR_INVALT

[t
Laststatus COO0000 (STATUS.IWVAL

4% 0028 FS 0085
£3 0028 D5 0028
€S 0033 55 0028

$oy rdt,merd prr ds: (ARCRERIIEY GOOOTEFCOEIIEIEN: 47CreateThr ead”
lea rongword pr TRECHE 36210

and dword ptr .s.lrsp a0
mov_ribu,rax

F ApP¥ 1 Svsubsys
@a rox,gword prr soff
mov r3,ron

0007 FFCBALTSD0A: “HYS 22LKGT7 Or KEF N oASTOGES"

n:- DODOTFFCRALSICEO Appv SvEn
8 D0000000000000AD
73 00007FrCBALS2CE0 appvisvsul
s,

(00007 FFCEALBBF 40 | 00 OO0 00 00|00 00 00 0000 00 00 00 |00 00 0D 00 . - 0OGOTFFCEEIIS610 00 ]
[oaoo7PreBALBEFS0 | 0o 00 00 00|ob oo 00 00|00 00 00 00|00 B0 0O 00|, N DOBOTFFC BE 338620 00 57 61 6% tFars
TFFCBALSEFS0 | 00 00 00 00[00 0O 00 00|00 00 00 00|00 0o oo oo . = " s 74 00 inglenbject.
(00007 FECRALBRFTO | 00 00 00 00|00 B0 00 00|00 40 00 00 |00 00 0D 00|, -0 65 46 69 &C GETMOd (K“ﬁ"‘
(00007FFCEALBBFS0( 00 00 00 00(00 B0 00 00|00 00 00 00(00 00 0O 00 0a 47 65 74 45 # GERENTTE
0O00TFFCRALBRFS0 | 00 00 00 00 (00 OG0 00 00|00 00 00 00 (00 00 0D 00 S4|GE 7T 65 61 G4 0O .
(00007FFCHALBRFAD 00 00 00 00(00 0O 00 0000 00 00 00(00 00 0O 0O 4027 00 00 80|F4 6 7
00007 FFCBALBBFBO | 00 OO0 OO 00|00 00 00 00|00 00 00 00 (00 00 OO 00 . - 6F|63 65 73 73 00 0O
00007 FFCEALBBFCO | 00 OO0 00 00 (00 00 00 00|00 00 00 00 (00 00 0D 00 T4[TS 61 6C 41 &C BC
500 00 00 OO 00|00 0O 00 6000 0O 00 00|00 DO 00 00 . B #4(4c 63 82 72 81 72 73 41|00 00 00 00| Loadyibrarys
(00007 FECRALBRFED | 00 00 00|00 00 00 00)00 00 00 00 (00 DO OO 00| . - GE|GE 6C 33 32 € &4 &C &C |00 00 00 00| kerneli2.d)
(00007FFCRALBRFFO| 00 00 00 0[O0 GO 00 00|00 00 00 00|00 00 00 00 . S|4 68 72 65|81 64 00 00|14 00 00 $0|openTieead. . .Nme
| 00007 FFCBALBC 00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00| . - 61|74 65 54 68|72 65 61 64|00 OO0 00 00| Create
00007 FFCEA 010 | 00 00 00 00|00 00 00 00|00 00 00 00|00 00| . . 61|74 65 46 €9 6GC 65 41 00|00 OO0 OO0 OO L!IIKI‘I |ﬂ.
00003 F BC020| 00 00 00 00|00 00 00 00|00 00 00 00|00 0. - Information 80|00 00 00 00|47 65 T4 43|76 72 72 @ 1."...‘««.:4
00007 FFCEALBCO30 | 00 OO0 00 00|00 OO0 00 00|00 00 00 00 |00 0o . - 68|72 65 61 64 &4 00 00 00 00 00| ntThre anna
[00007FFCBALBCO40 | 00 00 00 0[O0 DO DO 00|00 00 00 00|00 00| : = FCBEII8T 10 $55E 55 & 50|77 68 83 62|73 73 68 73| Marcmumeroresics
1 08000 00 00 00|00 KO 0O 00|00 00 00 00|00 oal . : BE33E720 00|00 0o oo 00|46 72 72
060 00 00 00 0[O0 0O 00 00|00 00 00 00|00 o0 E 20| 00|00 00 00 0083 76
00007 FFCBALBCOTO | 00 00 00|00 00 00 00[00 00 00 00|00 OO0 00 00 0OGOTFFCBEI ST 40 61|64 OO 00|48 33
00 00|00 00 00 0000 00 OO0 00|00 OO OO0 00 000K 65 |42 61 73 65 4E 61
(00007FFCBALC0%0 | 00 00 00 00[00 KO 00 00/00 00 00 00 (00 00 OO 00 S00000¢ 61|74 65 44 63(72 65
BCOAD 00|00 00 00 0000 00 00 00|00 D0 00 00 a0 oo 00|47 65
00007 FFCBALBCOB0 | 00 OO0 00 00|00 00 00 00|00 00 00 OO0 |00 00 00 00 - 6C|T9 4% GE T3 T4
0O00TFFCBALBCOCO | 00 G0 00 00|00 G0 00 00|00 00 00 00 (00 00 00 00| . . &0 &5 &F |72
BC! 00 00 00|00 00 00 00|00 00 00 00|00 00 OO 00| . . 4D |(GF €4 TE C 65
(00007 FFCRALBCOE0 | 00 00 00 00|00 B0 00 0000 00 00 00|00 00 00 00| . - 00(00 00 00 00|40
| 0000 0 00|00 00 00 00|00 00 OO0 00|00 OO 00 00| . - 6C |65 OO 00| 10
(0O00TFFCBALBC100 | 00 OO0 00 00|00 00 00 00|00 00 00 00 (00 00 00 00| . . 0 JEFL 4C(61 T3 T4 45 T2 7
00007#FCBALBC110( 00 00 00 00[00 DO 00 00|00 00 00 00|00 0O 00 00| . = L #0(00 00 00 80 43
FCBAL 1zo0 00 00 00|00 00 00 00|00 00 00 00|00 o0 00| . - £ 65 (54 68 T2 &5 61 a5 7
(00007FFCBALBE130( 00 00 00 00(00 B0 00 00|00 00 00 00(00 00 0O 00 . - 8008 00 00 80/0¢ 00 00
0O00TFFCBALBE 1. 00 00 00 00|00 0G0 OO0 00|00 00 00 00|00 OO0 OO 00| . - §3|T9 73 T4 &5 & 63
ocoo7ercaAIBCiIED| 0o 00 00 0o|oo oo 00 00|00 0o 00 00|00 0O 0O 0O ooaonqunlun 00|60 oo 00|19 00 00 80| r
00007 FFCBALBC 160 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 0OGOTFFCBE3 6830 18 80|22 o0 80 oA oo o0
FCBALBCATO | 00 OO0 OO 00|00 00 00 0000 00 00 00|00 OO OO 00 00007 BEI38840 4 43(75 72 72 65 |GE T4 50 72 |6F €3 65 73
(OO0OTFFCBALBCLS0 | 00 00 OO 00|00 00 00 00|00 DO 00 00 (00 OO OO0 00 0OCOTFFCBEIISAS0 00(00 00 00 00|43 65 61|74 &5 50 72
bhdad BC190 |00 00 00 00|00 OO0 0D 00|00 00 00 00|00 00 0D 00 Ld 73|73 41 00 DO T4 00 I8 DO 00 80|
00007FFCRALBC 140 | 00 00 00 00[00 00 00 0000 00 00 00|00 00 0O 00 54|69 63 68 43|6F 75 6E 74|00 00 00 00
00007 FFC 180 | 00 OO0 OO 00|00 00 00 00|00 00 00 00|00 OO0 OO 00| . - AT |65 T4 4D &F B4 6L 65|49 6E 66 &F
00007 FFCBA 100 | 00 00 00 00|00 00 00 00|00 00 OO0 OO0 |00 OO0 OO 00| . - T4|69 6F GL 00 00 0O 0O a0 00 00 O mat
(0O00TFECRALICID0 | 00 OO0 00 00|00 B0 00 00|00 00 00 00|00 OO 00 00| . . CL(74 GF F2 GRG0 GF T4 R (B4 €8 72 & :H“Iueuhu-t
00007 FFCBALE 0|00 00 OO 00|00 00 00 00|00 00 00 00|00 OO0 00 00 . - 00(53 6C 65 &5 7O 00 00 00|30 00 D0 8O e
7FFCBALBCLFO| 00 00 00 00|00 00 00 00{00 00 00 00|00 0O 00 00| . E 74|75 61 & 46|72 €5 65 00|00 0D O DO|VirtualFree.
00007 PPCBALBC200 (00 00 00 0[O0 DD 00 00|00 00 00 00|00 DO 0O 0A| . = #0(02 00 00 80|36 72 65 65|43 eF 6E 73 restons
10(0a 00 00 00[o0 00 00 0000 00 00 00|00 00 0O 0O . = 00|00 00 00 00|18 00 00 oo oo so|aie. .
(00007 FFCRALBC220 | 00 00 00 00|00 00 00 00|00 00 00 00 (00 00 00 00| . 80| XL OO 00 80 47 &5 T4 46 &9 6 AL| ..ol ..-ﬂ(‘l'lel-
| 00007 FFC 00 00 00 00|00 00 00 00|00 00 00 00|00 OO0 0D 00| . - 69|62 TS5 T4 65 T3 45 TE 41|00 00 00 00| ttributesExA .
(00007FFCEALBC240( 00 00 00 00(00 0O 00 0000 00 00 00(00 00 0O 00 )} + | cooorrrceazsai 74[65 50 72 6F |63 65 73 73|40 €5 €0 6F|WriTeProcessieno -
(00007 FFCRALBC250| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00| . - " e 3
Differences in .data — Informtion vs Note

Shellcode injection

The way in which the sample injects shellcode into memory also varies from campaign to campaign. As can be seen in the report, “Note”
reserves a memory space in its process and writes the shellcode into it.

In this case the injection process is more sophisticated, the injection will be triggered by modifying the .text section of legitimate
libraries. The following actions are performed by AppvisvSubsystems64.dIl.

In order to do that, first it goes through each of the DLLs stored in System32.

m‘c;; q;vor"aEtF E§|F5p$s§i,FEi' [rbp+58]: L"C:\\Windows\\system32"
mov rad,208
[€all appvisvsubsystems64.7FFCCZDD50F0

mov rdx,gword ptr ss:[rbp+s8 [rbp+58]:L"C:%\windows'\system32"

lea rax,qword ptr ds: [FFFCC2DE7&82] rax: L™\ 1", 0DOD0O7FFCCZDETGS2:L"5G
mov gword ptr ss:|frbp+B48],rax [rbp+B48] : L"5Gxe5qGMILvBm4pcFQymdo32™
mov gword ptr Irbp+B4DI,DC19

lea rax,qword ptr ds: [7FFCC2DE7 6B4] rax:L"™\*.d11", 00007FFCC2DETEB4: "T5E(
mov gword ptr ss‘lrbp+838 JFax [rbp+B38] : "fSEqbFzWbApVSXYPLKONCS"
mov gqword ptr rbp+B30{l, 340EADDD

lea rcx,qword ptr ds: [FFFCC2DFAF98]
mov rad,104
€all appvisvsubsystemse4.7FFCC2DCACL0
mov eax,eax
mov gword ptr ss:[irbp+Bzsfl,rax
lea rax,qword ptr ds: [FFFCC2DE76&CB] rax:L"™\M*.d11", 00007FFCC2DE7GCE: "1phi
mov gword ptr ss:|irbp+Bzofl,rax [rbp+B20] : "1pbaHROerd7 twlz FeCoge”
mov byte ptr s
mov dword ptr rbp+B15lll, 1A82ADAC
lea rax,gword ptr ds: [?FFCCZDE?SEZ] rax:L"™\N\*.d11", 00007FFCC2DEFGEZ2:L"Tel
mov gword ptr ss:[frbp+Bilofl,rax [rbp+B10] : L"FeunwPsSnTITKmS eGKel™
lea rcx,qword ptr ss:lrbp+AFS
lea rdx,gword ptr ss:|[frbp+B00)
mov gword ptr ss:|frbp+soff, rdx [rbp+&0]: L™\ *.d11"
€all appvisvsubsystemse4.7FFCC2DCE480

rbp+607: L. d1T™

mov_rcx,gword ptr ss:|[frbp+eof
- appv svsuhsxstemss‘i FFFCCZDCFO20
Next check the size of the DLL, it will only be a candidate if it has a size greater than or equal to 782629 bytes (Shellcode size).
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00007 | test byte ptr ss:rbp+6FF,L

00007  tine appvisvsubsystemse4.7FFCC2DCC202 DLL Size :','

00007 jmp appvisvsubsystemse4. 7FFCC2DCC20E t 22 bbb

00007 ;Ileg rgg,qwur‘d p)t‘rr‘ s5: [ rbp+708] {12088) RCX 00E800000000000C

00007 call appvisvsubsystemse4.7FFCCZDCF330 RDX ¢0000000000005F 9

00007 test byte ptr ss:[frbp+71F],1 P 0000002BDELFEGDO

00007 jne appvisvsubsystemsé4.7FFCC2DCC220 3 0000002BDELFEGS0

00007 jmp appvisvsubsystems&4. ?FFcczncczzc RSI  0000000000000000

00007 lea rex,gqword ptr ss:[irbp+7238j1 RDI 0000000000000000

00007 call app\.r1svsubsystmss4 ?FFccancmo

00007 Tea rcx,qword ptr ss:[irbp+750

00007 call appvisvsubsystemss4.?FFCCZDCAzAD Eg gggggggggggggigg

4 s5: 27|

3838_ 'gg:ta;i k'}{te ptr ss:flirbp+27ll R10  00DO7FFCC2DCO000

00007 +jne appvisvsubsystemsé4.7FFCC2DCC248 R1l  000O7FFCCIDD4CES

00007 jmp appvisvsubsystems&4.7FFCCZDCCZ4D R1z  0000000000000000

00007 jmp appvisvsubsystemse4.7FFCC2DCCERR R13 ©¢000000000000000

00007 mov dword ptr ss:[rhp+GDU] » 3003 R14 OOO0000 0000000000

00007 lea rax,qword ptr ds [?FFcczDE?aEA] DDUD?FF ZDE7SEA: "d16IcQ69xbems2Xgxkaqsa” R15 0000000000000000

00007 mov gqword ptr ss: [rhp+GCo], [ d'lGIcQGQxhe‘rS")squqQ

00007 Tea rax,qword ptr' ds: [?FFCC2DE?9DD] .'FFCC"DE.' 00: L"g7mDPosd3VrzOn9DPONKhD eD RIP 00007FFCC2DCC28E

00007 mov gword ptr ss:[Brbp+ecoffl,rax mD Pa5d3VrzOn9D PONKhD eDr 90"

00007 Tea rax,qword ptr ds: [FFFCC2DE7 928] 38: "gBKnOG6oOUHQ2IGgahaqz FIDXv" =

00007 mov gword ptr ss:|[Brbp+6Es],rax [rbp+6B8] : "gBKNOG60OUHOZI6gahaqz T1DXv" ;EL’;GSPF 3003203000000;

00007 5s: ket

4 OF 0 SF 1 DF O

00007 [ CMp_ 2 , qWor P A Test DLL

00007 j i pestudio 9.33 - Malware Initial Assessment - www.winitor.com

00007 20000 (ER

00007 10000 (ST

00007

00007 gqword ptr s 33

00007 rex, qword ktoplinformatior’dbg.info R IRTRERUN value 2B

00007 rex, 2c mds 9D600CI1063TEAREICEAOCT261BFATOT

00007 211 appvisvsubsyste SEEeeSEE e e

00007 cmp rax,o shat B7BETE191D6AIGD6SDAEENNT DARAAGEERSADESFY

[][J[][].‘/ je appvisvsubsystems shalh 62134 i 1326F3C4; <al)

00007 jmp appvisvsubsystes g . c 9 7 — z/0000000C
mov byte ptr ss:firbp first-bytes-hex 9..7153;69038940.SFECFDBE?EGSCDEEZFS.DS'DDDDDSFg
mov dword ptr s=:[r first-bytes-tect e WLE it 0000500
mov dword ptr ss:|fr file-size WIOO0L00
mov dword ptr ss:|fr WIOOD0000
mov word ptr ss:[rbp -

WNnA a1l ann\,ﬂc\:cllhc\ﬂ:fm:ﬁd 7:!::’!'3”“7‘1]’!11

< > |

Volmdo! }4 Volcado 3 B4y vol & Monitorizar 1 |x=] Locales 2’ Struct

Hex e

@%00 00 00 00|00 00 00 00|00 0D 00 00| &N,
| F|FF FF FF FF|Z0 F& 1F DE([2B 00 00 00|
size

The sample also checks that the candidate DLL is not already loaded in the executable (Information.exe). That is, the following list are the
DLLs already loaded in Information.exe, and, therefore, discarded by the malware:

T Volcado 5

msvcp140.dll combase.dll

msi.dll sechost.dll

appvisvsubsystem64.dll  msvcrt.dll

veruntime140.dll kernel32.dll
veruntime140_1.dll imm32.dll
ucrtbase.dll gdi32.dll
berypt.dll rpcrt4.dll
win32u.dll shell32.dll
msvep_win.dll advapi32.dll
kernelbase.dll user32.dll
gdi32full.dll ntdll.dll

After said checks, the malware has a set of candidate DLLs. The DLL selected for injection will vary in each execution, thanks to a
randomization function implemented in the sample. A list of candidate DLLs by default — those that satisfy the requirements needed by
the malware — in Windows 10 64b is provided at the end of this post. This may vary depending on the operating system. However,
following the steps in this post is not difficult to prepare your own script. A similar technique is described in the Netero1010 post.

The malware selects the DLL used for the injection as follows.

First, it uses the system time as a seed to apply a series of arithmetic operations on it. The result will be the seed of the next DLL to be
checked.
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https://www.netero1010-securitylab.com/evasion/alternative-process-injection

I | imul ecx,dword ptr dsdlrax 28], J43F0 raxtzaé: j&nd”
Q0007 add ecx,269EC3E

00007 mov dword ptr ds:[r@x+28],ecx rax+zs:";&and"
00007 shr ecx,10

00007 and ecx,7FFF

00003 moV eax,ecx 0
00007 | add rsp,zs 646E263B Convert hex time 14:59
00007 1 nt3 GMT: Weadnesday, 24 May 2023 145507 G
00003A int3 . : o

00003 int3

Seed generation using system time

e et

00007 push rb:

00007 sub rs

00007 mow

nnon 7 ral istsuhsvstemsR4. Generatesesds

<

volcado 3 AU Vol@a& B4 volcado 5 @ Monitorizar 1 [x=] Locales 3’ Stru

| asc1T |
3B 26 GE 64|04 00 DO 00|00 00 00 00|00 OO0 00 00| F&Nd............ |

Interestingly, the values it uses for multiplication and addition are identical to those provided in a “Holiday Hack Challenge 2019” challenge
organized by SANS. In particular, in the challenge there is a function called “super_secure_random” that performs the same operations with
the same operands to a seed (“state”).

s Attributes: bp-based Frame

: int _ edecl super _secure_randon()
Fsuper_securs_randonE@VAHKZ proc near

<h ebp

TmUl ecx,dword pir s:lrax:z8],3437D — mouv  ebp, esp ' . .
D st [ e 28],343 ‘*\_\‘ moy eax, state Comparison of the CTF algorithm (left) with the sample
mov dword ptr?[rmm],ecx\_‘)‘”l eax, InFbh
shr ecx,10 add eax, 269EC3N
and ecx,7FFF mow state, eax
mov eax,ecx moy eax, state
add rsp,28 \ sar eax, 1@h
Eer ang eax, 7FFFh

pop ebp

retn

Tsuper_secure_randonSEYAHXZ endp

(right)
Finally, it checks if this resulting number is a multiple of 25 and if it is, it continues with the injection.

call <appvisvsubsystemsé&4.Random=
mov ecx,19 0x19 == 25
cdq
idiv ecx :
cmp. edx, 0 Choice of random DLL
je lappvisvsubsystems&4. 7FFCC2DCC32 4]
imp appvisvsubsystemse4.7FFCC2DCCER2
ov word ptr ss:[irbp+eaclll, 44C0

Once the DLL has been chosen, the sample accesses the library with CreateFileW (in the execution used to take the pictures for this example
the DLL selected was “AppContracts.dll”).

mov dword ptr ss:[lrbp+33cll,57E3

lea rax,qword ptr ds:[7FFCC2DE7B10] ] Hi
mov qwu-r"d ptr ss:[irbp+390fl,rax H'de unnamed handles
mov word ptr ss:frbp+38el,58F7 S
- - Type Name Handle G

cmp rax'qwurd ptr ss:[irbp+3A0)
I T ...,,,,'; = SFA Directory KnownDlls 0x40

3 f
mp appvisvsubsystems64f 7FFFCC2DCCEG2 - : .
ea rax,quord ptr ds: [FFCC2DETB24] Directory \Sessions'1\BaseMamedObjects %54

mov gword ptr ss:[ rbpyEs0],rax File C:\Wsers' 3466 1\Desktop \Information x4
mov gword ptr ss:|frbpfz7sl,511cC . .

mov byte ptr ss:lirbpfa77ll,5A | Fle \PevicelfsedD Ox18c
mov eax,dword ptr ssf[[rbp+ass] [ File C:\Windows'\System32\AppContracts.dll 0x194
mov dword ptr ss:[irpp+3700, eax -

mov byte ptr ss:[rhp+3eFl, 56 2 CrVIngens ystema2

mov dword ptr ss:|fbp+3635],2338 Key HKLM\SOFTWARE Microsaft\Windows NT\Cugeer.
mov byte ptr ss:[Qfbp+367Q,0D -
lea rax,qword ptrf ds: [FFFCC2DE7B5Q] Key HKLM\SYSTEM\ControlSet001YContr ssion M., Ox84

mov gword ptr ssflirbp+3s8],rax in...
o o B B bpa 32 41 :0 Key HKLM\SYSTEM\ControlSetll ntrolNls\Sortin OxE88

mov dword ptr s&:|frbp+350],4D23 Key HKLM Oxac
lea rax,qword ptr ds: [7FFFCC2DE7BGE]
mov qwu-r:d ptr fss:[Irbp+348f,rax Key HKLM 0xb3 DLL opened
mov gword ptrf ss:[ rbp+340],CB47 Key HELI Oxbc
mov qword pty ss:|irbp+338jJl,EAS .
mov eax ,dwo ptr ss: [rhp+§.‘-0] Key KCU\Software\Classes\Local Settings\Softwar...  Oxc4
mov ecx,ea HKCU\Software\Classes\Local Settings OxcE
call appvigvsubsystems&4.7FFCC2DD3C58
mov gword otr ss:|irbp+330f,rax HKCU 0x130
mov byte ptr ss: [rhg+32F] . CF L~ Mutant \Sessions)1\BaseMamedObjects\SM0:8392:304:...  Ox4c
mov gwor ssi|irbp+3204,FFFFFFFFE . .
may gwu . Erbg*r;ls% :ZDFC Semaphore \Sessions'\1\BaseMamedObjects\SM0:8892:304:...  0x58
lea raxjqword ptr dg= [?TE*’C'C2 84] Semaphore \Sessions\1\BaseMNamedObjects\SM0:8892:304...  Ox5C
mov g ss:firbp+3 ax

S =:[Bropz=] Obrrax Thread Information o OxBc

Thread Information L. x99

WY vidlcado ‘Vﬁ@mdo 5 @8 Monitorizar 1 WindowStation \Sessionsi1iWindows \WindowStations\WinSta0 0x124

WindowStation Sessions\ 1\Windows \WindowStations\WinSta0 Ox12c

94 01 @0 00(00 00 OO0 OO0(RE 7A DE C2IFC
0 61|F2 A3 00 0O|EF A8 00 00|00
9C 7A DE C2|FC 7F Q0 00|Zg 7A DE ¢2/FC 4
56 &8 00 00|00 OO OO 00|00 OO DO 00|00 Close
ED 43 00 0O0|B7 8E 01 00|24 7A DE C2IFC J
At this point, the sample reads the headers of the libraries to pass a round of checks again. First, look at the “Magic” value to verify that it is a

64-bit system DLL (PE64).

Handlg]™
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add rax,1s |

add rax,Fo .

mov gqword ptr ss:[@rbp+zasy,rax [rbp+2Aa8]:".text" 20 L'z

lea rax,qword ptr_ds: [7FFCCZDE7COC] 00007FFCC2ZDETC 9C: L EZABPrvZdePKlkwNdWY) Dy DocooDD e

mov gqword ptr ss:[Irbp+zaoll,rax [rbp+2A0] : L"E2AEpPrvZdcPKkwNdW RCX  0000000HOOOODLOE L¢

lea rax,qword ptr ds: [FFFCC2DE7CDA] 00007FFCC2DETCDA; L"Rg] vBadamsGDYnhvg RDX  0000000p00000000

mov gqword ptr ss:[frbp+z2s],rax [rbp+298]:L" YvB8damsGDYnhvc" RBP 0000007B2DEFELBD

lea rax,qword ptr ds: [FFFCC2DE7DDA] 0000 % AppCantracts.dn .
mov qword ptr ss:[rbp+z20f,rax p+290]:L Mag|c value of the
mow gword ptr ss: [rhp+ oo] 3 Member Offset Size Yalug

mov dword ptr =5z C3IF N 3

mov rax,qwo 9 [r hp+"c =1 | [rbp+2Ca] : "ppMegic Doooo120 Word 0208 PESS

222 s Dtl" d’ [rax+18] Majorinkerlersion 00000122 Byte e

v =F ” bsystem554 FFFCCZDCCDES MinorLinkerVersion 00000123 EByte i} Lg

oV rcx,qword ptr ss:|[firbp+D6s] N

ov rax,qword ptr ss:frbp+2cs] [rbptaca] ; "procofcede LLE e oo0sb20a

DLL candidate
Another comprobation is to check the “SizeOflmage” field, which refers to the size to reserve in memory to load the executable. If it is
less than 782629 bytes (shellcode size), it is discarded.

00
00
(]
oo
00
00
00
00
00
00
00
00
00
00
(]
oo
00
00

00

00
00

nn

007
007
007
007
007
007
007
007
007
007
007
007
007
007
007
007
007
007
007

007
007

nn

mov gword ptr ss:|firbp+2As],rax

lea rax,qword ptr ds:[FFFCC2DE7FCSC]
mov gword ptr ss:|irbp+zacll,rax

lea rax,qword ptr ds: [FFFCC2DE7CDA]
mov gword ptr ss:|irbp+z2s],rax

lea rax,qword ptr ds:[FFFCC2DE7FDOA]
mov gword ptr ss:|frbp+z2of,rax

mov gword ptr ss:|[frbp+z2ss),363C

mov dword ptr ss:|irbp+28af)l,F53F

mov rax,qword ptr ss:[irbp+2csj

movzx eax,word ptr ds:[rax+18]

cmp eax, 208

jne appvisvsubsystemsée4.7FFCC2ZDCCDE9
mov rcx,qword ptr ss:|irbp+DGsj
mov rax,gword ptr ss:|irbp+z2Cs)
mov eax,dword ptr ds:[rax
mov edx,eax
mov

—rbp+zerfl, 0

:firbp+7H, al
jae appv1svsubsystem564 7FFCC2DCCBBC

Taz rrv Aunrd are o Brhno 70

the candidate DLL
Finally, the sample checks the size of the “.text” section (where the shellcode will be injected) and verifies that it is larger than 782629 bytes.

00003
000037
000037
00003
00003
00007
00007
00007
00007
00007
00007
00003
00003

00007
00007
00007

of the candidate DLL
Unfortunately, at this point AppContracts.dll (the DLL selected in this execution) does not meet the injection requirements, and the search for
the next optimal DLL is AppxPackaging.dll, in this example.

[ Cmp rax,rcx

mov rdx,qword ptr ss:[lrbp-sj

mov rcx,qword ptr ss:|[Brbp+zAs]

call appvisvsubsystems64.7FFCC2DCF450
mov cl,al

Xor eax,eax

test cl,1

mov byte ptr ss:[Brbp-11f,al

jne appvisvsubsystemse&4.7FFCC2DCCB9C
jmp appvisvsubsystems&4.7FFCC2DCCEBE
mov rax,qword ptr ss:[frbp+Des
mov rcx,gword ptr ss:

rox+38]

mov byte ptr ss:[fQrbp-11],al
mov al,byte ptr ss:firbp-11]
mov byte ptr ss:[rbp+7[,al

[rbp+2A8]:". text"

[rbp+298]:L"Rd

00007 FFCC2DETFCIC: L E2ZAGPrvZdCPKkwNdwYpNd2 ] "
[rbp+2A0]:L" E"AGpr.chPKka\hdanhd"JxIr-'IYFaf
60007 FFCC2DETCDA L Rd1TeEGBYVBSdSmSGDYnhvc
eEGBYvBBdamsGDYnhvc™
00007 FFCC2DETDOA: L " qSSMTIYIKLMDAY1Z FXISAKY BCX
[Fbp+290]: L"qSsMTIYIKLMDaY1z FX9sAKVdE™ BRX

RAX 0000000000000000
atatatatatatatatatatatatatatars,

[rbp-8]:".text"
[rbp+2A8]:".text"

RSP
[rbp+2C8]:"PE" RSI
ROT SizeOfCode of
RS
Crbp- || Win32VersionValue |ODDDO14-’-1 | Dword
SizeOfimage |ODDDO‘I4B |Dword |
SizeOfHeaders |ODDDO14C Dword
CheckSum | 00000150 Dword

~

"‘E % 0000000000000000

/ RDX ,/ DOOOOO0OODDDDO0S

reg/  000000782DEFE1RO
0000007 82DEFE130 . . .
s ooooooooooooooon  Size of “.text” section

fﬁ Virtual Size

RDI 0000000000000000
/ R8 0000000000000081

R9 0000000000000100
R10D 00007 FFCCZDCO000
R11 00007 FFCCZDD4CBS

[rbp+2A8]:".1
] Byte[8 Dword
text 000CE640

R12 0000000000000000

After this screening, the malware will have about 283 candidates for injection in the system used. At the end of the post you will find a
table with the possible DLLs in which the malware could be injected, consiering the size required for the injection by this sample (782629)
and the system where it be executed.

At this point, the chosen DLL (in this example, at this moment, AppxPackaging.dll) is ready to receive the shellcode, using the following
injection method.

Step1. Subsequently, it makes a call to NtCreateSection to create a memory section in the process.

call apuvisvsubsys:emss4 7FFccznc~.9W

rax,qword ptr ss: [rt:

Create section to map the DLL
Step2. And map the library in that section with ZwMapViewOfSection.

mov gword ptr [rhn 18 rax
mov byte ptr s rbp-o, DE. Ay
lea rax, gwrd ptr I'If'[?FFCCZDE9:I.49] 00007FFCC2DEIL49: "huF xwyOZX8D1J0SCTFSnZ " REX
mov qword ptr ss:[frbp-18],rax rbp-18]: " huF xwyOZX& ™ BLX
lea rax,gword ptr df'[?FFCCZDE915F] 00007 FFLC2DE1SF: "p4FCIT 03 4Cy 4 cWbiKSCOw vOu3 BRX ‘0000000F001F
mov gword ptr =s:f rbp-20],rax [ p4FCII0]4cy4CHDIKSCOWOUSF N 0000007 82DEFECDO
lea r ds: [FFFCCZDESATE] L 917E: "XCesMzHy4GThjURDNIAEZ Z
mov qparamEtersr bp-25],rax [rbp-28]: “xceaMz Hy4GThj URDNSAAZWNM RS 0000000000000002 PAGE_READONLY
=on =l-bo .2 ol
mov rio,qword ptr ss:frbp+9s 0x02
mov riild,dword ptr firb
mov 651 oiword Bir BS _0000000000000000
mov r9,qword ptr [
mov ra.qword ptr BlQ | 0000000000000194 L'y

edx, dwnrd Bll

" R1z  oooocoooooooooo0  DLL
R13  0000000000000000
dword ptr s R14  00000DOOODOO0000 Handle
=3 S R15  0000000000000000
[cﬂ‘l rax
BTR AANNTERCE NNNIA anmui svenhovestamc&d NNNNTEES T MINN3IA
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T - apwisvsuﬁsystusm 7F=r_c2nc.nsco
v rax,qword ptr ss:@rbp-z:sl
mrd ptr ss:ffrbp+30f,rax

rd ptr ss:ffrbp+ClJ,6cC4
rax,gword ptr ds:[7FFCC2DES19A]
. by rax
awParameters o5
riod,dword ptr ss
riid,dword ptr ss o+
esi, dword ptr ss‘Irmen

rdi,qword ptr ss:@rop+Cs
rnx,qmrd ptr ss:@rbp+Co
ri4,qword ptr s=:frbp+E8

Section

oculta

Handle

}cntd'l‘l . ZwMapvien0fSections I

7] : "F3LdFF1NEETD106COVT LAMOUB Iwy ™

/52

REBP
B3P
RSI
RDI

R10.

r&,qword ptr fs
rdx,qword ptr SS:II’UDT43I
dooce oo B po, oo

gword ptr
qword ptr
gword ptr ss:
dword ptr =

dword ptr

Map the DLL

Ell
R12
R13
R14
R15

RIP

RFLAGS

oooooooojesoise |
FFFFFFFFF

0000007 82DEFEDAD
0000007 82DEFEO20

0000007 82DEFE980

0000000000000002

0000000000000000
0000000000000000

0000000000:000000
0000000000:000000

00007 FFCCZDDOGLE

0000000000000202

etD106CoVTLAMOUB Iwy "

%X ]FLKAGMIDORqIWZ TYSPES3U4"

PAGE_READONLY
0x02

appvisvsubsystems64. 00007FFCC2DDOELE

Step3. Once the library is mapped in memory, the write permissions are modified to be able to write the shellcode in it. The address pointed
to by VirtualProtect corresponds to the “.text” section of the DLL.

mov rcx,gword ptr ds: [rax]

add rznoAn

Change protection to RW (.text section)
Step4. After that, write the shellcode in the “.text” section.

14

00 Il.‘|(H ...... e.5.
C4|H,vuuu. V& . H.i
00 (Afffff.‘...“
00| H. 3 (H, u
00 H,A{Af.: .......
44| H.7.4D%. D § . %L
83|$.~...HC.S.F..H
DO|AAFFFE. .. ._._.
00|H.,7.4D%. CDS§...,
00| .£D$. H.A.A,.D.,
18|H.1 H..¥2..H.DS$)
00| HGDS .5 + o o Ha o ° 2.
24| H.D$.H, .02, . H..!
00| H.A AFf,

13 (H.7.CDS..0. s
48 HCDS b‘.ms‘u}
00| A AFTT. cue o
20 H.1(H..C2..H.D$
00| fCD$. XHCDS.....
00| H(DS.0¢. . H. .A2.
00| H..$H.ACA. ...
0B|H.7.6D$. co. 8D
10 (QH.. 2..H..SH.A|
00| AFFFFff........|
AD |H.1.TCD$.mOCDS. |
66 (W..H.. 2‘.H.DS.1_
C4|CDS-..C.%.1..H.J
00 Afffff..,

H.’;.H..
:D L IW. .
A

-2..

Hiwa2, . He D
HoALA
H.71.8D$.%HCDS. . |

shellcode in the .text section. Left: not infected. Right: infected
Step5. Finally the malware changes the permissions of the “.text” section back to “EXECUTABLE_READ” again.

H..®2..}

Tesaannual

r8,BF114
rod,4

push rsi

rsi,rs
rsp,30

rcx,B14
dward

edx, 61260072

6F
45
AD
E8

e
rsp,FFFFFFFFFFFFFFFO
gword ptr ss:[Prsp+2of,rcx

r zz:lrenonl 2
e

appvisvsubsystems64.7FFCC2DCFB50 i B

mov gword ptr ss:lffrbp-6of,rax 1 Address 00007FFCDO13BC70

imp appvisvsubsystemsé4,7FFCC20C3940 0000TFFCA1962000

lea rcx,gword ptr ss:[rbp-20| 00007 FFCALS84000

€all appvisvsubsystemse4.7FFCC2DCA400 0000TFFCA13SE000

mov rax,gword ptr ss:[rbp-cof ooon?:gugsFow

mov gword ptr ss:[frbp-109,rax 0O007FFCALA30000 =

mov dword ptr ssifirbp-2C TAB RSB

Tea rax,qwrd ptr ds: [?FFCCZDEGDSA] O(l(l[l?FFCC.‘.‘E;E?[]SA:"\‘MIXGII‘TBEZJ?GZ'IWUU RSI  0000000000000000

mov bp- rax [rbp=38]: "fM1x6049EZ170Z 1WMuU 0000000000000000

mov b,Parameters -3 ! Lok

ooy 2 R

mov r9,qword ptr s BS SERR o

mowv rad dword ptr ss ________,...---

mov rdx,gword ptr ssifirbp:s mﬁ °°°°“ “;::Egggggg
R12 0000000000000000
R13  0000000000000000

AN

PAGE_READWRITE
0x0D4

appvisvsubsystems64. 00007 FFCC2DCI
appvisvsubsystems6&4. 00007 FFCC2DD:

89 F E e....YI.
Eﬂr\f&‘EI P9 Y

Shellcode

- ..VH.2H.a0bH. 10H
.L§ H.A....CDSC(.
... H.OAH.A
H.X.D.H L.@..P.U
VWATAUAVAWH. 15. H
.19.. .E3VCEDK. e.
H.NL.}@'..i%L.}E
D.&L.}.E. CIEI..],D
MuD.MeL.}.L. }eL
-}-D.}$D. | $$CEOr
JGE@e.1.CEU3.2
.GEa..d.CEAl.1.¢
D3esleefDIDpCDEX
LoadCD$\LibrcD$
(| aryACDSHVirtCDSL
ualACD$P1TocCDSh
virtcD$lualPeDsp
| rotefCDStctCE F1
usGE-hINsCE* truc
GE tionGE CachCD
SxGetNCDS | ativCE

2 . e5ysSGE. temIfGE.
C7 45|90 52 74 6C|41 C7 94 | nf£E. OGE.RTAGE. i
98 6E (63 74 69 €745 oC 6E | ddFUCE. nctiGE. on Write the
62 6C|ES 64 08 00|00 B9 41| TafCE bled... pA
57 08|00 00 4C 8B|EDO 48 45

OH.EDCE .
BH.E(L.E 303EyOH
.L$8H.DSHE3AH.DS
(L.MECDS ....H.T
$ AyDH.L$8H.DShE
BAH.DHL ")-OEM 2

LH.TS AyDCDS

L H.LS8H.E E3AH
DE(L.M,H.TS AyD
H.L$8H. DSxE3AH
$(L.M.CD$ ....
TS AyOH, LssH.nss
E3AH.D$(L.MECDS
24| ... .H. TS AYOH.LS
BH,E.E3AH.DS(L.M
SCD§ ... H. TS Ay
OH, L$8H,DSXE3AH,
8|DS(L.M2CDS ....H

.T$ AyOLg}E
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8P appviSviUDSys
mov rdx,gword ptr
mov rax,gword ptr
mov_rcx,qword ptr ds:[rax] rc
€all appvisvsubsystemsé4.7FFCC2DCFBS0

mov gword ptr ss:frbp-cof,rax

BAX 00007FFCDO138C70 | <kernel32.virtualProtects |
RBX

00007 FFCALS7 1000

B

jmp appvisvsubs £64.TFFCC2
== EF
lea rcx,gword ptr ss:[rbp-20j OO0 EECAL SSE000 REP 000000DEDT9)

R12 0000:000000000000
R13 0000000000000000
R14 0000:000000000000
R15 0000000000000000

mov r8d,dword ptr
rdx,qword ptr

bhanlée the .text section back to RX
Once the shellcode is loaded, the execution is identical to what can be seen in the QUARTERRIG report of CERT.PL, but with a different C2.
In this case, the actors use the URL hxxps:]]//pizzais.com/order.php.

Timeline

E&1 appvisvsubsystemséd.7FFCC2DCA400 g‘,m,““‘”mm, = ) RSE 000 TOFETS0

mov rm.ﬁ"“‘"" Dy SE:[r”"'i‘-'] 00007FFCA1A30000 ~.reloc R 0000000000000

mov gword ptr ss:frbp-109,rax —— ahd DI 0000000000000000

mov dword ptr ss:firbp-2cf,4748 PAGE_EXECUTE_READ

Tea rav.mwnrd ntre ds: [7FFCC2DEGOSA] 0000

mov ¢Parameters [ bP_3od, " ax [rbp-381:"fMTXE049EZIZaTTHUVUTNNS3EY L Lmmemene : .

g A i:r]" Bl0 00007FFCC2DCO0000 appvisvsubsystems64. 00007 FFCC2DCO
TR Bll  D0007FFCC20DA4CBS appvisvsubsystems64. 00007FFCC20D4

As mentioned before, Lab52 has observed the evolution in techniques since April. Specifically, here we provide an additional hash of a
different file published on VirusTotal that uses this injection technique, found during the writing of this post.

Hash Description Date

C71EC48A59631BFA3F33383C1F25719E95E5A80936D913AB3BFE2FEB172C1C5E  Notes.iso injecting the shellcode in 28/04/2023
the .txt section of the DLL

Therefore, at the least in a previous registered case, the .iso file still bears the name “Note.iso,” which could indicate that the new technique

was already in use in some samples of the previous campaign. However, the most recent observations show a change in their name to
“Information”.

Short timeline — Changes in the injection technique

>

Conclusions

Just as QUARTERRIG was the evolution of HALFRIG, in this new campaign APT29 has modified the logic of its dll loader
“Applvsubsystem64.dIl” to make it more sophisticated.

The fact of using legitimate random DLLs for injection instead of the process memory itself, adds another layer of complexity to the way the
shellcode is loaded.

A list of system candidates to be injected is provided in this post. However, it must be considered carefully because these are extracted of a
specific system, following the previous steps. The analysts can follow the steps mentioned here in order to build their own script to get the list
of DLL candidates to be used by the authors this new campaing.

Indicators of Compromise (I0C)

File Hash
Information.iso B422BA73F389AE5EF9411CF4484C840C7C82F2731C6324DB0B24B6F87CE8477D
Information .exe 6C55195F025FB895FODOEC3EDBF58BC0AA46C43EEB246CFB8SEEF1AE051171B3

AppvisvSubsystems64.dll  E7C49758BAE63C83D251CACBFADA7C09AF0C3038E8FF755C4C04F916385805D8

dbg.info 5F6219ADE8BE0577545B9F13AFD28F6D6EQ91326F3C427D671D1C1765164B0D57

C2

hxxps:])//pizzais.com/order.php
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Filesystem

Description

C:\Users\user\AppData\Local\MSOfficeUpdate\ AppvisvSubsystems64.dll, Information .exe, dbg.info

Persistence

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run  C:\Users\user\AppData\Local\MSOfficeUpdate\lnformation

Candidate system DLLs for injection

Value

.exe

The following DLLs will pass the checks for this sample (size and other requirements). This list may vary on the target system depending on

the version and the system software installed. Please check.

aadtb.dll ActiveSyncProvider.dll adtschema.dll

APMon.dll appraiser.dll AppXDeploymentExtensions.desktop.dll
AppXDeploymentExtensions.onecore.dll  AppXDeploymentServer.dll AppxPackaging.dll

AudioEng.dll AudioSes.dll audiosrv.dll

AuthFWSnapin.dll

AuthFWSnapln.Resources.dll

AzureSettingSyncProvider.dll

bcastdvruserservice.dll BingMaps.dll cavo2gui.dll

cdp.dll cdprt.dil CertEnroll.dll
Chakra.dll cimwin32.dll ClipSvcC.dll
CloudExperienceHostCommon.dll cmiv2.dll comsvcs.dll
Constraintindex.Search.dll ContentDeliveryManager. Utilities.dll CoreShell.dll
CoreUlComponents.dll crypt32.dll d2d1.dll

d3d10.dll d3d10warp.dll d3d11.dll
D3D12Core.dll d3da.dll D3DCompiler_47.dll
dbgeng.dll dbghelp.dll dcomp.dll
DeviceFlows.DataModel.dll dfshim.dll diagperf.dll
diagtrack.dll directml.dll DMWmiBridgeProv.dll
dosvce.dll drvstore.dll dui70.dll
dwmcore.dll dwmscene.dll DWrite.dll
dxilconv.dll edgeangle.dll EdgeContent.dll
edgehtml.dll efscore.dll EmailApis.dll
enterprisecsps.dll esent.dll ExplorerFrame.dll

FaceProcessor.dll FaceRecognitionEngineAdapter.dll fhuxpresentation.dll
FluencyDS.dll FntCache.dll FrameServer.dll
GdiPlus.dll gpsve.dll HologramWorld.dll
Hydrogen.dll icu.dll ieframe.dll
inetcomm.dll InputHost.dll InputService.dll

InstallService.dll

IntelWifilhv08.dll

ISM.dII

jscript9.dll kerberos.dll KernelBase.dll
libcrypto.dll localspl.dll LocationFramework.dll
Ipasve.dll Isasrv.dll MapGeocoder.dll
MapRouter.dll MCRecvSrc.dll MdmDiagnostics.dll
MemoryAnalyzer.dll MessagingDataModel2.dll mfasfsrcsnk.dll




mfc140.dll

mfc140u.dll

mfc42.dll

mfc42u.dll

mfcore.dll

MFMediaEngine.dll

mfmkvsrcsnk.dll

mfmp4srcsnk.dll

mfmpeg2srcsnk.dll

mfnetcore.dll mfnetsrc.dll mfperfhelper.dll
mfplat.dll mfreadwrite.dll mfsrcsnk.dll

mfsvr.dll Microsoft.Bluetooth.Service.dll Microsoft.Graphics.Display.DisplayEnhancementServ
migcore.dl| MiracastReceiver.dll mispace.dll
mmcndmgr.dll mmgaclient.dll MSAJApi.dll

msctf.dll msdtctm.dll msftedit.dll

mshtml.dll msmpeg2vdec.dll MSPhotography.dll
mssrch.dll mstscax.dll MSTTSEngine_OneCore.dll
MSVidCtl.dll msvproc.dll msxmi3.dll

msxml6.dll MSxpsPCL6.dll MSxpsPS.dll
mxdwdrv.dll NetworkMobileSettings.dll NotificationController.dll
ole32.dll OpcServices.dll opengl32.dll

PCPKsp.dll perf_nt.dll pidgenx.dll

pla.dll PresentationNative_v0300.dll PrintConfig.dll
PrintConfig.dll PrintConfig.dll PrintConfig.dll

gmagr.dll quartz.dll rasapi32.dll

rasmans.dll rdpbase.dll rdpcore.dll

rdpcorets.dll rdpnano.dll rdpserverbase.dll
rdpsharercom.dll reseteng.dll ResetEngine.dll
RP2DSN32.dlI rpcss.dll rtmcodecs.dll

rtmpal.dll rtmpltfm.dll sapi.dll

sapi_onecore.dll sbe.dll sdengin2.dll
SettingsHandlers_nt.dll setupapi.dll SpeechPal.dll
sppobjs.dll spsreng.dll spsreng_onecore.dll
spwizimg.dll SRH.dII StartTileData.dll
storagewmi.dll sysmain.dll SystemSettings.Handlers.dll
SystemSettingsThresholdAdminFlowUl.dll TaskFlowDataEngine.dll termsrv.dll
TextlnputMethodFormatter.dll TokenBroker.dll TpmCoreProvisioning.dll
tquery.dll tsf3gip.dll twinapi.appcore.dll
twinui.dll twinui.pcshell.dll uDWM.dII
UlAutomationCore.dll UIRibbon.dll UIRibbonRes.dll
Unistore.dll UpdateAgent.dll urimon.dll

usbmon.dll UserDataService.dll usermgr.dll
VBoxDispD3D.dll VBoxDispD3D.dlI VBoxGL.dll

VBoxGL.dll VBoxGL-x86.dll VBoxMRXNP.dII
VBoxNine.dll VBoxNine.dll VBoxSVGA.dII
VBoxSVGA.dII VBoxSVGA-x86.dll vo28gui.dll
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vssapi.dll wbemcore.dll webplatstorageserver.dll
WebRuntimeManager.dll webservices.dll wevtsve.dll
win32spl.dll WindowManagement.dll Windows.Al.MachineLearning.dll

Windows.ApplicationModel.Store.dll

Windows.CloudStore.dll

WindowsCodecs.dll

WindowsCodecsRaw.dll

Windows.Data.Pdf.dll

Windows.Devices.Bluetooth.dll

Windows.Devices.Perception.dll

Windows.Devices.PointOfService.dll

Windows.Globalization.dll

Windows.Graphics.Printing.3D.dll

Windows.Graphics.Printing.Workflow.dll

Windows.Internal.Signals.dll

WindowslInternal.Xaml.Controls.Tabs.dll

Windows.Media.dll

Windows.Media.Editing.dll

Windows.Media.Protection.PlayReady.dll

Windows.Media.Speech.dll

Windows.Media.Streaming.dll

Windows.Mirage.dll

Windows.Networking.BackgroundTransfer.dll

Windows.Security.Authentication.Web.Core.dll

Windows.StateRepository.dll

windows.storage.dll

windowsudk.shellcommon.dll

Windows.UI.Cred.dll

Windows.Ul.Immersive.dll

Windows.Ul.Input.Inking.Analysis.dll

Windows.Ul.Input.Inking.dll

Windows.Ul.Logon.dll

Windows.Ul.Shell.Internal.AdaptiveCards.dll

Windows.Ul.Xaml.Controls.dll

Windows.Ul.Xaml.dll

Windows.Ul.Xaml.Maps.dll

Windows.Ul.Xaml.Phone.dll Windows.Web.Http.dll winhttp.dll
wininet.dll winmde.dll winmsipc.dll
winsetup.dll wlansvc.dll wlidsve.dll
WMNetMgr.dll wmp.dll workfolderssvc.dll
WpcDesktopMonSvc.dll Wpc.dll wpncore.dll
WsmSvc.dll wsp_fs.dll wsp_health.dll
wuaueng.dll wwansvc.dll XblAuthManager.dll
XblGameSave.dll XboxNetApiSvc.dll XpsPrint.dll

xpsservices.dll
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