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Executive Summary
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Introduction
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Sample Information

(Filename) powergmgmt.dat

(MD5) 60308FA05380F 183BF76F2ACFBESE 145

(SHA-1) 57B248D18B9EE4106A5922A25EBO3F7A9B637D42

(SHA-256)
F28D5CCDC79B0OFCCO02BE021435252F466A0C41786D9840E43A44EBDF821D3E95

Execution flow
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12l 3. AlphaSeed T Z M| A

Stage 1. Malicious DLL

1. Create directory & copy itself
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2. Execution method check

A T2 M ATEXE QK| M3 St EXE ot & A<, 2] C|2ll E2|0]| schtaskw.
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o EXE & 42, %USERPROFILE%\.edge\schtaskw.exe
o EXEZ} Ot A=, regsvr32.exe /s “%USERPROFILE%\.edge\powermgmt.dat”

3. Autorun with Registry
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Registry Path: HKCU\Software\Microsoft\Windows\CurrentVersion\Run

Key: MS_SecSvc

Value: regsvr32.exe /s “%USERPROFILE%\.edge\powermgmt.dat™ /t REG_SZ /v
“MS_SecSvc’ /f
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o BAT file: %USERPROFILE%\.edge\tmp[time_calulate].bat
o BAT file 2: %USERPROFILE%\.edge\tmp[time_calulate].bat
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5. Reload DLL
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Command Line : regsvr32.exe /s %USERPROFILE%\.edge\powermgmt.dat

Stage 2. powermgmt.dat

1. Struct Initialization
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2. File Encryption & Data Decryption
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Keylogging filepath: %USERPROFILE%\.edge\cache_w.db
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o Screenshot filepath: %USERPROFILE%\.memdmp\{Timestatmp} 0
o RTIXIE:

Z12l 8. ScreenShot 4| 0| E{

4. C&C communication initializing using Naver Mail
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5. Exfiltrate collected data to Naver Mail
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Suspected attacker’s account
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Attribution
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Conclusion
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o 5aalcc14a82db34269de7778536c893ae177345172f70478b4093fa0451744c8
» eb55211ca3b233555397cecf32ac0a86ec85983a1fd1f50bb04d727dddf6éb1ec

ATT&CK Matrix

Persistence

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder (T1547.001)

Defense Evasion

System Binary Proxy Execution: Regsvr32 (T1218.010)

Collection

 Input Capture: Keylogging (T1056.001)
o Screen Capture (T1113)
o Archive Collected Data (T1560)

Exfiltration

Exfiltration Over Web Service (T1567)
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