MuddyWater Back with DarkBit

¥
By Sudeep April 21, 2023

Recently, we came across a tweet about DarkBit ransomware. An Iranian APT group,
named MuddyWater, is reportedly behind the DarkBit ransomware. In this blog we will
explore the ransomware’s initial access method, the use of Cobalt Strike and the final
ransomware payload.

Initial Access Method

The initial lure was delivered as an I1SO file.

00008000 01 43 44 30 30 31 01 OO 4C 4% 4E 55 58 20 20 20 .CDOOLl..LTINOX
Q0008010 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00008020 20 20 20 20 20 20 20 20 48 32 2D 50 &F &C 69 &3 HR-FPolic
00008030 79 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 v

00008040 20 20 20 20 20 20 20 20 00 00 00 00 Q0 OO0 00 OO coewwwss
00008050 €6 03 00 OO0 00 OO 02 ©

ec 00 OO0 00 OO0 Q00 OO 00 OO f...... Eoadadias

Figure 1 — ISOFile
The payload included a shortcut file (with a .doc extension) and a zip file.
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https://labs.k7computing.com/index.php/muddywater-back-with-darkbit/
https://twitter.com/h2jazi/status/1638923200527474691

\[a| HR-Update.doc 3/21/2023 843 PM  Shortcut 2KB
| 4} HR-Update.zip 3/21/2023 T:37 PM Compressed (zipp... 1,376 KB

Figure 2 — Contents Inside ISO File
The shortcut was using PrintBrm.exe to unpack the HR-Update.zip and run it as shown
below. PrintBrm.exe is a windows inbuilt command line tool.

Compatibility I Security I Dietails | Previous Versions
General | Shortcut | Options | Fortt | Layout | Colors
@ HR-Update doc
Target type: Application
Target location: system32
Target: ils\Prirt Brm|exce + £ 2TEMP%\HR-Update zip d *
Start in:
e Figure 3 — Shortcut File
Run: [ Minimized o ]
Comment:

Open Fle Location ][[‘.hange lcan... H Advanced... ]

| ok || cancel Apply

cmd.exe /c xcopy .\HR-Update.zip %TEMP% /h /y && PrintBrm.exe -r -f %TEMP%\HR-
Update.zip -d %TEMP%\unzip & %TEMP%\unzip\HR-Update.exe

= i cmd exe 2560 K 2676 K 4840 Windows Command Processor Microsoft Corporation
conhost exe | ; nsole Window Host icro rporation
h 10,664 K 13704 K 4584 Console Window H Microsoft Co
-Update exe ¢ :
HR-Upd 16.504 K 6172K 2123
B MpCmdRun exe 2084 K 6o48 K 3844

Figure 4 — HR-Update.exe Running

HR-Update.exe was a Cobalt Strike beacon. Cobalt Strike, a penetration testing tool, can
also be used by attackers for gaining a foothold in the system. The final ransomware
payload is downloaded with the help of Cobalt Strike.
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj134237(v=ws.11)

At the time of writing the blog, we were unable to get the exact DarkBit ransomware
payload. So we are using another available sample that belonged to the same campaign.

Analysis of Ransomware

This DarkBit ransomware sample is written in GoLang. It contains command line
arguments.

Bl Ch\Windows\system32\cmd.exe

“Dezktop>DarkBit.exe —h
Usage of DarkBit.exe:

run on all without timeout counter
—domain string
domain
—force
force hlacklisted computers
—list string .
list Figure 5 — Ransomware Features
—nomutex
force not checking mutex
—noransom
Just spread-Mo Encryption
—password string
password
—path string
path
—t int
threads <default —12>
—uszername string
username

It also contains an inbuilt configuration file as shown in Figure 6.
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og*: 1,.
"lock™:

: 1,.
epl™: 1,.
"msc®:

; [P "kxcensions”: {
"msilog®™: 1,. b §
"laf*: 1,.

R "theme™: 1,
"msi®: 1,. "ays"”

-pr-: - L L
"adv™: 1,.
1,. "scr”: 1,.

"key*: 1,. "ico":

*"dil*: 1,. *ht
"deskthemepack”:
"nomedia®: 1,.

"msu": 1,. "rtp®: 1,.
"msp*: 1,. "idx*: 1,

t 1,.
*bin":

Tani%: 1, . "386"
"diagcfg™: 1,.
i,. "mod": 1,.

®ics™: 1,. "com"™:

1,.
1% 1,

"hlp*: 1,. "sp
"nls*": 1..

maab": 1,. "diagpkg": 1,

B T

prif®: 1,.

wiel”: 1,. "ocx"™

rom™: 1,. o

*"themepack®™: 1,
"msstyles™: 1,.

*icns": 1,. "mpa®: 1,.
"dev™: 1,. "cux”: 1,

exe": 1,.

"diagcab®™: 1,. -
"omd™: 1,.

Figure 6 — InBuilt Config
Further analysis revealed that they had obfuscated some dIl names like advapi32.dll and
functions like SystemFunction036.

| [ =

loc_FADDFE:

mov cs:byte_14F7677, dl

mov rdx, "23ipavda’

mov [rsp+158h+var_181], rdx
mov rdx; "1lld.23i°

moV [rsp+158h+var_18145], rdx
lea rax, [rsp+lS8h+var_101]
mov ebx, @Dh

mov rcx, rbx

call sub_FAD9AB

test rax, rax

jz loc_FAE2BE

=

rdx, ‘uFmetsys’
[rsp+158h+var_79], rdx
rdx, ‘cnuFmets’
[rsp+158h+var_79+2], rdx
rdx, ‘638noit’

FPacse i 4 B8k scoma= ST s

*limicMB*™: 25,.
"parts*: 1,. "eachP
arc™: -1. Yoo {.
"limitMB": 1000,.
"Darce”™: 2,. -
eachParct™: 12000. You
{. "1imiftMB": 400
0,-. "partcs®™: 3,.
"eachPart™: 10000.

) P {. "limit
MB"™: 7000,. "parta”™:
2, "eachPart™: 20000

e {.
"limitMB™: 11000,.
"parts®: 3,. "eachPar
t": 30000. }ss {.
"limicMB": 51000,.
"parts®: S,.

"eachPart™: 30000. boo
{. "limitMB": 1
000000, . "parts™: 3,.
"eachPart™: 1000000.
boo {.

; "limitMB": 5000000, .

Figure 7- Obfuscation

Its dyné‘r%'ically resolving API at this address. Malware authors tend to dynamically resolve

API to avoid

static detections.
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Figure 8 —

il s 5 il s 5

call sub_454CAB

mow [rex+2], rsi loc_457AAF:

mov rsp, [rsi+38h] sub rsp, 48h

sub rsp, 48h and rsp, BFFFFFFFFFFFFFFF@h
and rsp, BFFFFFFFFFFFFFFF@h]) |mov [rsp+idh+var_le], @
mow [rsptarg_28], rdi mow [rsp+d@h+var_ 18], rdx
mow rdi, [rdi+&] mow rdi, rbx

sub rdi, rdx mow rcx, rbx

mow [rsptarg_28], rdi call rax

mow rdi, rbx mov rsi, [rsp+dBh+var_18]
mow rcx, rbx mow rsp, rsi

call rax mov [rspt+arg_18], eax
mov rcx, gs:28h retn

mow rdi, [rsptarg_23] sub_457A28 endp

mow rsi, [rdi+&]

sub rsi, [rsptarg_28]

mow [rexte], rdi

mow rsp, rsi

mov [rsp+arg_1@], eax

retn

Dynamically Resolving API
CreateMutexW API is being used to check if an instance of the malware is already
running. As can be seen in Figure 5 previously, they are also using multithreading.

As the customary prelude to file encryption, they are using vssadmin.exe to delete all the
shadow copies.

.E_J," Ewvent Properties
p

(=] & |

Shadow all

Event |Process |5tack

Date: 4f5/2023 3:43:06 AM

Thread: 2603

Clazs: Process

Operation: Process Create

Result: SUCCESS

Path: C:\Windows\system 32\wssadmin. exe

Duration: 0,0000000

PID: 2436 -
Command line:

Figure 9 — Delete

Here they are using SystemFunction036 (documented in MSDN as RtlGenRandom) to
generate a random key as shown in Figure 10.
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https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-rtlgenrandom

 EE RN R RN EEREENERE RN RN RN NN NI

LPLPLPUMUUURU L LD P D

000000001157 ATS 48:2907
00000000115 C 48:897C24 28
000000001157A81 48: 890F
000000001157 AB4 48: 83909

FFDO

6548: BB0OCZ25 ZEB000000

A 481 8B7C24 30

000000001157 AST 481 8B77 08
000000001157 A9E 48:2B7424 28
000000001157 AN 48: 8982 00000000

000000001157 AAT 48:89F4
000000001157 AAA 594424 18
000000001157 AA c3
000000001157 AA 48:83EC 40
000000001157 ABS 48:83E4 FO
000000001157 ABT 48:C74424 30 0000000
000000001157 ACO 48:895424 28
000000001157 ACS 48: 890F
000000001157 ACS 48:8309
000000001157ACE FFDO
000000001157 ACD 4B8:EB7424 2B
000000001157 ADZ 48:B9F4
000000001157 ADS

894424 18

Figure 10 — SystemFunction036
SystemFunction036 is accessed multiple times in the code with varying buffer sizes

passed to it.

WPV DU UYL U Ll U3. L urTay
sub rdi,rdx

mov gword ptr ss:Qrsp+zs),rdi
mov rdi,rbx

mov rcx,rbx

call rax

mov rcx,qword ptr [l [22]
mov rdi,gword ptr ss:|[frsp+30{
mov rsi,gword ptr ds:[rdi+g]
sub rsi,gword ptr ss:firsp+2:j
mov gword ptr ds:[rcx],rdi
mov rsp,rsi

mov dword ptr ss:[Ersp+1s],eax
ret

sub rsp,40

and rsp,FFFFFFFFFEFFFFFFO

mov gword ptr ss:fBrsp+30§,0
mov gword ptr ss:fQrsp+28],rdx
mov rdi,rbx

mov rox,rbx

call rax

mov rsi,gword ptr ss:[rsp+2sj
mov rsp,rsi

mov dword ptr ss:[@rsp+is],eax

e 5
cmp

rcx, 8eh
maw esi, 88h
cmovl rsi, rcx
lea rdi, [rax+4eh]
cmp rbx, rdi
jz short loc 27B286

I

ol e =

[rsptarg_38], rsi
rax, rdi
rcx, rsi
sub_C9CAB®
rax, [rsptarg_5Se]
rdx, [rsptarg_6e]
rsi, [rsptarg_3@]

£ ——

Then SystemFunction036
Here we can see that the buffer size of 80 is made available for SystemFunction036.

|

[ Hide FPU J
-

<darkbit.&SystemFunctiond3as [:
<darkbit.&systemFunctionoze> |~
& s
vactx ™

] rn k

[Default (x64 fastcall) ~|'s 2] [ Unlocked

Figure 11 — Call To Dynamically Resolve APl and
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Mo
Mo
Mo
Mo
Mo
call
Mo
M
M
Mo
Mo
Mo
call
M
Mo
M
M
xor
Mo
call
Mo
M
Mo
M

rsl, [Fax+ssn] e
rax, [rsp+3@h+arg_20]

rbx, [rsp+Seh+arg_23]

rcx, [rsptSeéh+arg 38

rdi, [rsp+Seh+arg_338]

rsi

rdx, [rsp+S8h+arg 18]

rsi, [rdx+38h]

rax, [rsp+38h+arg_20]

rbx, [rsp+38h+var_18]

ecx, 4

rdi, rcx . .
rsi Figure 12 — Encrypting Key
rdx, [rsp+Seh+arg_138]

rsi, [rdx+38h]

rax, [rsp+S8h+arg_20]

rbx, [rsp+58h+var_18]

eCK, BCX

rdi, [rsp+Seh+var_28]

rsi

[rsp+5@htvar 18], rax

[rsp+5@h+var_28], rbx

[rsp+5@h+var_28], rcx

rdx,

[rsp+58h+arg_18]

Later-on, the key used for encrypting the files is itself encrypted and attached to the
encrypted files.

[rbp+2], rax
rdx, 428A2F93D72BAE22h

loc_BDABZE:

mowv rbp,
moy rax,
bswap rax
mov

mov

add ris,
mov rax,
add ris,
mov rcx,
ror rax,
mow rdx,
ror rcx,
wor rax,
ma rcx,
ror rdx,
and rcx,
Xor rdx,
mov rax,
not rax
add rls,
and rax,
Wor rax,

rsp
[rsi]

rax
rl2
rdx
rlz2
BEh
rlz2
12h
rox
rl2
29h
rl3
rax
rlz2

rdx
rl4
rox

Figure 13 — EncryptionAlgorithm

From Figure 13, we can see that It's encrypting. It is likely using AES to encrypt the files,
as strings related to the same functions can be found elsewhere in this same sample.

FindFirstFileW, FindNextFileW are used to iterate through the file system, to find the
appropriate file and then encrypt it.

At that point it was observed that its writing file in chunks and not as a whole. For doing the
same it's using SetFilePointerEx API to move the file pointer to a specific address.
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000000007705
000000007705
000000007705

000000007705

T R ISR LY

30

4B:BIEC 28 rsp, 28

EE DB000000 Eall <IMP.asetFilePointerex>

48:83Ca 28 add rsp,28

[=] et

30

30

30

30

30

30

= :;zs 1EZ70900 aword ptr ds: [<asetFilerointerExs]

nop

30 nop

0 nop

20 op

30 nop

20 nop

~ EB 06 <IMP. &F11eTimeTosystenTimes

20

0

30

30

=

SetFilePointerEx

IWP. &SetFilerointerEx

FileTimeToSystemTime

JOO0Z2BEIFBFE

1000007705AF00 kernel3z.d11:

SAFOD #A700 <SetFilePointerixs

RAX 000000007 TOSAFOD "!{i [N |-
REX  00000OCO000376CO & I (B
RCX 0O o |E
ROX  0000000000002520
REP  000000C000059758 &0\ x05"
BSP 000000002EESFEFE
RSI  00000D00ZBESFS00
RDI 000000002 EESF 920
RE  000000CO0005IEDE
RS 0000000000000001
R10  0000000000000000
R11 0000000000000001
R1Z  000000CO0005 9580 & E\x05"
R13  0000000000000000
R1$  000000CO000Z0E6D
R1S  FEFFFFFEFFREFFEF
<
- || Defauit (x64 fastealy

v 1: rex -
2t rdx 2920
3: rE 0000D0CO00059IEDS
45 r9 0000000
5: [rsp+28] 0000000000000000

Figure 14 — SetFilePointerEx
It's then using the WriteFile API.

F5I5E20 UD

E648; 0FGECL
6648: 0FGECA
6649: 0FGEDD
6649: OFEEDS

FFDOD

48:81C4 50010000
59

48:8541 18

66:0FDE41 20
6548:BB3C25 30000000
[:1:]

MUV UK, WU U LT
mov r8,qword ptr d
mov r9,qword ptr ds:
movg XmmD,rcx

movg xmmil,rdx

movg xmm2,r8

movq Xmm3,rs

rax
add rsp,1s50
pop rcx
mov qword ptr ds:[rex+18],rax
movg qword ptr ds: [rcx+20] ,xmm0
mov rdi,qword ptr Il [20]
eax,dword ptr ds: [rdi+65]
qword ptr ds:[rcx+28],rax

rsp,30
rcx,FFFEFFFFFEFFFEFS

qword ptr ss:frspj,rex

rax,qword ptr ds:[<&IMP.&GetStdHand
E&m rax

FCX, rax

mov qword ptr ss:@rspf,rex

lea rdx,qword ptr ds:[SE&F00]

mov gqword ptr ssiBrsp+sf,rdx
el it oo it

il s

rdi+68: "Bei"

00000000003C1F18: "

0000000000S5EGF00: "runtime: signal

Figure 15 — WriteFile
All these functions are called one after another, till all the files are encrypted.

BAX  0000000077073540 <kernel3z.writeFile> -
DRRX 0000000000591E40 <abc.&writerile= D

RCX 00000000000000FC ot

BDX 000000C00009C 800

REF 000000C 000050470 &"HOYx058"

B3P 00000000008EFB20

RST 00000000008BEFBZ0

RDI 00000000008EFE50

(= 00000000000007ED L '

&2 000000C00005DE04S

E10 0000000000000000

B1l 0000000000000010

R12 000000C 000050698

R13 0000000000000000

R14 000000C 000020520

R15 FFFFFFFFFFFFFFFF

ETE ONNNNNNNNNN. ST, | ahr ANNDNOINNINNNC a7 i

m 3
- |[Defaut (x54 fastcal) ~| 5 1217 Urlodked

rcx 00000000000000FC -
rdx 000000C00009C 800
r& 00000000000007EQ
r9 000000C00005D604

After encrypting the file, the key is stored at the end of the file.
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Figure 16 — Ransomware key
The encrypted files are given ‘.darkbit’ extension and also
respective folders.

Figure 17 — Ransomware Note
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DarkBit @ DarkBitTW - Mar g
50 happy that you finally found us.

Mow, how can we sell the data? i
low, how can we sell the data Figure 18 — Tweet on

Aaie

Q e A i 4

(=]

LEN)
[

DarkBit

MuddyWaters uses different types of attacks for initial access like phishing email
campaigns, using tools like MimiKatz to break into the system, etc. In this case,
MuddyWaters made use of Cobalt Strike to get initial access into the system. From the
ransomware note, we figured out that it was a politically motivated attack.

We at K7 Labs provide detection for DarkBit ransomware and all the latest threats. Users
are advised to use a reliable security product such as “K7 Total Security” and keep it up-to-
date to safeguard their devices.

Indicators of Compromise (IOCs)

File Name Hash Detection Name

DarkBit.exe = 9880FAEG6551D1E9EE921F39751A6F3C0O Trojan (0058e3dd1)

hr-update.iso 1219A8880DEBDD10D081195E27A2A016 Trojan (0001140e1)
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