‘RustBucket’ malware targets macOS

Jamf Blog

April 21, 2023 by Jamf Threat Labs

BlueNoroff APT group targets macOS with ‘RustBucket’ Malware

Jamf Threat Labs

Learn about the macOS malware variant discovered by Jamf Threat Labs named
'RustBucket'. What it does, how it works to compromise macOS devices, where it comes
from and what administrators can do to protect their Apple fleet.

By Ferdous Saljooki and Jaron Bradley

Jamf Threat Labs has discovered a macOS malware family that communicates with
command and control (C2) servers to download and execute various payloads. We track and
protect against this malware family under the name ‘RustBucket’ and suspect it to be
attributed to a North Korean, state-sponsored threat actor. The APT group called BlueNoroff
is thought to act as a sub-group to the well-known Lazarus Group and is believed to be
behind this attack. This attribution is due to the similarities noted in a Kaspersky blog entry
documenting an attack on the Windows side. These similarities include malicious tooling on
macOS that closely aligns with the workflow and social engineering patterns of those
employed in the campaign.
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Stage-One

The stage-one malware (0be69bb9836b2a266bfd9a8b93bb412b6edce1be) was discovered
while performing normal hunting routines for compiled AppleScript applications that
contained various suspicious commands. Among our results, we identified a suspicious
AppleScript file titled main.scpt contained within an unsigned application named Internal PDF
Viewer.app. It should be noted that we have no reason to believe this application is allowed
to execute without the user manually overriding Gatekeeper.

Internal PDF Viewer

Application

Version 1.0

com.apple.ScriptEditor.id.asc

Intel —64-bit

Copyright

277 KB

Last modified Mar 16, 2023 at 10:28:46 PM

App Sandbox & Not enabled
= Not enabled

= None detected

= Can't evaluate
Signed By X No signature

Open With Apparency

The directory structure for the stage-one dropper is shown below. As with all compiled
AppleScript applications, the primary app code is within the main.scpt file, located within
the /Contents/Resources/Scripts/ directory.

Although the AppleScript was compiled, we were able to extract its contents by loading it into
the macOS Script Editor application. When launched, the dropper executes the code seen
below:

The stage-one simply executes various do shell script commands to download the stage-
two from the C2 using curl. The malware writes and extracts the contents of the zip file to
the /Users/shared/ directory and executes the stage-two application also named Internal
PDF Viewer.app. By breaking up the malware into several components or stages, the
malware author makes analysis more difficult, especially if the C2 goes offline. This is a
clever but common technique used by malware authors to thwart analysis.

At the time of our analysis, both the stage-one and stage-two components of this malware
were undetected on VirusTotal.
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Stage-Two

Although the stage-two (ca59874172660e6180af2815c3a42c85169aa0b2) application name
and icons look very similar to stage-one, the directory structures are different and there is no
use of AppleScript in the latter. The application version, size and bundle identifier —
com.apple.pdfviewer — are also notably different, masquerading as a legitimate Apple
bundle identifier. This application is signed with an ad-hoc signature as well.

Internal PDF Viewer

Application
Version 3.0

com.apple.pdfViewer

Copyright
B42 KB
Last modified Mar 2, 2023 at 12:36:53 AM

= Not enabled
= Not enabled
= None detected
= Can't evaluate

X Ad-hoc signature

Open With Apparency

The application layout is that of a much more traditional app and is written in Objective-C.

When the Internal PDF Viewer application is launched, the user is presented with a PDF
viewing application where they can select and open PDF documents. The application,
although basic, does actually operate as a functional PDF viewer. A task that isn’t overly
difficult using Apple’s well-built PDFKit Framework.
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Internal POF Viewer

Internal PDF Wiewar
[wversion 3.0)

Browsa.,

Upon execution, the application does not perform any malicious actions yet. In order for the
malware to take the next step and communicate with the attacker, the correct PDF must be
loaded. We were able to track down a malicious PDF
(7e69cb4f9c37fad13de85e91b5a05a816d14f490) we believe to be tied to this campaign, as
it meets all the criteria in order to trigger malicious behaviors.

For example, when the malicious PDF is double-clicked from within Finder the user will see
the following:

Em Safeguard Viewer

@ rem— @ Please use the dedicated app for
; E"|1 Brndl '."'.'_:-\f:ll".'l\'i:l.".\'.

Version 3.0

This minimal message informs the user that they must open the PDF using the necessary
application in order to see the full details.
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When opened within the malicious PDF viewer, the user will see a document (9 pages in
total) that shows a venture capital firm that is interested in investing in different tech startups.
From what we can tell, the PDF was created by taking the website of a small but legitimate
venture capital firm and putting it into PDF format.

What We do?

Wemanage funds that invest in the world's most promising companies with
disruptive ideas and greal retum polential, We invest in eardy and growth stage
starlup companies in varows seclors. Qur portfolio companies represent key
players of the starup indusiry, lop incubator gradustes and promising teams,

Sectors Expertise Geography
Pttty o, Pk, Logl, Tethaslagy. UEA, Tl
wwwww Fngnng Baman Moragemant o e byt
S, Digited sl Dl Biwctuniong, Pl P,
[ Bechecdogicol Deeslopampns, Projec

It should be noted here that earlier, the stage-one dropper reached out to
cloud[.]dnx[.]Jcapital, thus keeping on theme with the disguise of a venture capital firm.

This PDF viewer technique used by the attacker is a clever one. At this point, in order to
perform analysis, not only do we need the stage-two malware but we also require the correct
PDF file that operates as a key in order to execute the malicious code within the application.

So, how is the malware displaying a different PDF than the one
loaded by the user?

To answer this, we take a closer look into some of the functions within the app. Most notably,
we see one titled viewPDFas part of the PEPWindow class. This function seeks to a specific
offset within the loaded PDF to check for a specific blob of data. If the expected data is
present, a function called encrypt_data is invoked, which, ironically runs code to decrypt
the blob and produce a new PDF. It does this using a hardcoded 100-byte XOR key which
can be found in the __consTdata of the executable.
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e e M Internal PDF Viewer

[ 4 Q

v Executable (X86_64) pFile Data LO Data HI Value
Mach64 Header
POOATE20 00 00 00 00 00 00 08 40 00 00 00 00 00 00 EQ 3F .......  P— ?
Load Commands P0POTE3R 00 0O 00 0P 0O 40 BF 40 00 00 00 00 00 0O @0 00
Section64 (__TEXT,__text) i 3 00; 100 o 0 00.00.00.00.007 =i Q=@
PDOOTE4D 00 00 00 00 00 CO 92 40 00 00 00 00 00 00 90 40 ....... o @

Section64 (__TEXT,__stubs)

@OGOTES® |29 6C E1 9D D6 39 13 C@ B5 94 SE D1 44 18 @C 99| )l...9....".D...

Section64 (__TEXT,__stub_helper)
POGO7EGD |68 4C B4 47 @B A0 D@ D6 75 D8 F3 DC B6 5C A6 8A| hL.GuuwsalsaaaMas

>
>
?
b
> Section64 (__TEXT,__objc_methname)
>
>
>

|
et ] LTS LR OLLE T i
Section64 (__TEXT,__objc_methtype) SRR S5 s UL
POOO7E9® | 8D AA 17 98 8D CC @C DE D4 4D 4D 5F 4B E9 BE 20| .vvvuuuss MM_K.n

Saptlan{_SENT, cating) @00O7EA® | 1F 3F 7D 15 FC @9 AB 33 8E 1A A3 3F 95 AE D9 B3 7} 3 ;
Section64 (__TEXT,__gcc_except_tab) e

Section64 (__TEXT, _const) POBOTEBO |FB 76 BD MI 00 00 G0 00 00 00 02 00 F@ 92 40 .W.J...iiiuaans @

Section64 (__TEXT,__unwind_info)
> Section64 (__DATA,__nl_symbol_ptr)

» Section64 (__DATA,__got)

This newly decrypted PDF is then displayed to the user in the application, providing the
illusion that this app was truly necessary in order to view the full details of the PDF.

Since the embedded PDF file is loaded directly into the viewer, it is never written to the disk.
Using a disassembler — such as Hopper — we can extract it by placing a breakpoint on the
return in the encrypt_data function.

@ @ ® Intoral PDF Viewer < [ I N ) B 8 @ =Z « 000 @ 000
O -

L LERI Il inm ,

o BBl = L j 74,6708 49

O B © 1008R1EI8: CPU moda: | ARM e
+ Tug Socpw lar ¥8, ¥22, #Ox2 ; CODE XREF=_encrypt_data+160 T T

wsulh x8, xB, x13

e Mame 1sr 8, x8, FBx2

1 «[View{ontroller viedidle sadd ue, 4, xdd, W28 L9

3 Ielmcoitrolies stthagras Ldrb wa, [x28, x22] N

P Ldrb wh, [xB, x22) .

3 -lApphelegate openlocement eor wih, wh, wi

4 __ 20-[Appdelegate openDol moy x@, =% /

5 __copy_helper_bletk_ed_X; bl _objc_msgSendsmutableBytes ; _objfc_msgSendsmutableBytes -

& __destroy_helper_Block_el strb w26, [a0, x22] A1

T  =lApphelogate applicarion] wdd %22, x22, #4xl |

0 ~[Apphelegate applicationk %21 3 .

9 -lippbelegste applicationt :‘:. o fH_

1 _legmessage : . = | _l

4] Hiaie Colid _“' Set  Clear
1= [PEPWEnScw wiowPDlF ] A\ & Wi
15 _dewmtadfracute L 4 Gioup Taw
16 __copy_helper_block_ed_Xi '~{ ,.' Resen Laysut
17 dest Lock_ei I g ;
18 llnl’i::rJ'ﬂHFJ " loc_1odB8185c: | Graphic Views
19 :wuu,m inirialite:] | mov x@, xi9 : CODE XREF=_encrypt_data+68| Format
2 dewmdndfxecute_block_is ldp x19, x38, [sp, Fdxdi] Angusast = [l
21 __copy_holper_blogk_ed X | ldp %20, x19, [sp, #0=38)
22 ___destroy_helper_block_sl ldp %22, %21, lsp, mox2e)
21 CFStringCreatedith{String | ldp x24, x23; lsp, #oxid]
24 CPASsertiatif beat fosDisslay | ndp %26, w15, [spl, #0xsd | o
25 MSApplicatiseMain | e 3
36 MiTempararyirectory ic path: =
27 _bleck_object_azsign Mg Types
28 _Block_sbject_dispase - Commant
107 _Usselred_Resume Happer s ready . )

29 dispatch_ssyhi thend. pes=mt o :
38 dispatch_get_global_gueue  Madule “Internal POF Wiewer™ loaded at dnledoddan (slide = Bl

1 ebje allec
553

Asaseas DIDO00ITEE, Sepment _TEXT, _sncrypl_dats « O, Section _ b, s olfsar Dx17o8 - AlMouss, of FRckped gesiurg 10 oo - Doube 16D 13 162U o @ Blotk

If analyzing the ARM executable (as opposed to the Intel executable), we can print the $x0
register which gives us all the bytes of the decrypted blob. Saving these bytes into a file will
also reveal the inner PDF file.
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Thread GI397: None
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Thiaad BOADE: Hong
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- [FEFHindow viowPDF[]
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28=[Applelegata cpan SuBant |
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2H4aEAT0 LOEBELT ATEIBele TrAME14T TERGAIF SITATITE £374Ld1 TIESEeT4 TR2O0EGc Be@dBald Coflid) daleald DALY Eliaddla eBclf4f BoEcledd TIRFedle GLTSE5A4
GEEIETEL ER)T4CES ScdITSES DHIRINAY Jedebdba TITATRES E168hi0s TERCEIME 4T4BAINE TBSeril ToETIRea ST4W40 DETra87E bO4550al sbbbedd] Tofbddde sasdafif cobeabdd
dafaloae FTMES] Colhbdi7 dlalbadl Seatlad? SPEIaBED SHIBLETA allsdsdl codfadmi DIREREH MAcETLRE IERIGR0S cleRcia SDLITELE DEGMMIHY BRdedlen 2iBeadts 1TITIEN
alefedle MAISTEAY dbdtcdTc ArBTEEAE flisabSd aBSLEATI J94cdR4 coafatdE BRRNTROM aBBOTALY BA1bd4ol ITHELA4D DATSLLEE J14TIEY G041 I9TIAIbc cdcbflcl MITEETE
Scdfboad BAbETe] ThiESeia TiSecdTE e14017hd salalldl SBcXlof TROFcSfe 134acELS DITEEEED 155aSiT bedcIITS Babldded S16icced claflifa TTSERMNY acedBiSh WLECVINE
A1 ERdeh BoPRBLAC BRMTE oMIIEIC ETTRRGGE BEathbab TeSRidal THSIES aBlallR ATHRaEE 1T cTRRGE HMMSET Bobbedid SaTE) ladeces TRIGRILe SLATEIGE GRARGALY
BFLakde Thdadad® TTIARrch (R META abi%ilra Slebebid pSRhfREE AddRe LY Rebdradl TTTALANA cATARATE Fdarfisal Red SBFT ETRAR ANARLATH hhlalad AeAdTYIE TRESA1AS

Stage-Two Communication

So far we've decoded the PDF file that is embedded within the original PDF file, but as we
stated earlier, this is the point where the malware will also phone home to the attacker. Much
like the inner PDF document, the attacker’s C2 is also XOR encoded within the original PDF.
This is why we see the encrypt_data function run a second time. The following bytes are
passed to it which can be found towards the bottom of the original PDF document.

This time when the encrypt_data function runs using the same hardcoded XOR key as
before, it returns the following:

EATATATE THMAZFIF GAGSHMGE TUNNDITH WSEETATS TOWSTIE GMEERGEF IFRAISF Peus |

hELps:/ fdeck, Mlveniures  iatedi SovDE
SUIIFTY SRRRSME GCIITTEE TROFRENS SIRANNTE (ORDRARL TRRETANY GAGNTTEL N‘l?ﬂc‘ll

BB/ Un L Irba V080 VR {1 M TehaqiGer

MMETYEE ALNTEMS TRAIYVSEE DREMIE D1 EduVATPeglY Fu gy D

After the embedded PDF has been displayed to the user and the URL has been de-
obfuscated, the malware then calls a function titled _downAndExecute and makes a POST
request to a C2 server to presumably retrieve and execute a stage-three payload.
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L ] Lulu Alert

=| Internal POF Viewer
iz trying to connect to https://deck.3lventures.info/iSOvDE_RB/rUHSALIrUu/VeQjozfRj L/ hz2dhwMGe, B4uVATPeqBEYe3gD/D \‘5%!‘.\'

PDF

8332
rane
Ssers/ jpresearch/Down loads /Internal POF Viewer.app

184,255,172, 56
443 (TEP)
1 wnbingwn

Procass B Block Allow

temporarily (pid: 21222)

In the _downAndExecute function shown below, we can see the various parameters being set
in order to initiate an HTTPrequest.

LU H
= o dtenkaiEaecute black invske;
= __block_descriptor_56_eB_¥2oddrdfr_edb_wi2?0"MSData"B MSURLResponse™ 18 NSError=241)

== aph {
amall, sdouble_value 9 3);
walzrdal:

¥
objc_sutoreleasetsalPop{var_3d)}

The malware also creates a new thread and sleeps before making the POST request again in
a loop until an HTTP 200 response is returned.

Unfortunately, at the time of our analysis, the server was not responding with the necessary
message.

Request | Response | Connection Timing

HTTP/1.1 484 Not Found

Date: Thu, 13 Apr 2823 15:1B:46 GMT

Server: Apache/2.4.53 (Win64) OpenSSL/1.1.1n PHP/8.1.6
X-Powered-By: PHP/B.1.6

Content-Length: @

Keep-Alive: timeout=5, max=55
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

No content [# Edit XReplace ) View: auto »

We have however managed to discover a new URL on the same domain that is hosting a
Mach-O executable that we believe to be the new location of the final payload.

If the stage-two dropper succeeds in downloading the stage-three payload, we can view the
next actions within the downAndExecute_block_invoke.
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= o
if (ré == 8x0}

The aforementioned image shows the following steps taking place if the C2 responds:

1. The malware creates a temporary directory and writes the received file to that
temporary directory. The name of that malicious file will be the current mach timestamp
(the number of seconds since midnight January 1st, 2001). An example file path would
look like this:
<strong>/</strong>var/folders/g6/w3s4hg8n57sgfjl4axgrhjs_w0000gn/T/7035176
04263

2. Executable permissions are assigned to the new file.

3. The program arguments are set and the file is executed. The set argument is that of
the attacker C2 decoded from this stage two payload. The stage-three will go on to use
this value.

Stage-Three

The stage-three payload (182760cbe11fa0316abfb8b7b00b63f83159f5aa) is an ad-hoc
signed trojan written in Rust and weighing in at a sizable 11.2MB. It's a universal binary that
holds both ARM and x86 architectures. Upon initial execution, it performs a handful of
system recon commands.

One of the earliest used modules is titled webT: : getinfo. Within this module is the ability to
look at the basic info about the system, process listing, current time and whether or not it's
running within a VM. The functions are named accordingly.
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Address Type MName

@x1000@a% 4 P webT: :make_status_string::h7a82ba@76c@dc67f
0x10000acls P webT: :send_request: :hfcdd5dd674401a33

0x10p@eblfd P webT: imain: : h3abdbc4821fdébbe

@x10eedclec P _5LT$webT..CustomErrorsu2@sassu2@score. . fmt. .Debug$GTS: : fmt: : hBceBI2eldclc74l
0x1000@d8d8 P webT: :getinfo::get_comname: :h493dc4@b2al5dd2e
@x1ee00d9d4 P webT::getinfo::get_osinfo::hd4634312e1544d62
@xleeeadacs P webT: :getinfo::get_installtime: :ha®426d17132al18a3
0x1000@ded8 P webT::getinfo::get_boottime::h4609198806572949¢
@x10080el68 P webT::getinfo::get_currenttime: :h7781115e5374bc3d
@xleeeeezfd P webT: :getinfo::get_wmcheck: :hc393d@a579c3al3z
@xleeepsiad P webT: :getinfo::get_processlist: :h78c5b18552853da6

Running this malware results in communication to the URL provided as the first argument
passed at execution time. The webT: :send_request function is responsible for sending the
initial message to the C2 server. When placing a breakpoint on it, we can step over it
resulting in a call to the server.

o, ql, Ix22)
ob, ip, Pl
xl, sp,; FBa7R
xF, 1p, FxITH
_Mmrwlln!mﬂm p webTsraend_roguest s ohi codBdaf T840 153

& Luly Aleri
2] sk

stp
add
add
add

_u_ 182768cbellfag3l6abfb8b7b@8b63fE3159f5aa
is trying te comnnect to 104.255.172.56

Process Info
Process iz 44025
https://deck. Sventures . infa/ S0VDE_RB/ rilSn | 3rthe /o0 e ] Lih 22 dimdMGe /BN ATPoaB Y e3g0,/0
J/tap/182760Che 1114031621 RELTEAObEITAILSTSa

Watwark Infao
Poaddress 14, 255,172,506
r a4 (TCP)

&1 unknown

Process a8 Block AlLow

temporarily {pid: 44825

=

_beat, file offset TxbE38 - Altelouse, or irackpad gesture to zoom - Double-tap 1o focus on @ block

This payload allows the attacker to carry out further objectives on the system, but perhaps a
deep dive on stage-three is best saved for another blog post.

At a High Level

We dove fairly deeply into some of the different actions of this malware. At a higher level, the
workflow looks like the following:
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Stage-One Downloader

Sfusrybin/feur]
.

POF

cloud[.Jdnx[.Jcapital

Internal PDF Viewer.app main.scpt

s 6 o bole o sewea®

PR I T I N R
-

L N O B B R B I O ] LR R I

. Stage-Two Downloader % deck] Ja1ventures].Jinfo
L E —
: 7ie a Decoded pdf displayed to user

« Internal PDF Viewer.zip Internal PDF Viewer.app

é T [

[N
E Code decodes URL and downloads stage 3

Connections to BlueNoroff

There are a few signs that this malware is tied to BlueNoroff. First and foremost is the
domain used in the stage-one dropper: cloud[.]Jdnx[.]Jcapital. This domain was reported as
being used by the attackers in a writeup done by Proofpoint. In the previously mentioned
Kaspersky blog, it was reported that the attackers had created numerous fake domains
impersonating venture capital firms and banks in a campaign Kaspersky titled
‘SnatchCrypto’. This aligns with the social engineering schemes discovered in the PDF
document. The Windows malware also used the “decoy document” approach which clearly
worked well for the attacker. The earliest submission of the “Internal PDF Viewer” we could
find on VirusTotal was uploaded in January 2023 and we’ve observed the attackers
continuing to host it.

While many different PDF payloads exist that work on Windows, so far only one PDF has
been discovered that will result in a call to the attacker on macOS. We do suspect more than
just this one PDF exists. It's worth noting that the XOR key found within the malware can
also be found within a variety of malicious PDF files. However, when loaded into the Viewer
application, these files do not result in a properly decoded URL. We suspect a different
variant of the malicious viewer (or perhaps a different platform) is capable of loading the
XOR key from within the PDF instead of the attackers hardcoding it in the malicious app.

Conclusion
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https://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds

The malware used here shows that as macOS grows in market share, attackers realize that
a number of victims will be immune if their tooling is not updated to include the Apple
ecosystem. Lazarus group, which has strong ties to BlueNoroff, has a long history of
attacking macOS and it’s likely we’ll see more APT groups start doing the same.

Jamf Protect defends against the malicious components of this malware and blocks the
malicious domains. Jamf Threat Labs will continue to monitor BlueNoroff’s activity on this
campaign.
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A shout out to Patrick Wardle for his collaboration on some of the analysis here. If you're

looking to learn more about the analysis of macOS malware, check out the free online book:

The Art of Mac Malware.

Indicators of Compromise

References:

Ensure your macOS endpoints are protected from current and novel Mac-
centric threats.

Don't just take Jamf's word for it, put Jamf Protect to the test today.

Request Trial

Jamf Threat Labs
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Jamf Threat Labs is a global team of experienced threat researchers, cybersecurity experts
and data scientists with skills that span penetration testing, network monitoring, malware
research and app risk assessment. Jamf Threat Labs primarily monitors and explores
emerging threats affecting Mac and mobile devices. The team’s research is published with
the aim of raising awareness of specific threats while also improving awareness and
advocacy of security practices to protect the modern workforce.

Subscribe to the Jamf Blog
Have market trends, Apple updates and Jamf news delivered directly to your inbox.

To learn more about how we collect, use, disclose, transfer, and store your information,
please visit our Privacy Policy.
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