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tag and branch names, so creating this branch may cause unexpected behavior. Are
you sure you want to create this branch?

1 contributor

Users who have contributed to this file

An analysis of syscall usage in Cobalt Strike Beacons

Thanks to the suggestion of my good friend Nat (OxDISREL), | spent the
last week digging into a Cobalt Strike beacon made with the latest leaked
builder. His idea was to analyze and understand how CS approached
syscalls.

Sample

This analysis was conducted in an x64 bit payload with the hash
020b200981808301cad6025fe7e2f93fa9f3d0cc5d3d0190F27¢cfOcd374bcfo

4, generated by the recently leaked 4.8 version of Cobalt Strike. It's
publicly available for download in unpacme. | will not go over unpacking
the sample for the sake of brevity, but doing so is pretty straightforward
and shouldn't present any problems.

A quick refresher
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Before we get to the actual reversing, let's get a quick refresher on what
system calls look like under Windows.

4C:BBD1

BS 18000000

FE0425 OBOIFEFTF 01
75 03

OF05

<3

CD 2E

C3

OF1F 8400 00000000
4C:BBD1

BE 13000000

FE0425 OBOIFETF 01
75 03

OF05

C3

D 2E

c3

OF1F&400 00000000
4L 8BD1

BE 1A000000

FED425 OBO3IFETF 01
75 03

OF05

OF1FB8400 00000000
4C:BBD1

BS 1B000000

FED425 OBOIFETF 01
75 03

OF05

C3

CD ZE

c3

[mow rio,rex [ZwaTlTocatevirtualmemory
mov £ax,15

test byte ptr ds: [FTFFEQ308],1

ire ntdl1. 7FFE461BD3CS

ret

ret

O e Tl T FAX+rAx] , 24N
mov rl0,rcx

mov eax,19

test byte ptr ds:[7FFE0308],1
ire ntd11. 7FFE4618D3ES

NtQueryInformationProcess

ret

ret

Wwop dword ptr ds: [rax+rax],eax

mov rld,rcx

mov eax, 1A

test byte ptr ds:[FFFEOD308],1
ne ntdll.7FFE4618D405

IwwWaitForMultipledobjectsaz

ret
ret

dword otr ds: _-_.__\ rrax] ., eax

mov rlo,rcx B ZwwriteFileGather
mov £4ax,1B

test byte ptr ds: [FFFED208],1

ire ntdl1.7FFE4G61BD425

i B

According to calling convention, arguments are setup in the appropriate

registers before the instruction SYSCcALL is executed, handling execution to

the Kernel. One of such arguments is the code for the system call (in the
picture above, it's passed via the eax register). These system calls reside
in ntdll and provide evasion benefits by allowing you to avoid calling APIs

that are likely hooked by AV/EDR.

How Cobalt Strike does it

During the first steps of analysis of the unpacked payload we'll come

across references to qwords and calls to registers.
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Inspecting said qwords will lead us to the .data section, where they don't

:020820018801B421
10208808158016421
PBeeERR1ER01E42E
‘PBo8B0E1E8016428
920880815801B431
0E0000013001B438
BRAARE18B01E43E
PROGRRR1ERO1E440
22098001508016443
0E0000013001B448
BRAABRR12R01EA4A
:BOEARHE1EA016451
P209800158016454
0B0000018801B456
LEeARR12R01E458
PEOOBRR1E001B458
PEA0DRA1E001E458
0B0000018801B458
:008800012801B45F
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hold any values (yet).

: BRESBRA1 380
000800213004
Boaseealse04!
1 20000ER1 3004
: BOODBRALERRAFFDR
: BRO8BRA130B4FFDB
: BeesRRaLIRe
: HOBBBE1 Sabd
booeaeals804
800208018004
1 BRBSBRA1 3004
: BRGsRRa1 328
B e
: BO0D0ReLIRe
1 200822013004
: 20020001 20050000
boaseealsaes5baae

eoegeealzaaseal

#008BRA150056818

ta:eeeeeeelsaeseaze

1 B0080ea130058028
eoooaealseeseazc
Bo00RRE1EA050030

ta:0008000150050030

eeeseealseeseasa

: BO0D0DRL50850838
: BE02BRALERE50040

ta: 0008000120050044
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ta:ee0eeealseeseads

: BO0DBReLE0e50850

ta:@208000132050058
ta: 00080201 2005005C
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2002002150050068
eeooeealieeseare
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loc_18081B421:
mov
mov
call
cmp
mov
lea
mov
lea
Jnz
mov
mov
call
jmo

loc_18081B458:
mov
mov
mov
mov
mov
call

loc_158@1B47A:
test
inz
mov

loc_180018485:

mov
mov
mov
call

loc_18081B494:
mov
mov
add
pop
retn

sub_18001B308  endp

dword_188@4FFCE dd ?
align
qword_18804FFD@ dq ?

qword_188@4FFD8 dg ?

dword_18004FFER dd ?
align
qword_188B4FFER dq ?

qword_l5ee4rFFe dg ?
dword_188@4FFFE dd ?

align
qword_180056880 dq @

qword_180050008 dq ?
dword_188858018 dd ?

align
quord_186056018 dq *

qword_180050020 dq ?
dword_138050028 dd ?

align
qword_188050038 dq ?

qword_l38e5ea3s dq ?

dword_l88e50048 dd ?
align
qword_138058@048 dq ?

qword_180850858 dq ?
dword_188050058 dd ?

align
qword_188858060 dq ?

qword_180850068 dq ?
dword_136050078 dd ?

align
qword_188050878 dq ?

qword_l3@e5008@ dq ?
dword_138@58@88 dd ?
align

18h

B8

28h

8

1eh

8

28h

8

1@h

; CODE XREF: sub_1B88@1B3D8+38t1j

[rsp+38h+arg_18], rdx
[rsp+3gh+var_18], rox
s :GetCurrentProcess
cs:dword_18884BCE6C, 1
rod, ebx

r8, [rsp+38hsarg_18]
rie, rax

rdx, [rsp+38h+var_18]
short loc_1B88@1B458

rax, cs:qword_l1S884FFDa

rex, rle
rax ; gqword_l80e4FFDe
short loc_18881B47A

3 CODE XREF: sub_188@1B3D8+78Tj

rcx, cs:qword 188@4FFDB
cs:qword_18884BCED, rcx
ecx, cs:dword_lS084FFE@
s :dword_18884BC68, ecx

rex, rax
sub_18801D886

; CODE XREF: sub_18@8@1B3D8+7ET]

eax, eax
short loc_18@@1B485
eax, 1
short loc_lB@@1B494
; CODE XREF: sub_188@1B3D8+1FTj
; sub_1868183D8+301§
; sub_1B80@183D8+471]
; sub_lBe@183DB+A41]
réd, ebx 3 dwFreeType
rdx, rdi ; duSize
rex, rsi ; lpAddress

c€s:VirtualFree

; CODE XREF: sub_188@1B3D8+ABTj

rbx, [rspt+38h+arg_8]
rsi, [rsp+38h+arg B8]
rsp, 38h

rdi

: DATA XREF:

HOLABBE+A7 1

up+l22To
BBa+4etr

Inspecting other references to these addresses will land us in a function

that looks a lot like an import by hash routine - there are repeated calls to
the same function, each time passing a different hexadecimal value and a

.data section address among its arguments.
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mow

push
lea
mow
call
sub
and
lea

mov
mow
call
lea

[rsp-8+arg_8], rbx
[rsp-8+arg_18], rdi

rbp

rbp, [rsp-1E78h]

eax, 1F78h

__alloca_probe

rsp, rax
[rsp+1F78h+var_1F48], @
réd, [rax-34h] ; Size
rox, [rspHlF78h4var_1F3C]
edx, edx ; Val
mems et

[rbp+1E7@h+arg_@], @

adi, 124k

ré, [rbp+lE78h+arg_8]
rex, [rsp+lF78h+var_1F48]
edx, edi

sub_l8@81A7F4

rbx, [rbp+lE7eh+arg_@]
rax, gqword_lEB8e4rFap

rex, [rsp+lF78h+var_1F48]
rg, rbx

rod, @812B7AG9h

edx, edi
[rsp+lF7@h+var_1FS8], rax
sub_18881A73C

rax, gword_lB8@4FFB3

rcx, [rsp+lF78h+var_1F48]
rad, 8C588CF8Bh

r8, rbx

edx, edi
[rsptiF7@h+var_1F5@], rax
sub_18681A73C

rax, gword_1B8884FFD8

rcx, [rsp+lF78h4var_1Fa8]
rod, 35AF2123h

ré, rbx

edx, edi
[rsp+1F7@h+var_1F58], rax
sub_18801A73C

rax, gword_l188@4FFES

3 void *

3 void *

Case closed then, the empty qwords would receive pointers to the
resolved API functions, right? All that's left is to identify the hashing

algorithm and start renaming things? Well, not quite. This write-up is not
called "analyzing import by hash", after all.

Let's take a look at the function that's called before all the hashes start
showing up. I've named it mw_prepare_indirect syscalls.
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. text:BOABBOR1BB01AE1A AC B8 E9 mov rl3, rex

.text:000900018801A81D 41 BE 20 28 26 20 mov réd, 20202828h

.text:000000018001AB23 4C 8B 48 6@ mov r8, [rax+TEBE4.ProcessEnvironmentBlock]
.text:002000012001A827 4D 8B 51 18 mov r1@, [r9+PEB64.Ldr]

.text:BOABBOR1B901A520 49 83 (2 18 add rle, 1eh

. text:000000018001A52F 4D 85 @A mov rg, [r1e+(PES_LDR_DATA.InLoadOrdertiodulelist.Flink-16h)]
. text:000000018801A832

. text :000000013001A832 loc_188@1A832: ; CODE XREF: mw_prepare_indirect_syscalls+5Bij
. text:BEa0ReR180014832 ; me_prepare_indirect_syscalls+654§
. TEXT 1 BBABRRR1E081AE32 ; mi_prepare_indirect_syscalls+7543
.text :0009800186014832 ; mi_prepare_indirect_syscalls+834j
. text :000000018001A832 ; mi_prepare_indirect_syscalls+924j
~text:@00000018001A832 4D 38 CA cmp r9, rle

.text:B0000RR180014835 BF 84 A9 @1 88 6@ jz loc_l88@1984

.text:000900018001AB38 459 88 79 3@ mov rdi, [r9+LDR_DATA_TABLE_ENTRY.DllBase]
.text:002000018001A83F 4D 88 @9 mov ra, [ro]

.text:000000012001A842 43 63 47 3C movsxd rax, [rdi+IMAGE_DOS_HEADER.e_lfanew]

. text:@20a00e18801A546 BB 8C 38 88 ©8 00 @a mov ecx, [rax+rdi+IMAGE_NT_HEADERSE4.OptionalHeader.DataDirectory.VirtualAddress]
. text:000900018001A84D 85 C9 test ecx, ecx

.text :000000018001A84F 74 E1 iz short loc_18661A832

.text:000000012001A851 43 8D 34 @F lea rsi, [rditrex]

.text:@80a00@18801A855 83 7E 18 @@ cmp [rsi+IMAGE_EXPORT_DIRECTORY.MumberOfNames], @

- text:000900018001A859 74 D7 iz short loc_188@1AB32

.text:008000018001A858 BB 4E OC mov ecx, [rsi+IMAGE_EXPORT_DIRECTORY.MName]
.text:000000018001A85E 8B 04 39 mov eax, [rexrdi] ; first 4 bytes of dll name

. text:@20200@18801A561 41 @8 C@ or eax, réd

.text:000000018001A864 3D 6 74 64 6C cmp eax, 'ldtn’

.text:00000018001A869 75 C7 jnz short loc_180@1A832

.text:000000018001AB68 SB 44 39 84 mov eax, [roxbrdisd]

. text:@20200018201A56F 41 @8 C@ or eax, rad

. text:000000015001A572 3D 6C 2E 64 6C cmp eax, 'ld.1"

.text :000000R180014877 75 BY jnz short loc_180@1A832

.text:000000018001A879 @F B7 44 39 @3 movzx  eax, word ptr [roxérdisg]

.text:@20200018801A87E €6 83 (8 28 or ax, 2@h

«text :000000018001A882 66 83 F& 6C cmp ax, 'l

. text :BBAaRPR1BR1AEEE 75 AA jnz short lec_188@81A832

.text:000000018001A888 8B S5E 1C mov ebx, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfFunctions]
.text :900000@18001A588 5B 6F 20 mov ebp, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfiames]
«text :000000018001A88E 8B 46 24 mov eax, [rsi+IMAGE_EXPORT_DIRECTORY.AddressOfNameOrdinals]
.text:00880RR18001A591 44 86 (2 mov réd, edx

.text:000000018001A894 48 83 C7 add rax, rdi

.text :9000000180014897 48 83 DF add rbx, rdi

~text :000000018001A89A 43 83 EF add rbp, rdi

. text:00880RR18001459D 49 86 (D mov rex, ri3 ; void *

.text:000000018001ABAR 459 C1 E@ 84 shl r8, 4 i Size

.text :98000080180014844 33 D2 xor edx, edx ; val

+text:060800018001A8A6 48 89 5C 24 20 may [rsp+68h+AddressOfFunctions], rbx

. text:@0A0R0B18001A5AB 43 89 84 24 85 00 0@ 00 mov [rsp+s8hiarg_18], rax

.text:@00000018001AF83 48 89 6C 24 28 mov [rspt+Bh+var_48], rbp

.text:0000000180014888 45 33 FF xor risd, risd

~text:200000018001A888 ES B 26 @@ 80 call memset |

Preparing system calls

The first part of it is run of the mill PEB walking and PE parsing to get
names of exported functions. Note also that there is a check of
IMAGE_EXPORT_DIRECTORY.Name against ntd11.d11 very slightly
obfuscated (it's just written backwards and split over three cmp
instructions). This tells us the author is only interested in ntdll. That makes
sense, considering they're after syscalls. There is a memset , to which we'll
come back later.

The next block of code will check the function name for the prefixes Ki and
Zw.If either prefix matches there is a call to the hashing function, which is a
ROR 8 ADD algorithm that iterates over each word and uses 0x52964EE9 as
a hardcoded XOR key.
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. text: p0BABAE1EABLAGCD
.text:PROOBEE1EROLASCD 42 8B 6C 85 0@
.text:00OODEO1E001ASD2 48 @3 EF
.text:000000018001A505 BF 84 92 @0 0@ B0
. text:ROOBRR1E00LASDE B8 48 69 00 00
.text:POOOBAG1BARIASED 66 39 45 88
. text:0B@OBEO1EROLASES 75 32
~text:000000018001A8E6 48 8B (D

. text:000000018001A5E9 E8 DA FE FF FF
.text:POOABOR1SARLASEE 3D 99 44 CD 5D
. text:BEGOBA1BARIASF3 75 23

.text:000000018001ASF5 48 8B 84 24 83 @0 0@ @0

.text:090000018001A5FD 42 OF B7 04 70
.text:0000000150014902 55 OC 83
.text:000000018001A905 48 83 CF
.text:P@O@BAA1SAO1A88 E8 7F FE FF FF

.text:0000000180014980 48 8B BC 24 80 @0 0@ e

. LEXT:0000000158014915 45 89 Ol
.text:000AAB0G15001A918

. text:0G00B00180614918
.text:00asea138014915

L LEXT: 0000000160014918 BE 5A 77 @0 0@
.text:000000015001A91D 66 39 45 00
.text:000000018001A921 75 44
.text:00880G138014923 41 3B DF
.text:BO0A00818801A926 48 8B (D

. Lext:PRO0B0e15801A929 48 83 DB
.text:@0000001B001A92C E8 97 FE FF FF

~text:0020080188014931 4C 3B 34 24 23 00 00 @0

.text:POA2BEA188014939 45 8B 54 24 20
. LEXT:P008R0Q1E8A1A93E 41 89 44 DD @@
.text:0@008001E001A943 43 OF B7 04 70
.text:00E000018001A948 8B OC B2
. text:0000600180614948 41 FF (7
.text:0000BRA1BARIAIAE 41 89 4C DD 84

.text:0@00BO@1E001AI53 43 OF B7 84 79
.text:000000018001A958 85 oC 52
-text:000000018001A958 48 B3 C(F
. text:B00ABAE15801A95E 43 89 4C DD @5
.text:0000B0818001A963 44 3B 7C 24 78
.text:000000018001A968 74 15

~text:0000008180014964 48 86 DA

Stext:
Jtext:
Jtext:
Stext:
Stext:
text:
ext:
.text:
Stext:
text:
Jtext:
Jtext:
Ltext:
Stext:
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©00280018801A7CE 4C BB
©00800018801A7CE BE E9
668880818001A7D3 44 38
200000015001A7D6 74 14
0EODBRR1EBBLATDE
220820018801A7DB
200200018001A7D8 eF B7
660a80015001A7DE 5B D9
800900018001A70D 41 FF
220080018881 ATES (1 CA
G008000180801A7ES 232 D1
220aRRA18801ATES 41 3B
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20028001800 1AFER 33 C2
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ea

tart_for_Ki_and_hash: ; CODE XREF: mw_prepare_indirect_syscalls+185Lj
mov ebp, [rbp+ria*s+a]
add rbp, rdi
jz loc_18001496D
mov eax, ik
emp [rbp+a], ax
jnz shart check_start_for_Zw
mov rex, rop
call mw_ror8_add_hashing
emp eax, BDCD4439h
jnz shart check_start_for_Zw
mow rax, [rsp+68h+AddressDfilanerdinals]
movix eax, word ptr [rax+rld*2]
mow ecx, [rbxtrax*4]
add rex, rdi
call  mw_find_syscall codeblack
mov rcx, [rsp+é8h+arg_18]
mov [rex], rax
start_for_Zw: ; CODE XREF: mw_prepare_indirect_syscallssFotj

; ma_prepare_indirect_syscalls+FF1j

mov eax, 'wi'
cmp [rbp+a], ax
jnz short loc_18861496D
mov. ebx, risd
mav rex, rbp
add rbx, rbx
call  mw_rord_add_hashing
mov 8, [rsp+62htAddressOfilamedrdinals]
mav rdx, [rsp+68h+Addressoffunctions]
mov [r13+rbx*8+2], eax ; move hash value to indirect syscall struct
movzx eax, word ptr [r8erls*2]
mov ecx, [rdx+rax*4]
inc ri5d
mov [F13+rbx*8+4], ecx ; move address of function from ntdll to indirect syscall struct
movzx  eax, word ptr [r8#rla*2]
mov  ecx, [rdwirax®4)
add rox, rdi
mow [r13+rbx*8+3], rcx ; move ptr to syscall block to indirect syscall struct
cmp r1sd, [rsprsBhtarg 8]
jz short loc_188@1897F
mov rbx, rdx
; _ int64 _ fastcall mw_rorB_add_hashing( BYTE *
mw_ror8_add_hashing proc near ; CODE XREF: mw_prepare_indirect_syscalls+FSip
3 mw_prepare_indirect_syscalls+138ip
xor rod, rod
mov rB, rex
mow eax, S529G4EE9h
cmp [rex], rab
jz short locret_l8@@1AT7F2
loc_18881A7D8: 5 CODE XREF: mw_rorB8_add_hashing+28}j
movzx  ecx, word ptr [rcx]
mov edx, eax
inc rod
ror edx, B
add adx, scx
mov ecx, rad
add rex, ré
xor eax, edx

cmp byte ptr [rex], 8
jnz short loc_188@1A708

locret_188@1A7F2: ; CODE XREF: mm_ror8_add_hashing+Et]
rep retn
mw_ror8_add_hashing endp

A function starting with Ki will only be used if its hash matches
0x8DCD4499; on a 22H2 version of Windows 10 | couldn't find an export
from ntdll that matched such value. This routine then will act on at most
one function starting with Ki and all starting with Zw. Appropriate values
will populate a structure whose address was supplied to
mw_prepare_indirect_syscalls - I've decided to call it

syscalls_organized_by_hash. It is described below.

struct syscalls_organized_by_hash {

DWORD function_hash;

DWORD ntdll_address_of_function;
QWORD ptr_to_function_syscall_block;

1

function_hash is the calculated hash for the exported function; ntd11
address of function is an address to the function's code as pointed to
by IMAGE_EXPORT_DIRECTORY.AddressOfFunctions;

ptr_to_function_ syscall block is a pointer to the system call gadget
related to said function, which resides in ntdll.dll memory. Remember the
memset call earlier? It's used to zero that structure out. The r13 register
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points to it, and the additions at each address confirm the size of each
struct member. After all the Zw prefixed functions are placed in the
structure, an algorithm will sort their positions according to the

ntdll address_of function, from lowest to highest. After this is done,
the struct will contain the hashes, addresses of functions in the ntdll
executable and pointers to the syscall gadgets for all functions with a Zw
prefix, sorted in ascending order according to the
ntdll_address_of_function values.

Setting up the syscalls structure

Going back to the function that resembled import by hash with what we've
learned, we can see the that mw_get_indirect_syscalls_by_hash is
supplied the syscalls organized by hash, alongside the hash and a
pointer to those empty qwords. After using the hashing algorithm to
generate enums from ntdll exports, we can solve the hashes to see which
APls they intended to get the syscall code blocks to.

.text:GEGA0RE15001E700 E6 EF F@ FF FF call  mw_prepare_indirect_syscalls
.text:00000B01E001E785 48 BE 90 B8 1E 9@ 8@ mov rbx, [rbp+lE78h+arg 8]

text:000000018001B78C 48 BD @5 BD 48 @3 8@ lea rax, syscalls_struct

.text:@EEGO0013001E713 48 8D 4C 24 3@ lea rex, [rsp+lF7@htsyscalls_organized_by_hash]

. text: pe0eB0a1808016718 4C 88 (5 mov r8, rbx

. text:P0e00Ra1880167168 41 B9 69 7A 2B Bl mov rod, NT_ZwAllocateVirtualMemory

.text:000000018001B721 8B D7 mov edx, edi

.text:@EEEO0013001E723 48 80 44 24 20 mov [rsp+1F7eh+ptr_to_syscalls_struct], rax

Jtext: pe0eeee180016728 E8 OF FB FF FF call mw_get_indirect_syscall_by_hash

L text:PE00RRE13001E720 48 BD 85 B4 48 03 8@ lea rax, syscalls_struct.ZwProtectVirtualMemory ptr_to_syscall block
.text:@@0B0BA1B001B734 48 BD 4C 24 38 lea rex, [rsprlF7Bh+syscalls_organized_by_hash]
.text:@00008@180018739 41 BY 8B CF @8 (5 mov rod, NT_IwProtectVirtualMemory

text:000000018001673F 4C 8B (3 mov r8, rbx

text:PE00RRa13001E742 8B D7 mov edx, edi

.text:BAOBOBAL1EA01E744 48 BI 44 24 28 mowv [rsp+lF7@h+ptr_to_syscalls_struct], rax
.text:0000080180018749 EB EE EF FF FF call mi_get_indirect_syscall_by hash

.text:BEOO0RL5001E74E 48 8D 85 7B 48 €3 8@ lea rax, syscalls_struct.ZwFreeVirtualMemory_ptr_to_syscall_block
Ltext:PEooRRa138R1E755 48 8D 4C 24 38 lea rex, [rsptlF7@htsyscalls_organized_by_hash])

. text:P0000ea18801B75A 41 B9 23 21 AF 35 mowv r9d, NT_IwFreeVirtualMemory

.text:0000000180018760 4C BB (3 mov r8, rbx

Jtext:0000002180018763 88 D7 mov edx, edi

Ltext:PEoSRRa138R1E765 48 89 44 24 28 mov [rsp+lF7@h+ptr_to_syscalls_struct], rax

. text:pE0OBROLB001E76A E6 CD EF FF FF call mi_get_indirect_syscall_by_hash

.text:P0000B@1EPO1E7EF 48 BD @5 72 48 03 0@ lea rax, syscalls_struct.ZwGetContextThread ptr_to_syscall block
.text: @0O00B013001B776 48 8D 4C 24 3@ lea rex, [rsp+lF78h+syscalls_crganized_by_hash]
Jtext:peeesRaL8881E77E 41 B9 8B BY9 9B BS mow rod, NT_IwGetContextThread

.text:0000000180016781 4C BB C3 mov ré, rbx

.text:PEO00BA1ER01E7E4 B8 D7 mov edx, edi

.text:@0O000013001B786 48 B0 44 24 20 mov [rsp+lF7@h+ptr_to_syscalls_struct], rax
Jtext:pe0600a18001B788 E8 AC EF FF FF call mo_get_indirect_syscall_by_hash

Ltext:PE000RR18001E799 48 8D 85 69 48 03 6@ lea rax, syscalls_struct.ZwSetContextThread_ptr_to_syscall block
.text:PEO00RA1EPA1E797 48 BD 4C 24 3@ lea rex, [rsp+lF7eh+syscalls_organized_by_hash]
text:000000018001B79C 41 B9 75 F@ S5E 76 mov r9d, NT_ZwSetContextThread

Jtext:peeeeea1800187A2 4C 8B C3 mov r8, rbx

Jtext:00000001880157A5 86 D7 mov edx, edi

.text:pEO00RA1EPA1E7AT 45 B9 44 24 28 mov [rsp+lF7@h+ptr_to_syscalls_struct], rax
.text:@G000001800187AC EB 8B EF FF FF call  mw_get indirect syscall by hash

.text:0ee00RE130016781 48 8D @5 60 48 03 0@ lea rax, syscalls_struct.ZwResumeThread_ptr_to_syscall_block
Jtext:PEO00RR13001B788 48 8D 4C 24 3@ lea rex, [rsptlF7@htsyscalls organized_by hash]
.text:EO0eRA1ERA1E7ED 41 BI 65 E1 4E 66 mov rod, NT_IwResumeThread

«text:000000018001B7C3 4C BB C3 mov rB, rbx

.text:0Ee00BE1800187C6 88 D7 mov edx, edi

.text:B08000B1BB01B7CE 48 39 44 24 20 mov [rspHiFTehtptr_to_syscalls struct], rax
.text:00000BA1500167CD E5 6A EF FF FF call my_get_indirect_syscall_by_hash

mw_get_indirect_syscalls_ by _hash works by looking for the supplied
hash in the syscalls organized_by_ hash structure. Once that is found, it
will retrieve the pointer to the syscall code block and call a function that
validates said block - mw_validate_syscall codeblock.

The way the verification works is simple. It will loop through the
syscalls_organized_by_hash struct (they are actually organized by
ascending order of ntd11_address_of_function, but | didn't know that
back when | created the structure) until it finds the supplied hash. The
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functions are organized inside ntdll by ascending order of syscall codes - a

function that uses code 0x1 is succeeded by one that uses code 0x2 and
so forth. Because of this, once a hash is found the counter in edi will be

equal to the syscall code. The validation function checks for the op codes
of the syscALL and RET instructions.

. text:Bae0ee15881A7 5C

. tExt 100080001508 1473C

. text:000800018081A73C

. text:0BE8eRE18081AT3C
.text:008e0013881A73C &5 D2
. text:BOB00B015081ATIE 74 45
.text:@BOBGBR1EAB1ATAE 48 B9
. text:080800018001A745 57
text:000000013001A746 48 83
. text:@00000018081A74A 33 FF
. text:B00000015081A74C 45 8B
. text:B00000015081474F
~text:000900018001A74F
text:0e0000018001A74F
.text:@00000018081A74F 44 39
. text:000000018081A752 74 8C
~text:000008018081A754 FF C7
. text:POB90RR1EBR1ATS6 48 83
. text:000000018081A75A 3B FA
«text:000000018081A75C 72 F1
. text:000000018081A75E EB 21
. text:poaeeRe180814768

. TEXT:000000018001A760

. text:000000018001A760
.text:000000018001A768 8B C7
. text:002000013081A762 48 @3
. tEXT:0009000180814765 48 8B
. text:PB080RR1E081ATEA 48 BB
.text:000000018081A76D EZ 1A
Jtext:002800013081A772 48 3B
. Lext:PO200RR1S0R1AT 7T 48 89
. text:00980001E081AT7A 48 B9
. text:@BOBERO1ERB1ATTE B9 79
.text:000800013881A781

. text:B0a000013081A751

. text:B00000015081A751 45 85
.text:0B0800018081A736 48 83
. text:080800018001A78A SF
.text:00a8e0013081A788

. text:B000600150814758
.text:0000000180081A788 C3

. text:000800018081A788

Favt - DAAAARATRART L72R

.text: 600008813881478C
. text: GGG00L815881A73C
. text: fe00ee13801A7EC
. text: 02000001300 1A7BC
<text: 220000013001A78C
text: 0Raa0ee18881A78C
. text: 2G0088013881A7EC
.text: 00090081380 1ATBL 66
.text:000000813801A793 44
. text: GEG00R0138014799 41
. text: GEGABEO15081A7IC 33
. text: GE008B013801ATIE
.text: 220000013081A79E
Jtext:0EAARRO12B01ATIE 43
. text: BRAARRR1SRR1ATAL 66
. text:G0088013801ATAE 75
.text: 00000RE13801ATAE 44
.text:00000081238@1A7AD 74
. text: GR00BRR15001ATAF
.text: ABOABBE15881ATAF
.text: 0B000B013801ATAF FF
.text:220000013001A7B1 83
JEext: GRAARRO15801A7E4 TC
. text:G008RR13801ATEE 33
.text:0G0008013801ATEE (3
.text:0000008128014789
. text:0eee0ea130014789
. text: GR00BRE15001A789
.text: 0B000BE13001ATE9 45
.text: 080080013801ATEE 43
Jtext: 00000013081A7BE (3
. text: GR0000815001ATEE
. text:BG0088013001A7BE
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arg @ = gquerd ptr 8
arg_2e = qword ptr  28h
test edx, edx
jz short locret 158014758
mov [rsptarg 8], rbx
push  rdi
sub rsp, 2@8h
xar edi, edi
mov rax, rex
look_for_hash_in_syscalls_organized_by_| cts
F: mw_get_indirect_syscall_by_hash+284j
cmp [rax], rod ; check supplied hash with syscalls_organized by hash structure
iz short hach
inc edi
add rax, 1eh
cmp edi, edx
ib short lock for_hash_in_syscalls organized by hash_struct ; check supplied hash
jmp short loc 180014781
hash_match: ; CODE XREF: mw_get_indirect syscall by hash+161j
wo eax, edi
add rax, rax
mov rbx, [rextrax®8+8] ; move pointer to syscall code block to rbx
wow rex, rbx
call  mw_validate_syscall codeblock
mov rex, [rsp+28hiarg 28]
mov [rex], rbx ; ptr to syscall code block
mov [rext+s], rax 5 ptr to syscall instruction
wov [rex#18h], edi ; walue of syscall code
loc_15801A781: ; CODE XREF: mw_get_indirect syscall_by hash+221]
mov rbx, [rsp+28hiarg_8]
add rsp, 28h
pop rdi
locret_186@1A788: ; CODE XREF: mw_get_indirect_syscall_by_hash+2tj

retn
me_get_indirect_syscall_by_hash endp

mw_validate_syscall_codeblock proc near ;

arg_ 8 = word ptr 18h

mov [rsp+arg 8], 5eF

movzx  réd, [rsptarg_s]
mov rb, 8C3h
xor eax, eax

Look_for_syscall_codeblack:
movsxd rdx, eax

CODE XREF: mw_get_indirect_syscall_by_hash+31tp
m_prepare_indirect_syscalls+1144p

pdata:eegaaeel

h
; move SYSCALL op code (BF ©5) to rad
; mov RET op code (C3) to rob

; CODE XREF: mw_validate_syscall_codeblock+284]

cmp réw, [rdxtrex] ; rcx = function address
jnz short lec_lBB@@1ATAF
cmp rob, [rdx+rex+2]
jz short syscall_codeblock_found
loc_188@1ATAF: ; CODE XREF: mw_validate_syscall_codeblock+1At]
inc eax
cmp eax, 20h ;
51 shert lock_for_syscall_codeblock
®or eax, eax
retn
syscall_codeblock_found: ; CODE XREF: mw_validate_syscall_codeblock+211]
cdge
add rax, rox
retn

mw_validate_syscall_codeblock endp

Once the desired entry is found, a new structure (which I've named
syscalls) will receive a pointer to the syscall code block, a pointer to the

SYSCALL instruction and the value of the syscall code. Although the code is
a dword, I've made all members of struct qwords for convenience (that way

| don't need to create a member for padding between different syscalls
entries). The struct is as follows:
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struct syscalls {

QWORD ptr_to_syscall block;

QWORD ptr_to_syscall instruction;
QWORD syscall_code;

1

Now all that's left is use that model to generate the structure that will result

from setting up the syscalls and apply it to the range of qwords that are
passed to the mw_get_indirect_syscalls_by hash function. Following
cross-references to each member will lead us to places where the
structure is used in the beacon code.

Bee80a48
BaaBBa4E
e et ]
BaeeRasca
PeeBBass
BeeBBace
BESBBaEE
Baeoeacs
BeeBBasE
Beeanass
BaeaRaTe
Baenee’s
BaeeRa7s
Baeana7a
BaeBRaEs
BacpRase
BaeeRass
BagaBase
BeeeRass
BESSBESS
BeeeRass
Baeanass
BaeeBass
BESLHALS

syscalls struc ; (sizeof=8x158, align=8x8, copyof_114)
; XREF: .data:syscalls_struct/r
ZwAllocateVirtualMemory ptr_to_syscall_block dq ?

; XREF: sub_l8@e@lB2B4+43/r

3 sub_18081B2B4+7F/r
IwAllocateVirtualMemory ptr_to_syscall_instruction dq ?

3 XREF: sub_18881B2B44+3C/ r

; sub_188@1B2B4+78/r
IwAllocateVirtualMemory syscall code dq ?

; XREF: sub_18801B2B4:loc_18881B365/r
IwProtectVirtualMemory ptr_to syscall block dgq ?

; XREF: sub_ lsealB4id+ad/r

; sub_l5ealbasd+ser ..
IwProtectVirtualMemory _ptr_to_syscall_instruction dg ?

3 XREF: sub 18881B4A443D/r

; Sub_138a1B4484+79/r
IwProtectVirtualMemory_syscall_code dg ?

3 XREF: sub_l8@8@1B4A4+B6/r
IwFreeVirtualMemory ptr to _syscall block dq ?

; XKREF: sub_lE@@lB3DE+38/r

; sub_188@1B308+72/r ...
IwFreeVirtualMemory ptr to syscall instruction dg ?

; XREF: sub_1B8@1B3D8+3F/r

; sub_1886183D8:loc_18881B458/r
IwFreeVirtualMemory syscall code dq ¢ ; XREF: sub_ l5881B3DS8+8E/r
IwGetContextThread ptr_to syscall block dg ?

3 XREF: mw_IwGetContextThread_wrap+24/r

; mw_indirect_syscalls_setup+BF/o
IwGetContextThread_ptr_to_syscall_instruction dq ?

; XREF: mw_ZwGetContextThread wrap+3A/r
IwGetContextThread syscall code dg ? 3 XREF: mw_IwGetContextThread_wrap+aD/r
IwSetContextThread ptr_to_syscall block dq ?

; XREF: sub 18881B19C+24/r

3 mw_indirect_syscalls_setup+E@/o
IwsetContextThread_ptr_to_syscall_instruction dg ?

; XREF: sub_18881B13C+3A r
IwsetContextThread_syscall_code dq ? ; XREF: sub_18@8@1B19C+4D/r
IwResumeThread_ptr_to_syscall_block dq ?

; XREF: sub_180€1B811C+1D/r

; mw_indirect_syscalls_setup+18l/o
IwResumeThread ptr to_syscall_inmstruction dq ?

3 XREF: sub_l2@@1B11C+38/r
IwResumeThread syscall code dg ? ; XREF: sub_ 15881B11C+4B/r
IwCreateThreadEx_ptr_to_syscall block dg ?
i KREF: sub_lE8@1ABBB+47/r

3

; sub_123881ABBS+81Sr ...
IwCreateThreadEx_ptr_to_syscall_instruction dq ?

3 XREF: sub_l18@8@1ABBE+48/r

j sub_l1B8@1ABBB+7ASr
IwCreateThreadEx_syscall code dg ? ; XREF: sub 188@1ABBS:loc_188@1ACE7/r

Syscall usage
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Let's take a wrapper function used to get thread context as an example.

.text:000000018001AD38 45 89 SC 24 @6 mov [rsptarg_@], rbx

. text: B0DS00013001AD3D 57 push rdi
.text:D0DO0OO180@1ADIE 48 83 EC 20 sub rsp, 28h
text:0000000130614D42 83 3D 27 OF 63 00 08 cmp cs:dword_18084B(78, @
ctext: 000000018001AD49 45 8B DA moy rbx, rdx

- text: @0D000018B01ADIC 45 BB FI oy rdi, rex

text: 00DO000188Q1AD4F 74 53 j=z short loc_188@1ADA4
.text:008000018001AD51 BE @5 15 F @3 e mow eax, cs:use_syscalls_flag
text:0008000180014D57 83 FE 01 cmp eax, 1

<text: 00000818001AD5A 75 11 jnz short loc_188@1ADSD

-text :000000018001ADSC 4C BB 05 85 52 83 00 moy rB, csisyscalls_struct.ZwGetContextThread_ptr_to_syscall block
~text: 000000018001AD63 4D 85 C@ test rB, ré

text: 00DS00018801ADSE T4 @5 jz short loc_188@1ADED
-text: 0ODBOBR18BR1ADEE 21 FF D@ call rg

-text: BODO0OR13001ADEE EB 2C Jme short loc_180@1AD39

- text : B00000818881ADED
ctext : BoO000815801AD60

. text : 0000081308 1ADED loc_188@1AD60:

- text : 00020001500 1ADSD

text: 002000018001ADSD B3 FB 02 cmg eax, 2

.text:000000018001AD70 75 32 jnz short loc_180@1ADA4

-text:@00000018001AD72 43 86 @D 77 52 @3 @ mov rex, €s:syscalls_struct.ZwGetContextThread_ptr_to_syscall_instruction
.text:0000000150014D79 45 85 C9 test rex, rex

-text:0000000180014D7C 74 26 iz short loc_18001ADA4

.text:0000GG1301ADTE 45 39 @0 DB OF @3 00 mow cs:ptr_to_syscall_instruction, rex
.text:000000A15001ADSS BB 00 6D 52 @3 00 mov ecx, dword ptr cs:syscalls_struct.ZwGetContextThread_syscall_code
.text: 0e20000180014D8E B9 B0 D7 OE @3 00 moy cs:syscall_code, ecx

text:002000018001AD91 48 BB CF mov rex, rdi

-text:0000000130081AD94 EE 00 23 00 00 eall  mw_direct_sysesll ZwGetContextThread

.text: Se00008180014AD9%

L Text : 00000001 8001AD99 loc_180014099: ; CODE XREF: sub_l80@1AD3B+33t]
.text:000000018001AD99 B5 (0 test eax, eax

text: 0G2000018001AD98 75 07 jnz short loc_188@1ADA4

text : 0G0000018001ADID BE 81 8@ 80 0O mow eax, 1

. tExt:000000150014D42 £B BC me shert loc_l3eelApse

. text : 0000000150 1ADAS

. text : 000000013081ADAS

.text: 002000018001 ADAL loc_188@1ADA4:

-text : 00020001800 14ADAL

. text: 0ead00a1880140A2

.text :000009018001ADA4

.text:0000000180014DA4 48 BF D3 moy rdx, rbx 3

.text: 0e000018001ADAT 45 8B CF moy rex, rdi 3 hThread
-text:0000000180014DAA FF 15 AB 54 01 0@ call  cs:GetThreadContext

. text : 000000015001AD80

. text: 00006G013081ADI0 loc_18091AD88: ; CODE XREF: sub_180@1AD3B+6A1]
.text:000000013001AD80 48 88 5C 24 3@ mov rbx, [rsp+28htarg 0] I
.text: 0edd00018001AD85 43 83 C4 20 add rsp, 28h

.text:000000013001AD89 SF pop rdi

text:000000018001ADBA C3 retn

Text : Se0e00e138014D8A sub_188@1AD33 endp

According to the value in a dword I've named use syscalls flag, the
beacon will take one of three possible approaches.

 If the flag is equal to 1, it will call the desired syscall block directly;
this means getting the correct code into eax is handled by the ntdll
code.

« If the flag is equal to 2, it will call a function responsible for getting
the appropriate code from syscall.syscall code into eax and
jumping to the syscALL instruction.

« If the flag is neither 1 or 2, it will simply call an API instead.

If a syscall is made by either method, the code will return 1 in eax.
Otherwise, it returns the result from the standard API that was called. The
presence of the flag leads me to think all beacons will have the
mechanisms for handling syscalls. Choosing to use indirect syscalls in the
builder would simply set the appropriate flag(s) in the binary, instead of
producing a payload that doesn't handle syscalls at all.
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