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OkcnepTbl JlabopaTtopmn KOMMNbIOTEPHOM KpuMuHanucTukm Group-IB 3admkcnposanu atakm
HOBOW rpynnbl BbiMoratenen Shadow Ha KpynHble poccunckue KomnaHun. 'pynna akTMBHa,
Kak MMHUMYM, C cepefMHbl MapTa 3Toro roga. 3a paclumdpoBKY AaHHbIX 3110YMbILUNIEHHUKA
TpeObyoT OT xxepTBbl cyMMy OT $1-2 MnH. [ns 06LIEHUS C KaXKaoW XXepTBOM
3r0yMbILUIIEHHMKM pa3MeLlatoT B ceTu Tor naHernb ¢ YaToM, AOCTYN B KOTOPYHO
npegcraBuTesib aTakOBaHHOW KOMMaHUM MoryyaeT npy NoMoLuy NepcoHaribHOro Kroya u3
3anucku ¢ TpeboBaHMeM BbiKyna. Takas e cucteMa B3auMOLEeNCTBUSA C XXepTBaMu
NCnonb3yeTcsi B M3BECTHbIX NAapTHEPCKUX nporpammax RaaS (Ransomware-as-a-Service).

Tak BbIrMaanT BXO4 Ha NaHesnb XepPTBbl

Ecnu koMmnaHusa oTkaxeTca nnaTutb BbIKyn, npeactasutenn Shadow yrpoxatot
onybnukoBaTtb AaHHble B AapkHeTe (CM 3anucky ot Shadow). OTmeTnm, 4TO paHee
BbIMOraTenu npakTU4eckn He ncnonb3oBanu B Poccnn nogoOHbIN MHCTPYMEHT LWaHTaxa,
OrpaHU4MBasiCb yrpo3amn He NPeaoCTaBUTb KMNtoY ANS paclumdpoBkM AaHHbIX. [Tybnvkaums
CKa4YeHHbIX AaHHbIX XXepTB Ha DLS-canTtax xapaktepHa NS aTtak BbiIMoraTenemn Ha KoMnaHum
n3 CLUA, Esponbl, A3un. B kadyecTBe rapaHTuin TOro, YTo NPECTYMHUKM UCNOSMHAT CBOU
obelaHnga, npeactaBuTenu Shadow yBepstoT, YTO OHU HE SABMSOTCH «MOMUTUYECKN
MOTMBUPOBAHHbLIMU N NX HE MHTEPECYET YTO-TO eLle, KpOMe OeHer».
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rarare Your files was encrypted by Shadow Ransomwaressrs
»>»3> Your data are stolen and encrypted

The data will be published on TOR website if you do not pay the ransom
Link for Tor Browser:

— — — e = — —

»»»» What guarantees that we will not deceive you?

We are not a politically motivated group and we do not need anything other than your money.
If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

If we do not give you decrypters, or we do not delete your data after payment, then nobody will

pay us in the future.
Therefore to us our reputation is very important. We attack the companies worldwide and there is

no dissatisfied wvictim after payment.

»»»> You need contact us and decrypt one file for free on these TOR sites with your personal
DECRYPTION ID

Download and install TOR Browser https://www.torproject.org/
Write to a chat and wait for the answer, we will always answer you.
Sometimes you will need to wait for our answer because we attack many companies.

3anucka, KOTopyH NONy4atoT XXepTBbl BoiMoraTenei
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Kak BbISSICHUIM KpuMUHaNUCTbl Group-1B, 3roymMbILLEeHHKM MPOHUKAT B MHPPaCTPYKTypy
XepTB yepes ysi3BMMble NyOnnyHble cepBuchl, B T.4. RDP-cepBepbl. [JaHHbIE KOMNaHWN
Shadow LwndpyoT ¢ NOMOLLIbIO BEPCUKN NONYNSIPHOM NporpamMmbl-BbiMoratens LockBit3,
cobpaHHOro Ha OCHOBE MOSIBMBLUErOCS B NyOrMYyHOM NPOCTPaHCTBE MCXOAHOro Koaa. [ng
Linux ucnonbe3yetcs WwndpoBanbLMK Ha OCHOBE MCXOAHbIX KOOOB BbiMoratensa Babuk. B
Xo4e paccnenoBaHusa nHuuaeHTta cneuymanuctamm Group-IB BbisBneH akt owmbovHoro
Habopa aTtakyLwmmm komaHgbl PowerShell Ha ykpanHckon packnagke knasmnatypbl. Kpome
TOrO, BbISIBMIEHbl UHCTPYMEHTbI, aHaNOrM4YHbIE€ UCMOSb30BaHHbIM B atakax HEM3BECTHON
rpynnuUpoBKON Ha poccuiickne 6aHkm B 2018 roay.

HanomHum, 4To no AaHHbIM uccnegosaHna Group-IB, B 2022 rogy konnyecTtso knbepatak
(PMHAHCOBO-MOTUBMPOBAHHbIX XaKepoB YBENMYUIOCH NOYTU B TPU pasa Mo CPaBHEHUIO C
2021 rogom. Cambim nonynsipHbIM TUNOM KMBepyrpos, ¢ KOTOPbIMU CTOSTKHYNNCb BO BPEMS
pearmpoBaHui aKcnepTbl JlabopaTtopmm KOMNbOTEPHOM KpMUHanucTukn Group-I1B ctanu
aTaku C MCMNoNb30BaHMEM NporpaMmm-BbiMoraTenen — Ha HUX npuwnock 68% Bcex
NHUNOeHToB. Hanbonee arpeccrBHbIMUM rpynnamu nporpamm-soiMoraTtenen B Poccun B
npownom rogy ctanu Phobos, CryLock n Sojusz, a pekopg no cymme TpebyemMoro Bbikyna
noctasuna rpynna OldGremlin, notpe6oBas ot xepTBbl 1 Mnipa pyonen.
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